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Supervised Learning



https://www.youtube.com/watch?v=tWwCK95X6go
https://towardsdatascience.com/hot-dog-or-not-hot-dog-ab9d67f20674

Formally

Given a training set of pairs of examples (x;,y;) € X x Y

Return a function (classifier) f: X — Y

On an unseen test example x, output f(x)

The goal is to on unseen test data

— usually do not care about performance on training data



Performance Metric

® Accuracy (top-1, top-10 error, precision, recall, etc.)
® Training time

® Memory consumption

® Test (inference) time

® Robustness

® Privacy

® Fairness

® [nterpretability

e Ftc.



And then the Surprise

ZWJmuaz
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C. Szegedy et al. “Intriguing properties of neural networks”.

In: International Conference on Learning Representations (ICLR). 2014.
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https://openreview.net/forum?id=kklr_MTHMRQjG

5/28

L20



washer: 0.5398173 safe: 0.34602574 safe: 0.3719305
washer: 0.22088042 loudspeaker: 0.24184975

A. Kurakin, |. Goodfellow, and S. Bengio. “Adversarial examples in the physical world”. In: International Conference on Learning
Representations (ICLR). 2017.
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https://arxiv.org/abs/1607.02533

A. Athalye, L. Engstrom, A. llyas, and K. Kwok. . In: ICML. 2018.


https://proceedings.mlr.press/v80/athalye18b.html

Why Should We Care?

-

I. Goodfellow, P. McDaniel, and N. Papernot. “Making Machine Learning Robust Against Adversarial Inputs’. Communications of the ACM,
L2OV°|' 61, no. 7 (2018), pp. 56—66, J. Gilmer et al. “Motivating the Rules of the Game for Adversarial Example Research”. 2018. 8/28


https://cacm.acm.org/magazines/2018/7/229030-making-machine-learning-robust-against-adversarial-inputs/fulltext
https://arxiv.org/abs/1807.06732




e Standard hash: sensitive to small changes

- -

(Left) Original Doge meme, MD5: 53facff91ec83f60a88235ab628590bb | (Right) Image cropped by author,
MD5: da25273f33c4ec95f71984075079bd16



https://towardsdatascience.com/apples-neuralhash-how-it-works-and-ways-to-break-it-577d1edc9838

® NeuralHash: contrastive training

.. e

(Left) Original Doge meme, NeuralHash: 11d9b097ac960bd2c6c131fa | (Right) Image flipped by author,
NeuralHash: 20d8f097ac960ad2c7c231fe



https://www.apple.com/child-safety/pdf/CSAM_Detection_Technical_Summary.pdf

® Adversarial attack against NeuralHash

- : —
(Left) Original Doge meme, NeuralHash: 11d9b097ac960bd2c6c131fa | (Right) Image generated by author,
NeuralHash: f8d1b897245e0bf2f7e1bOfe




Adversarial Bot Beats

1 visit 1 visit 1 visit 4096 visits
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Cyclic-adversary training steps

T. T. Wang et al. . In: Proceedings of the 40th International Conference on Machine
Learn 23, pp. 35655-35739, T. Tseng et al. In: Proceedings of the Association for the Advancement
of Artificial Intelligence. 2025.



https://github.com/lightvector/KataGo
https://proceedings.mlr.press/v202/wang23g.html
https://arxiv.org/abs/2406.12843

Watermarking

Random seed
—> Random seed r,
generator

! l

Sampling
algorithm

Watermarking key ———

Preceding text x, —> LLM —> LLM distribution p,,(+|x_) —> —> Output token x,

Apply threshold  Decision:
———> Score(x) > Watermarked/
not watermarked

Text Xy, ..o, xp —> Scoring

Watermarking key —  function

S. Dathathri et al. . Nature, vol. 634 (2024), pp. 818—-823.



https://doi.org/10.1038/s41586-024-08025-4

Formally

Exist Ax such that f(x + Ax) # y(x)

Practically, exist Ax such that f(x + Ax) # f(x) g Ul A"YS"AN;

— similar if f is very accurate

— such examples x + Ax are called

Intuitively, f is not sufficiently smooth (continuous)

Or in fancier words, f is not

— small pertubation should lead to small change
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The Deep Challenge

X = (%) = (p(x), W) =1 9

® o and w are learned

w= mm = Task decision boundary 23 Training points for class 1

— Model decision boundary O Training points for class 2

Testing points for class 1 Adversarial examples for class 1

I. Goodfellow, P. McDaniel, and N. Papernot. . Communications of the ACM,
vol. 61, no. 7 (2018), pp. 56—66.


https://cacm.acm.org/magazines/2018/7/229030-making-machine-learning-robust-against-adversarial-inputs/fulltext
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Inevitable

"Adversarial” examples for (non-constant) classifiers.

e Existence is not surprising

¢ Ubiquity is

® How do we find adversarial examples?



Attack Formulation

adversarial example <—‘ ’—>
max  f(X, y; W)

IX—x,l[<e

\ network weights, fixed
input image

attack model perturbation budget

(indistinguishability)

e Untargeted attack, e.g. f(x,y; w) = —logpy(x; W)

® Targeted attack, e.g. f(x,y;w) = logpy(x;w), for a target label y #y

I. J. Goodfellow, J. Shlens, and C. Szegedy. . In: International Conference on Learning
Representations (ICLR). 2015.


https://arxiv.org/pdf/1412.6572.pdf

Attack Algorithms

Algorithm 1: Fast Gradient Sign Method (FGSM)

Input: model w; data x; label y
1 fort=0,1,...do
2 X< Xte- sign(fo(x, y; W)) // sign grad ascent
3 L X < P(X) // projection to stay close and valid

Algorithm 2: Projected Gradient Method (PGM)

Input: model w; data x; label y
1 fort=0,1,...do
2 X<<x+n- fo(X, y; W) // grad ascent
3 L X < P(X) // projection to stay close and valid
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Algorithm 3: Feed-forward MLP trained with backpropogation

Input: x € R%, activation 0 : R — R, loss £ : R¢ — R, regularizer r

ho(—X
fork=1,...,ldo

VA thkz—l +bk
\ hk — U(Zk)

y < Wb + by

p < softmax(y)

o oy 9b ot or
8Wl+1 8Wl+1 By 8}5 ()HYH, 1
ot , 9y Ob ot
oh; oh; Jy Op
fork=1,...,1do

o0, by o0

8Zk 8Zk 8hk

Bl dm 0L | or

W oWy, Dz | oWy
Y, Oz, ok

ohy,_, oh,_1 Ozy

// initialize with input data
// feature map: layer by layer
/! Wy € R¥xdi—1 by € R

// element-wise

// Wiy € R*% by € R¢

// softmax(a) = exp(a)/ (exp(a), 1)

// we absorb b, into W}

// initialize

// backward: accumulate derivatives
// ‘())1;: = diag(o’(zx))
/] =3l ®e]®e;

/] g2 =W

ohy_1

2
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Adversarial Training

min B| max /(x + Ax;w)
w ﬂAxHSe

S/

Le(35w)

Robust Optimization

® ¢ = 0 reduces to the usual training
® ¢ £ 0 amounts to a change in the loss

® A mim-max game between the defender (model w) and
attacker (adversarial example x + Ax)

Aharon Ben-Tal
Laurent El Ghaoui
Arkadi Nemirovski

® SGD on w where the inner max is solved by an attack
algorithm

A. Madry et al. . In: International Conference on Learning Representations
(ICLR). 2018, A. Ben-Tal, L. E. Ghaoui, and A. Nemirovski. . Princeton University Press, 2009.


https://openreview.net/forum?id=rJzIBfZAb
https://press.princeton.edu/books/hardcover/9780691143682/robust-optimization

asso Revisited

e Consider the linear regression problem:

min || Xw —y|ls, where X € R™? y e R"
weRd

® Suppose we perturb each feature independently, and we are interested in solving
the robust linear regression problem:

min  max X+ 7)w — where 7 =z,.....z,] € R4
weRd Vj,||z;[l2<A ||( ) y||27 [ 1, ) d]

® Prove that robust linear regression is exactly equivalent to (square-root) Lasso:

min, [ Xw = ylz + Awli, where [[wl = lu
w

J



Robustness More Broadly

. PORTNOY AND R. KOENKER

IXw—ylz vs.  [Xw—ylh

® | east-squares (Gauss) vs. least
absolute deviation (Laplace)

S. Portnoy and R. Koenker.
Statistical Science, vol. 12, no. 4 (1997), pp. 279-300.


https://doi.org/10.1214/ss/1030037960
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WILEY SERIES IN PROBABILITY AND STATISTICS

Robust Statistics

Second Edition

Peter J. Huber
Elvezio M. Ronchetti

$IWILEY

Robust Statistics
The Approach Based

on Influence Functions

WILEY SERIES IN PROBABILITY AND STATISTICS

WWILEY

Robust

'WILEY SERIES IN PROBABILITY AND STATISTICS
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Huber's loss is Moreau's envelope

n=1

——

— M

—te— P

Huber

Shrinkage

J. J. Moreau

I’Académie des sciences, vol. 255 (1962), pp.

no. 1 (1964), pp. 73-101.

. Comptes rendus hebdomadaires des séances de
2897-2899, P. J. Huber. . Annals of Statistics, vol. 35,


https://hal.archives-ouvertes.fr/hal-01867195
https://www.jstor.org/stable/2238020

Huber's e-contamination Model

ntamination inati istr.
observation distr. conta atio true distr. contamination distr.

proportion / /(arpitrary)

F=(0-¢G+eH

|

DW<F||G>5e\>

mixture model

Xl,...,Xn ~ F

With probability (w.p.) €, x; is from contamination distribution H

W.p. 1 — ¢, x; from true distribution G

Roughly € proportion is (arbitrarily) contaminated

A mixture of two distributions: don't know which data comes from which distr.



Variational Loss

p(r) =t

Geman-McClure

p(r) = min{1, |r|}
Clipped L1

M. J. Black and A. Rangarajan.
International Journal of Computer Vision, vol. 19 (1996), pp. 57-91, Y. Yu, 3. Aslan, and D. Schuurmans.
. In: Advances in Neural Information Processing Systems 26 (NIPS). 2012


https://doi.org/10.1007/BF00131148
https://papers.nips.cc/paper/2012/hash/ae5e3ce40e0404a45ecacaaf05e5f735-Abstract.html
https://papers.nips.cc/paper/2012/hash/ae5e3ce40e0404a45ecacaaf05e5f735-Abstract.html




