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Supervised Learning Z hotdog app
example results
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https://www.youtube.com/watch?v=tWwCK95X6go
https://towardsdatascience.com/hot-dog-or-not-hot-dog-ab9d67f20674


Formally

• Given a training set of pairs of examples (xi, yi) ∈ X×Y

• Return a function (classifier) f : X→ Y

• On an unseen test example x, output f(x)

• The goal is to do well on unseen test data

– usually do not care about performance on training data
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Performance Metric

• Accuracy (top-1, top-10 error, precision, recall, etc.)

• Training time

• Memory consumption

• Test (inference) time

• Robustness

• Privacy

• Fairness

• Interpretability

• Etc.
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And then the Surprise

C. Szegedy et al. “Intriguing properties of neural networks”. In: International Conference on Learning Representations (ICLR). 2014.
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https://openreview.net/forum?id=kklr_MTHMRQjG
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A. Kurakin, I. Goodfellow, and S. Bengio. “Adversarial examples in the physical world”. In: International Conference on Learning
Representations (ICLR). 2017.
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https://arxiv.org/abs/1607.02533


A. Athalye, L. Engstrom, A. Ilyas, and K. Kwok. “Synthesizing Robust Adversarial Examples”. In: ICML. 2018.
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https://proceedings.mlr.press/v80/athalye18b.html


Why Should We Care?

I. Goodfellow, P. McDaniel, and N. Papernot. “Making Machine Learning Robust Against Adversarial Inputs”. Communications of the ACM,
vol. 61, no. 7 (2018), pp. 56–66, J. Gilmer et al. “Motivating the Rules of the Game for Adversarial Example Research”. 2018.L20 8/28

https://cacm.acm.org/magazines/2018/7/229030-making-machine-learning-robust-against-adversarial-inputs/fulltext
https://arxiv.org/abs/1807.06732
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Apple’s NeuralHash
• Standard hash: sensitive to small changes
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https://towardsdatascience.com/apples-neuralhash-how-it-works-and-ways-to-break-it-577d1edc9838


• NeuralHash: contrastive training

https://www.apple.com/child-safety/pdf/CSAM_Detection_Technical_Summary.pdf
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https://www.apple.com/child-safety/pdf/CSAM_Detection_Technical_Summary.pdf


• Adversarial attack against NeuralHash
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Adversarial Bot Beats KataGo

T. T. Wang et al. “Adversarial Policies Beat Superhuman Go AIs”. In: Proceedings of the 40th International Conference on Machine
Learning. 2023, pp. 35655–35739, T. Tseng et al. “Can Go AIs be adversarially robust?” In: Proceedings of the Association for the Advancement
of Artificial Intelligence. 2025.L20 13/28

https://github.com/lightvector/KataGo
https://proceedings.mlr.press/v202/wang23g.html
https://arxiv.org/abs/2406.12843


Watermarking

S. Dathathri et al. “Scalable watermarking for identifying large language model outputs”. Nature, vol. 634 (2024), pp. 818–823.
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https://doi.org/10.1038/s41586-024-08025-4


Formally

• Exist small ∆x such that f(x+∆x) ̸= y(x)

• Practically, exist small ∆x such that f(x+∆x) ̸= f(x)

– similar if f is very accurate

– such examples x+∆x are called “adversarial”

• Intuitively, f is not sufficiently smooth (continuous)

• Or in fancier words, f is not robust

– small pertubation should lead to small change
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The Deep Challenge

x 7→ φ(x) 7→ ⟨φ(x),w⟩ =: ŷ

• φ and w are learned jointly

I. Goodfellow, P. McDaniel, and N. Papernot. “Making Machine Learning Robust Against Adversarial Inputs”. Communications of the ACM,
vol. 61, no. 7 (2018), pp. 56–66.
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https://cacm.acm.org/magazines/2018/7/229030-making-machine-learning-robust-against-adversarial-inputs/fulltext




Inevitable

“Adversarial” examples exist for any (non-constant) classifiers.

• Existence is not surprising

• Ubiquity is

• How do we find adversarial examples?
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Attack Formulation

• Untargeted attack, e.g. f(x, y;w) = − log py(x;w)

• Targeted attack, e.g. f(x, y;w) = log pỹ(x;w), for a target label ỹ ̸= y

I. J. Goodfellow, J. Shlens, and C. Szegedy. “Explaining and harnessing adversarial examples”. In: International Conference on Learning
Representations (ICLR). 2015.
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https://arxiv.org/pdf/1412.6572.pdf


Attack Algorithms

Algorithm 1: Fast Gradient Sign Method (FGSM)
Input: model w; data x; label y

1 for t = 0, 1, . . . do
2 x← x+ ϵ · sign(∇xf(x,y;w)) // sign grad ascent
3 x← P(x) // projection to stay close and valid

Algorithm 2: Projected Gradient Method (PGM)
Input: model w; data x; label y

1 for t = 0, 1, . . . do
2 x← x+ η · ∇xf(x,y;w) // grad ascent
3 x← P(x) // projection to stay close and valid
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Algorithm 3: Feed-forward MLP trained with backpropogation
Input: x ∈ Rd0 , activation σ : R→ R, loss ℓ : Rc → R, regularizer r

1 h0 ← x // initialize with input data
2 for k = 1, . . . , l do // feature map: layer by layer
3 zk ← Wkhk−1 + bk // Wk ∈ Rdk×dk−1 ,bk ∈ Rdk

4 hk ← σ(zk) // element-wise

5 ŷ← Wl+1hl + bl+1 // Wl+1 ∈ Rc×dl ,bl+1 ∈ Rc

6 p̂← softmax(ŷ) // softmax(a) = exp(a)/ ⟨exp(a),1⟩
7 ∂ℓ

∂Wl+1
← ∂ŷ

∂Wl+1
· ∂p̂
∂ŷ
· ∂ℓ
∂p̂

+ ∂r
∂Wl+1

// we absorb bk into Wk

8 ∂ℓ
∂hl
← ∂ŷ

∂hl
· ∂p̂
∂ŷ
· ∂ℓ
∂p̂

// initialize

9 for k = l, . . . , 1 do // backward: accumulate derivatives

10 ∂ℓ
∂zk
← ∂hk

∂zk
· ∂ℓ
∂hk

// ∂hk

∂zk
= diag(σ′(zk))

11 ∂ℓ
∂Wk
← ∂zk

∂Wk
· ∂ℓ
∂zk

+ ∂r
∂Wk

// ∂zk

∂Wk
=

∑
j [h

⊤
k−1 ⊗ ej ]⊗ ej

12 ∂ℓ
∂hk−1

← ∂zk
∂hk−1

· ∂ℓ
∂zk

// ∂zk

∂hk−1
= W⊤

k
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Adversarial Training

min
w

Ê
[

max
∥∆x∥≤ϵ

ℓ(x+∆x;w)︸ ︷︷ ︸
ℓϵ(x;w)

]

• ϵ = 0 reduces to the usual training

• ϵ ̸= 0 amounts to a change in the loss

• A mim-max game between the defender (model w) and
attacker (adversarial example x+∆x)

• SGD on w where the inner max is solved by an attack
algorithm

A. Madry et al. “Towards Deep Learning Model Resisstant to Adversarial Attacks”. In: International Conference on Learning Representations
(ICLR). 2018, A. Ben-Tal, L. E. Ghaoui, and A. Nemirovski. “Robust Optimization”. Princeton University Press, 2009.
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https://openreview.net/forum?id=rJzIBfZAb
https://press.princeton.edu/books/hardcover/9780691143682/robust-optimization


Lasso Revisited

• Consider the linear regression problem:

min
w∈Rd

∥Xw − y∥2, where X ∈ Rn×d, y ∈ Rn

• Suppose we perturb each feature independently, and we are interested in solving
the robust linear regression problem:

min
w∈Rd

max
∀j,∥zj∥2≤λ

∥(X + Z)w − y∥2, where Z = [z1, . . . , zd] ∈ Rn×d

• Prove that robust linear regression is exactly equivalent to (square-root) Lasso:

min
w∈Rd

∥Xw − y∥2 + λ∥w∥1, where ∥w∥1 =
∑
j

|wj|
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Robustness More Broadly

∥Xw − y∥22 vs. ∥Xw − y∥1

• Least-squares (Gauss) vs. least
absolute deviation (Laplace)

S. Portnoy and R. Koenker. “The Gaussian hare and the Laplacian tortoise: computability of squared-error versus absolute-error estimators”.
Statistical Science, vol. 12, no. 4 (1997), pp. 279–300.
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https://doi.org/10.1214/ss/1030037960
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Huber’s loss is Moreau’s envelope

J. J. Moreau. “Fonctions convexes duales et points proximaux dans un espace hilbertien”. Comptes rendus hebdomadaires des séances de
l’Académie des sciences, vol. 255 (1962), pp. 2897–2899, P. J. Huber. “Robust estimation of a location parameter”. Annals of Statistics, vol. 35,
no. 1 (1964), pp. 73–101.
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https://hal.archives-ouvertes.fr/hal-01867195
https://www.jstor.org/stable/2238020


Huber’s ϵ-contamination Model

• With probability (w.p.) ϵ, xi is from contamination distribution H
• W.p. 1− ϵ, xi from true distribution G
• Roughly ϵ proportion is (arbitrarily) contaminated
• A mixture of two distributions: don’t know which data comes from which distr.
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Variational Loss

ℓ̃(t) := min
η∈[0,1]

η · ℓ(t) + ψ(η)

M. J. Black and A. Rangarajan. “On the unification of line processes, outlier rejection, and robust statistics with applications in early vision”.
International Journal of Computer Vision, vol. 19 (1996), pp. 57–91, Y. Yu, Ö. Aslan, and D. Schuurmans. “A Polynomial-time Form of Robust
Regression”. In: Advances in Neural Information Processing Systems 26 (NIPS). 2012.
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https://doi.org/10.1007/BF00131148
https://papers.nips.cc/paper/2012/hash/ae5e3ce40e0404a45ecacaaf05e5f735-Abstract.html
https://papers.nips.cc/paper/2012/hash/ae5e3ce40e0404a45ecacaaf05e5f735-Abstract.html



