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Module 4: Legal Privacy
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Data Exploitation

Revealed: 50 million Facebook profiles
harvested for Cambridge Analyticain
major data breach

Whistleblower describes how firm linked to former Trump adviser
Steve Bannon compiled user data to target American voters
‘I made Steve Bannon's psychological warfare tool': meet the
data war whistleblower

Mark Zuckerberg breaks silence on Cambridge Analytica

A Cambridge Analytica whistleblower: 'We spent $1m harvesting millions of Facebook profiles' - video

€he New Hork imes

AT&T Said to Expose iPad Users’
Addresses
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By Miguel Helft

June 9, 2010

A group of hackers said Wednesday that it had obtained the e-mail
addresses of 114,000 owners of 3G Apple iPads, including those of
military personnel, business executives and public figures, by
exploiting a security hole on AT&T’s Web site.

The New York Times June 2010




Technology to Manipulate People and Decisions

Facebook apologises for psychological Tech policy / Al Ethics

experiments on users " . .
S e AL %endtltng p_?ople tajal
i i —and getting it wrong

Using historical data to train risk assessment tools could mean that
machines are copying the mistakes of the past.

by KarenHao January 21,2019

Al might not seem to have a huge personal impact if your most frequent brush
with machine-learning algorithms is through Facebook’s news feed or
Google’s search rankings. But at the Data for Black Lives conference last
weekend, technologists, legal experts, and community activists snapped
things into perspective with a discussion of America’s criminal justice

system. There, an algorithm can determine the trajectory of your life.

Facebook’s second most powerful executive, Sheryl Sandberg, has .
apologised for the conduct of secret psychological tests on nearly 700,000 MIT TeCh ReVleW JanuaI‘y 2019

pted outrage from users and expert



Privacy and Surveillance

Your Roomba May Be Mapping Your
Home, Collecting Data That Could Be
Shared

Technology

Doorbell-camera firm Ring has partnered with
400 police forces, extending surveillance
concerns
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The Roomba 980 from iRobot, which was released in 2015. Some of the company’s
robotic vacuums collect spatial data to map users’ homes. iRobot, via Reuters

ARIng Pro video doorbell. (James Pace-Cornsilk)

. The Washington Post August 2019

August 28. 2019 at 6:53 p.m. EDT

By Maggie Astor

July 25, 2017
Your Roomba may be vacuuming up more than you think.

High-end models of Roomba, iRobot’s robotic vacuum, collect data
as they clean, identifying the locations of your walls and furniture.
This helps them avoid crashing into your couch, but it also creates
a map of your home that iRobot could share with Amazon, Apple or

TRE New York Ti Ful 17

Hackers can hijack Wi-Fi Hello Barbie to
spy on your children
Security researcher warns hackers could steal personal

information and turn the microphone of the dollintoa
surveillance device

Mattel’s latest Wi-Fi enabled Barbie doll can easily be hacked to turnitinto a

The Guardian November 2015
(see Valerie Steeves work as well)



The Jurassic Problem
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THIS MIGHT BE A BAD IDEA




False Equivalence: Ethics and Law

Data Protection
Officer (DPO)

Health Insurance Portability
and Accountability Act




A Practical Problem of Technology Law

IHOW NEW LAWS
I AND REGULATIONS
I ARE CREATED

I THE LEGISLATIVE PROCESS

Legislation is a written law that provides rules of conduct. To become law, legislation must be approved by Parliament. Proposed legislation is

introduced in Parliament in the form of a bill which provides the basis to amend or repeal existing laws or put new ones in place. Canada's legisla

process involves all three parts of Parliament: the House of Commons (elected, lower Chamber), the Senate (appointed, upper Chamber),

JUSTICE.GC.CA

and the Monarch (Head of State, who Is represented by the Governor General in Canada). These three parts work together to create new laws.
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Proposed policy is developed by ersey
= \ the Government and s then presented Elioxipsihetabints
10 Cabinet for approval to draft a new bill. approval, the Department
of Justice drafts a bill This
is done in collaboration with
o D dEud tment's
oragency’s
e e opraer e lagal
services teams.

-
—— L Gabinet is the Prime Minister's
MEMORANDUI forum for ereating consensus
TO CABINET among the Government's Ministers.

L Abillis text of a legislative initiative
that the Government submits to
Parliament to be approved, and

FIRST READING
OF THEBILL

Thebillis

introduced in either

the House of Commons
or the Senate.

v
SECOND READING
OF THEBILL

Traditionally, Parliamentarians
then debate the principle

of the bill and vote to <

cide whether It should
be studied further.

possibly amended, before
becoming law.
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the REPORT STAGE If the bill passes second

Once the bill has been « when they receive If the bill pa

- \ passed in the same form Royal Assent; - ot 1 then sent o
by both ChAITbers, G085 .1 day or deys specified b E oot
p—t 10 the Governor General S— where ltgo 'hrough

inthe Act; and

« on a day or days set by
the Governor in Council
(the Governor General,
on the advice of
the federal Cabinet)

for Royal Assent and then the same process.

becomes Canadian law.

The law becomes
enforceable once it
e Into force.

aws can come into

lowe in the following ways:
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to the Chamber. During the,

can also mal
1o the bill

THIRD READING
OF THEBILL

The bill is then subject to
afinal debate and vote
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When a Committee has finished
its study, it reports the bill back

report stage, Parliamentarians
ca ke amendments

reading, it is sent to a
Parliamentary Committee,
which studies it in depth,
holds public herings to
hear views and may make
changes to the bil
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I THE REGULATORY PROCESS

Regulations provide support to the new laws
and are enforceable by law.

The relevant

— organizations —
Unlike legislation, regulations are not made by Parliament = conduct an analysis for —_—
but rather by persons or bodies that Parliament has given - the development of

the authority to make them in an Act, such as the Governor regulatory proposals
Council or a Minister. This is why regulations are developed

under a separate process from Acts.
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The relevant

engagement to seck
views on possible
policy approaches
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—‘ After consideration
o of comments received,
e the regulatory
~om proposals are further
o refined. Stakeholders
are invited to provide
further comments.
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inaccordance withthe o
written instructions
REGOLATIONS provided by the

Draft regulations are
then developed by the
Department of Justice

relevant organl
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Ths Mlms(sr or the Governor in Council, on Treasury Comments are taken

ce, as Bppropriale, reviews and approves -
me mzkmg of the final regulations. The regulations are -~
made once the Minister signs the regulations’ covering bl
order, or ance the Governor General signs the
regulations’ Order in Council, as the case may be.

The final regulations are then published in

the Canada Gazelte, Part I, and come into force

on the day or days set outin the regulations.
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regulations are
updated and finalized.

Winistére de la Justice.
Canada
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[ Qoperimentol ustce
Canada
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The approved draft

regulations ere published in

the Canada Gazette, Part .

L The Canada Gazette is the official
newspaper of the Government
of Canada. It contalns Information
such as formal public notices,
official appointments, propos ud
regulations and more.
a cansultative tool, providing

Canadians with the opportunity

10 provide their comments on
the proposed requlations.

REGULATIONS

-

The Minister, for Ministerial
regulations, or the Treasury
Board, for Governor in
Council regulations, reviews
and approves the draft
regulations for publication,
with or without changes.
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Newer (?) Laws

o California Consumer Protection Act 2018
 California Privacy Rights Act

o 2020 approval, 2023 into effect

« Canada: Bill C-27, the Digital Charter Implementation Act

Recall, PIPEDA, implemented in 2001, 2002, 2004

As of 2018, several provinces have similar privacy laws

Parliament, 1st session November 22, 2021,

Passed second round April 24, 2023

Passed first round in June 16, 2022

Includes Consumer Privacy Protection Act, the Personal Information and Data Protection
Tribunal Act, and the Artificial Intelligence and Data Act.
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What about Ethics?

Ethics != Law

Ethics != A subjective expression of what you think {~




What about Ethics?

Ethics != Law

Ethics != A subjective expression of what you think {*

~ “Ethics” is about solving shared practical problems by building consensus
N o Nal through rigorous, logical argument.

| Ethical theories aim to make a range of prescriptions, justified on certain
| grounds.

Ethical Theory Grid and Description: Steve Robinson, Brandon University




APPLYING ETHICS

When Wittgenstein challenged Popper to state an example of
a moral rule, Popper claimed to have replied "Not to threaten
visiting lecturers with hot pokers”



Potential health data breach exposing
names, medical conditions discovered by
privacy researcher

Responsible Disclosure

e When finding a vulnerability, what

should you do?

e The idea of responsible disclosure

sHARE: [ O CEED
VANCOUVER - Up on the roof of the Vancouver Public Library. privacy
esearch Jam connects a small antenna to her laptop

is you inform those responsible so [

they have an opportunity to fix it e i o

Vancouver
first.

https://openprivacy.ca/blog/2019/09/09/open-privacy-discovers-vancouver-patient-medical-data-breach/



Trying to Build — Perspectives

e Get as many dissenting voices as possible.

e Explain how something works, what is possible to go wrong,
and how bad actors can take advantage to a non-expert.

e The privacy and data protection norms and cultural values
vary by region and country. ’

e Consult other types of experts
(e.g. ethics, regions, advocates, activists

4"

‘t

@worldwise001, @ussjoin,@dinodaizovi, @wbm312, @limufar
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Trying to Build — Question

> As intended...

o Failure modes? ‘/ \
= Who does this effect?

o Abuse cases?
= Who could it effect?

Not as intended...

 Who does this effect?

. i ? S
Who could it etfect? - Did this need to be collected?

« Did this need to be collected?
= Edge cases?

o Edge cases?

@worldwise001, @ussjoin,@dinodaizovi, @wbm312, @limufar



Hackers can hijack Wi-Fi Hello Barbie to
spy on your children

[ ] [ ] L]
u e St I O n I n H e I I O B a r b I e Security researcher warns hackers could steal personal
information and turn the microphone of the doll intoa

surveillance device

The doll uses voice recognition software to ‘listen’ to the child and ‘talk back’.
Children's voices are then recorded and sent to the cloud where they are analyzed

It also connects to Wi-Fi.

For more on this and things like it see Valerie Steeves work




Hackers can hijack Wi-Fi Hello Barbie to
spy on your children

[ ] [ ] L]
u e St I O n I n I I e I I O B a rb I e Security researcher warns hackers could steal personal
information and turn the microphone of the doll intoa

surveillance device

1. Consider the effects of this toy when
working correctly?

2. Incorrectly

Write out some questions you would want

A

answered before this toy was built. R

The doll uses voice recognition software to ‘listen’ to the child and ‘talk back’.
Children's voices are then recorded and sent to the cloud where they are analyzed

It also connects to Wi-Fi.

For more on this and things like it see Valerie Steeves work




Questioning Hello Barbie — When it works

e Non-transparent to parents (and children)

e Children are the intended ‘users’

e Can it reproduce discriminatory patterns?

e Does this incorporate stereotypical performance?
e |s recording the children’s voices necessary?
e What are the risks of the Wi-Fi connection?

e Can parents access Barbie's responses for their own review?

For more on this and things like it see Valerie Steeves work



Questioning Hello Barbie — When it goes wrong

e Can recordings of children’s voices be accessed on the
server?

e Can recordings be connected to children or real locations?

e What security measures are in place to prevent malicious
access to the toys sensors (microphone, speaker)?

ackers can hijack Wi-Fi Hello Barbie to
spy on your children

For more on this and things like it see Valerie Steeves work



Task: The Law and Hello Barbie

For Hello Barbie (or other kids technology/toy), identify :

At least one country/jurisdiction where you think the
technology/toy is compliant with the regulations/law

At least one country/jurisdiction where you think the
technology/toy is not compliant with the regulations/law
A list (subset) of attributes that correspond to whether or
not any technology (wherther for kids or not) is likely to be
compliant (or not)




Takeaways

e You need differing perspectives. Different expertise, but also

different cultures, backgrounds, and experiences

e The intricacies and pressures of an ethical dilemma is hard

when it is not theoretical anymore

e We should always consider whether we “should”, regardless

of our field




