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—— Abstract

In cloud databases, cloud computation over sensitive data uploaded by clients inevitably causes
concern about data security and privacy. Even if cryptographic primitives and trusted computing
environments are integrated into query processing to safeguard the actual contents of the data, access
patterns of algorithms can still leak private information about data. Oblivious RAM (ORAM) and
circuits are two generic approaches to address this issue, ensuring that access patterns of algorithms
remain oblivious to the data. However, deploying these methods on insecure algorithms, particularly
for multi-way join processing, is computationally expensive and inherently challenging.

In this paper, we propose a novel sorting-based algorithm for multi-way join processing that
operates without relying on ORAM simulations or other security assumptions. Our algorithm is
a non-trivial, provably oblivious composition of basic primitives, with time complexity matching
the insecure worst-case optimal join algorithm, up to a logarithmic factor. Furthermore, it is
cache-agnostic, with cache complexity matching the insecure lower bound, also up to a logarithmic
factor. This clean and straightforward approach has the potential to be extended to other security
settings and implemented in practical database systems.
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1 Introduction

In outsourced query processing, a client entrusts sensitive data to a cloud service provider, such
as Amazon, Google, or Microsoft, and subsequently issues queries to the provider. The service
provider performs the required computations and returns the results to the client. Since these
computations are carried out on remote infrastructure, ensuring the security and privacy
of query evaluation is a critical requirement. Specifically, servers must remain oblivious to
any information about the underlying data throughout the computation process. To achieve
this, advanced cryptographic techniques and trusted computing hardware are employed
to prevent servers from inferring the actual contents of the data [34, 19]. However, the
memory accesses during execution may still lead to information leakage, posing an additional
challenge to achieving comprehensive privacy. For example, consider the basic (natural) join
operator on two database instances: Ry = {(a;, ;) : i € [N]} x S1 = {(b;,¢;) : i € [N]} and
Ry = {(a;,b1) :i € [N]} x Sy = {(b1,¢;) : i € [N]} for some N € Z*, where each pair of
tuples can be joined if and only if they have the same b-value. Suppose each relation is sorted
by their b-values. Using the merge join algorithm, there is only one access to S between two
consecutive accesses to Ry, but there are IV accesses to So between two consecutive accesses
to Ry. Hence, the server can distinguish the degree information of join keys of the input
data by observing the sequence of memory accesses. Moreover, if the server counts the total
number of memory accesses, it can further infer the number of join results of the input data.
? Xiao Hu and Zhiar.lg Wu; .
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The notion of obliviousness was proposed to formally capture such a privacy guarantee
on the memory access pattern of algorithms [31, 30]. This concept has inspired a substantial
body of research focused on developing algorithms that achieve obliviousness in practical
database systems [55, 24, 20, 17]. A generic approach to achieving obliviousness is Oblivious
RAM (ORAM) [31, 41, 29, 52, 23, 48, 8], which translates each logical access into a poly-
logarithmic (in terms of the data size) number of physical accesses to random locations of
the memory. but the poly-logarithmic additional cost per memory access is very expensive
in practice [16]. Another generic approach involves leveraging circuits [53, 26]. Despite their
theoretical promise, generating circuits is inherently complex and resource-intensive, and
integrating such constructions into database systems often proves to be inefficient. These
challenges highlight the advantages of designing algorithms that are inherently oblivious to
the input data, eliminating the need for ORAM frameworks or circuit constructions.

In this paper, we take on this question for multi-way join processing, and examine the
insecure worst-case optimal join (WCOJ) algorithm [43, 44, 50], that can compute any join
queries in time proportional to the maximum number of join results. Our objective is to
investigate the intrinsic properties of the WCOJ algorithm and transform it into an oblivious
version while preserving its optimal complexity guarantee.

1.1 Problem Definition

Multi-way join. A (natural) join query can be represented as a hypergraph Q = (V, &) [2],
where V models the set of attributes, and £ C 2¥ models the set of relations. Let dom(z) be
the domain of attribute £ € V. An instance of Q is a function R that maps each e € £ to
a set of tuples R, where each tuple ¢ € R, specifies a value in dom(xz) for each attribute
x € e. The result of a join query Q over an instance R, denoted by Q(R), is the set of
all combinations of tuples, one from each relation R, that share the same values in their

common attributes, i.e., Q(R) = {t € H dom(z) | Ve € £,3t. € Re, et = te}.
eV
Let N =3 ¢ |Re| be the input size of instance R, i.e., the total number of tuples over

all relations. Let OUT = |Q(R)| be the output size of the join query Q over instance R. We
study the data complexity [2] of join algorithms by measuring their running time in terms of
input and output size of the instance. We consider the size of Q, i.e., |V| and |£|, as constant.

Model of computation. We consider a two-level hierarchical memory model [40, 18]. The
computation is performed within trusted memory, which consists of M registers of the same
width. For simplicity, we assume that the trusted memory size is ¢- M, where c is a constant.
This assumption will not change our results by more than a constant factor. Since we assume
the query size as a constant, the arity of each relation is irrelevant. Each tuple is assumed to
fit into a single register, with one register allocated per tuple, including those from input
relations as well as intermediate results. We further assume that ¢- M tuples from any set of
relations can fit into the trusted memory. Input data and all intermediate results generated
during the execution are encrypted and stored in an untrusted memory of unlimited size.
Both trusted and untrusted memory are divided into blocks of size B. One memory access
moves a block of B consecutive tuples from trusted to untrusted memory or vice versa. The
complexity of an algorithm is measured by the number of such memory accesses.

An algorithm typically operates by repeating the following three steps: (1) read encrypted
data from the untrusted memory into the trusted memory, (2) perform computation inside
the trusted memory, and (3) Encrypt necessary data and write them back to the untrusted
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memory. Adversaries can only observe the address of the blocks read from or written to the
untrusted memory in (1) and (3), but not data contents. They also cannot interfere with
the execution of the algorithm. The sequence of memory accesses to the untrusted memory
in the execution is referred to as the “access pattern” of the algorithm. In this context, we
focus on two specific scenarios of interest:
Random Access Model (RAM). This model can simulate the classic RAM model
with M = O(1) and B = 1, where the trusted memory corresponds to O(1) registers and
the untrusted memory corresponds to the main memory. The time complexity in this
model is defined as the number of accesses to the main memory by a RAM algorithm.
External Memory Model (EM). This model can naturally simulate the classic EM
model [4, 51], where the trusted memory corresponds to the main memory and the
untrusted memory corresponds to the disk. Following prior work [28, 21, 18], we focus on
the cache-agnostic EM algorithms, which are unaware of the values of M (memory size)
and B (block size), a property commonly referred to as cache-oblivious in the literature.
To avoid ambiguity, we use the terms “cache-agnostic” to refer to “cache-oblivious” and
“oblivious” to refer to “access-pattern-oblivious” throughout this paper. The advantages
of cache-agnostic algorithms have been extensively studied, particularly in multi-level
memory hierarchies. A cache-agnostic algorithm can seamlessly adapt to operate efficiently
between any two adjacent levels of the hierarchy. We adopt the tall cache assumption,
M = Q(B?) and further M = Q(log"™* N)* for an arbitrarily small constant € € (0,1),
and the wide block assumption, B = Q(log0'55 N). These are standard assumptions widely
adopted in the literature of EM algorithms [4, 51, 7, 28, 21, 18]. The cache complezity in
this model is defined as the number of accesses to the disk by an EM algorithm.

Oblivious Algorithms. The notion of obliviousness is defined based on the access pattern of
an algorithm. Memory accesses to the trusted memory are invisible to the adversary and,
therefore, have no impact on security. Let A be an algorithm, Q a join query, and R an
arbitrary input instance of Q. We denote Access 4(Q,R) as the sequence of memory accesses
made by A to the untrusted memory when given (Q,R) as the input, where each memory
access is a read or write operation associated with a physical address. The join query Q and
the size N of the input instance are considered non-sensitive information and can be safely
exposed to the adversary. In contrast, all input tuples are considered sensitive information
and should be hidden from adversaries. This way, the access pattern of an oblivious algorithm
A should only depend on Q and N, ensuring no leakage of sensitive information.

» Definition 1 (Obliviousness [30, 31, 15]). An algorithm A is oblivious for a join query Q, if
given an arbitrary parameter N € Z7T, for any pair of instances R, R’ of Q with input size N,
Access4(Q, R) 2 Access4(Q, R'), where § is a negligible function in terms of N. Specifically,
for any positive constant c, there exists N. such that §(N) < % for any N > N.. The

5
notation = indicates the statistical distance between two distributions is at most 0.

This notion of obliviousness applies to both deterministic and randomized algorithms. For
a randomized algorithm, different execution states may arise from the same input instance
due to the algorithm’s inherent randomness. Each execution state corresponds to a specific
sequence of memory accesses, allowing the access pattern to be modeled as a random variable
with an associated probability distribution over the set of all possible access patterns. The

! In this work, log() always means log,(-) and should be distinguished from log i (-).
B
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statistical distance between two probability distributions is typically quantified using standard
metrics, such as the total variation distance. A randomized algorithm is indeed oblivious if its
access pattern exhibits statistically indistinguishable distributions across all input instances
of the same size. Relatively simpler, a deterministic algorithm is oblivious if it displays an
identical access pattern for all input instances of the same size.

1.2 Review of Existing Results

Oblivious RAM. ORAM is a general randomized framework designed to protect access
patterns [31]. In ORAM, each logical access is translated into a poly-logarithmic number
of random physical accesses, thereby incurring a poly-logarithmic overhead. Goldreich et
al. [31] established a lower bound Q(log N) on the access overhead of ORAMs in the RAM
model. Subsequently, Asharov et al. [8] proposed a theoretically optimal ORAM construction
with an overhead of O(log N) in the RAM model under the assumption of the existence of a
one-way function, which is rather impractical [47]. It remains unknown whether a better
cache complexity than O(log N) can be shown for such a construction. Path ORAM [48] is
currently the most practical ORAM construction, but it introduces an O(log* N) overhead
and requires (1) trusted memory. In the EM model, one can place the tree data structures for
ORAM in an Emde Boas layout, resulting in a memory access overhead of O(log N -logz N).

Insecure Join Algorithms. The WCOJ algorithm [43] have been developed to compute
any join query in O(N p*) time?, where p* is the fractional edge cover number of the join
query (formally defined in Section 2.1). The optimality is implied by the AGM bound [9]. 3
However, these WCOJ algorithms are not oblivious. In Section 4, we use triangle join as
an example to illustrate the information leakage from the WCOJ algorithm. Another line
of research also explored output-sensitive join algorithms. A join query can be computed
in O((N***" + OUT) - polylogN)) time [54, 3], where subw is the submodular-width of the
join query. For example, subw = 1 if and only if the join query is acyclic [12, 25]. These
algorithms are also not oblivious due to various potential information leakages. For instance,
the total number of memory accesses is influenced by the output size, which can range from
a constant to a polynomially large value relative to the input size. A possible mitigation
strategy is worst-case padding, which involves padding dummy accesses to match the worst
case. However, this approach does not necessarily result in oblivious algorithms, as their
access patterns may still vary significantly across instances with the same input size.

In contrast, there has been significantly less research on multi-way join processing in
the EM model. First of all, we note that an EM version of the WCOJ algorithm incurs

at least 2 (%) cache complexity since there are ©(N*") join results in the worst case

and all join results should be written back to disk. For the basic two-way join, the nested-
loop algorithm has cache complexity O <%2> and the sort-merge algorithm has cache

complexity O (% log M % + O—}BJT) For multi-way join queries, an EM algorithm with cache

Ne”
Mr*—1B
acyclic joins [36, 39], graph joins [38, 22] and Loomis-Whitney joins [39].* These results

complexity O ( -log M % + %) has been achieved for Berge-acyclic joins [37], a-

2 A hashing-based algorithm achieves O(N?") time in the worst case using the lazy array technique [27).
3 The maximum number of join results produced by any instance of input size N is O(N?"), which is also
tight in the sense that there exists some instance of input size N that can produce @(N*?") join results.

4 Some of these algorithms have been developed for the Massively Parallel Computation (MPC) model [11]
and can be adapted to the EM model through the MPC-to-EM reduction [39].
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Table 1 Comparison between previous and new oblivious algorithms for multi-way joins. N
is the input size. p* and p are the input join query’s fractional and integral edge cover numbers,
respectively. M is the trusted memory size. B is the block size.

Previous Results New Results

(@] (N’)y -log N)

RAM model © (NP +log N) [44, 8] (no assumption)

(one-way function assumption)

st x Ne” N
Cache-agnostic 0 (N...a..{;:+1.p} log ar \{; +|A,,}> O ( 5 -log% 5 )
EM model "B . .
(no assumption) (tall cache and wide block assumptions)
ouT

were previously stated without including the output-dependent term =z~ since they do not
consider the cost of writing join results back to disk. Again, even padding the output size
to be as large as the worst case, these algorithms remain non-oblivious since their access
patterns heavily depend on the input data. Furthermore, even in the insecure setting, no

algorithm with a cache complexity O (%) is known for general join queries.

Oblivious Join Algorithms. Oblivious algorithms have been studied for join queries in both
the RAM and EM models. In the RAM model, the naive nested-loop algorithm can be
transformed into an oblivious one by incorporating some dummy writes, as it enumerates all
possible combinations of tuples from input relations in a fixed order. This algorithm runs in
O(N'€l) time, where || is the number of relations in the join query. Wang et al. [53] designed
circuits for conjunctive queries - capturing all join queries as a special case - whose time
complexity matches the AGM bound up to poly-logarithmic factors. Running such a circuit
will automatically yield an oblivious join algorithm with O (N " . polylog N ) time complexity.
By integrating the insecure WCOJ algorithm [44] with the optimal ORAM [8], it is possible
to achieve an oblivious algorithm with O(N ?".log N) time complexity, albeit under restrictive
theoretical assumptions. Alternatively, incorporating the insecure WCOJ algorithm into the
Path ORAM yields an oblivious join algorithm with O (N P log? N ) time complexity.

In the EM model, He et al. [35] proposed a cache-agnostic nested-loop join algorithm

[R[|S]
B

for the basic two-way join R x S with O ( ) cache complexity, which is also oblivious.

Applying worst-case padding and the optimal ORAM Constructio? to the existing EM join
algorithms, we can derive an oblivious join algorithm with O (% - log M % -log N ) cache
complexity for specific cases such as acyclic joins, graph joins and Loomis-Whitney joins.
However, these algorithms are not cache-agnostic. For general join queries, no specific
oblivious algorithm has been proposed for the EM model, aside from results derived from the
oblivious RAM join algorithm. These results yield cache complexities of either O (N P log N )
or O (N ?" . log N - log s N ), as they rely heavily on retrieving tuples from hash tables or

range search indices.

Relaxed Variants of Oblivious Join Algorithms. Beyond fully oblivious algorithms, research-
ers have explored relaxed notions of obliviousness by allowing specific types of leakage, such as
the join size, the multiplicity of join values, and the size of intermediate results. One relevant
line of work examines join processing with released input and output sizes. For example,
integrating an insecure output-sensitive join algorithm into an ORAM framework produces a

25:5
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relaxed oblivious algorithm with O ((N subw 1 QUT) - polylogN ) time complexity. It is noted
that relaxed oblivious algorithm with the same time complexity O((N + OUT) - log N) have
been proposed without requiring ORAM [6, 40] for the basic two-way join as well as acyclic
joins. Although not fully oblivious, these algorithms serve as fundamental building blocks for
developing our oblivious algorithms for general join queries. Another line of work considered
differentially oblivious algorithms [15, 13, 18], which require only that access patterns appear
similar across neighboring input instances. However, differentially oblivious algorithms have
so far been limited to the basic two-way join [18]. This paper does not pursue this direction
further.

1.3 Our Contribution

Our main contribution can be summarized as follows (see Table 1):
We give a nested-loop-based algorithm for general join queries with
O (Nminde"+1r} . Jog N)  time complexity and O (W ~log W)
cache complexity, where p* and p are the fractional and integral edge cover number of
the join query, respectively (formally defined in Section 2.1). This algorithm is also
cache-agnostic. For classes of join queries with p* = p, such as acyclic joins, even-length
cycle joins and boat joins (see Section 3), this is almost optimal up to logarithmic factors.
We design an oblivious algorithm for general join queries with O (N*" -log N) time com-
plexity, which has matched the insecure counterpart by a logarithmic factor and recovered
the previous ORAM-based result, which assumes the existence of one-way functions. This

algorithm is also cache-agnostic, with O <% -log M NBp ) cache complexity. This cache

complexity can be simplified to O (% -log M %) when B < N4 for some sufficiently

large constant c¢. This result establishes the first worst-case near-optimal join algorithm
in the insecure EM model when all join results are returned to disk.

We develop an improved algorithm for relaxed two-way joins with better cache complexity,
which is also cache-agnostic. By integrating our oblivious algorithm with generalized
hypertree decomposition [33], we obtain a relaxed oblivious algorithm for general join quer-
ies with O ((N"™ 4 OUT) - log N) time complexity and O (% ~log W)

cache complexity, where fhtw is the fractional hypertree width of the input query.

Roadmap. This paper is organized as follows. In Section 2, we introduce the preliminaries
for building our algorithms. In Section 3, we show our first algorithm based on the nested-
loop algorithm. While effective, this algorithm is not always optimal, as demonstrated with
the triangle join. In Section 4, we use triangle join to demonstrate the leakage of insecure
WCOJ algorithm and show how to transform it into an oblivious algorithm. We introduce our
oblivious WCOJ algorithm for general join queries in Section 5, and conclude in Section 6.

2 Preliminaries

2.1 Fractional and Integral Edge Cover Number

For a join query Q = (V,&), a function W : £ — [0, 1] is a fractional edge cover for Q if
Y ecezce W(e) > 1 for any x € V. An optimal fractional edge cover is the one minimizing
> ece W(e), which is captured by the following linear program:

min ZW(@) s.t. Z Wi(e) > 1,Vx€V; W(e)€l0,1],Yec & (1)

ec& ec:x€e
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The optimal value of (1) is the fractional edge cover number of Q, denoted as p*(Q). Similarly,
a function W : € — {0, 1} is an integral edge coverif ) .. .. W(e) > 1 for any 2 € V. The
optimal integral edge cover is the one minimizing ) .. W (e), which can be captured by a
similar linear program as (1) except that W(e) € [0, 1] is replaced with W (e) € {0,1}. The
optimal value of this linear program is the integral edge cover number of Q, denoted as p(Q).

2.2 Oblivious Primitives

We introduce the following oblivious primitives, which form the foundation of our algorithms.
Each primitive displays an identical access pattern across instances of the same input size.

Linear Scan. Given an input array of N elements, a linear scan of all elements can be done
with O(NN) time complexity and O(%) cache complexity in a cache-agnostic way.

Sort [5, 10]. Given an input array of N elements, the goal is to output an array according to
some predetermined ordering. The classical bitonic sorting network [10] requires O(N -log® N)
time. Later, this time complexity has been improved to O (N -log N) [5] in 1983. However,
due to the large constant parameter hidden behind O(N -log N), the classical bitonic sorting is
more commonly used in practice, particularly when the size N is not too large. Ramachandran
and Shi [45] showed a randomized algorithm for sorting with O(N - log N) time complexity

and O (% log M %) cache complexity under the tall cache assumption.

Compact [32, 46]. Given an input array of N elements, some of which are distinguished
as 1, the goal is to output an array with all non-distinguished elements moved to the front
before any 1, while preserving the ordering of non-distinguished elements. Lin et al. [42]
showed a randomized algorithm for compaction with O(N -loglog N) time complexity and

0] (%) cache complexity under the tall cache assumption.

We use the above primitives to construct additional building blocks for our algorithms.
To ensure obliviousness, all outputs from these primitives include a fixed size equal to the
worst-case scenario, i.e., IV, comprising both real and dummy elements. All these primitives

achieve O(N -log N) time complexity and O (% -log M %) cache complexity. Further details

are provided in the full version [1].

SemiJoin. Given two input relations R, S of at most N tuples and their common attribute(s)
x, the goal is to output the set of tuples in R that can be joined with at least one tuple in S.

Project. Given an input relation R of N tuples defined over attributes e, and a subset of
attributes « C e, the goal is to output {t € R : m,t}, ensuring no duplication.

Intersect. Given two input arrays R, .S of at most N elements, the goal is to output RN S.

Augment. Given a relation R and k additional relations Sy, Ss, -+, Sk (each with at most
N tuples) sharing common attribute(s) z, the goal is to attach each tuple ¢ the number of
tuples in S; (for each i € [k]) that can be joined with ¢ on x.

We note that any sequential composition of oblivious primitives yields more complex
algorithms that remain oblivious, which is the key principle underlying our approach.

25:7
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2.3 Oblivious Two-way Join

NestedLoop. Nested-loop algorithm can compute R x S with O(|R| - |S|) time complexity,
which iterates all combinations of tuples from R, S and writes a join result (or a dummy
result, if necessary, to maintain obliviousness). He et al. [35] proposed a cache-agnostic

version in the EM model with O (%) cache complexity, which is also oblivious.

» Theorem 2 ([35]). For R x S, there is a cache-agnostic algorithm that can compute R x S
with O (|R] - |S|) time complezity and O (%) cache complezity, whose access pattern only
depends on M, B,|R| and |S].

RelaxedTwoWay. The relaxed two-way join algorithm [6, 40] takes as input two relations
R, S and a parameter 7 > |R x S|, and output a table of T elements containing join results
of R m S, whose access pattern only depends on |R|,|S| and 7. This algorithm can also be
easily transformed into a cache-agnostic version with O((|R|+|S|+7)-log(|R|+|S|+ 7)) time

|R|+|S|+T
B

complexity and O ( -log ’7') cache complexity. In the full version [1], we show how

to improve the cache complexity of this algorithm without sacrificing the time complexity.

» Theorem 3. For R X S and a parameter 7 > |R x S|, there is a cache-agnostic al-
gorithm that can compute R w S with O ((|R| + |S| + 7) - log(|R| + |S| + 7)) time complexity

and O (‘RH]'BSHT -log% |R|+JBS‘+T) cache complexity under the tall cache and wide block

assumptions, whose access pattern only depends on M, B,|R|,|S| and 7.

3 Beyond Oblivious Nested-loop Join

Although the nested-loop join algorithm is described for the two-way join, it can be extended
to multi-way joins. For a general join query with k relations, the nested-loop primitive can
be recursively invoked k£ — 1 times, resulting in an oblivious algorithm with O (%) cache
complexity. Careful inspection reveals that we do not necessarily feed all input relations
into the nested loop; instead, we can restrict enumeration to combinations of tuples from
relations included in an integral edge cover of the join query. Recall that for @ = (V, ), an
integral edge cover of Q is a function W : & — {0,1}, such that ) .. W(e) > 1 holds for
every x € V. While enumerating combinations of tuples from relations “chosen” by W, we
can apply semi-joins using remaining relations to filter intermediate join results.

As described in Algorithm 1, it first chooses an optimal integral edge cover W* of Q
(line 1), and then invokes the NESTEDLOOP primitive to iteratively compute the combinations
of tuples from relations with W*(e) =1 (line 7), whose output is denoted as L. Meanwhile,
we apply the semi-join between L and the remaining relations (line 8).

Below, we analyze the complexity of this algorithm. First, as |£’| < p, the intermediate
join results materialized in the while-loop is at most O(N®). After semi-join filtering, the
number of surviving results is at most O (N ”*). In this way, the number of intermediate
results materialized by line 7 is at most O (N p*+1). Putting everything together, we obtain:

» Theorem 4. For a general join query Q, there is an oblivious and cache-agnostic algorithm

that can compute Q(R) for an arbitrary instance R of input size N with O (Nmi“{P’P*Jrl})

time complexity and O w ~log% M cache complexity under the tall

cache and wide block assumptions, where p* and p are the optimal fractional and integral
edge cover number of Q, respectively.
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Algorithm 1 OBLIVIOUSNESTEDLOOPJOIN(Q, R).

W* < an optimal integral edge cover of Q, L < 0;
& —{ec&:W*(e) =1}
while £’ # () do

e < an arbitrary relation in &’;

&+ & —{e}

if L =0then L + R,;

else L < NESTEDLOOP(L, R.);

foreach ¢’ € £ — {e} do L <~ SEMIJOIN(L, R.);

® N o oA W e

return L;

©

It is important to note that any oblivious join algorithm incurs a cache complexity of
(¥

o
B
Below, we list several important classes of join queries that exhibit this desirable property:
» Example 5 (a-acyclic Join). A join query Q is a-acyclic [12, 25] if there is a tree structure

T of Q = (V,€) such that (1) there is a one-to-one correspondence between relations in Q
and nodes in T; (2) for every attribute x € V, the set of nodes containing x form a connected

subtree of T. Any a-acyclic join admits an optimal fractional edge cover that is integral [36].

» Example 6 (Even-length Cycle Join). An even-length cycle join is defined as Q =

Ri(z1,22) X Ro(xo,x3) X -+ X Rp_1(xg—1,2r) X Ri(xg,x1) for some even integer k.

It has two integral edge covers {Ry, R3, -+, Ry—1} and {Ra, R4, -+ , Ri}, both of which are
also an optimal fractional edge cover. Hence, p* = p = %

» Example 7 (Boat Join). A boat join is defined as @ = Ry(x1,y1) X Ra(T2,y2) X -+ X
Ry (zr,yx) W Rigyi(x1,29, -+ ,xk) X Rpio(y1,y2, - ,yk). It has an integral edge cover
{R1, Ry} that is also an optimal fractional edge cover. Hence, p* = p = 2.

4 Warm Up: Triangle Join

The simplest join query that oblivious nested-loop join algorithm cannot solve optimally is

the triangle join QA = Ry(z2,x3) X Ra(x1,23) X Rs(x1,x2), which has p = 2 and p* = %

While various worst-case optimal algorithms for the triangle join have been proposed in
the RAM model, none of these are oblivious due to their inherent leakage of intermediate
statistics. Below, we outline the issues with existing insecure algorithms and propose a
strategy to make them oblivious.

Insecure Triangle Join Algorithm 2. We start with attribute ;. Each value a € dom(z1)
induces a subquery Q, = Ry X (04, —qR2) X (04,—¢R3). Moreover, a value a € dom(z) is
heavy if |Tpy 02, —a Ra| - |T2y0z,—a R3| is greater than |Ry|, and light otherwise. If a is light, Q,
is computed by materializing the Cartesian product between 7,,0.,=qR1 and 7,04, =4 R3,
and then filter the intermediate result by a semi-join with R;. Every surviving tuple forms
a join result with a, which will be written back to untrusted memory. If a is heavy, Q, is
computed by applying the semi-joins between R with 04, —4R2 and 04, =,R3. This algorithm
achieves a time complexity of O(N?2) (see [43] for detailed analysis), but it leaks sensitive
information through the following mechanisms:

), so Theorem 4 is optimal up to a logarithmic factor for join queries where p = p*.
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Algorithm 2 Compute QA by power of two choices.

1 L« 0

2 foreach a € (7, Ry) N (7, R3) do

3 if |O’$1=aR2| . |O'w1=aR3| < ‘R1| then

4 foreach (b,c) € (My,05,=aR3) X (My,05,=aR2) do
5 L if (b,c) € R; then write (a,b,c) to L;

lse
foreach (b,c) € R; do
L if (a,b) € R3 and (a,c) € Ry then write (a,b,¢) to L;

o
]

9 return L;

Algorithm 3 Inject Obliviousness to Algorithm 2.

A « (73, R2) N (74, R3) by PROJECT and INTERSECT;

A < AUGMENT(A, {R2, R3},1);

Al, Ag @,

while read (a, A1, As) from A do // Ay = |73,02,—aRa| and Ay = |74,04,—q R3]
L if Ay Ay <|Ry| then write a to Ay, write L to As;

o s W N -

else write a to Ay, write L to Ay;

3

Ly < RELAXEDTWOWAY (A3, Ry, N%);

8 Ly + SEMIJOIN(Lq, Rs), L1 + SEMIJOIN(Ly, R3);

9 Ry < SEMIJOIN(Ry, A1), R3 < SEMIJOIN(R3, A;);

10 Ly + RELAXEDTWOWAY(Ry, R3, N%);

11 Ly <+ SEMIJOIN(Lq, Ry);

12 return COMPACT L; U Lo while keeping the first N3 tuples;

|(7z, R2) N (7., R3)| is leaked by the number of for-loop iterations in line 2;

|2y Ony=a R3] and |7z, 04,—q Ra2| are leaked by the number of for-loop iterations in line 4;
The sizes of heavy and light values in (7,, R2) N (7., R3) are leaked by the if-else condition
in lines 3 and 6;

To protect intermediate statistics, we pad dummy tuples to every intermediate result
(such as (73, R2) N (7z, R3), TuyOmy—aRe and m,, 04, —q R3) to match the worst-case size N. To
hide heavy and light values, we replace conditional if-else branches with a unified execution
plan by visiting every possible combination of (73,04, —qR3) X (7,02, —aR2) and every tuple
of R;. By integrating these techniques, this strategy leads to N? memory accesses, hence
destroying the power of two choices that is a key advantage in the insecure WCOJ algorithm.

Inject Obliviousness to Algorithm 2. To inject obliviousness into Algorithm 2, Algorithm 3
leverages oblivious primitives to ensure the same access pattern across all instances of the input
size. Here’s a breakdown of how this is achieved and why it works. We start with computing
A = (mz, R2) N (75, R3) by the INTERSECT primitive. Then, we partition values in A into two
subsets A, A, depending on the relative order between |m,,0,,—qRo| - |74,02, —aR3| and
|R1|. We next compute the following two-way joins As x Ry and (Ry x Ap) X (R x As) by
invoking the RELAXEDTWOWAY primitive separately, each with the upper bound N 3. At
last, we filter intermediate join results by the SEMIJOIN primitive and remove unnecessary
dummy tuples by the COMPACT primitive.
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Algorithm 4 Compute Qa by delaying computation.

L« 0;
foreach a € (1, R2) N (7, R3) do
foreach b € (1;,04,—qR3) N (7, R1) do
foreach ¢ € (T3,05,—pR1) N (T304, —aR2) do
L L write (a,b,c) to L;

oo W N

6 return L;

Algorithm 5 Inject Obliviousness to Algorithm 4.

1 R3 < AUGMENT(R3, R1,22), R3 + AUGMENT(R3, Ra, x1);

2 Kl,KQ < (Z),

3 while read (¢,A, As) from R3 do // Suppose A; = |R; x {t}]
4 if Ay < A, then write ¢t to K1, write L to Ks;

5 L else write ¢ to Ky, write | to Ki;

6 L1 + RELAXEDTWOWAY(Kl,Rl,N%), Ly + SEMIJOIN(Lq, R2);

7 Ly + RELAXEDTWOWAY(K>, Ro, Ng), Ly <+ SEMIJOIN(Lg, Ry);
8 return COMPACT L U Ly while keeping the first N3 tuples;

Analysis of Algorithm 3. It suffices to show that |(Ry x A;) x (Rs x A;)] < N2 and
|Ay 4 Ry| < N2, which directly follows from the query decomposition lemma [44]:

3

< N3,

Nl

> min{|og,—aRs| - 02,=aRsl, [R1]} < Y (|R2 x a| - [Rg % a])? - |Ry x
acA a€A

N

All other primitives have O(N -log N) time complexity and O (% -log M —) cache complexity.

B

. 3 3
Hence, this whole algorithm incurs O (N g log N ) time complexity and O (N—Bf -log M N—BQ)

cache complexity. As each step is oblivious, the composition of all these steps is also oblivious.

Insecure Triangle Join Algorithm 4. We start with attribute z;. We first compute the
candidate values in x; that appear in some join results, i.e., (7z, R2) N (74, R3). For each
candidate value a, we retrieve the candidate values in x5 that can appear together with a in
some join results, i.e., (73,05, =qR3) N (72, R1). Furthermore, for each candidate value b, we

explore the possible values in z3 that can appear together with (a,b) in some join results.

More precisely, every value ¢ appears in m;,0,,=R1 as well as 7,04, =2 forms a triangle
with a,b. This algorithm runs in O(N %) time (see [44] for detailed analysis). Similarly, it is
not oblivious as the following intermediate statistics may be leaked:

|(7r2, R2) N (74, R3)| is leaked by the number of for-loop iterations in line 2;
|(T2yOny=aR3) N (74, R1)| is leaked by the number of for-loop iterations in line 3;

|(T23Ona=bR2) N (Mg Ty —a R2)| is leaked by the number of for-loop iterations in line 4;

To achieve obliviousness, a straightforward solution is to pad every intermediate result
with dummy tuples to match the worst-case size N. However, this would result in N3 memory
accesses, which is even less efficient than the nested-loop-based algorithm in Section 3.
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Algorithm 6 GENERICJOIN(Q = (V, &), R) [44].

1 if |V| =1 then return N.cg R, by INTERSECT;

2 (I,J) + an arbitrary partition of V;

3 Qr + GENERICJOIN((I,E[I]), {mR. : e € E});

4 foreach ¢t € Q;r do Q; + GENERICJOIN((J, E[J]), {ms(Re X t) : € € E});
5 return {J,o {t} x Qp;

Inject Obliviousness to Algorithm 4. We transform Algorithm 4 into an oblivious version,
presented as Algorithm 5, by employing oblivious primitives. The first modification merges
the first two for-loops (lines 2-3 in Algorithm 4) into one step (line 1 in Algorithm 5).
This is achieved by applying the semi-joins on R3 using R;, R separately. Then, the third
for-loop (line 4 in Algorithm 4) is replaced with a strategy based on the power of two choices.
Specifically, for each surviving tuple (a,b) € Rs, we first compute the size of two lists,
|3 Onp=pR1| and |my,04,—¢R2|, and put (a,b) into either K; or K, based on the relative
order between |y, 04,—pR1| and |7y, 05, = R2|. We next compute the following two-way joins
K, x Ry and K X Ry by invoking the RELAXEDTWOWAY primitive, each with the upper
bound N2 separately. Finally, we filter intermediate join results by the SEMIJOIN primitive
and remove unnecessary dummy tuples by the COMPACT primitive.

Complexity of Algorithm 5. Tt suffices to show that |K; x R;| < N?% and |K2 X Ro| < N%,
which directly follows from the query decomposition lemma [44]:

1 1 3
Z min {|7p, 0pymbp R1| 3 |25 0wy —a Ra|} < Z |Ry % (a,b)|% - |Re % (a,b)|? < NE.
(a,b)ER3 (a.b)ER3

All other primitives incur O(N log N) time complexity and O (% -log BY; %) cache complexity.
3

3 3
2 ~log %) cache

2

Hence, this algorithm incurs O (N 5. log N ) time complexity and O

g

complexity. As each step is oblivious, the composition of all these steps is also oblivious.

wn

» Theorem 8. For triangle join Qa, there is an oblivious and cache-agnostic algorithm that

can compute Q(R) for any instance R of input size N with O (N% -log N) time complexity

3 3
and O (N—Bz -log% N—Bz) cache complexity under the tall cache and wide block assumptions.

5 Oblivious Worst-case Optimal Join Algorithm

In this section, we start with revisiting the insecure WCOJ algorithm in Section 5.1 and
then present our oblivious algorithm in Section 5.2 and present its analysis in Section 5.3.
Subsequently, in Section 5.4, we explore the implications of our oblivious algorithm for
relaxed oblivious algorithms designed for cyclic join queries.

5.1 Generic Join Revisited

In a join query Q = (W, &), for a subset of attributes S C V, we use Q[S] = (5,£[S5]) to
denote the sub-query induced by attributes in S, where £[S] = {eN S : e € £}. For each
attribute x € V, we use £, = {e € £ : x € e} to denote the set of relations containing . The
insecure WCOJ algorithm described in [44] is outlined in Algorithm 6, which takes as input a
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general join query @ = (V,€) and an instance R. In the base case, when only one attribute
exists, it computes the intersection of all relations. For the general case, it partitions the
attributes into two disjoint subsets, I and J, such that INJ = @ and T UJ = V. The
algorithm first computes the sub-query Q[I], induced by attributes in I, whose join result
is denoted Q;. Then, for each tuple ¢t € Qj, it recursively invokes the whole algorithm to
compute the sub-query Q[J] induced by attributes in J, over tuples that can be joined with
t. The resulting join result for each tuple t is denoted as Q;. Finally, it attaches each tuple
in Q; with ¢, representing the join results in which ¢ participates. The algorithm ultimately
returns the union of all join results for tuples in Q;. However, Algorithm 6 exhibits significant
leakage of data statistics that violates the obliviousness constraint, for example:

|Nece Re| is leaked in line 1;

|71 R.| for each relation e € £ is leaked in line 3;

|91, |75 (Re x t)|, and |Qy| for each tuple ¢ € Q; are leaked in line 4.

More importantly, this algorithm heavily relies on hashing indexes or range search indexes
for retrieving tuples, such that the intersection at line 1 can be computed in O (mingeg |Re|)
time. However, these indexes do not work well in the external memory model since naively

extending this algorithm could result in O (N p*) cache complexity, which is too expensive.

Consequently, designing a WCOJ algorithm that simultaneously maintains cache locality
and achieves obliviousness remains a significant challenge.

5.2  Our Algorithm

Now, we extend our oblivious triangle join algorithms from Section 4 to general join queries,
as described in Algorithm 7. It is built on a recursive framework:

Base Case: |V| = 1. In this case, the join degenerates to the set intersection of all input
relations, which can be efficiently computed by the INTERSECT primitive.

General Case: |V| > 1. In general, we partition V into two subsets I and J, but with the
constraint that [J| =1 or |J| = 2 but the two attributes y, z in J must satisfy &, — &, # 0
and &, — &, # (. Similar to Algorithm 6, we compute the sub-query Q[I] by invoking the
whole algorithm recursively, whose join result is denoted as Q;. To prevent the potential
leakage, we must be careful about the projection of each relation involved in this subquery,
which is computed by the PROJECT primitive. We further distinguish two cases based on |J|:

General Case 1: |J| = 1. Suppose J = {z}. Recall that for each tuple t € Qy, Algorithm 6
computes the intersection Neecg, (Re X t) on x in the base case. To ensure this step remains
oblivious, we must conceal the size of R, x t. To achieve this, we augment each tuple t € Q;

with its degree in R, which is defined as A.(t) = |R. X t|, using the AUGMENT primitive.

Then, we partition tuples in Q; into |€,| subsets based on their smallest degree across all
relations in &;. The details are described in Algorithm 8. Let Qf C Q; denote the set

of tuples whose degree is the smallest in R, i.e., e = argmin.cg, Ao/ (t) for each t € QF.

Whenever we write one tuple ¢ € Q; to one subset, we also write a dummy tuple L to
the other |€,| — 1 subsets. At last, for each e € &, we compute R. x Qf by invoking the
RELAXEDTWOWAY primitive (line 9), with upper bound N?", and further filter them by
remaining relations with semi-joins (line 10).
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Algorithm 7 OBLIVIOUSGENERICJOIN(Q = (V, &), R).

1 if |V| =1 then return N.cg R, by INTERSECT;

(I,J) « a partition of V such that (1) |J| =1; or (2) |J| =2 (say J = {y, z}) and
Ey—E. #Dand &, - &, # ;

3 foreach ¢ € £ do S, + PROJECT(R.,e N 1I);

4 Qj < OBLIVIOUSGENERICJOIN((I,E[I]),{S. : € € £});

5 if |J]| =1 then // Suppose J = {z}

6 foreach e € £, do Q; + AUGMENT(Qj, Re,e N I);

7

8

9

(M)

{Q5}ece, < PARTITION-1(Qy, E,);
foreach e € £, do
L L + RELAXEDTWOWAY (Q5, R, N*"(9);
for ¢/ € & — {e} do L. <~ SEMILJOIN(L, R,/);

1| L<—Ue€€z L,;
12 else // Suppose J = {y, z}
13 foreach e € £,UE, do Q; +— AUGMENT(Qy, Re,e N I);

14 {Qil,Q}(el,ez)e(é‘y—&)x(é‘z—é‘y)a {Q§3}€365mﬂ£y — PARTITION‘II(QL gyv gz);
15 foreach (e1,e2) € (£, —E&.) x (€, — &) do

o

16 Le, e, ¢ RELAXEDTWOWAY (Q7%, R,,, N (Q));

17 Le, e, ¢ RELAXEDTWOWAY (L, ¢,, Re,, N?"(9));

18 foreach e € £ — {e1,e2} do L, ¢, < SEMIJOIN(L,, ¢,, Re);
19 foreach ez € £, N &, do

20 L, + RELAXEDTWOWAY (Q%, R,,, N*"(9));

21 foreach e € £ — {e3} do L., < SEMIJOIN(L,,, R.);

2 | Le (U(e1,e2>e(sy—£z>x<sz—£y) L) N (Uesesmfz L83>5

23 return COMPACT L while keeping the first N (Q) tuples;

General Case 2: |J| = 2. Suppose J = {y,z}. Consider an arbitrary tuple ¢t € Q.
Algorithm 6 computes the residual query {ﬂeesymsz(Re X t)} X {meesy—sz(Re X t)} X

{meefz—fy (Re X t)} Like the case above, we first compute its degree in R, as A.(t), by
the AUGMENT primitive. We then partition tuples in Q; into |E, NE,| + €, — .| - |E. — &,
subsets based on their degrees, but more complicated than Case 1. The details are described
in Algorithm 9. More specifically, for each e3 € £, NE., let

Q? = {t € 9y :Ae3 (t) = min A (t)aAea(t) <

min
e"ef,‘yﬂé‘z i eeé'y—f,'z,e’egz—é“y

Ac(t) - A () };

and for each pair (e1,e2) € (&, — &) x (€. — &), let

min
e€Ey—E.,e'€E.—E&y . e’"eEyNE.

Q= {t € Q1A (t) - A, (t) = Ac(t)-Ac(t) < min  Aes (t)}
For each (e1,e2) € (€, — &.) x (€, — &), we compute R., X R, x Q7" by invoking the
RELAXEDTWOWAY primitive iteratively (line 16-17), with the upper bound N r"(Q) and
filter these results by remaining relations with semi-joins (line 18). For each e3 € £, NE,, we
compute R, X QF by invoking the RELAXEDTWOWAY primitive (line 20), with the upper
bound N*" (2 and filter these results by remaining relations with semi-joins (line 21).
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Algorithm 8 PARTITION-1(Q;, Ex).

foreach e € £, do QF + 0;

while read (¢, {Ac(t)}eece,) from Qr do // Suppose A.(t) = |R. x {t}]
e« argmingcg, Ac(t);

L write ¢ to Q? and write L to Q?N for each e’ € &, — {e'};

W N =

5 return {Q%}eee,;

Algorithm 9 PARTITION-1I(Q71, &y, E2).

1 foreach (e, e0) € (§, — &) x (£, — &,) do Q5" « (;
2 foreach ez € £, NE, do QF « 0;

3 while read (t,{A.(t)}cee,ue.) from Q; do // Suppose A.(t) = |R. x {t}|

4 €1,€a,e3 < arg eerg}yizlgz A.(t),arg eeglzizlsy A.(t),arg eelgyiggz Ac(t);

5 if Ag, () - Aey(t) < Agy(t) then

6 write ¢ to Q7" %;

7 foreach (ella 6/2) € (Ey - gz) X (Ez - Ey) — {(61, 62)} do write L to Q;a’e;;
8 | foreach e} € £, N &, do write L to Q;é;

9 else
10 write t to Q%;
1 foreach (e, e5) € (£, — &) x (€. — &) do write L to Q?i’eé;
12 | foreach e; € £, NE. — {e3} do write L to Q?‘;;

e1,e e .
13 return {Q7"}., ey)e(e, —£.)x(6.—£,) {9 teseeune, s

5.3 Analysis of Algorithm 7

Base Case: |V| = 1. The obliviousness is guaranteed by the INTERSECT primitive. The
cache complexity is O (% -log m %) In this case, p* = 1. Hence, Theorem 9 holds.
B

General Case: |V| > 1. By hypothesis, the recursive invocation of OBLIVIOUSGENERIC-
JOIN at line 4 takes O (Nf’*(Q) -log N) time and O (% . log% %) cache complexity, since
p*((I,E[1])) < p*(Q). We then show the correctness and complexity for all invocations of
RELAXEDTWOWAY primitive. Let p*(-) be an optimal fractional edge cover of Q. The real
size of the two-way join at line 9 can be first rewritten as:

D IRew Qi =Y > |Rewt|=> > min |Re ] < ST 1R x 1) < N#”

e€Ey e€E, teQS c€E, teQY tEQr e' €&y

where the inequalities follow the facts that Z pr(e) >1, U,ce, Q7 = Qr, and the query
e'e&,
decomposition lemma [44]. Hence, N* (2 is valid upper bound for R, x Q9 for each e € &,.
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The real size of the two-way join at lines 18-19 and line 22 can be rewritten as

Do R Ry} QP 3[R w Q7

5165?,—52,62€5Z—57, Gsegymgz

= > Do Rey xt) % (Rey x )|+ Y Y [Re, 1]
e1€Ey—E.,e2€E.—&y tGQ;LQ ez€EYNE. tgg?

= z min {elegyg’igegzgy |Re, X t| - |Re, X t|,e3engi1%£z |Re, X t|} (2)
t€Qr

Let p; = Z p(e), p2 = Z p*(e) and p3 = Z p*(e). Note p3 > 1—min{py, p2}
e€Ey—E. c€E.—E, c€E,NE,

as p*(+) is a valid fractional edge cover for both y and z. For each tuple ¢t € Q;, we have
min{ min |Re, X t| - |Rey X t|, min |Re, X t|}
e1€Ey—Ex,e2€E,—Ey ez3€EyNE,

p1 P2 P3
( min  |Re; X t) - < min _ |Re, X t|) - < min  |Rey X t|>
e1€Ey—E, ea€E,—E&y e3€EyNE,

H |Re w87 H |R. x t|7"©) . H |Re ] (¢) = H |Re x t]7 ()

e€Ey—E. e€Ey—E&y e€EyNE, e€EyUE,

IN

IA

where the first inequality follows from min {a,b} < a? - b*=? for a,b > 0 and p € [0, 1], and
the third inequality follows from pi, p2 > min {p1, p2}. Now, we can further bound (2) as

@)<Y [T Bext =5 ] IRewtf" @ <J[IR"© < N*

t€Qs e€EHUE, t€Qr e€EHUE, ecE
where the second last inequality follows the query decomposition lemma [44].

» Theorem 9. For a general join query Q, there is an oblivious and cache-agnostic algorithm
that can compute Q(R) for any instance R of input size N with O (N”* -log N) time

complezity and O (NTf* -log% %) cache complexity under the tall cache and wide block

assumptions, where p* is the optimal fractional edge cover number of Q.

5.4 Implications to Relaxed Oblivious Algorithms

Our oblivious WCOJ algorithm can be combined with the generalized hypertree decomposition
framework [33] to develop a relaxed oblivious algorithm for general join queries.

» Definition 10 (Generalized Hypertree Decomposition (GHD)). Given a join query Q = (W, €),
a GHD of Q is a pair (T, \), where T is a tree as an ordered set of nodes and X : T — 2V
18 a labeling function which associates to each vertex u € T a subset of attributes in V, Ay,
such that (1) for each e € &, there is a node u € T such that e C \y; (2) For each xz €V,
the set of nodes {u € T : x € \,} forms a connected subtree of T. The fractional hypertree
width of Q is defined as min max p* ((Ay,{eNA:e € &Y})).

(T, \) ueT

The pseudocode of our algorithm is given in the full version [1]. Suppose we take as
input a join query Q@ = (V,€), an instance R, and an upper bound on the output size
T > |Q(R)|. Let (T, A) be an arbitrary GHD of Q. We first invoke Algorithm 7 to compute
the subquery Q, = (A4, &) defined by each node u € T, where &, = {eNwu:e € £}, and
materialize its join result as one relation. We then apply the classic Yannakakis algorithm [54]
on the materialized relations by invoking the SEMIJOIN primitive for semi-joins and the
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RELAXEDTWOWAY primitive for pairwise joins. After removing dangling tuples, the size of
each two-way join is upper bound by the size of the final join results and, therefore, 7. This
leads to a relaxed oblivious algorithm whose access pattern only depends on N and 7.

» Theorem 11. For a join query Q, an instance R of input size N, and parameter T > |Q(R)|,
there is a cache-agnostic algorithm that can compute Q(R) with O ((N™ + 7) - log(N™ + 7))

time complexity and O (% -1og% NU;;”) cache complexity, whose access pattern only

depends on N and 7, where w is the fractional hypertree width of Q.

6 Conclusion

This paper has introduced a general framework for oblivious multi-way join processing,
achieving near-optimal time and cache complexity. However, several intriguing questions
remain open for future exploration:
Balancing Privacy and Efficiency. Recent research has investigated improved trade-offs
between privacy and efficiency, aiming to overcome the challenges of worst-case scenarios,
such as differentially oblivious algorithms [15].
Emit model for EM algorithms. In the context of EM join algorithms, the emit model -
where join results are directly outputted without writing back to disk - has been considered.
It remains open whether oblivious, worst-case optimal join algorithms can be developed
without requiring all join results to be written back to disk.
Communication-oblivious join algorithm for MPC model. A natural connection exists
between the MPC and EM models in join processing. While recent work has explored
communication-oblivious algorithms in the MPC model [14, 49], extending these ideas to
multi-way join processing remains an open challenge.
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