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Abstract. This study examines privacy risks in collaborative robotics, 
focusing on the potential for traffic analysis in encrypted robot com-
munications. While previous research has explored low-level command 
recovery in teleoperation setups, our work investigates high-level motion 
recovery from script-based control interfaces. We evaluate the efficacy of 
prominent website fingerprinting techniques (e.g., Tik-Tok, RF) and their 
limitations in accurately identifying robotic actions due to their inability 
to capture detailed temporal relationships. To address this, we intro-
duce a traffic classification approach using signal processing techniques, 
demonstrating high accuracy in action identification and highlighting the 
vulnerabilit y of encrypted communications to privacy breaches. Addi-
tionally, we explore defenses such as packet padding and timing manip-
ulation, revealing the challenges in balancing traffic analysis resistance
with network efficiency. Our findings emphasize the need for continued
development of practical defenses in robotic privacy and security.
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1 Introduction 

In recent years, robotics has rapidly evolved to become an integral part of many 
industries and domains, including manufacturing, healthcare, transportation, 
and eve n personal use, in a fully autonomous fashion or shared-control fashion
such as teleoperation [21]. Among the recent trends in robotic applications, the 
healthcare and service sectors have seen increased options, thanks to the advent 
of collaborative robots, i.e., robots intended for close contact with humans [26]. 
In this context, examples of robotic applications such as surgical assistants [15] 
bring benefits such as increased dexterity and precision [16], and applications in 
home assistance [41] guarantee independent living a nd healthy aging.

However, the integration of robotics in direct interaction with humans also 
introduces significant privacy concerns [34]. The continuous communication 
between robots and control interfaces, often encrypted yet susceptible to traf-
fic analysis (i.e., the examination of communication metadata like the volume 
of communication or the frequency of packet exchanges), can enable malicious 
actors to i nfer critical information about end users (e.g. a patient’s health sta-
tus, medical procedures being performed, or daily routines in care settings). Such
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breaches not only pose risks to individual privacy but can also compromise trust 
in adopting robotic systems. The privacy threat is not just a matter of unau-
thorized data access; it extends to the potential misuse of sensitive information,
which can have far-reaching implications for end-users and service providers [11]. 

Previous work [34] has begun exploring the potential leakage of robotic oper-
ations through the analysis of encrypted traffic, focusing on the recovery of 
low-level commands sent to a robot via the analysis of features such as packet 
lengths and inter-arrival times. While prior research is tailored to robots con-
trolled by teleoperation interfaces and to the classification of low-level motions 
via deep learning, we employ signal processing to extract c ommand messages in
script-based robot control interfaces. By classifying actions based on temporal
dependencies via classical machine learning, our model requires few data samples
and could potentially be more easily extended across various robotic systems.

We study potential threats arising from traffic analysis in robotic operations, 
focusing our analysis on the traffic generated by collaborative robots. We start 
by leveraging established t raffic analysis techniques used in the related domain of
website fingerprinting, such as k-FP [19]  or  Tik-Tok [31], to extract features from 
our network traces and classify robot actions. However, we find that these meth-
ods are unable to account for detailed t emporal relationships between sequences
of command messages, critical for identifying robotic actions (Sect. 5). 

To address these shortcomings, we introduce a novel traffic classification app-
roach based on signal processing techniques (Sect. 6). Our core insight is that 
distinct robot operation commands generate specific traffic sub-patterns, which 
can be accurately identified through the application of signal correlation and 
convolution techniques. Further, we develop and evaluate custom traffic analysis 
defenses for robot operations. Inspired by existing techniques, we implement two 
metadata obfuscation mec hanisms: padding and packet timing manipulation. We
analyze the performance overhead of different defense configurations and assess
their effectiveness in mitigating traffic analysis.

In our evaluation, we conduct experiments over a network traffic dataset 
comprising four robotic actions that were manually generated. The results of 
our experiments show that our signal processing-based classification technique 
is able to identify these actions with an accuracy of 97%, thus revealing that 
adversaries might be able to infer sensitive robotic actions from encrypted net-
work traffic alone. In turn, our experiments with traffic analysis defenses s uggest
that balancing traffic analysis resistance with network efficiency is challenging in
practical settings, casting the need for additional work towards the development
of practical defenses that can be widely applied to the robot operation scenario.

2 Background 
2.1 Control Interfaces in R obotics

Robotic control interfaces primarily fall into two categories: script-based control 
and teleoperation, each generating distinct traffic patterns with privacy implica-
tions, particularly in encrypted communication settings. Our focus is on script-
based control, which is particularly relevant to collaborative robotics.
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Script-Based Control. In this model, robots execute predefined scripts that 
automate tasks with minimal human intervention. The controller sends struc-
tured command messages, and the robot executes them accordingly. For exam-
ple, a domestic robot may be programmed to open curtains at a set time or 
sort recyclables from trash. These scripts, written in programming languages or 
proprietary software, define task logic that has evolved from simple sequences 
to complex behaviors influenced by perception, probabilistic decision-making, 
and machine learning. Commands are transmitted from the controller to the 
rob ot’s onboard computer, which executes actions and generates feedback. This
feedback–such as vision, location, or object classification–is sent back to the con-
troller and influences subsequent commands. For instance, in a pick-and-place
task, the feedback helps determine grasp adjustments or movement corrections.
Teleoperation. This interface allows human control of robots through real-time 
mimicry or high-level command execution, but relies on human input for online 
adjustments. It uses devices like joysticks or VR interfaces to translate human 
actions into robotic movements, with feedback (e.g., sensory data, video) aiding
the operator’s situational awareness. Unlike script-based control, where feedback
informs automated planning, teleoperation relies on human interpretation.
Privacy Implications. Both control modalities produce structured network 
traffic that can be analyzed to infer robotic tasks or operator intent. In script-
based control, adversaries may identify routine procedures by analyzing patterns 
in command sequences, while in teleoperation, they may infer operator actions 
based on message timing and frequency. In sensitive applications like health-
care, recurring message patterns could indicate medical routines, while specific 
sensory data exchanges might reveal patient information or caregiving activi-
ties. In our work, we focus on fingerprinting the network traffic generated by a
specific collaborative robot (the Kinova Gen3 arm, described below), which can
autonomously execute a series of high-level commands via script-based control.

2.2 The Kinova Robotic Arm and APIs

Figure 2 illustrates the Kinova Gen 3 robotic arm, a commercially available 
robotic arm, accessible to industry, research institutions, and also individual con-
sumers. It is utilized in healthcare and research contexts [10, 17, 30], providing 
a rich API with protocols, functions, and libraries for high-level and low-level 
control. Communication with the Kinova Gen 3 robotic arm is secured using
encrypted channels (e.g., TLS) to ensure data integrity and confidentiality.
High-level API Controls. The high-level API abstracts robotic movements, 
allowing developers to issue complex commands with ease. For example, in a 
“pick and place” task, the robot’s controller sends a structured sequence of move-
ment commands to navigate to an object, followe d by gripper commands to
grasp, transport, and release it. These high-level commands generate uniform
and consistent network traffic patterns (see Sect. 4), as each command maps to 
a predictable sequence of movemen ts and corresponding data packets.
Low-level API Controls. Low-level controls provide granular access to indi-
vidual joints, real-time sensor feedback, and custom control algorithms. In tasks
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like picking and placing, this allows precise wrist and finger adjustments for 
accurate object handling. Since these controls rely on frequent adjustments and 
feedback loops, they introduce greater variability in network traffic, as each sen-
sor reading and movement adjustment contributes to a more dynamic packet
flow.
Privacy Implications. The interaction between the controller and the Kinova 
arm generates network traffic patterns that can inadvertently reveal opera-
tional details. High-level A PI controls share similarities with script-based con-
trol methods (see Sect. 2.1), as both rely on predefined command sequences that 
shape network traffic patterns. While high-level APIs abstract robot interac-
tions, the potential for traffic analysis and privacy risks remain comparable to 
those observed in script-based control. Throughout our study, we focus on finger-
printing the network traffic generated by t he Kinova Gen3 arm when controlling
it via scripts that rely on the arm’s high-level API controls, as these facilitate
the analysis of command sequences for abstract and complex tasks.

2.3 Encrypted Traffic F ingerprinting

Encrypted traffic fingerprinting denotes a traffic analysis technique based on the 
examination of the metadata of encrypted traffic [1, 14]. By inspecting traffic 
characteristics like overall communication volume, packet sizes, or inter-packet 
timing, an eavesdropper can build a profile of the network behavior of some 
Internet-based application under a given w orkload (i.e., a traffic fingerprint), and
then re-identify the occurrence of the same workload by matching its fingerprint.

While we now address earlier efforts aimed at fingerprinting robot traffic,
we refer to Sect. 9 for a broader perspective about other traffic fingerprinting 
contexts (e.g., website [37], video [33], and IoT [9] fingerprin ting).
Reconstruction of Robot Operations from Encrypted T raffic. Shah et
al. [34] discuss reconstructing robot high-level movements from lower-level move-
ments in teleoperation scenarios, where an operator directly controls the robot 
using a movement controller. This approach contrasts with our focus, which 
lies on script-based applications and reconstructing traffic patterns by analyzing 
sequences of command messages. Shah et al.’s methodology, which employs a 
simple neural network with a single hidden layer to analyze encrypted traffic 
data for identifying robot movements and reconstructing workflows, is tailored
to teleoperated systems with a dynamic operator control. This differs from our
context of scripted robotic actions, making their approach not directly applicable
to our experiments due to the distinct setups involved.

3 Methodology 

This section describes our evaluation methodology. First, we describe our threat 
model and our experimental testbed. Then, we detail the metrics used to evaluate
the success of attacks and defenses applied to robot control traffic.
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Fig. 1. Depiction of our threat m odel.

3.1 Threat Mod el

Our threat model is illustrated in Fig. 1, where an adversary is assumed to pas-
sively listen to the communication between a robot and its controller. As an 
example, considering a healthcare scenario, the robot could be located in a user’s 
home while being remotely controlled by an operator within a hospital facility. 
Fingerprinting Setting. The adversary’s goal is to identify the robot’s actions 
by analyzing traffic patterns generated during control operations, including the
exchange of commands and feedback. Beyond recognizing actions, the adversary
may also seek to infer fine-grained details, such as the exact commands enabling
a given action. These insights could allow near real-time activity prediction.

In general, traffic fingerprinting attacks assume either a close d - or open-world
setting [37], depending on the adversary’s knowledge. In the closed-world setting, 
which we assume, the adversary knows that the robot is only able to perform 
a restricted set of actions (monitored set), and aims to identify which of these 
actions has been performed. In sensitive healthcare environments, repeated com-
mand patterns linked to a concrete set of medical procedures could inadvertently 
reveal patient-specific information. For instance, a sequence of actions unique to 
a particular therapy may expose a patient’s treatment regimen. 
Adversary’s Capabilities. We assume that the adversary has the following main 
capabilities: First, the adversary has their own robot and controller, whose mod-
el/version is identical to the one used by the target user. This allows the adversary 
to use its own robot (and unrestricted API access) to study traffic patterns. This
level of access provides them with a comprehensive understanding of potential traf-
fic patterns, thus offering them a strategic advantage in predicting and interpret-
ing traffic flows. Second, the adversary has the capability to eavesdrop the traffic
exchanged between the robot and its controller, e.g., by wiretapping the Internet
connections of a given household [13]. Third, the adversary can use multiple tech-
niques to analyze traffic flows towards generating features that can help character-
ize traffic traces (e.g., deriving summary statistics or well-defined patterns through 
signal processing operations). Finally, the adversary can use m achine learning tech-
niques for helping it interpret the command sequences issued to the robot and iden-
tify actions issued via the controller.

We also assume that the adversary is limited in its operation. Specifically, the 
adversary is unable to break the cryptographic primitives used for securing the 
control channel, and the adversary has no control over the endpoints engaged in
communication–thus, both the controller and the robotic arm are trusted.
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Fig. 2. The Kinova robotic arm e xecuting four actions.

3.2 Experimental Setup 

Hardware and Software Configuration. Our experiments leverage a Kino va
Robotic Arm Gen3 [22], which remotely receives commands and returns feedback 
to a workstation acting as a controller. This workstation runs Ubuntu 20.04 LTS 
and is configured with a 2.40 GHz Intel Core i7-8700T CPU and 32 GB RAM. 
The workstation and the robotic arm are interconnected using Ethernet cabling 
to ensure a reliable communication. We use the Kinova API v2.3.0 for control-
ling the robotic arm and generating command patterns, configuring it to enable
TLS-based encrypted communication between the robot and the controller. To
capture the encrypted traffic exchanges between the robot and the controller for
our analysis, we use tcpdump on the controller workstation.
Robot Actions Dataset. We obtain our dataset by collecting the network 
traces exchanged between the robot and its controller when instructing the robot 
to execute four distinct actions: a) picking up a nd placing an object, b) pouring
water, c) turning on a switch, and d) pressing a key. Figure 2 provides a depiction 
of the robotic arm while performing each of these actions. The actions share a 
certain degree of similarity; for instance, both pouring water and turning on a 
switch involve fluid motions and subtle changes in the robot’s articulation, which 
could be reflected in the traffic patterns as similar command message sequences, 
making it challenging to distinguish between them accurately. The duration of 
each trace also v aries significantly across actions to capture cases where users
might take different times to complete the same action. However, all our samples
are bounded to a minimum and maximum completion time of 5 and 30 s.

We collect a total of 200 samples: 50 for each action. The robot executes 
actions according to a set of predefined rules that an operator (ourselves) writes 
in scripts. However, data collection depends on the robot’s physical operation, 
which cannot be easily parallelized without additional robots (unavailable to us). 
The catalog of commands we execute includes different combinations of Carte-
sian motions (i.e., instructions to move the robot arm in a straight line along 
the X, Y, and Z axes), the opening/closing of a gripper claw, and adjustments 
of the gripper’s speed. This flexibility allows us to capture a multitude of real-
world trajectories, where different operators may script the completion of an
identical task with a different number of high-level commands or change their
order. Each action sample follows a unique trajectory, composed of sub-tasks
(e.g., movement, object manipulation) executed at varying points in time. Sub-
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tasks differ in speed, waypoints, object locations, and task-specific parameters 
(e.g., pouring angles), enhancing trajectory diversity. We leave the exploration 
of automatic traffic sequence generation other approaches to generate command
traffic sequences automatically (e.g., via GANs [42]) to future w ork.
Considered Traffic Analysis Attacks. For showcasing the potential threats 
of traffic analysis attacks on robot traffic, we leverage the open-source implemen-
tations of attacks used in the context of website fingerprinting (Sect. 5), includ-
ing CUMUL [29], k-FP [19], Tik-Tok [31], and Robust Fingerprinting (RF) [35]. 
These attacks rely either on manually-engineered traffic features (CUMUL, k-
FP), or laten t features extracted via deep learning (Tik-Tok, RF).
Considered Traffic Analysis Defenses. We consider two defenses inspired by
constant-rate padding approaches [5] (Sect. 7). The first involves padding indi-
vidual packets to enforce uniform packet lengths. The second transmits fixed-size 
packets at a constant rate, potentially including dummy pac kets, while ensuring
compliance with the scheduling constraints required for robot communication.
ML Models’ Evaluation. The models employed in our study are trained and 
tested using stratified 10-fold cross-validation to mitigate the impacts of bias in 
the dataset. We refrain from using an a dditional validation set since we use all
machine learning models with their default hyperparameter configurations.

3.3 Metrics 

Attack Evaluation Metrics. We leverage accuracy as our main metric to 
assess attack performance. Accuracy is defined as the ratio of the number of cor-
rectly classified observations to the total number of observations. We also mak e
use of confusion matrices to visualize attack performance across the multiple
action classes by inspecting the distribution of correct and incorrect predictions.
Defense Evaluation Metrics. We primarily focus on two aspects: the reduc-
tion of an attack’s accuracy (effectiveness), and the impact of the defense on 
the robot’s performance (efficiency). We measure the efficiency of the defense 
through the bandwidth utilization and latency increase experienced by the 
robot’s activities. To compute bandwidth utilization overheads, we compare the 
amount of additional data exchanged due to the defense. To compute latency 
impacts, w e compute the delays introduced in the communication between the
robot and the controller, and assess the potential impacts of such delays on the
correct operation of the robot and its ability to complete a designated task.

4 Characterization of Robot Actions

In this section, we characterize the actions composing our dataset, showcasing 
both the inter-class a nd intra-class variability of the generated traffic traces.
Individual Commands have Stable Traffic Signatures. Figure 3 shows two 
different network traces for a Cartesian command and a gripper movement com-
mand, respectively. We can see that different executions of the same command
result in similar traffic patterns, but that these patterns also differ amongst each
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Fig. 3. Network traces for two k inds of commands.

different kind of command. Cartesian commands move the robot arm in 3D space 
and typically span a shorter period of time compared to gripper position com-
mands. These Cartesian movements usually elicit a longer feedback packet from 
the robot arm, indicative of the arm’s positional adjustments in a 3D space. In 
contrast, g ripper position command messages control the opening and closing of
the robot’s gripper, and consist of packets just over 100 bytes in either direction.
Different Actions Result in Different Traffic Patterns. Figure 4 shows 
example traffic patterns for the four classes of actions included in our dataset, 
showcasing both incoming and outgoing traffic from the point of view of the 
controller workstation. At a high level, w e can see that each different action
generates a disparate traffic pattern. For instance, the pick and place action
(Fig. 2a) generally involves at least two distinct gripper command messages, 
before and after the act of picking and placing an object. This is reflected in 
the traffic as two dense clusters of gripper position or speed command messages, 
indicating the g ripper’s motion to open and close. Despite the two actions being
markedly dissimilar, the traces generated by the pour water action (Fig. 2b) 
exhibit some similarities tied to specific commands that instruct the closing of 
the gripper to g rab the bottle and opening it after pouring.

In turn, actions such as turning on a switch (Fig. 2c) or pressing a key
(Fig. 2d) involve a tapping motion, which requires the robot to close the grip-
per beforehand. These actions do not necessitate additional gripper motions but 
it may open if required by subsequent tasks. The timing between Cartesian 
command messages also provide information; tapping motions a re usually swift,
leading to shorter intervals between command messages. Other details include
the observation of interleaved occurrence of different commands. For instance,

Fig. 4. Examples of robot actions’ packet lengths over time.
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Fig. 5. Examples of two “turn on switch” net work traffic traces.

in the pick and place action, we can observe the presence of Cartesian command 
message between two gripper command messages, as seen in Fig. 4c around the 
25 s mark. These temporal dependencies that are characteristic to each action 
ma y provide actionable information for building an effective classifier.
Traffic Patterns for a Given Action are Highly Variable. Figure 5 presents 
two variations of the turn on switch action, showcasing that the traffic patterns 
for a given action can also be distinct and challenging to recognize by simple 
observation. The composition of individual commands sent to the robot can h elp
us identify an action, such as the short period of time between two Cartesian
commands, as circled green in Fig. 5a, and a gripper command (closing the grip-
per) at the start of the action to prepare for the tapping motion, immediately 
followed by a Cartesian command message, as circled in green in Fig. 5b. 

The results of our characterization suggest that there are multiple sources of 
information in robot traces that may be leveraged for enabling their accurate 
classification. Next, we experiment w ith different traffic classification approaches
and assess whether these enable the successful identification of robot actions.

5 Exploiting Known Attacks for A ction Identification

Multiple classifiers have been proposed for traffic fingerprinting, with website 
fingerprinting being one of the most well-studied contexts. In this section, we 
outline how popular classifiers operate, e xplain their feature selection rationale,
and evaluate their performance when fingerprinting robot operation traffic.

5.1 ML-Based Website Fingerprinting A ttacks

We now describe four traffic analysis attacks used for website fingerprinting.
CUMUL [29]. The features used in this attack include the number of incoming 
and outgoing packets, total bandwidth used in each direction. Additional features 
are drawn from the cumulative sum of packets’ s izes at different instants of a
trace. The attack uses a Support Vector Machine with an RBF kernel.
k-FP [ 19]. This attack combines features used in previous attacks with novel 
traffic characteristics, leading to a systematic analysis of 150 traffic features. The 
attack works by building a fingerprint for each web page using a modification of
the Random Forest algorithm, and classifies them using k-Nearest Neighbors.
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Fig. 6. Confusion matrices for website fingerprinting attacks o n robot traffic.

Tik-Tok [ 31]. This attack builds-up on Deep Fingerprinting (DF) [37]  and  is  
based on a deep convolutional neural network (CNN) that extracts latent fea-
tures from network traces to classify websites. Its input is based on a directional-
timing representation of traffic, obtained by multiplying a packet’s direction
(incoming/outgoing represented as -1/+1) with its inter-packet arrival time.
Robust Fingerprinting (RF) [35]. This attack introduces a Traffic Aggrega-
tion Matrix (TAM), which divides network traffic into fixed-size time windows. It 
identifies website-specific traffic signatures by leveraging TAM’s spatial structure
to extract hierarchical patterns using a CNN-based classifier.

5.2 Attacking Robot Operation Traffic

We now present our main findings after applying the classifiers introduced above 
for attempting the iden tification of robot actions issued via the controller.
Existing Website Fingerprinting Attacks Fail to Identify Robot 
Actions. The attacks introduced in the previous section obtain a poor accu-
racy in identifying the robotic actions in our dataset. k-FP and CUMUL achieve 
accuracies of 69.5% and 71.5%, respectively, while models relying on deep learn-
ing, such as RF, struggle with limited data, performing only marginally better
than random guessing. In particular, the Tik-Tok attack reaches just 29.0% accu-
racy, while RF attains 26.5%. Figure 6 illustrates the confusion matrices for each
classifier.
Why Do These Attacks Fail? The relatively low performance of these attacks 
in identifying robot actions can be attributed to a set of fundamental differences
in the nature of robotics traffic compared to web traffic. As we observed in
Sect. 4, the robotic actions considered in our work generate highly variable traffic 
patterns with intricate temporal dependencies that may not be typically present 
in web traffic. Among these, we highlight nuanced variations in gripper speed 
and position commands, as well as specific timing intervals between Cartesian 
command messages. Our results suggest that these dynamic characteristics are 
not effectively captured by traditional website fingerprinting classifiers, failing
to adequately capture local information in a trace, for example, the exact timing
at which specific robot operation commands are placed.
What Can We Do About It? We argue that the presence of command-
specific patterns in robotics traffic, such as visible instances of gripper command
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Fig. 7. Overview of our signal processing-based traffic analysis pipeline.

messages or distinct intervals between Cartesian commands, demands a more 
specialized approach for accurate classification. These patterns exhibit struc-
tured temporal dependencies that standard classifiers designed for web traffic 
struggle to capture effectively. Next, we depart from the use of established clas-
sifiers used for fingerprinting network traffic, and introduce a new fingerprinting 
approach based on signal processing techniques, which allow us to better ana-
lyze temporal structures, extracting features inherent to the different commands
composing robotic actions without high data requirements and computational
cost.

6 Signal Processing-Based Robot A ction Identification

In this section, we introduce a new signal processing-based method to detect 
network events, and explore whether an adversary could use these methods to
enhance robotic action identification capabilities.
Traffic Analysis Pipeline Overview. Figure 7 depicts a bird’s-eye view of 
our analysis pipeline. Network traces representing different actions start by 
undergoing a set of signal processing operations (correlation and convolution,
see Sect. 6.1) whose results we rely on to build a set of temporal dependency 
features. These features are then combined with a set of more generic summary 
statistics obtained from the network traces (inspired in those used by the ML
classifiers analyzed in Sect. 5). Finally, we use these features to train (and later 
test the success of) an XGBoost [7] classifier geared at identifying the actions 
performed by the robot. We employ XGBoost given that it is known to outper-
form other classical machine learning mo dels in both computational speed and
model performance, and has been successfully used for traffic analysis [4]. 

Next, we describe our signal processing approach, detail how it is able to 
recognize temporal dependencies and statistical features of robot control traffic, 
and show h ow our method achieves a high accuracy in robot action identification.

6.1 Pattern Matching Op erations

Our traffic analysis methodology places a large emphasis on the recognition of 
traffic patterns by leveraging two basic mathematical operations: convolution
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and correlation. Next, we provide the necessary background on these operations 
and then address how their results can be composed into a set o f temporal
dependencies and statistical features that help us build an accurate classifier.
Convolution. Convolution is a mathematical operation that combines two sig-
nals to produce a third, which reflects how the shape of a signal is modified by 
the other. For tw o discrete signals x[n] and h[n], their convolution is given by:

(x ∗ h)[n]  =  

∞∑

m=−∞ 

x[m] · h[ n − m]

Here, h[n] can be thought of as a “kernel” or “filter” that is slid across x[n].  In  
the realm of traffic pattern recognition, if x[n] is the observed traffic and h[n] is 
a known pattern, then a significant spike in ( x ∗h)[n] at a particular n indicates
the presence of the known pattern in the observed traffic at that point.
Correlation coefficient. The correlation coefficient, often denoted r,  quantifies  
the linear relationship between two signals. For two discrete s ignals x[n] and y[n],
their correlation at lag m is:

r[m]  =  

∞∑

n=−∞ 

x[n] · y[n +m]

The value of r[m] peaks when x[n] and y[n + m] align most closely. In the 
context of traffic analysis, x[n] could be a known command pattern and y[n] the 
observed traffic pattern. A peak in r[m] indicates the presence of the command 
pattern within the observed traffic at lag m. Correlation coefficients have been
used in other traffic analysis tasks, e.g., anomaly detection and correlation [6, 28]. 

We find that both correlation and convolution play an important role in 
detecting repetitive patterns within encrypted traffic. While the ope rations are
closely related, they offer different interpretations and can be combined.

6.2 Signal Processing-Based Traffic Features

In our analysis, we utilize both convolution and correlation-based techniques 
to extract information on different types of command messages. Some com-
mand messages are one-time-only patterns, where convolution is particularly 
effective. This method allows us to highlight these singular patterns within the 
broader traffic data. In contrast, other commands are repetitive and may have 
varying duration; these are better captured using the correlation coefficient to 
reduce noise and false positives. For instance, we use the correlation coefficient 
for detecting command messages like gripper speed, where patterns are recur-
ring. Our work primarily focuses on three types of command messages: Carte-
sian movements, gripper movements, and gripper speed adjustments. Each type
presents unique pattern characteristics in network traffic. When introducing a
new command message type for detection, we explicitly assess the nature of the
command’s traffic pattern. This assessment guides our decision on whether to
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Fig. 8. Convolution and correlation results for two “turn on switch” samples.

apply convolution–best for one-time, distinct patterns–or the correlation coef-
ficient, which excels in ident ifying and analyzing recurring patterns within the
traffic.

Next, we present two sets of traffic statistics extracted via convolution and 
correlation, and show ho w we combine them into features for our classifier.
Convolution-Based Statistics. Consider the results of the con volution opera-
tion (Fig. 8a) applied to the two original “turn on s witch” action traces depicted
in Fig. 5. We can see that the convolution result is close to or above 1, meaning 
that the convolution operation is able to identify significant matches between 
the observed traffic pattern and the known command pattern. This indicates 
that the specific features or sequences in the traffic that correspond to the “turn
on switch” action are effectively highlighted by the convolution process.

We used a kernel designed to match the expected traffic pattern of the “turn 
on switch” action. The kernel was crafted based on the sequence of packet s izes
and intervals that we observed in our preliminary analysis for this action. Later
in Sect. 6.3, we expand on the implications of selecting an adequate convolution 
kernel and of finding an adequate threshold for extracting command message 
information. By convolving this kernel with the observed traffic data, we sought 
to amplify parts of the signal that match the expected pattern. We d etermined
a threshold to pinpoint instances where the convolution identifies segments in
the traffic that correspond to the “turn on switch” action, based on our kernel.

After obtaining the convolution results, we extract a set of statistics from the 
resulting signal to build a set of convolution-based features. Table 1 presents a 
summary of the features derived from our analysis. The example in Table 1 shows 
the features from the second “turn on switch” sample. We observe that there are 
six Cartesian command messages issued during the sample duration, as reflected 
in the total of six clusters detected. For example, on average, there is a gap of 
approximately 4 s between each cluster. Additionally, higher-level information 
such as the total time span and average time gap provides insights into the 
general dynamics of the action: how frequently the Cartesian command messages
are issued and whether they are closely spaced. The maximum convolution value
can offer an idea about the number of parameters specified in the Cartesian
command message, as this typically results in larger feedback packets.
Correlation-Based Statistics. Figure 8b depicts the results of the correlation 
coefficient operation for two original “turn on switch” action traces, previously
shown in Fig. 5. We can observe a distinct difference in the traffic pattern of
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Table 1. Convolution features 
for “turn on switc h” (sample
2).

Metric Value 
Mean 0.2454 
Standard Deviation 0.096 
Median 0.2172 
25th Percentile 0.2163 
75th Percentile 0.2616 
Maximum 1.2160 
Minimum 0.1181 
Skewness 6.0470 
Kurtosis 48.9907 
Total Clusters 6 
Total Time Span 16.9991 
Average Time Gap 3.3998 

Table 2. Correlation features for “turn on switc h”
(sample 2).

Metric Value 
Mean −0.0019 
Standard Deviation 0.5653 
Median 0.0 
25th Percentile 0.0 
75th Percentile 5.3926e−17 
Maximum 1 
Minimum −1 
Skewness 0.0039 
Kurtosis −0.1747 
Number of Clusters 1 
Total Length of Clusters 2.0910 
Average Length of Clusters 2.0910 
Total Time Span of Analysis 2.0910 
Average Time Gap between Clusters 0 

the two samples. The first sample does not exhibit any clusters, suggesting the 
absence of gripper speed commands, despite a high initial value. Con versely, the
second sample displays a prominent cluster at the start, lasting ∼2 s.

To enhance the accuracy of our detection, we establish a criterion where a 
cluster must consecutively last over 1 s to be considered a positive match. This 
threshold aligns with the inherent activity of gripper speed commands, which 
typically persist for a certain duration to maintain a consistent speed or force
applied by the gripper, thereby ensuring that we accurately identify when and
for how long these commands are present in the action traffic.

Table 2 provides a summary of the correlation coefficient statistics, offering 
details similar to those discussed in the convolution analysis. In this context, 
the cumulative and average lengths of clusters offer additional insights into the 
duration of commands. We employ the correlation coefficient to identify com-
mand messages that exhibit varying recurring patterns ( e.g., the gripper speed
command) as a means to reduce noise and false positives. By analyzing these
statistics, we can, for instance, ascertain the duration of gripper movements.
Our Classifier’s Feature Set. The aforementioned convolution and 
correlation-based statistics comprise the main fuel for our traffic classifier. Specif-
ically, the detection of each new command message allows us to refine the set 
of the above statistics with fine-grained information about commands’ temporal
dependencies. We obtain features for our model by processing these statistics
into a summarized representation of messages’ temporal dependencies.

Concretely, our features include the average time between clusters, shedding 
light on the intervals between command groups; total number of clusters, quan-
tifying the diversity of patterns; total length of all clusters, giving an aggregate
duration of detected patterns; and average length of clusters, indicating the typ-
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ical duration of individual patterns. The time gaps between consecutive clusters 
highlight intervals between patterns, while skewness and kurtosis offer insights 
into their distribution. The total time span of clusters provides data about the 
start of the first to the end of the last cluster, and the average time gap between 
clusters showcases the average intervals between these occurrences. Collectively, 
these features paint a detailed picture of the robot’s operational patterns, cap-
turing not only the frequency and duration of command messages but also tran-
sitions and relationships within them. In addition, we also include in our final
feature set a collection of common summary statistics extracted from network
traffic (akin to k-FP [19]) and that relate to the timing and volume of commu-
nication (e.g., number of packets exchanged, or average inter-packet timing).

6.3 Convolution Pa rameters

The results of our convolution operation are mostly guided by the choice of two 
parameters: the convolution kernel, and a threshold for determining the o ccur-
rence of a command message. Below, we detail our choice for both parameters.
Convolution Kernel. We find that the choice of the convolution kernel–a pat-
tern used to detect similar patterns in the observed data–does not significantly 
impact accuracy. Essentially, a kernel represents the overall shape or signature of 
a particular type of traffic pattern, such as a Cartesian or gripper position com-
mand message. For example, a kernel might be derived from a typical pattern of 
packet sizes and intervals observed for a specific robot command. We test this 
by using 10 different kernels for each type of c ommand message, each extracted
from 10 distinct samples of that command. Despite these variations, the accu-
racy of our traffic pattern detection remains consistent. This suggests that our
method is robust to variations in the kernel, capable of accurately identifying
traffic patterns regardless of slight differences in the kernel’s shape.
Convolution Threshold. Figure 9a shows the variation in our classifier’s accu-
racy across different convolution threshold (t) values. The threshold is based 
on the range of convolution results obtained when the normalized signal is con-
volved with the normalized kernel, using the normalization factor derived from 
the kernel itself. A threshold value of 0 means that every positive convolution 
result, no matter how small, is classified as a Cartesian command message. This 
can lead to a high rate of false positives, as even minimal similarities between 
the observed traffic and the kernel are flagged as matches. Conversely, a thresh-
old of 1.3 sets a very high bar for detection, meaning that only very strong
matches–those with convolution results exceeding this value–are considered true
positives. This strict criterion can increase the likelihood of false negatives, as
it may overlook less pronounced but still relevant patterns. In our analysis, we
find that a threshold value of approximately 0.9 strikes an optimal balance.

6.4 Evaluation of Our Approach

Our traffic analysis pipeline achieves an accuracy of 97% in the robot actions 
dataset, thus showcasing the potential for network adversaries to compromise the
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Fig. 9. Classification results. 

privacy of users through the accurate recognition of robot activities. Figure 9b 
depicts the confusion matrix of our classifier on the robot’s actions dataset, allow-
ing for two interesting observations. First, we can see that the classifier occasion-
ally mispredicts the “pick and place” and “pour water” with one another. This 
misclassification likely stems from the similar sequence of movements shared by 
these actions, which involve the gripper’s opening and closing motions used for 
grabbing and placing an object. Second, actions that involve tapping motions, 
such as pressing a key and toggling a switch, are also occasionally misclassified as
each other. Indeed, both classes exhibit quick and sharp motion patterns, which
are typical of tapping actions, and thus distinct from the more fluid and pro-
longed actions of picking, placing, and pouring. Our classifier uses these patterns
to accurately distinguish between these two sets of actions.
Feature Importance. The top 20 most important features for our classifier’s
performance (depicted in Fig. 9c) comprise a mix of signal processing and sum-
mary statistics elements. Feature importance is determined based on the average 
gain, which measures the improvement in the loss function when a feature is 
used for splitting in the XGBoost model. From the signal processing category, 
the gripper speed average length emerges as the most significant feature, fol-
lowed by the gripper speed command correlation coefficient median, ranking as 
the fourth most important, highlighting the role of gripper movement clusters 
in the classification. On the other hand, from the summary statistics category, 
the total number of incoming packets and the 20th percentile of outgoing packet
inter-arrival times stand out as the second and third most important features,
respectively. This highlights that different classes exhibit variations not only in
the total number of packets sent but also in the timing between these packets.

7 Towards Efficient Defenses

Here, we explore different defense mechanisms and determine their effectiveness 
in protecting robotic operations from traffic analysis attacks. We evaluate two 
defenses: one based on the simple padding of packet sizes,  and  a  more complex
one developed by ourselves, which we named latency-aware traffic modulation.
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At the core of the defense mechanisms we consider lies a concern over how 
these defenses may impact the correct and timely operation of the robot. As 
it stands, the robot can only proceed with another action after it has received 
an entire command message and feedback messages about that same command 
(both possibly segmented over multiple packets). Delaying this cycle would lead 
to delays in action execution. To ensure that action correctness and operational 
efficiency are maintained, the c ontent within the command and feedback mes-
sages must be sequentially delivered before any robotic action can be executed.
Moreover, the messages exchanged between the robot and the controller while a
command’s execution is ongoing should also not be delayed.

7.1 Considered D efenses

Padding Packet Sizes. This defense obfuscates the size of packets, making 
it more challenging for an adversary to discern patterns based on packet size. 
This method does not introduce additional latency, as it does not affect the 
transmission time of the packets. However, it does result in additional bandwidth 
overhead due to the transmission of larger-sized packets. The defense mechanism 
rounds up each packet size to the nearest multiple of x * 100 bytes. We assume 
x to be an integer ranging from 1 to 10 since the maximum packet size observed 
in our traces was under 1000 bytes. We also assume padding to o ccur only up to
the maximum MTU size of 1500 bytes. For example, a packet of size 360 bytes
would be padded to 400 bytes if x = 2 (nearest multiple of 200) and to 500 bytes
if x = 5, while a packet of size 960 bytes would be padded to 1500 bytes if x = 8.
Latency-Aware Traffic Modulation. This defense strategy is inspired by 
constant-rate traffic analysis defenses (in the likes of Tamaraw [5]), which involve 
the use of a fixed packet size for all messages. Generically, applying such a 
defense to our setting would cause the segmentation of any robot command or 
feedback message larger than this fixed size into several packets of equal size, or, 
alternatively, the padding of the contents of small messages to meet this fixed
packet size. Then, all packets would be sent at a specific and fixed time interval.

However, the above method can introduce delays, particularly if the frequency 
of packet transmission does not align with the speed at which the robot’s con-
troller operates. Concretely, the Kinova Gen3 robotic arm features a closed-loop 
control system operating at a frequency of 1 kHz. Our analysis of the robot 
operation traffic revealed that the command message type with the shortest 
inter-p acket intervals is the speed command, which averages about 80 packets
per second. Any latency in a single command/feedback message that results in
the message arriving noticeably late to the controller is unacceptable.

To address this, we developed a latency-aware traffic modulation scheme that 
helps maintain latency within an acceptable range while adequately obfuscating 
traffic patterns. Like constant-rate defenses, our technique still relies on sending 
dummy packets to fulfill fixed packet sending rates and padding short packets 
to meet the pre-configured fixed packet size. However, we leave packets longer
than this fixed size (and which cannot be broken down without exceeding the
acceptable latency range) at their original size. In turn, packets that can be
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segmented into multiple smaller packets without resulting in unacceptable delays 
are appropriately split. This approach still introduces some latency, but can keep
it within an acceptable range for the robotic arm’s operation [22]. 

As a concrete formulation, let so be the original packet size, and let sp be 
the predefined padded packet size. Let L be the permissible latency 0.001 s in 
the case of running the Kinova controller and ti be the chosen time interval 
for transmitting each packet. The calculated packet size sc and the number of
segments n into which the original packet is divided can be defined as follows:

sc = 

⎧ 
⎪⎪⎨ 

⎪⎪⎩ 

sp if so ≤ sp, 
so⌊
L 
ti

⌋ if
⌈

so 
sp

⌉
· ti > L,

sp otherwise.

(1) n = 

⎧ 
⎪⎪⎨ 

⎪⎪⎩ 

1 if so ≤ sp,⌊
L 
ti

⌋
if

⌈
so 
sp

⌉
· ti >  L,⌈

s o
sp

⌉
otherwise.

(2) 

7.2 Evaluation of Defenses

Padding-Only Defense. Figure 10a illustrates the relationship between the 
accuracy of our classifier and the size of padded packets when the simpler 
padding-only defense is employed. The classifier retains a relatively high accu-
racy (above 80%) for packets padded to the nearest multiple of 700 bytes (x = 7),
decreasing its accuracy to ∼40% when packets are padded to the nearest mul-
tiple of 1000 bytes (x = 10). Figure 10b depicts the average bandwidth over-
head percentage of the defense when considering our robot actions dataset. As 
observed, the overhead percentage increases linearly with the padding size, reach-
ing approximately 700% overhead when the padding size is set to the nearest 
multiple of 800 bytes (x =  8). At this padding size, the accuracy of our c lassi-
fier is still relatively high (∼70%). Thus, we conclude that this defense is largely
ineffective for low padding sizes, achieving only a moderate protection for a large
bandwidth overhead.
Latency-Aware Traffic Modulation Defense. For evaluating this defense, 
we perform a set of experiments with different permissible latency: 0.01s, match-
ing the fastest average command speed, specifically for speed commands; 0.001s, 
aligning with the controller’s operational frequency, and; 0.0001s, the frequency
allowing the transmission of the shortest command/feedback message. While the

Fig. 10. Results for the padding-only defense.
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Fig. 11. Results for the latency-aw are defense.

speed command typically exhibits the fastest average frequency, some command 
messages contain packets with significantly smaller single inter-packet intervals.

Figure 11a illustrates the relationship between the effectiveness of our defense 
mechanism and the degree of packet padding and segmentation applied to robot 
traffic. We can see that, for fixed packet sending rates of 0.01s and 0.001s, the 
defense is only reasonably effective once packets are also padded to a large size 
(900 bytes for degrading classification accuracy below 40%). However, we can
also see that, for all the padding sizes under test, sending packets at a fixed
frequency of 0.0001s is sufficient for reducing the accuracy of the classifier to
approximately 30%. Figure 11a also suggests that an adversary may still be able 
to infer information about the actions being performed (accuracy of ∼ 30%) due
to the total time duration of each action (which we do not obfuscate).

Figure 11b shows the bandwidth overhead incurred by the latency-aware traf-
fic modulation defense. Bandwidth overheads increase both with the packet sizes 
and with the packet sending frequency used in the defense. The figure suggests 
that the latter cause more pronounced bandwidth overhead, given the addi-
tional packets exchanged per time unit. When sending packets at a 0.01s rate, 
the defense reduces our attack’s accuracy to 31% but incurs a staggering 478
times bandwidth overhead. This trade-off is not practical in realistic settings,
indicating a pressing need for the development of low-delay defense strategies.

8 Limitations and Future Work

Extension to the Open-World. Our evaluation matches that of a closed-
world attack [35] where we attempt to distinguish between a restricted set of 
four different actions performed by the robot. In the future, we aim t o analyze
the effectiveness of our approach in the open-world setting [40], where the robot is 
allowed to perform a range of tasks beyond those t he adversary seeks to identify.
Traffic Analysis Under Varying Network Conditions. We assumed a sta-
ble and high-performance network connection that was free from interference 
(e.g., packet drops, jitter, etc.). Future work could consider the analysis of robot 
traffic under varying netw ork conditions. Different network environments may
introduce unique challenges and opportunities for attack and defense strate-
gies [3].
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Measuring Robot Traffic Information Leakage. We aim to explore more 
systematic methods for evaluating information leakage in robot traffic [8, 24, 
39]. Automating a security evaluation pipeline for robotics applications could 
enhance the overall effectiveness o f security assessments applied to these systems.

9 Related Wo rk

The fingerprinting scenarios we enumerate below target the re-identification of 
traffic that follows relatively stable patterns. We argue that fingerprinting robot 
actions presents unique challenges – complex robot activities might involve a 
variable number of smaller operations which can be performed in different orders 
and last for different amounts of time. In our work, we rely on a new set of
manually-engineered features based on signal processing operations, combining
these with traffic statistics that have been used before for fingerprinting purposes.
Website Fingerprinting. Despite the use of encrypted tunnels, web traf-
fic retains traffic patterns that allow eavesdropp ers to map those patterns to
specific websites [19]. Website fingerprinting mappings were traditionally built 
using manual features and classical ML [19, 29], but recent work leverages deep 
learning for higher accuracy [31, 35, 37]. There also exists prolific literature on
defenses [25], ranging from rather secure but inefficient constant-rate padding
defenses [5], to more efficient defenses like FRONT [18] or RegulaTor [20]. 
Video Fingerprinting. Video streaming protocols that adjust their bit rates 
in response to network conditions manifest traffic patterns that fluctuate based 
on the video content and its resolution, enabling the development of fingerprin t-
ing techniques which can identify a given video being streamed, even if it is
encrypted [32, 33]. Proposed defenses include the generation of synthetic video 
flows that shield the videos being watched by users [38], or noise addition [23]. 
IoT Device Fingerprinting. IoT devices exhibit predictable traffic patterns 
which are only partially shrouded by encryption, enabling eavesdropp ers to infer
which specific devices operate within a household [2]. Different approaches for 
IoT device fingerprinting have focused both on the collection o f summary statis-
tics from IoT device traffic [9, 27], or on the analysis of network traces with deep
neural networks [12]. Existing defenses include improved padding schemes [13] 
and the perturbation of traffic flows through deep learning methods [36]. 

10 Conclusion 

In this paper, we investigated encrypted traffic analysis in robotics, emphasizing 
its implications for sensitive applications (e.g., domestic, healthcare). Leveraging 
machine learning classifiers fueled with signal-based processing features, we were 
able to discern robotic actions from encrypted traffic patterns, shedding light 
on significant privacy concerns. Our findings highlight potential vulnerabilities
within robotic communication channels, calling for the development of enhanced
security measures as the deployment of collaborative robots becomes widespread.
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