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Goals 
Becoming familiar with current research problems in 
mobile privacy and security 
 
Studying some proposed solutions 
 
Developing new solutions in course project 
 
Learning to read and review papers 
 
Learning to give good presentations 
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Organization 
Goals 
 
Organization 
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Meetings 
Time: Tuesdays and Thursdays 10:00-11:20am 
 
Location: DC 2568 
 
Office hour: Mondays 3-4pm or by appointment 
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Prerequisites 
No formal prerequisites 
 

No familiarity with security or cryptography required 
 

Basic knowledge of computer systems and networks 
helpful 
 

Wide range of papers (applied cryptography, 
economics, human computer interaction, machine 
learning, networking, programming languages, 
systems) 
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Course Website 
Reachable from my own website 
 
Has reading list, schedule, policies,… 
 
Keep track of announcements posted there 
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Lectures 
First four lectures:  
Given by me and my postdoc Bisheng Liu 
Introduction, advice on giving presentations, sample 
research projects, Android Security 
 
Following lectures:  
Two students will each present and lead a 
discussion on a research paper 
 
Course project presentations at the very end 
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Grading 
Paper presentations:   25% 
Paper reviews:   20% 
Class participation:  15% 

Includes presentation feedback 
Research project : 40% 
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Paper Reviews 
Goal: learn what makes a good paper 
So that you can write your own good papers  

 

Every student should read the two mandatory 
papers before each lecture 
See Keshav's How to Read a Paper 

 

Every student should submit a review for one of the 
two papers before class 
Using submission system, see later 

 

You will see each others’ (anonymized) reviews 
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Paper Presentations 
Goal: practice your presentation skills 
 

Every student should present two research papers 
during the term 
 

Workshop/conference-style presentation 
Present the paper as it is your own 
You can re-use figures and animations (with 
attribution) 
Carefully prepare your slides (Advice on Thursday) 
About 25 minutes 

 

Send me your slides before the lecture 
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Paper Discussion (Past Terms) 
After each paper presentation, the presenter leads a 
discussion about the presented paper 
 
 

Possible starting points for discussion: 
• Presenter gives his/her opinion about the 

presented paper 
• Presenter comes up with interesting questions 

(and possible answers to stimulate discussion if 
necessary) 

 

About 15 minutes 
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Paper Discussion (This Term?) 
There are several lectures where a joint discussion 
would make sense; for example, when both papers 
solve the same or a similar problem 
 

Possible outline: Student A compares “his/her” 
paper to student B’s and argues why “his/hers” is 
better; followed by student B in the opposite role; 
followed by a joint discussion 
 

It is up to you to decide what kind of discussion to 
have; talk to your co-presenter! We’ll revisit this 
issue after the first round of presentations is over 
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Presentation Feedback 
Feedback is essential for training speaking skills 
 

Every student should submit a review for each 
presentation by 12pm the day after a presentation 
Using submission system, see later  
 

Look at review form in system before preparing 
your presentation 

 

Presenter will see (anonymized) feedback 
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HotCRP 
We will use HotCRP, which is used by many CS 
workshops/conferences to manage the review of 
submitted papers 
 
Three different instantiations of HotCRP, reachable 
from course website 
1) Bidding for papers to present 
2) Submitting paper reviews 
3) Submitting presentation reviews 
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Bidding for Papers 
I will create an account in the bidding system by the 
end of today for all students registered in the course 
 

Go to the bidding system and retrieve your 
password 
 

Log in, click on “Review Preferences”, and bid for 
papers; instructions are in the system 
 

The bidding deadline is Sept 15, 11:59pm; students 
who submit their bids late will likely not get any 
papers assigned 
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Students not Registered in the 
Course 
If you are not (yet) registered in the course, but are 
interested in taking it, send me an email explaining 
your situation ASAP 
 
I will then create an account in the bidding system 
for you so that you can also submit bids 
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Paper Assignments 
On Sept 16, I will assign papers to 
1. Registered students who submitted a bid 
2. Some of the not registered students who 

submitted a bid; these will also get a permission 
number to register if necessary 

 
The students in the second group will be determined 
based on available course capacity and maybe other 
factors 
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Course Project 
Goal: novel research in the area of mobile privacy 
and security 
Might lead to workshop/conference submission 
 

Typically in groups of two 
 

Proposal: Oct 13 
Presentation: Nov 26 and 28 (tentative) 
Write-up: Dec 15 (tentative) 
 

See course website for details 
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Survey of Topics 
List of topics corresponds to topics on reading list 
 
Examing Permissions: 
Are there dangerous combinations of permissions, 
potentially used by malware? 
Do apps actually use all the permissions that they 
ask for or are they overprivileged? 
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Survey of Topics (cont.) 
Detecting Privacy Violations: 
Tracing sensitive information from its source (e.g., 
GPS sensor) to its sink (e.g., network) using 
dynamic (Taintdroid) or static (PiOS) analysis 
 
Managing Privacy Violations: 
Avoid privacy leaks by replacing sensitive 
information with fake information or by blocking it, 
or by making access control more fine grained 
Alert user of privacy leaks  
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Survey of Topics (cont.) 
Studying Users and Permissions: 
Do users pay attention to and understand 
permission screens? 
Are there better ways to ask for permission? 
 
Crowdsourcing Permission Expectations: 
Can we use the crowd to provide useful information 
about required permissions to a user? 
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Survey of Topics (cont.) 
Privilege Escalation: 
How to avoid the “confused-deputy attack”, where a 
malicious, underprivileged app takes advantage of a 
benign, more privileged app 
 
Advertising: 
Advertising infrastructures that do not require each 
advertisement-supported ad to have all kinds of 
permissions (see flashlight example) 
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Survey of Topics (cont.) 
Control-flow attacks: 
Attacks and defenses against attacks that change 
the control flow of a program 
 
Side-channel and Covert-channel Attacks: 
Use the accelerometer to infer key presses 
Use the microphone to retrieve credit card number 
and transfer it surreptitiously to attacker 
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Survey of Topics (cont.) 
Device Theft: 
How to prevent information stored on smartphone 
from becoming accessible to a thief stealing the 
phone 
 
New Architectures: 
Using smartphones to run virtual machines (Cells), 
sandbox cloud-based apps (πBox), build privacy-
preserving location-based apps (Koi), or execute 
sophisticated cryptography (Opaak) 
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Survey of Topics (cont.) 
Studying Users: 
Is the All-Or-Nothing locking model sufficient? 
Are users willing to pay more for less privacy-
invasive apps? 
 
Authentication: 
Can we authenticate users based on their behaviour 
or biometrics? 
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Survey of Topics (cont.) 
Privacy-preserving Data Processing: 
How to release and learn from sensed data without 
revealing (all) this data 
 
SSL: 
How SSL is broken on smartphones and how to fix it 
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Survey of Topics (cont.) 
Location Sharing: 
Establish sharing preferences in a location-sharing 
app using machine learning or default privacy 
profiles 
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