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World’s Most Valuable Resource

“Data is the new oil.”
Clive Robert Humby
mathematician, entrepreneur, and 
Chief Data Scientist, Starcount

“Data is a commodity like gold.”
Matt Shepherd
Head of Data Strategy, BBH London

“Data is the new currency.”
Antonio Neri, President
Hewlett Packard Enterprise

“At the heart of the digital 
economy and society is the 
explosion of insight, 
intelligence and information 
– data. Data is the lifeblood 
of the digital economy.

World Economic Forum
A New Paradigm for Business of Data 
BRIEFING PAPER - JULY 2020 



Data Science/Big Data in the News…
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What is Data Science?

“Data science, also known as data-driven science, is an 
interdisciplinary field of scientific methods, processes, algorithms 
and systems to extract knowledge or insights from data in 
various forms, either structured or unstructured, similar to data 
mining.”

https://en.wikipedia.org/wiki/Knowledge
https://en.wikipedia.org/wiki/Data
https://en.wikipedia.org/wiki/Data_mining


What is Data Science?

“Data science intends to analyze and understand actual 
phenomena with ‘data’. In other words, the aim of data 
science is to reveal the features or the hidden structure of 
complicated natural, human, and social phenomena with data 
from a different point of view from the established or traditional 
theory and method.”
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What is Data Science?

n Fourth paradigm
q “… change of all sciences moving from observational, to theoretical, to 

computational and now to the 4th Paradigm – Data-Intensive Scientific 
Discovery”



What is Data Science?

n “Data science encompasses a set of principles, problem 
definitions, algorithms, and processes for extracting non-
obvious and useful patterns from large data sets.”

n “…the terms data science, machine learning, and data mining
are often used interchangeably.”

n “…although data science borrows from these other fields, it is 
broader in scope.”



A data-driven approach to problem solving that involves the process of 
collecting, managing, analyzing, explaining and visualizing data and analysis 

results.

A Working Definition
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Who is a Data Scientist?

To be revealed at the end…
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Two Myths…

n Data science = Big data
n Big data is like a raw material
n Processing it leads to data 

science & better understanding
n Applications are important

q No applications ® no data 
science

n Data science Í Machine 
learning Ì AI

n They are related but not the 
same

Data 
Science

Artificial 
Intelligence

ML/DM/
Analytics
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Data Science Applications

n Data science is about applications
q Applications give purpose 
q Applications inform core technologies

n Almost any field with large data sets are good candidates
n Some examples

n Fraud detection
n Biological & biomedical applications
n Recommender systems
n Health sciences & health 

informatics applications

n Sustainability 
n Finance & insurance
n Smart cities
n Sports
n …



Data Science Application Examples

n Fraud detection
q Investigate fraud patterns in past 

data
q Early detection is important

n Before damage propagates
n Harder than late detection

q Precision is important
n False positive and false negative 

are both bad
q Real-time analytics



Data Science Application Examples

n Recommender systems
q The ability to offer unique 

personalized service
q Increase sales, click-through 

rates, conversions, …
q Collaborative filtering at scale



Data Science Application Examples

n Sustainability
q Climate variability and change
q Ecology
q FEW

n Food
n Energy
n Water



Data Science Application Examples

n Moneyball
q How to build a baseball team on a 

very low budget by relying on data
q Sabermetrics: the statistical 

analysis of baseball data to 
objectively evaluate performance

q 2002 record of 103-59 was joint 
best in MLB

n Team salary budget: $40 million
q Other team: Yankees

n Team salary budget: $120 million
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Data Science Ecosystem

Data Science Building Blocks
Data

Engineering
• Data quality
• Big Data storage 

and computing 
solutions

• Data pipelines 
(ETL)

Data
Analytics

• Explore data (data 
mining)

• Build models & 
algorithms 
(machine 
learning)

• Visualizations & 
visual analytics

Data
Ethics

• Impact on 
individuals, 
organizations & 
society

• Ethical & 
normative 
concerns

• Regulatory issues

Data Security & 
Privacy

• Differential 
privacy

• Applications of 
cryptography

• Data integrity



Data Engineering

Big data management
(Four Vs)



Data Engineering

n Data processing platforms
n Data integration

q ETL process
q Data lakes

n Data quality issues
n Data provenance

Big data management
(Four Vs)



Data Engineering Essential
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Big Data – Four Vs

Volume
• Scale of data
• Data at rest

Velocity
• Streaming data
• Data in motion

Veracity
• Uncertainty/ 

incorrecness
in data

• Data quality

Variety
• Forms of data
• Unstructured 

challenges



Data Integration – Data Lakes

Analysis Access



Data Quality in Big Data

89% of executives 
believe that data 
quality issues 
impact the quality 
of customer service 
they provide  
(2017)

Only 33% of senior 
executives have a 
high level of trust in 
the accuracy of 
their big data 
analytics   
(2016)

59% of executives 
do not believe their 
company has 
capabilities to 
generate business 
insights from their 
data (2016)
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Data Quality Dimensions

Data Quality 
Dimensions

Accuracy

Consistency

Timeliness

Uniqueness

Validity

DAMA UK Working Group, 2013

Completeness



Data Quality Problems & Techniques
n Data unification

q Schema mapping (if schemas exist)
q Deduplicating records
q Classification and mastering

n Data repair
q Spotting errors and violations (e.g., outliers)
q Repairing incorrect values
q Missing value imputation



Data Analytics

The application of statistical and machine learning techniques 
to draw insights from data under study and to make 

predictions about the behaviour of the system under study
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Data Analytics

n Statistics
n Computer Science (DM/ML)
n The lines between the two 

disciplines have blurred

The application of statistical and machine learning techniques 
to draw insights from data under study and to make 

predictions about the behaviour of the system under study



Data Analytics Types

• What does the data reveals about what is 
happening?

• Exploratory analysis

Descriptive

• Why is it happening?
• What does the data suggest about the reasons?

Diagnostic

• What is likely to happen?
• Decisions are affected
• Machine learning fits here

Predictive

• Recommended actions

Prescriptive

Va
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e
Complexity

Prescriptive

Predictive

Diagnostic

Descriptive
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https://www.kdnuggets.com/2017/07/4-types-data-analytics.html


Data Analytics Tasks

• Grouping objects into clusters

Clustering

• Detection of anomalous (rare) data items

Outlier detection

• Detecting relations between variables

Association rule mining

• Classification and regression

Prediction



Data Security & Privacy



Big Data Privacy & Security Threats



Dimensions of Data Protection

https://dataprivacymanager.net/security-vs-privacy/

https://dataprivacymanager.net/security-vs-privacy/


Challenges

• Many data science processes involve humans, but controlling 
information in humans is different than in computer systems

Human-in-the-loop

• Traces of raw data persist into the latest steps of the data 
science process

• The combination of two data sources may reveal more than 
their “sum”

Unintended side effects

• Aggregate data analysis is different from transaction analysis 
and different security and privacy mechanisms are needed

Distinct application requirements

• Cannot have performance, accuracy (or utility) and security (or 
privacy) at the same time.  At least one needs to go.

Inherent limitations



Different Concepts of Security

Traditional Security & Privacy
n Confidentiality

q Do not reveal data to unauthorized 
users

n Integrity
q Unauthorized users should not be able 

to modify data

Data Security & Privacy in Data Science
n Privacy

q Enable users to control their data 
usage by others

n Veracity
q Data provided should be true and 

current



Data Ethics

“… the branch of ethics that studies and 
evaluates moral problems related to data, 
… algorithms, … and corresponding 
practices, in order to formulate and support 
morally good solutions.”

L. Floridi & M. Taddeo, What is data ethics?, Phil. Trans. R. Soc. A, 2016.



Data Ethics

“… the branch of ethics that studies and 
evaluates moral problems related to data, 
… algorithms, … and corresponding 
practices, in order to formulate and support 
morally good solutions.”

L. Floridi & M. Taddeo, What is data ethics?, Phil. Trans. R. Soc. A, 2016.

Ethics of
data Ethics of

algorithms

Ethics of
practices

Design
space



Ethics of Data

Ownership
• Who has ownership of data?
• Typically, individuals should have ownership

Transparency
• Subjects should know that data about them is being 

collected, stored and will be processed and how
• Consent

Privacy
• Personal identifiable information

Intention
• What are you planning to do with the data?
• Secondary use
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Ethics of Algorithms – Algorithmic Bias

Data 
collection

Feature 
engineering

Outcome & 
Conclusions

Training 
data set

Actual 
data set

Training phase Deployment phase

Historical or 
representational 
bias

Inclusion or 
omission of 
features will 
introduce bias

Unmeasurable 
outcumes & use 
of proxies will 
introduce bias
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Examples of Algorithmic Bias – Gender Shades


Gender Shades

MIT Media Lab

20180209

The Gender Shades Project pilots an intersectional approach to inclusive product testing for AI.

Gender Shades is a preliminary excavation of inadvertent negligence that will cripple the age of automation and further exacerbate inequality if left to fester. The deeper we dig, the more remnants of bias we will find in our technology. We cannot afford to look away this time, because the stakes are simply too high.  We risk losing the gains made with the civil rights movement and women's movement under the false assumption of machine neutrality. Automated systems are not inherently neutral. They reflect the priorities, preferences, and prejudices—the coded gaze—of those who have the power to mold artificial intelligence.

Video produced by Joy Buolamwini and Jimmy Day

Many thanks to the Natural Sciences and Engineering Research Council of Canada | Conseil de recherches en sciences naturelles et en génie du Canada for translating the captions into French. 

More information at: https://www.media.mit.edu/projects/gender-shades/overview/ 
License: Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 International Public License (https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode)
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Data Ethics Checklist

n Have we listed how this technology can be attacked or abused? [SECURITY]

n Have we tested our training data to ensure it is fair and representative? [FAIRNESS]

n Have we studied and understood possible sources of bias in our data? [FAIRNESS]

n Does our team reflect diversity of opinions, backgrounds, and kinds of thought? [FAIRNESS]

n What kind of user consent do we need to collect to use the data? [PRIVACY/TRANSPARENCY]

n Do we have a mechanism for gathering consent from users? [TRANSPARENCY]
n Have we explained clearly what users are consenting to? [TRANSPARENCY]

n Do we have a mechanism for redress if people are harmed by the results? [TRANSPARENCY]

n Can we shut down this software in production if it is behaving badly?
n Have we tested for fairness with respect to different user groups? [FAIRNESS]

n Have we tested for disparate error rates among different user groups? [FAIRNESS]

n Do we test and monitor for model drift to ensure our software remains [FAIRNESS]
fair over time?

n Do we have a plan to protect and secure user data? [SECURITY]



Issues at the Intersections

n Data science components should 
not be siloed

n Many important problems at the 
intersections remain to be solved

n Examples
q Data visualization – Visual analytics
q Data management – Machine 

Learning
n DM for ML
n ML for DM

q Privacy & security – Ethics
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Core Research Issues and Interactions

Photo credit: @bruce.digital
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Data 
Preparation

Modelling & 
Analysis

Explanation & 
Dissemination

Big Data 
Management

•Visualization for wider 
audience

•Visualization for data 
exploration

•Open data technologies

•Data analysis
•Machine learning 
techniques for data 
analysis

•Data lakes
•Big data processing
•Data platforms
•Metadata management

•Data cleaning
•Sampling
•Data provenance

• DM support for 
provenance

• Data preparation for big 
data management

• Cleaning for data analysis
• DM for ML
• ML for DM
• Visual analytics

…



Data Science Lifecycle – Alternative 



Data Science Lifecycle – Alternative 



Data Science Lifecycle – Alternative 
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Big Data Framework Provider

Infrastructure

Data Storage

Messaging

Processing

Big Data Application Provider
Application Orchestration

Collection Preparation Analytics Visualization Access
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Reference Architecture I

J. Klein et al., A Reference Architecture for Big Data Systems in the National Security Domain,
Proc. 2nd Int. Workshop on Big Data Soft. Eng., 2016



Reference Architecture II

C. Avci Salma et al., Domain-Driven Design of Big Data Systems Based on a Reference Architecture,
Software Architecture for Big Data and the Cloud, 2017
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Who Owns Data Science

There seems to be great interest in this argument & in these 
diagrams

https://www.kdnuggets.com/2016/10/battle-data-science-venn-diagrams.html/2

https://www.kdnuggets.com/2016/10/battle-data-science-venn-diagrams.html/2
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Who are the Constituents?

STEM – Core
People who are involved in 
developing the core 
technologies

STEM – Application
People who are involved in 
data science applications in 
some domain

Non-STEM
People in social sciences 
and humanities who might 
be involved in applications or 
data ethics or social aspects 
or policy issues
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Who is a Data Scientist?

Core competencies
n In-depth knowledge of at least one of 

data engineering or data analytics 
pillars (expert level)

n Knowledge of the other two pillars of 
data security & privacy and data ethics 
(acquaintance)

n In-depth knowledge of at least one, 
preferably two, application areas 
(almost expert level)

n Ability to work in a team & 
communicate



Battle of the Venn Diagrams




Final Thoughts

n Data is central and it is increasing in volume and 
complexity

n Treat the data properly and it will tell a story
n Data science is multifaceted and multidisciplinary
n Data science may not yet bea discipline, but can 

become one
n The view I presented is from STEM (Computer Science) 

perspective
q There is much more






