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Abstract

We study the problem of DP data synthesis when the data is hor-
izontally distributed over federated data owners. A line of work
has investigated the generation of synthetic tabular data with dif-
ferential privacy (DP) guarantees. To the best of our knowledge,
they all assume a trusted centralized server that executes their DP
algorithms. In the federated setting, simply concatenating synthetic
data independently generated by each data owner, with the central-
ized methods, causes large errors in terms of accuracy. In this work,
we propose FedDPSyn, a new cryptographically-based federated
data synthesis framework that (1) achieves similar accuracy levels
as in the centralized model, (2) allows rewriting existing centralized
data synthesis algorithms. Early empirical results show that our
framework only incurs ~20 minutes overhead at the online phase,
which is reasonable in practice.

1 Introduction

Generating synthetic tabular data with differential privacy (DP)
guarantees has been an active area of research in recent years.
Among the various approaches, marginal-based algorithms have
gained particular prominence. Examples include PrivBayes [2, 39],
HDMM [24], PrivSyn [40], Private-PGM [26], PrivMRF [6], and
Kamino [15]. These methods have demonstrated strong results,
with several emerging as winning approaches in NIST’s differen-
tially private synthetic data generation challenges [2, 5, 25, 36].
The core idea of marginal-based approaches is to estimate the joint
distribution of the dataset with differential privacy and sample syn-
thetic data from the joint distribution by post-processing. Since
estimating a high-dimensional distribution often leads to high sen-
sitivity, and thus large DP noise, the emerging wisdom in the field
is to approximate the high-dimensional joint distribution with low-
degree (noisy) distributions (a.k.a, marginals). These marginals can
be estimated more accurately and combined based on the correla-
tions among data using techniques such as Bayesian networks [39]
and other probabilistic graphical models [6, 26].

While existing work has achieved adequate results with a cen-
tralized dataset, extending these approaches to federated settings
remains underexplored. In particular, we consider the scenario in
which a “global” dataset has been split horizontally and held by
multiple mutually untrusted parties. These parties would like to col-
laboratively generate a synthetic dataset with differential privacy to
study the patterns existing in the global dataset. For example, in the
federated healthcare setting [12, 35], hospitals may want to jointly
publish private synthetic data while preserving correlations among
diseases and climates. Each hospital only has its local climate data
or is specialized in a specific disease, and they do not want to, or
cannot, share their local data in plaintext with each other.
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Figure 1: Motivating Experiments: Centralized Data Synthe-
sis v.s. Federated Data Synthesis through Concatenation

One naive solution is to have each client independently generate
a differentially private synthetic dataset directly using existing algo-
rithms (for the central setting) and then concatenate the resulting
datasets. To quantify the utility gap between this approach and the
synthetic data generated in the centralized setting, we performed
experiments on the Adult [3] dataset and the Fed-Heart-Disease
table, which is skewly distributed, in the FLamby [30] dataset using
PrivBayes. We partition the dataset using random sampling without
replacement to evenly distribute the data among the clients. We
measure the errors of one-way marginals against the ground-truth
global dataset. The results, presented in Figure 1, show that the
synthetic data generated by concatenation in the federated setting
exhibits more than double the error in almost all cases. In addition,
with more clients the error increases.
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Figure 2: Dependency Errors across Federated Clients’ Data

One reason for this large utility gap, demonstrated in Figure 2,
could be explained through the dependency errors among the fed-
erated clients’ data. In this example, attributes A and B are highly
correlated (e.g., close to 100%) in the local data of the first client
while A and C are highly correlated attributes for the second client.
However, in the global dataset, both attributes A, B (50% correla-
tion) and A, C (50% correlation) are not so correlated compared
to attributes A and D which has 70% correlation. While each lo-
cally generated synthetic data may capture correlations between
A, B (resp. A, C), they may miss the correlations between A, D,
which is more important on the global dataset. We also notice
that the learned correlations among attributes are less robust on
a smaller support (i.e., fewer data) and sometimes cannot form a
valid Bayesian network. For example, this happens when we split



the Fed-Heart-Disease dataset among 30 clients. Therefore, con-
catenating independent synthetic data is not desired as we would
like to achieve comparable utility as in the centralized setting.

In this paper, we propose FedDPSyn, a new cryptographically-
based framework that simulates running centralized data synthesis
methods in the federated setting. From existing marginal-based
data synthesis methods, we abstract the ideal functionalities that
access the data and design primitives/protocols that implement
these functionalities with fully homomorphic encryption (FHE) [10].
These FHE primitives allow clients to encrypt necessary data and
coordinate servers to perform computation over encrypted data.
Differential privacy mechanisms are applied to the results before
decryption, so that the adversaries (i.e., server and other clients)
either see data in the encrypted representation or differentially
private computation results. We show that FedDPSyn can achieve
similar privacy/utility results compared to centralized, differentially
private data synthesis. To the best of our knowledge, aside from a
recent study on vertical federated data synthesis [41], FedDPSyn
is the first attempt to securely generate tabular synthetic data in
horizontal federated settings. Our early experiments demonstrate
that the runtime overhead, at the online phase, is less than 20
minutes over the encrypted marginal counts of the ADULT dataset,
which is acceptable in practical federated scenarios.

2 Background

Marginal-based data synthesis methods contain the following typi-
cal steps: (1) Marginal/Distribution Calculation that computes
marginal counts or (conditional) probabilities for measuring corre-
lations among attributes; (2) Marginal Selection that selects the
highly correlated pairs of attributes with DP; (3) Noise Calibra-
tion that adds DP noise to the low-way marginal counts; (4) Post
Processing that combines the noisy low-way marginals with high
correlation (into a graphical model); and (5) Data Synthesis that
samples synthetic data from the graphical model.

Different data synthesis methods can have different instantia-
tions of these steps. For example, PrivBayes [39] computes condi-
tional probabilities for the mutual information score in Step 1, uses
the exponential mechanism (EM) in Step 2, and calibrates Laplacian
noise to marginals and combines them into a Bayesian network
(Steps 3 and 4). We also introduce the necessary background of
differential privacy and fully homomorphic encryption as follows.

DEFINITION 1 (DIFFERENTIAL Privacy (DP) [13, 14]). A random-
ized algorithm M : D — O is (e, 8)-DP if for any pair of neighbour-
ing databases D ~ D’ (differing by replacing only one tuple), and all
O CO,Pr[M(D) € O] <e°Pr[M(D’) € O] +36.

DEFINITION 2 (COMPUTATIONAL DIFFERENTIAL PrRivAacy (CDP) [29]).

An ensemble { My },.en of randomized algorithms My : D — O is
€x-CDP if for any ensemble of PPT adversaries {A }, iy, there ex-
ists u(k) € k=) gych that for any pair of neighbouring databases
D ~ D', Pr[Ax (Mic (D)) = 1] < e Pr [Ac (Mx (D)) = 1] +p (k).

DEFINITION 3 (DISCRETE LAPLACIAN MECHANISM [1, 17, 34]).
Given privacy budget € and query q : D — Z with sensitivity Aq :=
maxp~pr |q(D) — q(D”)|, the discrete Laplacian mechanism M(D)

cle—g(DI]),

outputs z € Z with probability proportional to exp (— Aq

DEFINITION 4 (EXPONENTIAL MECHANISM [28]). Given privacy
budget € and a utility functionu : O X D — R with sensitivity
Au := maxp._p |u(o, D) — u(o,D’)|, the exponential mechanism
M 0c9 . . . eu(o,D)

(D) outputs o € O with probability proportional to exp (W)
Fast Fully Homomorphic Encryption over the Torus (TFHE) [10]
is an efficient fully homomorphic encryption scheme over the in-
tegers. It supports most integer operations as implemented in the
standard libraries, including non-arithmetic ones like absolute val-
ues, comparison, and MUX (if-else branching). Throughout the
paper, we use the notation [[-]] to denote TFHE ciphertext.

3 Problem Setup

Consider a sensitive database D, split horizontally, into n disjoint
subsets, with the same set of attributes, D1, ..., Dy such that D =
U, Di. We use |D;| to denote the size of the data D;. Each client i
holds Dj. Several servers exist to facilitate the federated computa-
tion that aggregates the local results. The participating parties are
semi-honest, i.e., they honestly execute the federated protocol while
being interested in learning about the other clients’ sensitive data.
With this federated setting and threat model, we discuss several
research questions and challenges.

RQ1: Secure Framework for Federated Data Synthesis. Prior
work, such as Crypte [11], explored cryptographic-based approaches
to facilitate differentially private query processing without trusted
curators. Crypte uses partial homomorphic encryption, i.e., labeled
HE, to support several database transformation operators and DP
noise calibration measurements over local data owners while only
incurring small errors comparable (~2X) to centralized DP. How-
ever, their approach does not naturally generalize to DP synthetic
data generation. For example, operations widely used in marginal
selection, such as branching/MUX, division, exponentiation, and
abs() for calculating correlations and exponential mechanism for
marginal selection, are not compatible with the set of cryptographic
choices in existing work.

We would like to design a new cryptographically-based frame-
work for federated DP data synthesis. We abstract and general-
ize the ideal functionalities that access the data, as required for
marginal-based DP data synthesis methods. We re-design these
data-accessing modules, which we call primitives, and replace them
with the corresponding cryptographic implementation. Using these
building blocks in FedDPSyn, existing marginal-based DP synthetic
data generation algorithms can be translated and rewritten into the
federated setting.

RQ2: Design and Implementation of the Primitives with
TFHE. While TFHE supports a variety of operations over encrypted
data, the representation of ciphertext is over an algebraic structure
called the torus. That is, arithmetic computations are performed
over the integer domain and floating-point operations have to be
converted to the fixed-point representation by upscaling and trun-
cation. Although some of the data-accessing modules in data syn-
thesis, such as aggregations, are straightforward to implement with
TFHE, we still need to carefully handle the scaling factors. In addi-
tion, other modules that utilize the exponential mechanism have
involved calculations of the utility function and sampling proba-
bilities, incurring more numerical/precision errors that can lead to



Primitive 1: Encrypted Aggregation

Primitive 2: Encrypted Dependency Score Calculation

Input: Database at each party Dj, Selected attribute attr;,
Flag for enabling DP noise DPFlag, Privacy
parameter €.

Output: [[Ct[attrj | D]]] over D = U | D;

// Client-side computation:

-

[N}

Each party i calculates
Ctlattrj | D;] < Pr[attr; | D;] - |Djl;
|[Ct[attrj | Di]]] <« Enc(Ct[attr; | D;]);
// Server-side computation:
[Ctlattr; | D] « X, [Ctlattr; | Dil];
if DPFlag = True then
‘ I[a[attrj | D]]l — |[Ct[attrj | D]]] + DLM(e1,Aq = 1);
s end

return I[a[attrj | D]]] if DPFlag else [[Ct[attrj | D]]]
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privacy issues [20]. Thus, it is non-trivial to implement these mod-
ules with fixed-point operations and bound the numerical/precision
errors with minimal privacy cost.

In this paper, we design new DP mechanisms, i.e., three TFHE
primitives, that form the basis of the data-accessing modules in
FedDPSyn. We show that with little additional privacy cost (in terms
of DP budget), our instantiation of DP algorithms over TFHE can
bound the numerical errors. It is anticipated that these algorithms
are likely to be of broader use beyond their application here in
FedDPSyn.

4 FedDPSyn Overview

We provide an overview of FedDPSyn in terms of the roles of the
participating parties and the new algorithms designed for it.

4.1 Assumptions and System Entities

In FedDPSyn, there exists a set of data owners or clients and two
non-colluding servers — a key management server and a computa-
tion server. This two-server assumption is commonly adopted in
prior work that involves multi-party computation or homomorphic
encryption [11, 18, 33].

Key Management Server. The key management server initializes
the TFHE scheme and generates the key pair (sk, ck, pk). It stores
the secret key sk, sends the computation key ck to the computation
server, and broadcasts the public key pk to the clients in the protocol.
The key management server is the only party capable of decrypting
encrypted values in the protocol. Before decryption, it follows the
protocol and adds a portion of DP noise to the results.

Data Owners (Clients). Each data owner represents their own
private data D;, and all data owners share the same public key for
encryption. Data owners can perform computation on the plaintext
of their data D; and encrypt the computational results using the
public key pk. The encrypted results are sent to the computation
server for encrypted computations.

Computation Server. The computation server receives the en-
crypted data from the clients and uses the computation key ck for
aggregation and computation over encrypted data. It executes the
primitives as specified in the protocols.

Input: Database at each party D;, Selected attribute pair
attrj, attry.
Output: InDif* Score [“Mj,k - M;j x Mk| . |D|]] over
attribute attrj, attry on D = U?lei.
// Client-side computation:

-

)

Each party i calculates
([[Ct[attrj | Di]]], [Ctlattry | Di]], [[Ct[(attrj, attry) | D,-]]]);
// Server-side computation:

(™)

'S

Server aggregates using Primitive 1:
(ICtlattr; | D] [ Ctlattry | D], [ Ctl(attr), attry) | D1]);
5 InDif* « 0;
for (e1, e2) € Dom(attrj) X Dom(attry) do
[o1] < [[Ct[attrj =e | D]]];
[[02]] — [[Ct[attrk =es | D]]];
[v*] < [Ctl(attrj,attr = (e1,e2) | D]];
10 [InDif*]| + = abs ([o1] - [o2] = [*] - [I1DI);
11 end
12 return [ InDif*]]
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4.2 'TFHE Primitives Design

The system workflow in terms of how these entities interact with
each other is deferred to Appendix B. Among the interactions of
system entities, computations that access the local dataset are: (1)
calculating marginal counts or conditional distributions; (2) select-
ing marginals with high correlation; (3) calibrating DP noise. These
data-accessing computations need to be executed over ciphertexts.
Here, the design details of the DP primitives to support the en-
crypted computation step in the system workflow are discussed.

Primitive 1: Encrypted Aggregation. We design Primitive 1 to
aggregate the encrypted marginal counts from the clients. Notice
that encrypting the marginal distribution over the j-th attribute
for the i-th client’s data Pr[attrj | D;] and computing over the
encrypted probabilities can incur numerical errors due to the scal-
ing and truncation of the floating points. Instead, we encrypted
the counts Ct[attr; | D;] = Pr[attrj | D;] - |D;| for every pos-
sible values in the discretized domain Dom(attrj) of the selected
attribute attr; (bucketized for continuous attributes). These en-
crypted counts are sent to the computation server. The server ex-
ecutes the TFHE add operator to obtain the aggregated marginal
counts over the global dataset D. If the DPFlag is set to True (as in
the noise calibration step), the server invokes the discrete Laplacian
mechanism (DLM) to generate an integer noise with privacy budget
€1 and sensitivity 1 (for linear counting queries). The noise is then
added to the encrypted counts.

Primitive 2: Encrypted Dependency Score Calculation. To cal-
culate the dependency score, we demonstrate the design of Primi-
tive 2 on the InDif (= |Mj)k - M;j x Mk‘) measure in PrivSyn [40],
where M; = Pr[attrj | D] and M; . = Prlattrj,attry | D]. The
idea can also be extended to the “F function” in PrivBayes [39].
Again, to avoid numerical issues, we compute the modified InDif*
= InDif-|D| upscaled by the size of the global database. To compute
encrypted InDif*, the clients and the server first execute Primitive



Primitive 3: TFHE-EM

Input: Set of outcomes O = {oo, 01,...0|0]-1 } Privacy
parameter €, Proper choices of parameters for
fixed-point arithmetic params.

Output: [[0*]], an encrypted member of O.

// Client-side computation:

for j < 0,1,...,|0| - 1do

‘ Each client i sends [[U(0;, D;)]] to server;
4 end

[

w N

// Server-side computation:
for j < 0,1,...,|0| - 1do
Server aggregates with Primitive 2 and gets

(LU;1l = [[U(0;, D)]|

«

N o

s end

([C-1]] « 0

10 for j < 0,1,...|0| —1do

[[W;]] « TrrE-EXP([[U;]], €, params);
[[CiT] « [[Cj-1]1 + [[W;1Is

©
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> Appendix C

12
13 end
14 Sample random 32-bit integer R; > Need 2™ < 2%
15 [[R']] = Rmod [[Cj—1]l;

lo]-1

16 return (1 {[[C;—1]] < [[R'] < [[Cj]]})j:O ;> One-hot

1 to obtain the aggregated counts for the selected one-way and two-
way marginals, i.e., attrj, attry, (attrj, attry). Then, on the server
side, it initializes the InDif score to 0 and iterates over the Cartesian
product of the domain of attr; and attry. The server calculates the
product of the one-way marginals and the product of the two-way
marginal and the aggregated database size. The server takes the
absolute value of the difference between the two products and adds
the result to the InDif” score. This step utilizes the TFHE mult, mi-
nus, and abs operators. Note that potential numerical errors were
avoided in Primitive 1 and Primitive 2. Next, the overall privacy
cost due to numerical errors accrued in Primitive 3 is bounded.

Primitive 3: Exponential Mechanism under TFHE (TFHE-
EM). To effectively select a pair of attributes with high correlation
while preserving privacy, we apply the exponential mechanism [28]
to the selection process. Specifically, the input to the exponential
mechanism is the correlation (e.g., InDif* score), u(o, D), computed
for each pair of attributes o = (attr}, attry) in a dataset D. Then,
one pair 0* is selected as the output, with the probability of selecting
each pair o proportional to exp (eu(o, D)). For simplicity, we assume
that all u(o, D)s are negative, or they can all be shifted by a constant.

The design of Primitive 3 takes into account the numerical
issues in the exponential mechanism [20], which could potentially
exacerbate the unintentional privacy loss under the fixed-point
arithmetic otherwise. As shown in Theorem 4.1, the additional
privacy loss is appropriately controlled: when desired € = 1, the
additional privacy cost is less than 0.005. More details of the TFHE-
EXP function and the formal privacy guarantee can be found in
Appendix C. The proof of Theorem C.1 is deferred to the full paper.

THEOREM 4.1 (PRIVACY WITH BOUNDED NUMERICAL ERROR, IN-
FORMAL). Primitive 3 is (¢ +4e’)-DP, where ¢ is the originally desired
privacy cost, and e’ is the additional privacy leakage due to numerical

Table 1: Simulated Server Runtime on an NVIDIA RTX A6000

Primitive 1 Primitive 2 Primitive 3 Total
290s 260s 560s 1.1x10%s

errors in the fixed-point arithmetic accumulated in Primitives 1, 2 and
3, such that 4e’ < 0.05€ under proper choice of hyperparameters.

4.3 Privacy Analysis

We consider the privacy leakage on the entire dataset (distributed
among all clients) against any adversary, including each of the
non-colluding servers and any other external party receiving the
result. Denote as €1, €2 the privacy budget assigned to Primitives 1
and 3, respectively. In particular, €; is distributed among the multi-
ple (pairs of) attributes, and by Theorem C.1, Primitive 3 further
incurs an unintentional privacy leakage of 4e’ due to numerical
issues. Moreover, due to the computational hiding nature of TFHE
ciphertext, only the weaker notion of computational DP can apply
to the view of either server during the execution of FedDPSyn. The
privacy guarantee is stated as Theorem 4.2, and we defer a more
detailed privacy analysis of FedDPSyn to the full paper.

THEOREM 4.2. FedDPSyn is (€1 + € + 4¢’)-differentially private.
The view of each of the two non-colluding servers in FedDPSyn is
(€1 + e + 4¢’)-computationally differentially private.

5 Early Experimental Results

To evaluate our framework, we carry out a study on the cost of
adapting PrivSyn [40] to our setting. We implement the DP primi-
tives with TFHE-rust [38]. We use the ADULT dataset with its 15
attributes and 32,561 rows. If we bucketize the continuous attributes
to a domain of 10, the average size of a one-way marginal is 11
and the average size of a two-way marginal is 124. The case study
assumes there are 4 clients, and the original dataset is split uni-
formly at random between them. In the centralized setting, PrivSyn
will create a synthetic dataset for a quarter of the ADULT dataset
in 1.08 seconds (average of 16 trials). In the offline phase, it takes
approximately 19 hours for each client to perform and encrypt the
marginal counts. Meanwhile, we simulate the running times of the
servers in the three primitives of the online phase and report them
in Table 1, as the average of 4 trials. It can be observed that the
online phase can still be executed with a reasonable overhead of less
than 20 minutes. On the other hand, future advances in the public
key encryption of TFHE, which is only used in the offline phases
performed by the clients, can further improve the practicality of
the entire pipeline.

6 Concluding Remarks

We propose FedDPSyn, a cryptographic-based framework that en-
ables federated data synthesis with differential privacy. FedDPSyn
enables the re-designed DP algorithms with TFHE and bounds
the privacy cost due to numerical issues in cryptographic opera-
tions. In future work, FedDPSyn will be implemented into a fully-
functioning prototype. In this system, existing private marginal-
based data synthesis methods may be applied in the federated
setting in a straightforward manner with strong theoretical privacy
guarantees. The framework of FedDPSyn can also be extended to
the 3-server MPC setting, where trade-offs among these crypto-
graphic approaches for data synthesis will be better understood.
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Figure 3: System Overview of FedDPSyn

A Related Work

Synthetic dataset generation in the federated setting has emerged
as a practical need in critical sectors such as healthcare [7, 21] and
finance [4]. Several efforts have been made to adapt generative mod-
els to the federated setting using the FedAvg paradigm [27], includ-
ing FL-GAN [37], FedSyn [4], DPD-FVAE [32], and FedKR [22]. By
adopting DP-FedAvg, the proposed methods can be used for private
data synthesis. Some other work explores how private synthetic
data can improve the results of federated learning [8]. However,
these investigations are all limited to image datasets.

The closest work to ours are perhaps PP-FedGAN [16], MPC-
MWEM [31], VertiMRF [41], and FLAIM [23]. PP-FedGAN [16] uses
the CKKS homomorphic encryption scheme [9] to design a GAN
model for synthesizing tabular data, while it cannot be generalized
to the state-of-the-art methods for tabular data synthesis with DP,
i.e., the marginal-based methods. MPC-MWEM [31] proposes a
method that implements the differentially private multiplicative
weights update mechanism (MWEM) [19] over the multi-party com-
putation framework. Though it can be used for federated tabular
data synthesis, MPC-MWEM is designed for a small number of
distributed clients that are all available for secret-share data. Ver-
tiMRF [41] presents an approach for generating synthetic tabular
data in the federated setting where the data is vertically partitioned.
FLAIM [23] studies the same problem setting as our work, and
translates the AIM algorithm, a.k.a, a variant of Private-PGM [26],
into the federated learning setting. FLAIM incorporates secure ag-
gregation for model updates with differential privacy. While FLAIM
can run much faster than our framework FedDPSyn, experimental
results of FLAIM show a relatively large gap of workload errors
between the federated and the centralized setting. FedDPSyn can
be regarded as a complement to FLAIM in terms of the trade-off
between runtime overhead and accuracy of the synthetic data gen-
erated.

B FedDPSyn Workflow

A system diagram is demonstrated in Figure 3. Among the five
steps for marginal-based data synthesis, the first three steps, i.e.,
probability calculation, marginal selection, and noise calibration,
have accessed data from the federated data owners. These data-
accessing steps are computed over the encrypted representation—
we wrap them up into encrypted computation and also introduce
the other steps in the workflow.

SubRoutine 1: TFHE-EXP
Input: Encrypted utility score [[U]], Privacy parameter e,
Hyperparameters of fixed-point arithmetic
K, K, np, A.
Output: [[0*]], an encrypted member of O.
1 Function TrHE-EXP([[U]], €; PARAMS = {K,K’, np, A}) :
2 [[U]] « max ([[U]],-2"® + 1); > Clamping

3 yo «— 2K > Final result has a scaling factor of 2¥
4 forjeo,...,n, —1do
5 [[6;1l < (~[[Ul) A1; > Taking the last bit of |U|
6 cj = I.ZK} exp(—ezj_A)-‘; > Pre-computed
7 (11 < 2% — [[b;11(2% = ¢);
s lyjell — (Mg Mlel+2597") >> s > Adjust
the scaling factor by right shifting K} bits
[[U]] >>=1; > Right shift U by 1 bit
10 end
1 return [[yn, ]|

12 end

Initialization. The key management server initializes the key-
generation protocol and distributes the public key to each client
and the computation key to the computation server.

Encrypted Computation. (1) Probability Calculation: each client
computes all the one-way and low-way marginal counts (or the con-
ditional probabilities), and sends the encrypted representation to the
computation server. The computation server then aggregates the
encrypted counts. (2) Marginal Selection: the computation server
calculates the dependency scores based on the aggregated prob-
abilities. It then invokes the TFHE exponential mechanism over
the encrypted dependency scores to identify the highly correlated
attribute pairs. The computation server notifies the clients about
these attribute pairs. (3) Noise Calibration: the computation server
adds DP noise to the selected marginals (with high correlation) and
sends them to the key management server. The key management
server adds another portion of DP noise.

Decryption of Results. The key management server decrypts the
noisy marginals and broadcasts to the clients and the computation
server.

Post Processing and Data Synthesis. The combination of the
noisy marginals and the data synthesis steps are then performed
on the decrypted results.

C Missing Details of the TFHE Exponential
Mechanism

Here we show our design of the exponentiation function executed

with TFHE, i.e., TFHE-EXP, in SubRoutine 1. The utility score u

is represented in the fixed-point form U ~ 2% as input, where U

is an integer that is encrypted via TFHE, and A is the number of

fraction digits allowed in the fixed-point arithmetic. The difference

eprev = ‘Z’AU - u‘ bounds the numerical errors incurred in the

previous computations, i.e., in Primitive 1 and 2. We denote the
number of bits used in the fixed-point computation by nj. The
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Figure 4: Motivating Experiments over One-way and Two-
way Errors

algorithm also requires the scaling factor « for the final result, and
a list of scaling factors k¥’ = {K}} for each bit j € [ny] during the
computation.

Now we present the formal privacy guarantee with bounded
numerical issues.

THEOREM C.1 (PRIvacY w/ BOUNDED NUMERICAL ERROR). Let
€prev be the accumulated numerical error on the input, i.e., €prev =

|2_’1U - u) and epym(n) be a small quantity for large & such that
enum(&) = —ln( - %{) Primitive 3 is (€ + 4e’)-DP, where ¢’ <
e-eprev+2720_1 (enum(sz exp(—2/7%€)) + enum(yj+1))- Here, Yj+1
is the smallest possible value achievable in Line 7 of SubRoutine 1
over all possible input values.

We run numerical simulations to compute the additional privacy
cost incurred due to numerical errors with different overall privacy
budgets € and a proper set of hyperparameters. The results are
listed in Table 2. For each € tested, the numerical error is bounded
by 4e’ < 0.05€.

Table 2: Additional Privacy Cost in TFHE-EM, with n;, = 17
andlczrc;. =13foreach0 < j<n; -1

€ 0.1000  0.3000 1.0000 3.0000 10.0000
e 0.0011 0.0011 0.0012 0.0015 0.0986
€+4e’ 0.1044 0.3044 1.0048 3.0060 10.3944

D Full Results for the Motivating Experiments
(Fig 4)
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