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Differential Privacy (DP)

[DP] A mechanism M is (¢,6)-DP, if forany D = D’
and all O € O, we have This
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Our New DP System — DProvDB

Design Principles
 P1.View-based privacy management
 P2. Fine-grained privacy provenance

Database D
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[DP Properties]

1.Post-Processing: if M 1s (€, §)-DP,
then F o M 1s (g, 6)-DP as well!
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But What is in Practice...

SN/

2.Sequential Composition: if M 1S

(¢,6)-DP, then M, M is (2¢,26)-DP. [Multi-analyst DP Properties]
@ D— M — 0 \' 1.Post-Processing: hold;
D —_—

 P3. Dual query submission mode (c.f. our paper)

 P4. Maximum and fair query answering

Answering Queries on Views

* Directly answering queries on fresh DB is not good [CIDR’19]
* Instead, answer queries over private snapshots [VLDB’19, VLDB’23]

S _c1. Query answering becomes :
b . € @ Post-Processing! [VLDB’19] @ Dynamically!
@ D— ._’ @ @ But how could we better
—> Pre-allocation s.t. € = )¢;. allocate budgets? (RQ2)
D— . @ If incoming €, > €;, query
Views Synopses not answerable.

Privacy Provenance Framework

r—— / . ) \
e V,: 3-way marginal contingency table
| . (over age, gender, education)
Employee DB
q1 : SELECT count(*) FROM V4
41 SELECT COUNTC) FROM employee WHERE V;.age > 20 AND V;.edu="MSc
WHERE age > 20 AND edu="MSc” e
G, : SELECT AVG(salary) FROM V;
q-: SELECT AVG(salary) FROM employee WHERE V-« edu“PhD” AND V der=“Male”
WHERE edu="PhD” AND gender="Male” \_ =R R ej
Query Transformation 1 1 Query-View Example
' View V/; v, V,
:]' — Aq Aq Aq
Analyst A, Sy, Sy, Sy,
‘D - Bob {(0.2,107),(0.3,107%)} — 5. S;fz S{f g
1 2 n
- Alice
Analyst A,,

Our New DP Mechanism (Additive Gaussian Approach)

Additive Gaussian Mechanism (additive GM)

[Sum of Gaussian] X ~ N(0,0%),Y ~ N(0,0%), then II I —
Z=X+Y ~N(0,0f + 0%). | —

Dave asks the same query
after Bob with less budget.
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“ Quiz: how to answer Dave with

Global Synopsis| 3.5

age:

Privacy Provenance Table @

DProvDB: Differentially Private Query Processing IEI ,,3. IEI
with Multi-Analyst Provenance

RQ1. Worst-case privacy bound across analysts?
A1,q,€1 Ay q,6; Az, q,€3 Ap,q, €y

‘j ‘D "D ‘@ [Upper bound] }%_; €;

[Lower bound] max €

" ohe

RQ2. Resource allocation & management:

- Maximize query answering?
- Fair query answering for Online System?

 ® OO @ @

[System Timeline]
\ / / How to allocate? !
Overall Budget €

Sys-admin: Carol

Multi-Analyst DP (Our New DP Variant)

[Multi-analyst DP] A mechanism M is [(A4, €1, 61), ..., (A4, €5, 6,)]- [DP vs. Multi-analyst DP]
multi-analyst-DP, if forany D = D', any j € [n],and all O; € O, * DP guarantees an overall bound by
—0— F — 0 ' we have privacy budget;
Pr[M(D) € 0]-] < efJ Pr[M(D’) € OJ-] + 6],.  Multi-analyst DP guarantees an

individual privacy bound for each
data analyst.

[Multi-analyst DP implies DP] By applying sequential

M — 0' 2.Sequential Composition: hold on each coordinate. composition, multi-analyst DP trivially implies a DP bound.

[State of Privacy Loss] Sij, i.e. the entry of the provenance table.
The current consumed privacy budget on View i by Analyst j.

[Privacy Constraints] Privacy constraints are max allowed budget
consumption. The privacy provenance table is set with 3 types of
constraints: table, column, and analyst constraints. If any one is not
satisfied, the query will be rejected. o

—>
(EA+S{;1 < l/JA) N (€A+SII/4 < 1,[)\/) N\ (EA+SII/4 < l/}T)’ Qb @
accept! €4 + SV > 1, reject!

But...How to set the constraints? @

[Proportional Fairness] A mechanism M is proportional fair, where
each analyst A; is with privilege [;, if VA;, A; (i # j), l; < l;, we have

Erry(M, A Q) _ Erj (M, 4;,Q)
.u(li) B M(l]) |

This is about analyst constraint...How about column and table constraints?

Quiz: Could you help our admin, Carol?

(18 19 20 21 22 23] Case @ 2a. generate fresh delta synopsis (with GM) [Analysis of additive GM] Additive GM is [(44, €1, 61), ..., (An, quggd‘

(q ep = 0.7),7 (q,€p = 0.3),7" the least budget consumption?

Solution: Record 7, and calculate ' = 7 + n ~ N(og — op).

No additional budget consumed!
Wait...Record too many data?

VE

[Global Synopsis] The private answer to a view of DB.
[Local Synopsis] The private answer per analyst @ &

A;, Query: SELECT count ... age in [19, 21], acc=v;
' JAdd up 3 bins —» accuracy: v;/3 — translated budget: ¢;

—_— multi-analyst-DP, and guarantees max €;-DP. AP C
’ _ J
31413[9]5] 1] Ife;>e [31]39]29]92]51]09 | VA¢ j G
N 2 ) Yes, additive GM gives us nice bound to generate answers when ¢€; <
o l/e l h ~ N (0,07) ‘ 2b. update global synopsis € consumed., DUt how do we do if later, Alice asks a query with higher budget? @
43| 28| 96| 51|04 |7 | | V= WAV wh e
X . . : ! 2~ i .
Jlf(Q402) 2c. generate/update local [Synop.sls Update] When. €; > Sconsume‘é' we update theAc‘:Eurrent
Case @, I E}‘ synopsis (with additive GM) E synopsis based UMVUE, i.e., Vi = w, I/ Sconsumed + w, V=€,
la. generate local synopsis VAL
(with additive GM) 36 | 45 ) oS | S| Al Aj Veconsumed@ Query q not answerable
Vo Local Synopsis

h

generated from global synopsis. @ _>._> @<
DB View

. 2
Evaluation
Dataset: Adult, TPC-H

Baseline: sPrivateSQL [VLDB’19], Chorus [EuroSys’20]

Goal: 1) End-to-End Comparison, on Utility and Fairness (Bottom,)

2) Trading-off Fairness for Utility (Right—>)

Mechanisms

Answer query with

Local Synopsis

Takeaways

@ _>l\ @ @ Query q answerable!

View But...What if this query is asked @
A€ by another analyst?

Solution: See the figure in the middle.
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B ; g * Aserious step to make DP query processing more practical!
= 6000 - | b D>
imo . ; *E g: : * A multi-analyst interface can improve the system utility over
5 ) % I g
< g: g a 5 ' g existing DP approaches based on standard composition.
£ 2000 5 I3 24 218 &I
5 X3 < - . - (" ” I
. 2 s "Lj | Ej K ’1  DProvDB is the first “stateful” DP query-processing system.
iol . : * DProvDB can be benefit most, if not all, exiting DP query
— e | | — systems, and can be integrated as a middleware solution.
0 - e
1 1| 8 20 * Blue ocean for future work in DP + access control
4 - ¢ 1 ) [ . ]
" * We are happy to see more research join the discussion!
i 1.09 ——
VDB Vanilla PrivateSQL Chorus ChorusP stalltic T=I1 T=I1.3 T=I1.6 T=Il.9 \ /
mechanisms scenarios
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