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Mobile Mesh Network Messaging

How to trust anonymous messages?

A worldwide issue
Many methods to circumvent censorship have been created
Due to many reasons, such as: political instability, elections, or protests

Send messages using available wireless
technology such as Bluetooth and WiFi Direct
Messages hop from phone to phone 

Evaluation

Prior solutions fail to address the practical 
needs of users in internet shutdowns.

Anix:

[Micro] BenchmarksExperimental Testbed
Microbenchmarks:

Impact of Awareness Settings

Performance Under Active DoS 

Conclusion and Future Work

You use Nika!

We design Nika, a new blackout-resistant messaging app that
enables users to remotely establish and manage trust relationships
across the mesh network.
Future work will focus on improving network performance and using
more advanced crypto to further secure the protocol.

To appear in IEEE S&P 25

Highlights of Nika’s Evaluation:
Nika can perform in an internet blackout even under heavy DoS
Nika outperforms competitors by upwards of 49x in blocking
misinformation
Nika achieves respectable performance on even lower tier phones

PSA: Public Key
Blinded Signatures

Signatures used in Nika
are Public Key Blinded
They cannot be traced
back to their signing
public key
This preserves privacy


