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Motivation Methodology Contributions
& In a complex, electronic, software-intensive CYBER COMPONENTS & Goal: Use of our tool to put "abstraction in action” by generating only a & Development of the tool AbsAct. Automatic generation of a reduced
system, a feature is a bundle of system el harduraeey reduced number of cases that represent all possible sources of risk (i.e., number of cases that represent all possible sources of risk in a system
functionality as a user recognizes it. See errors, inconsistencies, contradictions, feature interactions) in a system. during model checking iterations.
|->Features are units that companies use to L, We abstract the counterexamples based on the modelling concepts of & Definition of a scale of abstraction levels: Representation of equivalence
guide the design and marketing of the control states and transitions. classes as LTL properties, which each create equivalence classes of
functionality offered to their customers. SENSORS  ACTUATORS L Our tool AbsAct uses the model checker SMV [3] in an iterative process counterexamples.
Ly Features often automate a manual bralgs T stepring to generate all sources of risks (counterexamples).
orocess or activity. throttle Ly For every abstraction Ievg, we begzinl_?l;)/ checking the property: Case Study
i s PHYSICAL COMPONENTS lobally (—
Example: call waiting in telephony. (mechanical processes) For each iteration, when a counterexample is generated, we abstract it by Detection of P e 1 “Collision Avoid
@ In the automotive domain, an Advanced Safety Feature makes use of representing its equivalence class using a linear temporal logic (LTL) [4] | & (Ce;‘;d;]r; LT Ces O e 1 au oMo Ve ?gt\b‘ss oo 1 Matiabe
sensors, cameras, and even GPS devices to help the driver to be aware of formula according to the desired level of abstraction. Then, we disjunct Stateflow and trar?slate):j nto SMV with our tool mdl23,mv [5?
dangers, and when possible, control the dynamics of the vehicle to avoid this LTL expression with the original property and the LTL expressions '
unsafe outcomes. representing previously generated counterexamples (equivalence classes). stz s s

Example: collision avoidance in a vehicle. \ e
- Model AbsAct e ot
& In the automotive domain, a feature interaction * FI = Model if (c/e) , representative -
(FI) arises from the activation of two or more _(FlI'defn) | || checker < —= AbsjraCt NOT(c/e) c/e per
features whose output requests to the actuators F1 F2 F3 Level —>|| SMV | Finite+ModeI | TS j equivalence
create contradictory physical forces on the New Propert class

mechanical processes, potentially at distinct ’ ‘
times, that cause unsafe outcomes [1,2].

L _ _ | brakes  throttle Abstraction Levels Properties

A feature interaction does not arise from the ‘ avel 4 ~

failure of individual components, but from the Dist?:; Fi.nal o \ :
intended functionality of correctly implemented Collision Avoidance (CA)

Control States
features. ~ ’ -

L. . i . \ , \ Condition for an
Feature interactions are becoming more Level 3: Level 2: Fl to occur-
prevalent as systems increase in complexity, Distinct Initial and Final Distinct (set_Brake >éo)
and can be a source of significant risk. \ Control States Last Transition -

Example: when one feature requests to apply the brakes
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as another feature requests to apply the throttle. D
Distinct BDD BDD
&> To detect feature interactions in the automotive domain, we use symbolic \ Paths ) Iterations Nodes Time | Iterations Nodes Time
model checking at design time, which allows us to examine exhaustively Level 4 1 5658 7 B 1 A557 7 B
all behaviours of the system. C,D anld E ?re Level 3 1 1043 7 63 1 QAT7 7 63
Model Checking CD;’“"” Ifla ©s Level 2 3 10656 | 8.0s 2 8543 | 7.8s
e ronerty Not Where an =i 0ceurs Level 1 5 305495 | 14.2s 2 35874 | 8.3
;C Finite rggﬁ;}i'e d° Total number of
( / counterexamples: Level 1 Level 2 | Level 3 | Level 4
\E Model \C ~ Q —— —
6 O Model |Counterexample @ E 183 {t1) - 43 1] - 03 A C| - 58
+ —> ' (no abstraction) (ta)] - 15 | [t -21 | C] - 86 : Equiv. | BDD :
Checker (c/e) Iterations Time
= | P : : T : :
Temporal | O Source | Trce | Log | ) (t2)] - 28 | [t2] - 12 | [B,C] - 28 Classes | Nodes
[] (CL = b) Logic \ Property O source File Edt Run View &?urce | Trae | Llog| Example: Path <t1> allows (t1,t7)] - 21 A DI - 45 Level 4 3 3 846 7.4s
Property Nyt of risk 1 2 AT us to reach the critical state (tg,t7)] - 24 | [tz] - 67 | ©77 D] - 67 || Level 3 6 6 2359 7.8
SatISfIEd F| defi0 1 |2 . | 4, b7 i
(NO FI) — B C,evenwhenen 1is1or (£, t7)] - 22 B DI - 22 Level 2 5 5 1653 7.6
en 1 ~ Tranaltl b: ‘o L\ 7/ bt
& It is advantageous to find all paths that do not satisfy the property before Lol en 1 0. These variations do not (t1,ts)] - 12 AE - 18 Level 1 7 ) 18308 | 8.3s
fixing the model because the correction may depend on several factors that e e saestc o @dd 1o the understanding of (ta,tg)] - 6 | [ts]-30 | 77 [E]- 30 | Number of cycle iterations, the number of equivalence
can only be recognized by looking at all counterexamples. — B iR (¢ risk, but are generated (Lo, ts)] - 12 B.E] - 12 SERSES) CIEERNEIES [Pl e, WS Mkl SIRID) St
|“> . o =" by the model checker if no 278 Sk for all cycles, and the total time for all iterations
comprehend. of counterexamples abstracted per equivalence class
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