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Motivation

• Financial transaction data is generally unstructured in nature. This 
makes most deep learning methods difficult to learn due to the 
nonlinearity of the data.

• Graph neural networks are effective framework for representation 
learning for graphs from both structured and unstructured data. 



Background

𝑧 = 𝑤 $ 𝑥 + 𝑏
Where:

𝑧 = weighted sum of inputs
𝑥 = input vector

𝑏 = bias

𝑦 = 𝑓 𝑧
Where:
𝑦 = output

𝑓 = activation function (ex. 
Sigmoid, Tanh, ReLU)
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Convolutional Neural Network

• Neural Networks are good at image recognition

• When we have a large pixel image, neural networks are slow and 
consume more computational power

• Eg., a 256*256*3 size image requires 196,608 input parameters 
whereas an image of size of 2000*2000*3 requires 12 million input 
parameters.  



Convolutional Neural Network

Feature Learning: 
• Convolution
• Filter
• Convolved Layer
• ReLU
• Pooling Layer

Classification
• Fully Connected Layer
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Why Graph Neural Networks?

• GNNs are connectionist models that 
capture the dependence of graphs 
through signals passing between nodes 
of graphs. 

• They retain state information to 
capture the properties of neighbor 
nodes.

• Application in NLP: Graphs also 
incorporate semantic information from 
word embeddings of the category 
labels of the images. Non structured 
data including images and texts can 
also be modelled in the form of graphs.



Graph Convolutional Neural (GCN) Network

Definition
• In GCN, our goal is to learn a function of signals/features on a graph 
𝐺 = 𝑉, 𝐸 , where V is the set of vertices (or nodes) of G and E is the 
number of edges of G.
• 𝑥. is the feature description for all node 𝑖 in a 𝑁 × 𝐷 matrix 𝑋, where 
𝑁 is number of nodes and 𝐷 is input features. 
• We can represent a graph in a matrix form, like an adjacency matrix 
𝐴. 



Graph Convolutional Neural Network

• The GCN model produces a node level output matrix 𝑍 of 𝑁×𝐹
dimension, where 𝐹 is the number of output features per node. The 
outputs can be modeled by introducing pooling operations. 
• Neural network layers can be written as a non-linear function 
𝐻(9:;) = 𝑓(𝐻 9 , 𝐴), 𝐻 = = 𝑋 and 𝐻 > = 𝑍 (or 𝑧 for graph level 
outputs), where 𝐿 is number of layers. 

Example:
• 𝑓 𝐻 9 , 𝐴 = σ(𝐴𝐻 9 𝑊 9 ), 𝑊 9 is a weight matrix for 𝑙th neural 

network layer. σ is a nonlinear activation function like ReLU.



Graph Convolutional Neural Network
Embedding Karate Club Network (Brandes
et al., 2008)
• 3 layer GCN with randomly initialized 

weights. 𝑋 = 𝐼 since we don’t have any 
node features.
• 3-layer GCN performs propagation steps 

through forward pass. The model 
produces embedding of these nodes 
that resembles the actual graph 
structure. 
• Here embedding means projecting an 

input into another more convenient 
representation space. 



Graph Convolutional Neural Network for 
Financial Forensics

• Hundreds of billions in money laundering funds, drug cartels, human 
trafficking, terrorism and political corruption. 

• AML regulations have negative effect on low-income people.  



Graph Convolutional Neural Network for 
Financial Forensics

• Market value collapsed in 2018 
after the money laundering 
scandal.

• Estonia hub has $200 billion illicit 
money flowing from various 
countries.

• Besides Danske bank, Swede bank 
and Deutsche bank also lost huge 
sums of money from the scandal. 

• 2018 cash flows were $529 billion 
where $37 billion were 
transaction fees which was 
roughly 24% of global aid of $153 
billion.



Graph Convolutional Neural Network for 
Financial Forensics

Can bitcoin help?
• Crypto enthusiasts have championed financial inclusion. When price 

skyrockets the transactional fee differential diminishes. This makes 
cryptocurrencies like bitcoin interesting.

• It is a both good and bad. Bad because, criminals can obfuscate 
identities and hide in plain sight. Good because open data enables 
new forensic analysis and crowdsourcing not possible with traditional 
financial system



Graph Convolutional Neural Network for 
Financial Forensics

Elliptic Data Set
• London based start up Elliptic. 
• They monitor suspicious activities in cryptocurrencies.
• Label suspicious address.
• Perform advance analytic to track bad elements.





Graph Convolutional Neural Network for 
Financial Forensics

• Consider the bitcoin transaction graph from Elliptic data set 𝐺 =
𝑁, 𝐸 , N is the set of node transactions and E is the set of edges 

representing the flow of bitcoin. 
• 𝐻 9:; = σ( D𝐴𝐻 9 𝑊 9 ), 𝑊 9 is a weight matrix for 𝑙th neural 

network layer. σ is a nonlinear activation function like ReLU. D𝐴 is 
normalization of A. 
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THANK YOU

Questions?


