CS 761 : Randomized Algoﬁtk'ns , S’Frinj 2023, Waterloo
Lecture 19:  Interactive proefs
In Sm\erm\) Proba‘oiktma %zc%ni%mg QAre VUZ\ weeful n d\uklhg t]nMSs (Q.S. SJtrMﬁ z%tm(fﬁg)

Twiaﬂ, we Wil see \mﬁczgt‘\ng Sinteractive proofs ” of d«addnj qragh  non-isomerphism  and non- sﬂ{s{mb‘wm‘&

P 00

As  arqued by Groldwesser. Mical and  Rackeff . o procf should sabisfy three propecties
@ QD‘MP\Q_“W,V\Q&& ©othere v a Prao{» fw o true theovem -

&) SLboundness * thre s no P(oa{ for o false thaovm.

@ E\Cﬁdm\% v ohe con check the Proof zﬂw\c.‘mwa.
Note that <lo qlf\c\anoa (z%wi(a,menf g OMa fm tle \/Jl(\\ﬁl,(‘ o but et tle provec (1t does not mettec

how Lov\& T otokes fﬂv\z}\ o Proof o but YT IW\P\WMM tlat  tle P‘W\( Con be \/ar?ﬁeo\ thﬁclu\ﬂc\a)

Rewll tlat NP T¢ tla class of Problems {w which tlare ¢ o Shwt me ‘fv\r Tte YES instanaes,
Tov QX@MF\L , \Cw SAT, o wa; that o ‘FU\(W\\/LL& s §aﬁsﬁa\o\q‘ one \‘)msr need 2  to \)fov\\d& o
go\ﬁsﬁa‘w\& G\Ss\gwmm\t (short \)mof ), and 1t Satigfies the abowr theee PmFmﬁu Note thlat

ckuk‘mg o proof s aasy but %nd?n& a Proof may be nel , and this s tle Pyc nP problem

Whot about Pmb\@ms not known 9 be in NP & Con wao s8Il have an zﬁ%‘c}ent theovem »P(ov‘.v\g onaotmqfs
For wxample how to prove Thal o formulo 7o nol  satisfioble 1 Thic problom  is not knowe to b va WP
ond we doat axpect that thefe x3¢TS o ghowT Fxm’y {w Q,\/P,Va hw-gmﬁsf‘a‘o\w fwr\mta os in the

Coce \Cw NP Pm\omme_

Howourt, we afe gn‘m& to  twee thet mgvxg (omdomnesd  ond  nterocton . Thete TS anw zj‘{imnt ‘L‘LLWQM\P\'O\/\V\&

PTOCQM(L \Cm \/m% &Qv\um\ Fro\oum& ‘w\dm‘mg mm/sﬂisﬁm\a}\hﬁa

Tntecactive P(oof

Tht now eloment here < o ollow  Tnteractons  betwoeen  the PYO\/LF ang  tlo \/L{:‘ECE(‘ ( where \[\7(
NP \)w’o‘omms thare T no inteqaction betwaeen Tlewm * the prover Just Jave o Shevt Pwo—{ fw tla
\/!u‘\-f?ar v check ).

T tle YwleraRue P{”JE gz‘tﬁv\& . e T2 a E‘{D\/LF ond. o vmlﬁz( L Oanok tu\a Con  Cemmunicate

wih 2otk otlecr ‘\r\u{mﬁvu% .

% Catd to be in 1P U tlee s o Commun. cabion on‘mw( with  the jcottowmd thier FruFmﬁes:

A P(ob\um
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@ QGWP\aterxagg ‘fw oo XYES-Tnstance , tlare 2wste oo Chonast) prover thal con Covvine  tho vu‘rﬁar

that ¥ < o YES-nitonw  with Pmmmu% 2 2/f3.
@ Qouvxd\\r\zgg

{ww a No-metome , no prover can Convina t\e \/u‘&mr ot it 1¢ o YBS- Mstane

Wi th ‘J‘{ nbm‘oik’\h& 2 \/3 Cin other wovde, o_vwd prover will Swccged  with F(o]op.‘oﬂlha < //5>
nmost Qa

@ T—_{{w‘dgnoé Lo t\ace are ot Pnha(yx) Counde of ntecaclms , omd In gach round tle
\/@,rTﬁar Can ba dong jn Po(\a@) Hme

\/MI{E@F Coan oCc2ss 4o Yondom bITS.

Remoarks = - Randomess s erucial { ot this clas¢ e Q%Aukl + NP
© There T no assumplion o tle vaul Computatimal power . 2o gven an oll-powerful prover
Cannot fool the verifier
= Tha plobabilities 23 ond /3 are net Pnpoctant . T foct . e can chm >y 1
Cnon-tcvial ) ond \/% 0 on o\r\o\ﬂm(i\é smal|l  Congtont .
Ar\ Exam?_\e.

gumwsm Lomeone  Shows k@um two bhowk notes , which (eok Vdencal TO \:\ow , bur he clame
that t\\p,ta N d\Tﬁuu\t (Q&. one Y& tue while anvthec is foke) onmd he can d?sﬁn&m‘vsk them.

C,Oﬂ\ \&D\m think D'% Ou wm\d o Tell whether ha s \\Q‘mg ?:.,

Thece 75 oo Simpla woy M‘uv\é St ¥ omdomnese,

Put the o notes  bahind woue bock . _F\‘\g a cin o I haad then Qve the prover the fest nota
il give the peover  the Setond note. Ack the prover whtle e 7t 3

ve the f‘\(st or tlo Cemd nole.
\L'g e noles Ore oKTﬁLumTJ tlen own  howest PYO\/LF Can O\Lwat\g onswe  the %mxsﬁﬁw med\\a, becamse The

P{o\/gj‘ Can d‘wsﬁ!\g\ﬂ&‘r\ them .

On tle other hand T{ Tle netes ove the fame, tlen Suw thloe prover c,omll dﬁsf\v\Sst\n thewm awnd Otoagr\/t

know wous fandsm it |, The prowc coan V‘n\\a Onswaec  Xhis 46\,%540‘0»\ (/mredla with Probm\;iut\a //2
Tl\ew_ﬁwm, T{ we fepeat This P(ocmmz mqud mes , then we Coan tell whetler o Prover TS \\d\m o
hot With h?g% F\’oba\o?\]‘f‘\é

(Gtaph  Non-Tsomsyphism

Criven “rwo R¥aphs G oond G \{ tua ara Teomovphic ,  then Theve 15 o Qhoet Prw§ o this fmt

\')\% gku\,\f\né (o} \D\\Szdﬁw 9# "U\Q\\( verhees .

Howaver Tﬁ tu& ofe not TSEMWP\:\?L, Wi dswt Know sf o~ &anuo\\ metheod to P(o\/'\cko, o ehovt P(oo{ o{

this fOLCT that s Lff\‘dﬂhft\é VQ_(‘\‘FG‘\‘LJ(Q.
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Thae o Simple Intaractive P(w‘f for gm?\n non-3comorphism mS?n& the obowae ‘daa

The vecifier {\:Fs o Coin o Sends

o yondom permutetin of G (&, Tf head, G, i 10D
o Ha prover . omd osk whetlel Tt was G oo~ Go.

H G oand & ace dffeent , tlan an howest ProVer can mmﬂs answer The %\usﬁw\ Qm(ad?\/a.
Whle o G, and & ate e Lome, Sne the prover doasnl  know  the fandsmness

Tha ?(ouu com
OnSwe wuc&b\a with Fm\oa\u‘.ﬁﬁa 1/1_

Zero knswledge Pivof  Thic s aw »Q\(QW\FLQ wlece s prover Canm  towina  Semeone that  two EMFM
=) T

(e V\DV\“TSDMQ\(F\A‘\C ;o while not g?v\n& ouwt (M\a ot N\me\om‘m ULS what \sxaPuﬁes afe dﬁﬁzwvﬁy'

This s oan ‘dea that ¢ \/ua \A_S,Qfg'\m\v Tn Cra‘)‘mg(m?\\a th. nol ™ ook Cevmercral gzuats>

Private Con The Coviectnoss of tha Avove, Prohco\ o&k\ﬂwks cvuc‘m\\a on  tlo a&S\mF‘m‘m that

the prover cant See  the verifiers Pv?wﬂ‘k Com %‘hy&

Con we d\,o_g\\gv\ an  Intefactve Praclx \mo’mco\ without this ougmmFﬁw?

0

\Tl’\\\s Lomks ?M?DSSW)LQ/ \O\A'\ Sur\b(iﬁﬂi\\a ‘\t can \09_ OLGV\Q‘

Public Cown

Tn this uﬂ%ng, thae \/es\f\zr can  SHI use Yondewmness  but tha plover can alo see tle rondsm bite.

Thete vs s8Il on  InteteacBve P(on—{ FMW@\ fm &To\\n% nmn—I&omka\‘sm

Tor this , wae toake o0 move &\aba\ View afﬁ the Preuﬂm.

The 1deo i¢ 1o Considec g‘—%\—k‘H‘;G\\ o \-\r;C;\hj],

Toc %XMF\TL\\\L% , %\APPM& Cj, and (‘,1(1 Rowe ‘(\\b d‘\que»\t Q%M\/e,kzvxlt &(c.?‘r\ﬁ) e QY\\A Puwwd'ndr?m &Wu

o mﬁzrvﬁ
&( a?\n , &&,

O—0—p— 0~ 90_—0

| 2 2 & N S

\H\LV\ \g\“«)ﬂlq when CT[, and &1

ace mm-\swaV\?g ond \g\:‘(\\u 7% tL_Ua oY e \smv\m@mc.
Move genetally.  Conder S~ S CLn): HEG oo HEG, and Wi an automorphiom of [

Then . we  hove the R0me conclusion  tlat

lel=anl 7 G ond &y non-Tsomerphic ; otherwise |Si= nl .

Cet Lower  Round

Now . the 3(0\?1«‘ non-Tso mevp hism Frb\p\lw\ ¢ veduwd o ~the \Ufo\n“uv\ of c\\ackir\g whethee  an unknown  Set

[ \mrgx o wot L te. whether  [S] 7 an! or lgl € nt

The  dea s to  uce \(\msk\wg‘ I§ we have o hash toble 0{ Q:SQ_ ~ 11(\\_ . then  on  honest prover Wil

Swcerzd Witk gaud Probqkikiﬁs . while \\{l 1Sl=nl  then no one WM sweceed  with Pro\ao&:?h{—\& 2z

2

2 .
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jr_OC,Ole_ Lot K"i Y Think u—& K oas the oot S‘\SQ thot the prove would Nke 4o establish.
N | (v ¢ A b L. R
- et L be an m’tz&q\/ such  that g < K ¢ 52 . (1 Wl b the Site u% the  hagh Jro\LLL,\)
L N .
The vecdiec  chosses o random ‘fw\dﬁm h: S g{°/‘5 {irm o 2-unveltal  hagh ?Awta .
= The  vectfioc ales chosses o fondowm  L-bik &MAS Y . and asks +he prowr T Send xe$  cuch that
\(\C\O:g onk o cecbifieote  dhat e €

= The verdec then  fecelvel ¥ oand the cortfRode that we S from the Prover and acca?J{S IRSY \nb&\:é ond, %eS.

Tp the SmFl\ y\m\—‘\gamw\al\mm P{ablzw\, +th \/E(\\"g:\qr asks  +le \)\'n\/mr 4o Send (H,1m) where H is o ngL\ on A
T s an amhw\wp\q\s\m of M, ondh  alss  a Cerificate that He CT‘ o H =G ‘mé SQM}GV\S KGR\,iﬁ and

IeN Farw\uf(b\ﬁw T Such  that gR) = CTT'

Analysis = Let p= K[f3b L intuitialy  the ‘*prom\axmn” that o cell/bin of the hath tabla U5 non-zmpty
We will prove thot = G f Isl2 k. then the accepting  probabiihy s ot lasst /4

Gy msk/l, then  the accepting FYDLD»EI(T\HQ soat mest  pfa
Pint () s tnvial . ag thare coud be ot mest sl € K/o = (pfa) 2" non-2mpty cells I the hash Fable
To prove pont G) . we show that for any jé{o,lah, ?q‘( ERYE hw:ﬁ) 2 2p/$
Tov any ve S, et B, bae tle event that L\m:g _ and  Se

- S NS SN T P Is] 3
Pr ( 3xe ¢, Mutﬂ\ = P ()&SEX) z :;S VYLEK)—’\;EX,G&?V(EX nEy) = U ) S * ?(‘—“Fﬁ 7P

where  the ﬁ\c&t ‘\nz%mlﬂ“\g V< b\a the Tnclution —gxclusion ?(‘mPu (with truncation ), ond we have

A - \
PelE) = L ama P (Ex0Ey) = 2% as the hash %mmﬂg O Y-uwntvacsal g

L
COW‘ELJ‘L\L\\B( : We can %‘\m?\\a we  linear L\D‘SL\\\Y\J& Ha/\g ) = &o\\( ) mod 2L

So, the verifiec  can  ba Ymplemanted ,QH’?LTUH% o o6s the hash funchon  Can be Qa&\‘ha Swmw ond  Transmikted ,
and d\atk\r\g whother \(\Lﬂ:\a and  Ye S Hg\a vxr?{»i\‘mi +l \\&ov\,\w\;\dsw\ and @mmw\?ﬁsm gent 105 the

pro\/mr) Conw be done eag\\(ﬂ.

Cm?\ex‘-ha ot Gna?\-\ I;omw?hsm

Tha Eo«,{ that &MTH Y\N—Ismo‘f])\ﬁ,s»w hoas  an Intecoctve P\'uo—g of o obous *{*ﬁ\(m C Fmb\\‘c coing , ome (ownd
eleo known al gn Arthue - Maclin ?rou’r> s net a“\a ‘m&zmgﬁné on ts own , but alte has gema
nontyivial (‘/sw\Fluﬁ\é MFl?mﬁﬁw

Tn ?mﬁm(ar, Tt implies  that T«g &m?\\ TSDW\WF\/\T&M T N?-m.r[ﬂm (so 2very NP ?\'o\olam hos such a

F\’Dbﬁcc\) , then the Fc\\(\v\wim\ \r\h(o\rc\f\é will cﬂtlalnse To the eumd (evel & which T8 believed
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40 be vet the case) . So, this &ivo.s o %*d(mg evidene that ng’P\!\ L\sa\mW\)VﬁsW\ s Nol N?-erlefz-

N ~ ~ N ( lylog(h)
/\ much gl\\(nhgu' owndence 3§ Eahms (ocent QEV“DLS\"FD%V]DM'M +imae n OLpo L"’[S ) ~

o\\jofikl«m ‘fw SquL\ \‘somuerﬁsm,

™ SAT n IP

Con  we oku\sn on Tntelochive P(Daf Pwhcm\ fo\/ v\m/smﬁgf;a‘on}t—a{

Thic  sewms very hard | but Smgds;nS\B tlhete 18 an  Interachive proof fov on gven hecder Pmb\mﬂ , #CAT , the

pnblam o& C/wumﬁv\é the number of gaﬁisf\ﬂ‘m& ass?gwwnh OJ{ a  boolean {wm\hka\.

A k@g Tdoa VS M- Lv\witv\g N {m mln 68 @ FD\QMMM\’

Fiest, we reprasent > B wth 0»S$§Ehwv¢ b\a o 0-1 wect (O fw Folse, L for e )

We would, Like o ‘(a?(uuvt the {lmrvmb\ os o Po\\&nm\m\ L  that & SM\\SNN& &SS;KNM%T will gyuelwate
1 one  ond othetwise 3o

Tor 2ach clowse with | ?ma, three varahes . we QFLM,Q 1t b\a o d\,a.&(& thies ?“\A“W“M [‘ifgjik/
wietae 37 = =X \\—F X5 TS a voaioble  owmd i;:X; T’% ;i < oa y\zga‘(m vaable .

T]'\DJ’U TLQ_ P\'Jlanw‘\o\l \CDY e ‘fmwmto\ T< P(X\,XL,.;- . Yh) - 10 K \ - %»\ g:} S\() .

=1

Tov me?m, T\C the fmmm i< (xlvxivig) (\(Q\u%\/x@, than Pu\,x)xs,@:(\-(\»xﬁ(u@x}\(L/%Q(B(fo@)_

N = T DX 2 Cx Xo,on "
Given o formula @ (et ﬁfb cetor) oefon) T reion ROt Xy, X )
QMPPQSL e prover thes to  toniinee  the verfier that & EF =K.
The Pra\omm e tedmeced to o FfD\a\Q.w\ abount Pokanm\o\\ .
\We P?ck o P(‘\ML P elween 240 and "Zlh , oond\ C/FW\?\/\,TQ, #C{J ywod f o owhich T the samwe as ‘-RC}

Since :V((P < lﬂ~

et o be o OU_&N‘L s»% tle \JO\\SAM‘\&\ o Than A€ 2 {w LS T . and A< mn n &Lwemt.

Protocel
Bace amser when M=\ g Can 0\\\(‘%“\6 Ow\(s\ﬁv- whathae i*{q)iK , ool we are dona -

Co, wo oséwme A2 2.

Thnductve S\'@F . The Vdea s o rodue tle ?robum a& ckﬂ_ddn& whaethec

< > N S
k= ?Ein,\] e, P, 3(,\) O'\L on  n-vasvalle ?ol\ﬂv\m\a\ P
\ / ! Dvad able oolumont
Q‘r\LLk«V\& w hather kK = x?dum) Yzeiu,ﬂ) POy, o %asy ) n‘f an  Cn-O-vaciabl ? \Ahwuﬂ P
- > ) N N
\eX Q C \é\ " o Yoo} Py, LS ,\g) be an one-~-vaypable \f)w\\:}rw—wwa\ on \6 ;

Obseyve ot QLY+ QL) = k.
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Noete thot QL\S) Te Just o M&vu A ?O\\GY\D‘\N\\O\\ with  one variable , whee all tle teoefficients
Mo ok mest P 27 and o Thic POL\S\DM}&\ tan be vepresented In ?a\\dnum\a\ Space.
Hete 18 the \Dfo‘wcok‘-
@ The vedfec aske the prover to Send @Ud\-
The plover  than sonde th wvaeifiec Some polynomial S(y) (1 the prowec Te honest . than Sy =By,
@ The veifer checks T SE1+SUI= k3 W not, cejedt mmediately:  Ofherwice.
the vecfiec Cetucsinely  osks tha Prover do prova tat Se)= zin,ﬂh'x}”ﬂw} P, Yo 0),

whete © T a fondowm  element  th %‘0, ,,/ P‘ﬂ.)‘

vam\@s
IJV tla peover te honest . 4lan k& - E\z.?npwv..,m} oMk In Zach SJKJLF the  prover Just  naedis

™ Wk tha Pv(nrwm\c.\ QLA), and  the prower Wil swcceed  with ?xo&;ab‘\\ﬁ\a one -

Qo , we fwws on the case wlaw tl Ffouu e not  henest | e % P(x\,.;.,X“\).

= Y

Xe%0 1Y Xv\eg\a,ﬂj

Than , the prover Can not  Qend &U&) o tle \/u‘\f\‘gr, becowee QO)IYAL) *k .

gu?\w&a e PTDVL( sends  Lwme Pv\\dnmvx?m\ SQ\& uch that gk\@i@&\g) but g(ﬂ%gk\)j \< ,
o that +ho \Dfovu \,\m\/*( b ‘(Q\SV_(/@L}\ b\g ‘e \/ru\{w‘u v\&\ﬁ O\\AJO\,\Q—

NS SU@“&QL{P onde t\\ma afe \\)mst oLQg(SUL A \)D\&nw\a\) ba P?ckW\& o, voawdom  glement ¥

{(m EO,..,pf\j) , S = Q) with \noba\m\\a ot leastT \—%n
Now, the uu\\fu osks tlo Provers to ?xuv& CCe) = XER)@’” El@xb,’} PO Yoy, F) .

The corcett omswer o Bol  Sum  shoulet be QUL

s, oS s QUYL then tle provar \Ccmg 1l gome \)romm of Kwom& O wEmng amswer whele
The numbec oJV variables 0{ tha thdmmn\a\ e decreasad h\g oma -

EW“M%J ;{ The number of vaviobles s ome  (tle bate Cate) ank the prover 1< ewll 4“3“”& 4

Prove o \,\J(o\/\& answer , Tlen Tl verfiec Wil find ot

Co, tle prover C,o\n\\f/]'\_ut” Tha VJLA'EJL( m\hg T«{ o P\(avu i K\A(k\g that  Sed)= QUL O.HM\AS% g(\&)%QLKGj

but this ‘r\m??ru\s wWith F{O\m\;‘u% at most  n (%} < V%W\/lw L owhich 3 \/Vr‘fka Swall.

?\\m\\ﬂj obsetve thel there afe ab moct N coundc, and n gach (ound the verifler can ba \\m?lawﬁu\

in Ni\nm\‘m Bma (sna Q\L@ X ofY Fo\ﬂnmnm siia XS o\(&mwk bszx),

W, ths s own interechve P‘mtw,o\ for Cm/w\ﬁh& Sofh‘swcnhj &&s\jnmwﬁ D"f oo boolean \vavm\m-
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Powec of Intecactve Pooof

T:xmnom& tle tleat n the obbve me/ one Con ghow tlat TP =PPAcCE, tle class o§ Pwuwg
()mvmtmbm n Po%ﬂm:m space which e helizved 1 be @ much \g‘\ggu cloass +lan NP

Lo, by allowing fandrmness  and interaction, the power o'f tha  proof system  3s S?Sy\‘wﬁ‘mmﬂﬂ Increased -

\B\a O\,uD\MW\& mwlﬁ?& provers with no tommunicatlmms  betwoen  thew (z.&_ Pohu mskw\& Afferent
SusPutg QM\ATO\V\QWSLa ), one Con prove ThaT MIP = NBXP |, the cdass of P‘(Db\ZMS Lumﬁ‘o\&
n nondeterminisie  exponentiol time

TIntetestinglyy, tle Tdeos wsed ™ proving  MIP = WEKP furns ot o s wsefelin §ving o now
Chatactoc 3atm of NP, the clebrated  PCP Cprobalifiscaly  Chatkable  proof ) Fhovvem .  that  thece
o wey b witte Ha ceotifiebe that o VES-inetance  can be checked by rwd‘mj on(a 2 b,

Hagg we Wil have time to  biccues the PCP 4heorem.

Referances : Arora, Bacak . Computational CWPLU‘&K . cheptec g .

Motwans Ro\gkavm. Ram(m?gdx aljo(TtLMg R LL\APTU 7.
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