CS “4b6/666 Alsorithm Deslgn and Analysic . gpﬁna 2026

lecture S - Hush'\n%

Hoshing is not only  useful i designing  efficient data Stéuctures for  Searching . but s alse  wseful
i ngIgrﬁ/\g dhata Strmmmi algorithms and in  decandomization.

An mmportont  concept  that we will Stud% is the notion of  k-wise independent  Tandom  vaciables.

We will 2ec  oapplications in data St(&wm‘ﬂz in the next lecture.

Hogsh Functions

A Pﬁm”é motivation s{ (Ms:&mn& a  hash ]C\Andfon s to obtein an Lﬁ?c}em doto  Structure fw S,zmcwmg

Wao would, like to ochigve OUD)  Warch time us[ng the RAM  (roawdem access machna)  wodel.
Thn the RAWM model, Wwa OSSume tlol we Coan  0CC2ss  an arb]t{w\a Posihay\ in o O\((o\\a in OU) tme.

We olso assume  thot the word size s [afsz, enough ool T otakes 0() tme for o word operation

Connder the Qeenacio ®hat we would ke +o gtote N 2lements (ka\(\s) f(ow\ the set Qo, L. ,M»[7},
An obvious QYPMMM s o we an Mm\a A ef m 2lement In?ﬁo\(lg Al =o fv( all 1, ond  when

o kmﬂ Te ingerteh , we set AU =Y) L and thic guPpmts smm({\r\g O e Tn The RAM modal.
Bud, a’g coucse , this appro ach rQ%(n?rms tvo  much Space whan ™ >5n .
For axomple, Cmmsidec the Scenario that M Yo the wt of all TP-addresec ond n Ts the

Numbec of TP addresses st?m\% Waterloo par okma.

Iokmkkud, we  wouwld like to  use Oﬂ(x& on mrma sf ST&(L On) and bl Q\A\DPWK Qurcb\‘\n& n OU) Hime.

A _hosh function 15 wsed 1o Mo the elements ij the b?g wahveise te tle localione 1n the Small teble.

A hach table s o oduten structure  that consists of the fo“wﬁv\é Qs\m?w\znhr

— o table T with n el indaxed b\a N:%\o,\).,‘/hq} , Loch cell can Stle O([ogm> bits .

o hash {:mncﬁm\ h: M2N.

Xo\u\%, wi wont the hesh function  to map  different keys into  differant locations.
But , o‘f Coulte, b\& tla P‘\&am«ka\t Prindple this imPa“‘xbm o ochizue ‘\—§ we do not know the Ka&; in  advance
We Soy Heore 1¢ a _collision vf Xxy  but hm:mé\
Tnstead , wlat wo Con RQFQ Foc s to hove a M of  hach ”f’mmﬁzms , Qo that the number of
Collisons  7¢ small  with high Prabqb;\md, Hf owe pick a vondom  hosh function from the %mrta_

Wa ossume  the I<L\As vaﬁmg are MMF@ML@W f{m the  hosh ]mecﬁw thot  we choose (e, thore ¢ wo
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“aovasrma Y who  knowe our internal  Coandomness and. cheose o bad  Sef 9"& keys \Cor ouc  hoagh ‘fwmhons b

We do net asume that we know the ka"'ds n advanae . ( f\dv&o\\\“, Quen T{ wao  know the

k%i M advence . 1T 1¢ no-tnavial fe ou,s‘\&w a 30:1& hash ‘%maﬂfm 5 see Feﬁut hasl\?ng (oﬁm‘,)

A natwral Tdea i to Comsidec the hash fmw\k\a bﬁr\& tle <Qat af ol \@uncﬁons {rom Mt N,

ond we Jmsf P‘\ck O Yandom fumcﬁov\ h«: M>N  ac  owr hash \Cw\CHON

But the PFOHLM s that 1t takes too much space +to store o random  hash fvmc_ﬂor\_

We need to {ind o t(adzaf{ between time / epace z%wciclancn and  the candomnect  ochieved.

- N ' C
Toc o et of n ({uu%) Wndepandant  fandom variables . they Szmg%v& Pe ( Q[ X5 :113 :T\E Pe (X; =),

K- wise }ndzpenduu is oo weaker  potion  \whece it on% m%u‘mu the above Conditions 1o hoeld fop

any cubset of (up tod &k variobles. Cather  than all possible  subcets o vaciables.

Definition A cet of  {ondom voriables Koo Xa oo Xn 18 k-wnise M(}szandanf r][ %or Gny cubget

lI\ sk oad for any vales i, 16T, it hdds that  Pr ( 0 (x\:x‘)} = TYI Pr(ﬂ; z 1()

Tex !

Teltn) with

The special case When k=2 (< called _pairwice independence

We  See  ftwo &KQM\AES \,m»& \m\(vm‘xa \(ﬁdeeno\QV\"\‘ Yondom Vvoafiables are <easior to bg rﬁznemﬂoﬂ

b fandom bits X, X, ., we coan ger\eroﬁq. 5% ?m\(wise Tadependent  bits as Follows

Ex omple \ Griven
b
Enumerote +the 27 -\ howfémvha Sub Sete 0{ %j\,‘%w-) L>7] :

\{S = © ;| Llere @ denotec the wod-Y operation

Tor 2ach such subset ¢ define ves

Then , 1t s cosy to See that eoch bt Yo ts tondom by the principle of defecred  decicions.

(M prindyle of defevced decision Squ that  we can qﬁ}x a bt i wth 1S, and  think of the

process of dmmg\ng o Tondom g*cr‘m& Ao Ry as fivst d\xzc\dmg the value e\c othec Wte ond  then

d%c?&lg +the volue DJY the ©-th bit B\i J{\x‘mﬂ oll other bits , Qnce ;=1 or D With FYobabiL;%ﬂ 1/1/

Yo 1e el e%Vm\ltA \\\QLA to be O oc 1

MoYe %ovmﬂ\g, this principle  Ts just saying - that P\’(Ygil \m\ bits exCept v = J{ for all chs:m

valwes o% the (Qmm‘m‘m% bits ‘m\\)\xes That PTL\{Stl »:\; ;o oandk Tt Lollows anm Conditional Pmbzﬁmhf&>

Contider two cubsets  $, and S5 We would (ke to Show that the two bite Ye ond Yo, are independent-

We Ossume  without  [os¢ of 3“@“@{{%% that <-<5 Q\C@. N A N

B\(& the F(‘ma“\;kz of defecred deasion on X5, we con Orque thot Pr( Vo= | Yo =d) = % Lo any o dedony.
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LE P (e = )P (Yeu=d),

Therefore . Pr (Ygl:Q QA \’\/gltdKB = P\’(\{S\ic l\fgfﬁ Pe (\{Sjid‘) =72

which proves  the pairwise tndependence  of  Yg .

Nee the vaciablec N 2 -wise Kndi?endut ?

\:Xmmg\l@ P
PoiTwise ino\@?@wdant Condom  yofiables \c\é ggtting \{§:<X‘+I§<)\ w\coLP %cr \:o,t,__)lyb whete poie A prime

Griven  two ’(v\d\a?zm}\ent uvﬁ{orm\a romdom vaniables X, L, over -:O,\,w,?—l%‘ we Coan ienercﬁa P

A@m\n, \mg the P({r\ct?kz of deferred decistons.  X; i \,mﬁﬁbmﬂa Condom _ 1.2. P(Uﬁ:oﬂij\?i l%o( any OGQQF-\.
Yor PoIrwise independence, We want +o Show that Pr(Yi=a 0 YB:\Q = Pc L\(;:M)—Prk‘(jrh): \J»\f

The evert (iza  and \{j:b is Q%\Avm\@v\t to QX\*\\XL\MO&F: a  oand, (X(+:)><13 mod P = b

These fwo Q%mﬂor\s on Two Voriables have & unique Zolution ( becanse p TS prime, ond Co mulBiplieative inverce oist)

Xliﬁb*o\)(j"\g(mod\) and xlz(c«—z%»m}:@‘)moo\ P
Since  there  ace Pl choicas ‘QD( X ond X5 . and there i OnL{d one choice fo( Yi=o oand \/j:b}

Thic  implies that Pe ( Xizo omd \’S:B>“~ A\; proving the pairwise iﬂda?gnizn&.
line over a Lield , e [f

Tﬂtvﬂﬁvelﬁ, this  conStrudion Can be "t‘nwght of  ac 5@numt‘m& o (ondom

we OV\\\& know one pont \\/; 0§ the Une then another Po‘\r\t Vj foostill Yoandom. but onee we knew

Two po‘\r\tg of the line Then we con {:gurz out  all other ?v‘xrﬁ& 0§ the line.

Note +that in  both QXng(zs. WL Used g?gr\\{ico\nﬂa fewac Yondom bits e &U\em‘(t n\ana vondom  Goafiables.

‘¢ ¢ it Newt ind an vaciobl

We cannot QP?\\& ch@ma{& vound s %0( ?m‘\rw‘\;a \ndxe?zv\&ant Condom Voariables
An \Mfo{tﬂﬂf remosk (s that C\(\Qbﬁghau‘g Iﬂ@‘bma(‘z‘h& el Qp\)lfes gor po\\rwise h\dle‘;endent random  voliobleg.

Thic s becanse  for poirwite \r\da?@nd@n“t vatiables X %5, .0, Xy . we houe EEX;){J—@ = E[X;BEiX\ﬂ 9 F‘j .
This Tmplies that  Cov (X .XQ =0 vV T:&j , ook %o \/wi %Xa] = El\/m@(i {0\’ ?A\rwisz 'mda\)fzno{w\t Voviobles.
AP?MMS Ck@b\&g\nw‘s ‘»ne%mhﬁa ﬂ?uu e (1x-v0 ) = OL) < Vot LX) / o = %\\/Mi\(ﬂ /ql %’O( X = E\X; .

This Wl be (mFO(tmt in o\v\ahﬂsis n{ data %&rzam‘mg mgmrit\ﬂm&-

Univecsal  Hoash Functions

Defintion  Let U be o wunivese with (Wl2n  ond  let \/ZS\\OJX,.../n~\7j4 A \Camfta of  hosh Lunctions
a

H ‘Ffom U to U s Soeid to be k-aniversal - v, foc ony Aistinct  elements  X,,X, .., X and

hoash function h Chosen un\{a(mlg (ondeom ‘F{O\"ﬂ H o, we have Pr (W =ha < ..1\1\(1Q> E#
heX. '

k-univercal ;f fo¢ W\é volwes \ﬂ”ﬂy\.,%Kbqo,u.“/mw’ﬁ ond o (andom

Hools sad to be gtfonjli(!
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hash —fumﬂbr\ h from H , we have Pr (ku,):\&‘, Mh):g) Lo \A(X\J:%k) :;\—\—( %)r distinct X
n

NeH
We can think o{ Mg st(m\[& kounmversal ?% the random vaciobles R(o), KD, .. )\Q\\j\ﬂ) afe
Kewise 'w\d&Famiant , When h s Choten uw‘\{nvmha tandom f(nm Pt
Wikh this  Conrection . 1t i< not Surprising that +the  ConStrucdions ﬂFu( %m\@ro&h\& k- wise 3ndz?er\&ent
foandom voriobles can be  wed o Construct wniversal  hoch \cunct\‘on&

We  wall \%oug o 2-lmivezal  and thn&hﬁ A -unmiersal  hagh ﬂjamik{e_g

2-univecsal  and stvomgly  2-univecsal  Lomilies of hosh J%ur\ct(ons
A

We begin with o Constrution where the <iye of the univese and the Sije of the table are the came.
By U:\}i’{o,l,.,P%g whetz  p s o plime Number

Lok ‘f\a,b(ﬂ = Cox+b) mod P

et ¥ = § hoaw | 0<abepail

Clam H g gt\”ongla 2 - wnivertal

|
?1

M We need to prove +that Pr&u\c\,bﬂx‘):%\}{\L‘r\o\’b(\(QikﬁQ)t {or any Yo ya and any eSS

%at\s%\gmg hap 0= U, ond ha &= Y, means (ax,+b) mod P =Y, and CO\Y}JJ:) mod P :k\)v

Griven X oXs WaoYs o these ave twe lineag E%(qu\vr\; with two voariables. ond there ¢ o uvﬁ%ul Solution
-\

o= Qmm‘n\s LXL‘)(\ ) YY\OG\F O\hol\ })': (3\7 QX1> Mo ?

Hence , there o OMA one  chotce o% o,b  out o{ p‘ ?ogg?bilmes SO\“SIVT“S +the Q@nd:tﬁons/FrOVWnﬁ the C(Q]m\m

The  obove  Construction o“hﬁ defines o it(or\%ha 2~untversal  hash Xco‘"‘“h& when {0z |yl
In opplicotions.  we usumlhg want 4o define @ raabpi ng \Cmm o {cwgz universe  +o o Small toable
There is  an ?,D\Slé way to exfend the above congtruction to <thic gettmﬂ_
Lot Ui%ol\,.,p&\& ond Vzgo,l/-\.,Pfl] for gome positive integer  k  and  Some prime  p.
Tnmr\:rﬁ wch element  wel) ag o vedtor Q= (Vo Upa Y wheve 0€ui< p- ond. %\O ua?‘:m.
Tn othec words . interpret  w a¢ a “?»wﬁ” Number  where Wy ¢ the least g;gn,{mnt “ck‘&?t"
and Uiy ds the  mest gignificant “d:z‘ﬁc”'
Tor any vector K:(c\o,.., Op- Y whece 0€a;<p- foc very O k-1, and any 0<b < p-
-1

let hab@i): ZD Ry, “r\g> MOd\F

Let M = g ha \ 0 <o €p-l Hor Qvery 0<€ick-1 . omd Oébey—\?).

Cloim - H s gt{omﬁ(g 2-unversal.
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. 4 <. oA S5 S
{50 We need o prove That E(GH( }‘a’,b(‘”“% and }\K,b Cw)—%B* 5 J%or ony \ﬁ,sano\ w*w.

Aesume without losc of %@nemtiha dhat  We® Wy« Then  these condittons ore equivalent to

[ -
Qo Uy J‘b:(“’&‘:\?‘*j“j>w‘°d‘? and O\Owof\o:(’%ﬁ%l\nj\mj\)‘(‘(\né\ P

-

YWW\O& Q.. /Q\(,‘)&)/V‘J,\ﬂ,%; this s again Two linzar Qqﬁmﬁons with Two voariable }'\av?r\& 4 unigue Solution.
Hey\u,ﬁor {\/-U'\,K Q,..,Q, , there 1s emc‘r(% ont chotce of (@o.b) out of Pl possibilities Qm-‘sﬁjmg the Conditiong.

Thetefere, h?&(}{( hy\/b(f}:% and ha,btﬁ)“—% ) = [/Pl/ ?(D\/‘l}’l& the claim . 4

P‘m\(\g, the above  Comstruction  con  be utmmmm” to oy ‘oble 3{3@ and  is <l 2-univecsal
et hyg = (Kaub) mookp)mod\n ond }{:g hae | O¢a < p-l and oe\oe\}\%

Claim ois 2-univecsal (but not %t(bvxg(a lf\mi\/uszﬂ>~

‘ML%_ Txeceise Qe Lemma 13.4 of MU . a

Note that there ¢ o prime number  between ™M and 2w {o( O\v\% ‘mtujzr ™ hv(\ Rectrand’s PDStMLOLTl (wﬂd)_
andk o the  Obove \Qam‘yhA worke \Co( any and N \95 d\oos‘m& a peime p Quch thet m<p<am.

ALSO, we  <down d@ﬁwf\l L\ag% ’go\m?l{es fn( other j\liﬁ(df s Q\K. ‘?QE(I}\S wth o PL’)WE( c{’ tTwo QLQanTN

k- universal fLamlies of hach Lunctions

“The tdea 75 similar Tnstead  of 3Qh2ratinj o Yondom [ine (o okszgwm one ?olﬂnommw _we ean
Qenerate O Coandom O\tzgru k Pot%ﬂﬂm\m\

B\é Fo\\émm\ml intecpolation,  we know  that gi\/u\ any K oodistinet  poiats X e, X omd K values
UorYao Yy o There is o unigue cegree ko polyromial P with  pGO=ur for (€3 2k

This meane thet L we ?‘,d/\ o Yandom dng(al k pokﬂnwm\, the outpuls are  k-wise Ihoke?e“oxpﬂ.

Move precisely . we eaw constyuct o k- universal hach \%m.‘lg ac \Co([uw&

[Zo%

Pick vandom @p.G,. . .0, € y\o,\, \)»\71 et h;(ﬂ = ( (aHfﬂ O, L A~ da X 4 ao) mod P> mod n .

Thew it com e <hown thet H“:V\al Oéo\;é\e—\ {or 0<% K*i} s o k-unmwunfsal  hash ’iam?\é.

\"\M.hln& u»%'m& D - univecsal foml\}zs
Let (ul=m and Wl=n Let p b2 o prme number  Qudh that  mg p<am.
Ug‘lr\g o hash J%amta H-= 5; N pto | 0fa,b < P YJ wheee  hgp 0= K(m% ) med F> Mok 1
WL or\Lu& need 1o chosse ol to  celect & hacgh ch\cﬁor\
So, we can gtofe this hash Lunction u\s?ng m\la 2 cells ( Yecall +hat eoch cell can gtore (Dg}m biks ).

Also. the hosh volie Con be eusluated very o\smtc\ck%) us‘mj only o) opefations  on [ogl(m)—‘otf worde.
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Twmb;m, these  hash —‘funob\om Qo\t\sfg\A fhe Small  Space \’e%m\rgmgnt ond  also  the ﬁo\ﬁ evoluation  (equirement.

Con me \?mvid\z the Some gua(w\#us as {ondom hash \Cmmﬁong 2 Ne¢ ond No .

Expecked seacch tme: The !QL\)!ZLTZJ\ earch tme  of  chaia }\ask\mg can  SHIl be memfu()\

Lemma  Astume m elements in & are hoshed Into on  n-bin hash foable b\A ms‘mg a Tandom hash &:uv‘cﬂtm
%\fom a  2-wnivecal wn\hs_ Tor on w\o‘\t(w\& element x, lex ¥ be the numbec ajy Ttems ot bin hGO.
m N
Then., i w&g
"R = "
-\ R
L+ mﬁ if xeS

Proof Lot X:

i

I 6 the i-th element in S ¢ in the 2wme bin el x  ond O otherwise

Qe the hash {U\nuﬁbn ¢ chosen {row\ o 2-umivecsal %Qm\\\\ﬁ_ it r?ouo\,us that  Pe(y=1) = l/{\.
m -

Theefore  ELX]= T ELG) = T if x4 S ond ELX] = 1+ - f xe Q.

N a

The obove etatement ¢ g\m\;kz but it chowld be vead Cq(@{mu\& whee  we weed  the 2-univeccal ?”’P“t‘ﬁ'

Concider  the Sm?‘d %agmn& Cheme  where we  choste o Condowm  bin  Ond ‘Jut all the balls there

m
Tt is stil true that the expected number of balls in a bin is ~w , but the Seacch time would be m aLwoﬂs-
M&x\mgm (oad Howaer  we  cannet %M\(O\r\‘me that the moaximum (oaded bin  has O((“g“/“’jb&“) balls -

We Can Bl wse the 2-uniyersal \D(o\aq(h% +to

bet X5y = U BF Ttem oond

%i\,z oo hon-toivial  bound

item 7 ode wxqmnok to the Qome bin. and O otherwiSe-
et Y= ?%& )(;‘) be the numbec D& wllision

Poncs
T B TEOGGT = F PeChoomo) € 3 = (DT = 5

C
\D"\'X 1~uv\i\/~u&n«l‘\‘b\g
By Mackeys ineqnolity Pe (X2 min \)é Ha or equivalently Pel X dm/n )

W

1/1 )
guwoga the  moaximum  lood

oY Then  there are ot laost (\;}

Collision PQKFS,
‘ﬂ\zuﬁom, with P(obo\b\‘tt%% > 1/1, we have (\;\) <

\{V\l
n_ - which \xW\PLCQQ that Ys YV\FT_
When  m=n. this ymplies  that the moaximum load 1S m with ?(o\a&bill‘h& ?/)

_Remark : o gmo(m\tm thot  the moyi mum (oad g

0 (logn /Loglggp) with high ?ra‘oo‘\)‘\\‘\\‘lﬁ,

W Con  uce o DC Mgh/bgLogn)— wnivecsal  hash ‘Go\r\n?la C\,\J\r\\a 2L> ,

But Then the 2ualuation £imz 3¢ SXQLUKY\/[GXLOKV\E, which i not o Xcook tmd\eo{{

Reforencas  ond  Lusther re.mt‘.ng

Matecial 1a this  (ecture s “G(Dr\r\ Cka?h( (2 o{ MU,
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Tn practia, \)lea donl wse  k-umiversal hash Jﬁfm‘,lﬂ ’Eor \wga K becounce of the CmeMfoLtiuna( over head
Tnstend . H\szﬁ Just use  Some %Im?\z hosh ‘eo\m\\\n oand  obsgrve thal 1t wotks well.
A Po\(t‘.amta\rkn g\m‘f[l way ¢ callzd tabulotion y\asm& - which ML\A involves  toble [anm\;& ond. RORs

Tt s not G- wise independeat. bub can be \){ould\ To howve nice  propecties ufy random ’smncﬁur\g, 2 g
Mmosimum  lvad s D(\ogh/(o\g(ogﬂy

There age olso  other bemmﬂfu\ ]rmsln‘mﬁ J(&d(w\'\%\m& Such as cuckoo hash‘lng.

K - wite ‘w\ckavu\&ant vaciables  arve used for d\umndom‘\sqﬁ\m, ‘o tum (W\dmmIScd\ o\\gur\thms into
determnistic | b% L‘)\U‘m& brute -‘go(u@ Cearch  In  the Sam?\a Space o% SISL O(r\k).

Y almost ¥ -wise Kwd\zpzndence// is enmgk )

_For Come O\WKTcmlm\g, an euven  eaker  wolion  Called
andt it has  Smallec Smm’?\Q_ Space o{ STYe 0(1k n)

This has betomz a ctondacd  +tool in d\G_(Qv\d\umisin& " {ixed pavametec a\gofithmg(
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