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ARSTRACT

Thz necd to develop reliuble computer sestems n o paramount
importance in many codeavours. Tooachiove this zoab all aspeats of
sofrware and hoardware corincering must be made independenely and
collecrvely oz reliable as possille b all mrcans available 1o the svstem
architect,  Almost off compute: svsioms make extensive use of datu
srrctures, aud i s therefore sppropnate ooask how dota struvtoees
can be made as relizhle s posslble.

Freviouslv, slobal and local consizoansts wese ampased on the
distribotion of crrors in gteraee strectures, and resulss developed which
indicated when soch constrained crrors were carrectaxle. Alrosithms
were then dey sloped wlieel: correeted these clnsses of crrors.

Thiz dissertation shows hat, uoder o potemtially lameer clays ol
crrofs. correctnble verors can be distinguished Tronme evrors wlocly are
aut correctable. Goodelines are then preseoted Tor identifving chis
lareer class of crrors. Usioz these woidehines, o number of new
corToclion  algorithmes  are developosd which perfonm correction

whenover possibie and otherwise report Tadlure,

This dissertation also stemficantly extonds the theory of local error
correcliom; prusends Tour aow locally correcnable tree structures: and
vaes mathematical models 1o deserihbe the expected behaviour of local
cotrection  procodutes  oporating oo arbitrary and speafic storag

siruciires,
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Chapter I

Introduction

1.1. Preamble

Many enginecring aud scientific endeavours currently being undereaken depend
critecally o the  correet behaviowr  of  computer hardware and  softwase
[1.2.8.24,35, 4577113, 230]. However, modern computer hasdwars end software
arc anherently very complex and thus subject o eccor fTom numerons sources
[22.34.137.139].  Somce of these errors cun be  avoided o careful desion
[13.26,90]. development [12, 23,48, 92, 107!, westing and periodic maintenanee. bur

others will stifl oceur [33, 33,0 81, 95 99].

If the eccurrence of an error s non detected promptiv then this error may cause
aoseries of farther crrots which collectively result in o calastrophic fadurc, It is
theretore desirable that errors be deected, Havine detected an coror (or coltection
ob errors) some intelligent response must be made, if the consequences of this crror
arc te be minimized. In meny systems the bost stratesy 15 0 repott failuse and cnter
a down' state cesnly bul rapidly [T10]. However, in other svstems such an
approach is not viable, since entering o down slate s itself a eatustrophic failure. In
such s¥stems, crrors must be contained, diagnosed. and, whenever possible, removed

[5. 6. 96, 104].

Much research has buun conducted into methods 0f protecting computer sy atems
against hardware ervors [32, 37.60-62,101]. These methods tend o use massive
amounts of redundant bardware [10. 28 8797, 130} o deteer Taaly erreuits, and to
prediet the bohaviows of a correct svstem. In some svstems, redondant companenty
also provide standow spares for eritical componesnts. Such technigues have alse been
proposed by many ws ou means of improving e reliabilite of  sofeware

J4.531.69 103]0 bul some recent studics stgpest thar these techoigones may be fess
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uselul than angicipated [7.38.70,71]. This ¥ Dbecause independeatly developed
versions of software often contain similar 1wpes of faulrs, which collectively mask 1he
prosence of errors. At a higher Jevel of abstraction. informalion is often protected
by using error-correcting codes. Many good codes are Known that suppurt detection
and correctien of a wide varicty of errors [35. 64 78 88, 100]. Atrempts have also
bren made @ formally prove thai hardwars and soflware corsespond to their
intended design (63,53, 1347, but these artemps have mer wish limited sucecss
[43.115,116]. More receotly, programming languagss have beco designed that
assist in the development of reliable software [34.82, 86,112,114, 135]. None the
loss. tavlts still oecur.  In desperation, some researchers have attempted 1o verthy
hardware and software by resosting to studics of its empirical behaviour. or by
ATlempting to predict remaining fauhs by cxtrapolating from previcusly discovered

fanudts.

The above fechmgues for coping with occeastonsl enors achicve success by
masking faults that maght lead to failure. rather than by removing observed errors.
If compurer systems contsining faults or developing errors must function correctly
over un wbhounded perod of time. then periodicelly 2oy errors thar bave been
detected mest be removed. Diagnosing seconcous hardware and zsofiware. whils
potentially tedious. 15 ned generally difficelr if onc fas 100l that allow the behaviour
al dsvlated sets of compononts o e monitored. This is because most hasdwase and
subhwiare operates in a determipistic munner, producing dolinabic ouiputs from given
mputs. Having diagnosed the cawse of an emor. faukey hardware can be replaced

nod Fanley sofllware corrected.

Fauly in hardware and soflware mav iotroduce crtots gmto data structuses.
These vrrors are very much barder o disgnose. simply because doia structures
change over nme. and can continue fo appear corsoet even when (hey contain corors.
tlistazicallv, designers hove therefore wnded to use backups and some form of
TECO O lipe tex provide profeciion against data SITUECEUTE ETrors

[280F5. T3 IA155T

Unforenately, the coses associated with backing up data stoocienes are vooyv hish

[27.20085.T00.717].  Backups consume  vast amonats of polontully valuable
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storage.  Backing up cntire fie svstems wsually invelves suspeoding other ongoing
compuicr activities for a4 considerable peried of time, while any attempt to perform
concurrent  backups imtrodueces severe scheduling and  administrative  problems,
particularly in distributed systems. Recovery logs are produced concerrently with
other ongoing activitiss, and therelore prosent tewer administrative problems than
backups. Howeover, recovery logs can also consums vast amaounts of onhoe storage,
particulariy i these logs arc themsclves 10 be protected against dccasinmal errors.
The logic needad to produce recovesy logys is notmally quite complex and thercefore
sufxject to ettol. Lo addition. this legic may, as a tesult of dramatically increasing
the amount of inputioutput being performed within a computer system. seriously

desrade the periozmance of that COMpPULT system,

Difficulties also arise when attempting 1o wse backups 1o resiore data 1o »
correct state. 1t aocmally takes considerabiz time o coocdinate such activities, and
rocovery, once mitiated. ofron uses critical compuring resources for a considerahle
pertod of time. Following the completion of all recovery activities., the status of the
restored data remaines very much in doubt. This is because the restored data s very
dependent on the correctness of backups, recovery togs. and., perhaps most
mportanthy. the recovery procedoures used. Lnfortunatelv, since such Tocovery
procedures cireemvent the need for crror diagnosis. it 15 gensrally quite hard to
ensure that all errots have been remowed 2y the recovery procedure and that no new
errors have been introduced. Oflen oo effort 18 made o verity the correctness of the

restored daty and this naturally invites disasier,

MMauny nsers therefore codeavour to repalr damased data structures by gusssing
at the appropriate set of corrections |9, 11,35, 93| and use backups ondv as o Fasl
resork, In desperation. olhers atempt s alier discovering thatl backups have Farled
[132]. Aler o while the weehnigees used in making such guesses become formalized
and cmboddaed in Cscavenger” progrems lun perform error detecnion and, when
requested, automaic error correenaon [36. 500 75,84, 94 106].

C]L‘E’I]’i}'. W LEIITIel ‘\:X]:'.IL:I;l ﬁCi,i'v'L’.flgL::' 'F}T(}g.‘i!l'l']?"- 4 COMTTec] o Cviin E_l.L:‘lE'ZC‘I EI]]
grrors, A small number of well chosen errorz: can updermene the bebavioar of

almoml any concetvable scuvenger. Cooversely, o lirge nuanbor of crrors can make



anv intellicent respunse impassinle, either by desttoving all meaningtul dara. or by
altering this data =0 thal 11 becomes grossly misleading. However, these problems
can be minimized by ensuring that system designers develop data struetures and
scavengers in parallet, and wse all of the redundancy present in (be design of the data

sirnctuses when desiEning scavenfer programs.

1.2. Robust storage strucinres

Diesigness of robast storage structures are very ambitious. and  argualbly
foollnrdy. individuals. They seek to develop structures which are competitive with
gxisting storape structures and algporithms which can correet unspecified orross
these strecrures 07, 43,49 128, In order to be competitive with exising sirucinres.
robust storage structures must bu casy to implement, use and update, and must make
eificient usc of bath spsee and me [36]. Correction algorithms should also be
cificient in bhoth space and time. and should have a proven ability te perforim
correction under a large cluss of errors. 1o addition. they should be capable of
reporiing failure, with high probabulity, when uncorrectable errors are encountered:
pilicrwise, thare is a considerable risk that unexpected errors will cawse corroetion

aleorithoms to mtroduce new orrors info already erroneows structures.

A major problem besels the desigoer of a robust storage structure. Adding
usciul redoundancy to an oxisling storage structure is difticult. This redundaney is
only useful if it allows an. as vel unkoown. algorithm to periorm crror detcetion, of
preferably ervor corrcetion. 1 an niclligent manner. Ideally, the designer would b
given an exact specilicaton Tor the desired behavioer of the correction algotithm.
and then would be alle o determine easily the opuimal method of achicving this

behaviour v earefully inserting redundancy inte the structure being correcicd.

Ao fimst slep towsnds meeting this 2oal, a nomber of related issues muost be o
fcasr partially tesolved . bofore we czn even cnviston whal soch o specification might
contain, how it misht assist in the development of a8 robust storaspe structure, and
how it might e used to vesify that the resulling storage striciure wits In SOMRC SENSE

opiimal.
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(Given that a corTection algotithm will necessarily be unable to correct all errorcs,
whar arc the specifications that @ correctinn algorithm should operate under?
Specifications challenge designers to meet certain desirable goals. and are
neeessary af algorithms are to be formally shown to be correet. However, these
specilications also Dlinker designers, and may (1T poorly consrructed]) encourage
them o reject exceellent methods of protecting structural dara against crrors,
simply because  these methods  viclate some woumportant deral of  the
specificanon.  Thus the specifications and goals of error corrcetion must be

constantly reviewed and improved upor whenaver possible.

In order for @ correction algorithm to be viabte, ot must be capable of dedugimy
from damaged instanccs what the moaost appropriate response 10 this damage s
However, wnless some assumplions are made about the nmare of the crrors
introduced mto the wstance. this i mnpossible. One simphiving assumpnion 15
that errors are independend and uniformly distributed. This assampion s
altractive since 5t allows many correetion algonthms to e developad that hove
pomh theorelical bebaviour, However. such simplitving assumprions aze hasdly
realistic, snd 11 s rherefore essential that the behaviour of deicction and
correction slgorithmes be stucdiod when operating on more realistic types and

distmibutions of ctrors [47, 67].

The above is obviously important if one wishes to design good robust storape
structures, but provides no indwanon of bow such robast storage structures are
to be developed,  There as therefore a need o develop theoretical guidelines
11035, 122, 123], indicating the propertios rhat robost storage structures must
hawes 18 they are o facibitate certain tvpes of coror correarion. This would allow
designess o easily reject mappropriate designs tor robust storage structures, thus

concentrating thew efforts oo those that appeared most promising.

Having developed o robust starage structure and an associated correction
algarithm which has a provable helinviour under a cerrain class of crrass, the
nature of the rabust storage structure showld be carefully reviewed, and
additional properiies of this structure ideniitisd. This is an important activity,

since 1t may reveal that the structure 15 more tobust than first delicved, or 1t
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the structure can be corrected morve vitictentiy or accurately using lechniques
not ongmally considered when designing the siructare to meet a pariicular

specificarion.

I'_.|lt
Yo

There 1s also a need to develop a variety of diffesent robust STOTaRe Strucfures,
=0 that these can he cvitluated and compared with CXISUNY storage structuses. It
ig hoped that in the process new ideas and better methods of introducing

redundancy into storage structures will be discovered.

0} The evaluation of robust sorage structutes and their associsted corTeclion
routines has historically tuvolved empirical stedics, i1 which the size of the
mstance being corrected, and the distrilngion of errors within this instance wero
earclully controlled. There s o need to deveinp statistical madels which provide
an approximate mdication of the lkelibiood of correction when these carciuby
conlrolled pavamcters vary, Such models would. iof reasonasly accurate, provide
a mueh berter mdication of rhe expecied bebavieur of correction algorithms,
and would allow morz reasonable comparisons to by made between different
robust storage structures and associnted correetion algorithms.

revious rescarch conducted  inne robust storage structises 18 revicwed  in

Chapter 2. Chapler 3 and Chapier 4 proposs ponls for ecror correction which are

more gencral than those previowsly considored, and comain 2 number of theoretical

results which may bo used to determine wlen these goals can be achicved. Using
these theoretical resulls, new correciion abeorithms a-e prosented i Chapter 5 and

Chapter 6, for varions regular Bnked [ structuses. which would appeay to b

sighificantly  better  than previouns  correction alaorithims proposed  for similar

structures. Thres now robust tree siructures e presentsd 1o Chapter 7, and in

Chapter & mathematical models are developed which allow rotuss STorage SITECtUrcs

i oo compared and analveed very much mare casify thun was previously possible.

Fipally. in Chaprer 9 conclusions are drawn and further aveoues for resea-ch

suggested,

BB BB EEEREREEEEREREEEEEREENE®ER



Chapter II

Background

3.1. Terminology

For our purposcs i dere seriecinre [121] i5 an abstrace organization of data thal
allows units of duta (0 be stored, sceessed, and manipulated in a meaningful and
usefnl wiy. A srorage strueire 15 a data structure design, and descobes the type ot
nodes uscd to support the data structure, and the relaftonships between these nodes,
A sroraee sirmetere cncoding defines one implementanon of a storage structure, and
thus speeifies the components that cxist within each node type, their representation
and interpretation, A partculur Jestance of a storage structure encoding s defined
by the storage structure concoding 10 which it befongs. and by the header nodes that
allow access to this instance.  Finsllv. an fssteece siare consists of ol components

(and associated values) currently occwrning within that instance,

Storage structures 1ypically coptain several 1ypes of components. Tor cxumple,
identifier components explicitly establish the type of a node in o storage streciure
encoding. and identify the instunce fo which this node belongs.  Feinter components
estublish access puths fo nodes. tvpically by contmning the address o these momles,
Tag componeats cxphicitly detine the interprolasion of ather components in the
instance.  Kev components explicitly defing relationships hetween nodes o the
instance. Ceount compenents cxplicitly define the aumber of nodes spoan nstance.
the nomber ol kevs inoa node. ere. Cfecksim components contain code words that
facilitate error detection andeor correction of other compuncnls,  Fably, dor
components contuin informasion whieh, with respect 1o the slorage  Srocilr

speciflcation, may be gthiteary,

Obviously . we may protest that data components contain valoes which ars oo

arbitratv. bur rather themsebves highly steuctured. Howover. shiculld we chonse o
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accept this posilion, then we must gither append to our specification of the storage
structure 1he rules which data components satisfy, or must abandon the concept of an
all-inclusive structural specification.  In the former case such components no isnecr
contain arbittary values and therefare cease to se dara compencnts, while in the
latter cuse our specification ceases to be authoritative and therefore secomes of litde

theorencul wse.

Because data components may contain arbitrary values with Tespect 1o the
Slorage  structure spocitication.  this storage  structure  specification cannot, in
1seletion. be used to correet or even dotect ertors in dala componenis. Without loss
of gonetalitv. we will therefore assume that storape structures conlain no dats
components.  Using flus assuraption it should be clear that a storage structure
instance contains no deteetable coeors o and only if 3¢ is consistent with its stroctural

specification.

Having developed technigques {or ensuring that structurul components of o
SIOTALC Structare are correct. we may then cease to gssume that this stoTape strueture
contuing only structural components. However, if we wish this straciure to remain
rehust. we mast lhen devise means of protecting duta components geainst crros. by

using internal or external information not contained jo the structural spocilication.

2.2, Proviouws research

Historically, robust storage structures and their associated error detection and
correction rounines were developed in an ed foc manner. The need develon nood
specifications for the behaviour of correction aleoritims was first addressed by D,
Tmvlor in his Ph.DD. disscrtation [113] in which he eswablished some prebminssy
gurdelines for the requirements 1o be imposed on algorithms that artempied
structazal error correenon, These guidelines had many similezities with goals lony
comsidered  desira®le o coding theory, and resulted 19 some similar theories
However, the idee of applyving suck auidelines in the development of tobust stoTape
Structures wis a4 monumental step forward. and provided the foundation an which 21

subsequent rescaroh into rabusl storage structures has bees builr.




The early specifications for the behaviour of correction sleoruhmes regquired i
these algormbms be able to cortect some small maximum numwber of CITOTs Imoany
instance being examined, by making some essenially reahsog assumptivns abouwt the
nalute of the data memory space containing the erropecus instances |19, 119, 120].
Aldgorithms that met these specificanions were called global correction algorithms™,
while those thal performed correction by ¢xumining only components reachable from

the headers of an instance were cionsidered “reasonable .

As part of his P, disseraton [18] Dr. Black expanded wpon Dr. Tavlor's
work by developing theories pertaimng to “macre’” changes that modified entire
nodes, and infroduced noew tesults permining to the robustness of composite storage
structurzs, He also applicd axiomane descriptions to stotage structures |36, 51, 849).
and catzlogucd the proporties of cxisting storage structures [14.15]. Towards the
end of his thesis he presemtcd o very anteresting alternative specification Ior the
behaviour of corrcetion alponithms, which required that correction algorithms be able
to correct an unbounded number of errors i a storage structure, if these errors were
i some sense suificientiy distant 7rom each other. This led to the development of a

formal specifications for “lecs] detection™ and  “flocal correetion” proccdures |20].

This callective body of theory perfaining to crror correction ed to the creation
o a nunmber of new ToDust storagc srnctures and assoclated corvection procedures
(76, 108, 111, 138], many ol wlich [16.95.124] were incorporated into a comples
contrab system called 18857 [128]. When incorporated into this controd system, data
structures could be deliberately sceded with crrors wsing a number of different
techniques. and the behuvieur of various alporithms which operated on these data

structures then studied cmpimically,

2.3, System model

The svstem model FLiA] useid to study robust implementations ol datla siructoares
assumes thatl sl slorage stractuss instaaees Teside (M A COMMOD Jera Memery Space
that is distinct from the cosoe! memory space used W support the operating System.
to storc cxecnling progsoms. and o contain thelr associated wortking storage.

registers, oo, Lhis data memuory space may be sesidens o masie memory, or may be



represented on dise or other’ penipheral devices, It mav even be distributed among

different devices andior machines.

The data muemesy space comprises words of memory of soms ashitrare fixed
size. The number of words within this data memory space is finite, but very large.
Each word in this dita memory space has a distinet address, and containg i any

given data memory stare exactly one value.

Within s dala memory space, sioTape stiTuctyse instanges may exist that each
have a varving numaer of dura sodes that are sccessed via paths leading from some
fixed sot of Gewder nodes. Each node 15 assumed to occupy some contiguous set of
words within the dats memory space. whose location is externally known if and only
if the snode is o header node. Internallv, s uniguely idemtifving node aame or
nueber defines the location of cach nude. No word in a correct memory state
acclrs uomore than one node, and tvpieally all words in & correet duts memory

space accur in exactly one node.

Initiafly it is assumed that the doate memory space contains some set of correct
mslance states.  Instances may e chunged by peocedures which epdate these
stances, Words in the dats memeoery space may alss e chaneed as a CONSEQUCTI GO
of hardware. software, or athers tvpes of Fealt. I 2 wosd is assipned an incorrect
value becanse of o fauft. then it 1'.IL"L'I.}T1.‘I vr rroneous. It remains erroncous until such
terme a3 0! nd longer coniains an incorreot value, Although errors may be removed
by fawlts, or be subsequent wpdates to the Jpstunces containing 1licse CITOTS, we

abviously cannat relv on covrection of cerors by such means.

Wo will therefore penodically evecuwts detection procedures wineh attcmpt to
verify the correctness of the storage structene instences »eing examioed,  These
procedures oay e inveked as part of a prevomatve maintenance prosnim. possibly
accerting after cach vpdare. o may be specificsf invaked when creors ate dewected
bv (o7 suspecied or) concurrently  executing  software  ¢hat manipulates  these
siructures. Such procedures will alse rvpically e oxccated  following cxternally

chservalle malfunciions, such s svsiem failures.
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When dercetion procedures eport the presence of crrors, it becomes the
respomsibelity of a correotion procedure both to correctly disznose the nature of the
creors observed, and, when appropriate, to remove these crrors, Often the activities
of detection and correction ate closely associated and therclorc integrated into a

single procedere, which pertorms detection and potentially correction.

Generally. correction algorithms should coly modify words in the data memory
space when they have good reasen o believe that this will reverse proviously
introduesd crroneoes changes. Otherwise the cxccution of sech algorithms can oo
capecled 1o introduce  additional eccomeons changes into the storage simcture
imstanee being examingd, making subseguont correclion verv wiuch harder, or

impossilble, {0 achiove,

While many processes are potennally coneurrently accessing aod updating
instances of stovape structures 1o the dats memory space. it 15 assumed that a
procedure attempring o dereer or corregt errors in the data memory space can use
locking or other techoigues to ensure char the instance currently being cxamined s
not concustently being wpdared. Thus the behaviour of these algorithms can be
investigated in isolatton, and the correctness of the stroctures beoing examingd
dufined, either by referenee to s delection proccdure [113]. or by preseniing

axiomalic spreificarions |18, 51].

Cleariv, the svstem model desertbed above is invalid in most computer sysioms,
for @ number of reasons. Tvpically, no duts memory space exists for the exclusive
purpose of representiag all imstances of storege structures, and such memaory spaces
as cxist may vary in size. I virtual memory spacos, distinet words can coasc to have
disnpet sddresses. as 2 result of errors (o the anderlvinge mapping thal supports these
dati mamory spaces. and this can also occur as a result of hardware error. In mosg
daty rmemory spaccs. o certain amount of deplicetion ocours. cither in cache
memoery |63] or on peripheral devices. and therefore a0 single word in the data
memoery space may be capable of observably containing more than one value,
Firally, in applications where zeliable filc structures might reasomiisly be usod, we
cun expect to find hardware sssummg some of the responsibelity for delecing and

correcting <rrors i the data moemory space.
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The assumption that detection and correction procedures observe instances in
the daty memory space which are not concurrently heing updated. iv also somewhat
unreahstic in the presence of arbitrary errors, sinee such procedures muy themselves
nadvertently cxamine instances which they bsve not locked against concurrent
access, Even when all instances are locked against concurrent acessy it is still possible
for words to be occasionally changed as o result of faukes. In cases where this mighi
atherwise be of concern, we can assume that algerithms preserve their own sanity by

rgorously examining each word inthe data memaory space a: most onee,

2.4, Crash recovery

It is often assumed thut the robustoess of & storage structure is mercly a
iunction ot the amount of redunduncy contained within thal storage structure. and
that the study of robust storage strectures is thercfore solely concerned with
maximizing the robustacss of wseful storage seruetures, while mininiziag the am ount

of duty redundancy used.

This atnitnde 35 overly simplistic. Many factors delczmine the rabusiness of «
storage structure. Qbviously the tvpe and frequency of errors that oceur in o storige
structure have a profound effect on the robusiness of this storage structure. In
particular, iT most diata struciure ¢rrors oocur as a result of instantancous sysiem
crashes, then much can e accomplished by controlling the order in which wpdates

are performed.

Although erash recovery is not addressed nodns dissertation, by assigning a
partiol ordesog 1o the seguence in which updates are applicd to disc, some siructures
van b made crash resilient. without significantly degrading svsiem performance. In
pasticular. the logic thar vpdates the Unix tile svstem can ensure that this file svstem
conlains no structural eerors following mmstantancous svatem croshes f39],

This techinigue bas al=o been used to show that o vaticty of linked-list srructuses

van e made crash recowverable, and that these struetores can be corrected Dy ousing

casling locul eorreetion aleerithms [ 123



The possibility for performang crash recovery in binaty trecs has also been
considered.  fo [ 129] it has boen shown that cxisting global correction rominss cun
perform crash recovery in some inary (recs, if these binary trees are updated inoa
specific sequence using onon-standard and somewhat inefficient updaie lechnigues.
‘Phis paper asswmes that correction algorithms have no knowledze of the method
used to update such struerares, Obviously, crash recovery of binazy trses can be
accomplished very much more simply and efficientdy if such an assemption 1s not

made.
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Chapter 111

(lobal correction

A.1. Introduction

This chapter explores how data memory spaces might be eorrectzd when they
contain al mos! some small bounded number of crrors, ADer ini-oducing some new
notation and ferminvkery . the previcus body of theory that pertains to this problom
i reviewed, This provions rescarch alempts 1o wdently the maximum numoer of
errors which can necessanly be corrected 1o o data memory space containing some
seioof instances, and thuen, assuming that st mosl 1hts nomber of orrors ocours.

sugacsls varons methods of perlormung corrceiaon.

Et is then suggested that cotrection algotithms might be able to tolerate more
errors in the dota memory space than allowed for by previouws theories, if eorrcction
algorithms wuere designed so that they  disunevished between correctable and
uncorreciable sers of errory, Adfwer establishing bounds on the maximum number of
crrors Lthat can be toferacd. if vlobal correction 15 e be performoed whenewer
pussible, we prosent o pew selective global correction algorithm whicl either corrogts
two orrors inoa mod(2) dowde-hnked 51 or reporis that 1lese twoo orrors bove

disconneooled the slruciare.

3.2, Notation and termingloey

When errors are introcuced mie words of the dats mecemory space, o new coreupr
dato memory state 15 produced,  Any instance contaiming ouce or more such orross 1§
alser considered cerrupt, Corrupt mstances which contain detectable errors will o
considered fmeereecr. Otheswise they continue oo appear correst. Inoa corrupd
marance the header nodes con by assampnen e bocated. »ue ether soructural

mTormaticn becomes suspect. o paurticelar. dato nodes Delonsiy to the originol



T

correct instancy may bocome discownceied af all paths {rom the header nodes of Uhis
nstance thart carrectly fzad to these data nodes are dumaged. while other arbitrary
aodes may crreqncousty appear to be part of the corrupt instance. The state of an
incorrect Instance s thersfore subjective. Howoever, when the addresses of the
header nodes of an incorrect iastunce are prescoted to an asbirraty delerministic
algonithm. £, this algorithm examines. and possikly spdates, a speaific collection of
words. Thuse words constitute the state of the mcorrect instance as olserved by P

and when anterpreted are referred to as componos,

We will be primanily inferesred in ihe instunce starcs x., v, €lg, observed by 2
procedure, #, when the addresses. 5. of the headers of an ashbitrary instasce, X
are proescoted 1o this procedure.  ft is stressed that although oy and x, represent
different insiance states, ., and x, bave 1he same header nodes.

A correct anstance staic x; owill be denoted v xf) and the set of all correo
instapce states of X by 1% A speafic dws memory state confaining an instance
state xp will be depoted by [x], . A observed in [118] the procednze Pocannot
distinguish between the memory stae |x; |, aod the memory state |1, ], . since #
examines only components in &0 The collection of muemory states that # cannar
distinguish from fa; ] form an equivalenss class and will be denoted by v ] A

small example clarifying thas norateon s prescoted in Figure 3.1,

The distance d([v ], .[v;],] beewesn swo arbiteasy memory states [« ], and
[1:], is simply the number of words io these two dat memory states that differ.
Goneralizing, the distance o (fao ] Lo [3 Beiween 1wo aon-cmpty sets of memory states
|x;| and |x;] is the mimimum distance between any [ ], and any [ he:
(L T D= ()|
0 ﬂ-"f]-]-"}]]‘id ([ ]

may e morne than one set (o members of 1 sct) of daty memaory states, which arg

oo othen [xfL 15 a clesest member n [x] 1o {x;]. Finally, if

Aap]) for sl xgAa, theo o | s closest o [ap]0 Note that there

closest o another se2r of darm memory =rates. and that the distance between scis of

data memory statos 15 zero i and only if these sos contain soms common monter.
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Fizute 3.1, Ar instance state apd the memory stutes contmining i1

3.3, Conneclion

We wiil constdor an acbitrary word occurring in &7 to be erroneons i [.Ij]k it the
value of this word is difyerent in v and [v; ], A corroct mstance state, xf, whose
header node addresses are known, remeins connecred 1o |y ] 1 the address of cach

. : L oEi . s e # LAy . - . - S~ SO <
word i can be determincd withour examining any erroneows words in [x; ], .

[
¢

Similarky. & remaine conpected in vy if 1T aond all words in 1f can be located in

oot

x. owitheut cxamining zuy orroncous words an oo;o Fioalle, 1F ol meomdwers of x

ji i
remain connectoc in rho data memory space, when $f most 2 @rrors are introdoce
o the date memory space, thee X 08 p-connoclad,

i should be nored that if »f remains connected in ; and an arbitrary omor
{with rospeet tooxfy s remoscd from x, . producing i« . then &7 remains connected in

.1I.-k -



Example 3.1

Considur a creular linked list having a single header pode. Every node in this
List contatns 4 forward pointers, which correetly address the next pode in the b
For simplicity. assume that nodes contain no other components. Tf the siructurs
contains at most 4 —1 errocs then every nocde 1o this structare containg ar least one
correet pointer. Thus, tlus structure can boe traversed by oan ateonithm which
csamines no erroncous components.  Therefore the structure is (2 —1)-conngected.
However, the strecture is not a-connected, since nocrrors can disconnect aoy non-

ol instuncs of this sructure. Now consider placing s 220 errors into o distined

nodes of some instance state, x7. of this storage structare, producing the corrupt
instance state 1, 07 n 25 then 7 necessanly remaing conoected in X;. as justified

above. Otherwise, xf remains connected in vy it and only ib x; contains a single
error and s error occurs in the potnter which correctly contains the heades acddress,

iy

3.4, ¥alid Siate Itypothesis

In any data memaory state containing no errors i will be assumad that the Valid
State Hyporhesis holds, This asserts |28, 11E] that for any word w belonging to a

correct data memaory stale;

a) I w con beoiolerpreted as o node identifice of an arbiirary instance state i,
then w contains none of the ser of node identibier values Tor X unless v 0§ o

node identificr compoacnt of x.

Bi o W ow can be ioterproeted as d pomlel component of an arbittary instapce stade xfF,
then v contuens the sddress of no node in & unless v s o poinler componaent of
&

A

O

Aoy data moemoery state sutisfving the Valid State Ilvpaothosis iy vaelid. The
subset of the ser of dan memory states {x7] which are valid whon assumed 1o contadn
only xf will he depoted by [47]Y, When the daw memory stale coniaios mose than
ong dnstance stare we will say thos [of]7 = valid {or satisfies the Vaoblid State
Hypothesis) with respect to xf Similacly, o single momory seae {07, 25 will e

denoted b Bef |00 T s stressed that {050 08 not necessarily vald, sinee o daty
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memory state is valid 1f and only it Gt s valid with respect o all instance stales
sontained within it. Indeed, 10 xf contains a header node of some other instance. ¥,
-

is valid. since ¥ is necessariby iovalid o [x7]. Additionat

then no member of [x7] ;

examples of invalidily are presented fater in Example 3.2,

Wor <Zmin (o ([} ,!.xf]}]l for all o and xf satisfving x7 =, then the instance X i3
r-detectable. Siroilarly, iF v <min (@ (1777170 for all &f and xf satisfying xf 77,
then the instance X is r-absofute-derectable. These and other propetties become
exact, if thev are maximal. When alb instances of 4 storage structere have a
narticular property, as s fypically the case. the storage structure also has this

property [1185].

3.5. Rcasonable procedures

Two types of procedure will be o particular importance to es, A detection
procedure, Py, when prescoted with the addresses, Hy o of the beaders of an
athitrary instance, X . on which it bas been designed o operare. and a data memory
state |x;l,, . determines it , 2x% . A correction procedure. £, when presented with
the same information. eithse attem pts to ransform |x; ], 1nto some suitable [x7]0 or

repewts that it is unable to perform this transtormation.

Unforanately,  determining  thar [v7], €]xp]" . involves  examining  every
compongnl in the data memory state, This s obviously oot very desivabls when
attempling Lo correer isolated stotage struclure ipstances. ance it amplies that the
correction ume will be dependent on the size of the data memery statc. rather than
the size of the instance boing corrected, which may possibly be verv small. In
addition. algorithms that cxamine the entire data memory state will almoest certaiply
reguire thar this data memory space he inoa quiescent state. even though most

imstances will be correct, and thes potentially modifiahle.

It therefore scems appropriate to develop reasonable aleorithms 118] which,
when presented with the header node addresses. £, of o locate alb other nodes of
1 DVousing pointocs oocusting inow, . which form paths trom these header nodes

1 o

Although s reasonable algorithm eoperating on oo corrup diets memaory state may

continue 1o observe nstarces, x;, whose size i bounded oily Sy the size o thz data
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memory space. we will codeavour 0 design reasonable alzorithms which display this
behaviowr anly when certain assumplions about the nature of errors cncountered arc
veolated. In tlus chapter, ot will be assumed that reasonable alporilhmes onerate on
instances that contain some bounded number of errors. When nodes within thesc
instances contain node wdentitiers, this implics [118] that reasonable algonthms nesd
traverse af most somy bounded nem>er of nodes not present 1o the originai insance

being corrected.

3.6. Seeming validjly

Althongl woe wish to develop correction procedures which exploit vielations of
the Valid Srare Huypothesis, reasonable algosithms cannol by their nature determine
t [x7], 08 valid, However, a reasonable correction algorithm opsrating on [x ],

may be able to determine that some other data memory state |1J‘] contims

n
vialations of the Valid Stae Hypothesis with respect 0 xf0 even thoush reasonable
aleorithmes thal operated on |Jn'J."|rI can not. Thes 3 Because x; may contain nodes not
in _1';7, whose component values violate she Vahd State Hypothests with respect o xf

when occurring in I.rJf]r, .

We will consider x|, 0 be seemingly vaiid with respect to an instance state x, |
if vielattons of the Valid Stare Hypothesis with respect to +f do not occur, or can be
detected in [x7), ooly by cxuminicg compoaents neither in x; nor A5 When ihe
context 1s ¢lear we will denote a seemingly valid data memaory state [«7], v [£]7], .
the eluss of seemingly valid data memory states contwning A8 oy [£;%]. and the class

of all data memuory starcs whicl ure seemingly valid with respect o o, by [x7 ]

I companents ot viclate the validity of xf. then senicus problems arise, This
is because J(a [ and A ([x ] v are wndelined  for all k. since
fai"--laf 1"~ n. Tortupately. if any correct inseance state. ry.owas a0l scemingh
valid with respear o Bself shen this would contradict ons assumption that a data
mermusy state contaiping no orrors is valid, since o ecorrect data anomory slaie

WU

containing o, oas not valid. Therelore, we moy assert that any x; &5 seemingly valid

with rospect tooarseli.
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Example 3.2

Consider the dita memory stete. [af |, preseoted previcusly o Figure 3.1
Thiz daty memory state contains three violations of the Valid State Hvpothesis, The
tirst word in node 3 contains the value —1 which. in this cxample. is the ¢orreet node
identitier value for x{ and the sceond and third words in node & contain the value D
which. when imerprered as a pointer, is the address of the header node of x%.
However, a reasonable algorithm cramining o) will obscrve none of these violations.
Flus [xf |y 15 secmingly valid with respect to xf .

r

Mo chunes one pointer Jo x] =0 that it addresses node 4, node 6. or node 1.
producing the dats memory staie fosdy. Then. provided thal x- contains at least one
of the words {deseribed above} thal violutes the validiry of [£7];. any algorithm
which transforms |x5]; back 1o [x5]). 25 a result of cxamianing ra. can observe that
[x5], violuies the Walid Stute Hypothesis. Thas a8 ) s not secemingly valid with

TCERCCT T Y S

3.7. Correclion procedures

ldeallv, o roasonable correction procedure. o attempling Lo correct un Instinee
state g residing inoa data memory state [o]) would determane the clazs of dals
memory states [v5 | that was obscervably closest to [ag];. 1IF twe or more such classes
existed  the correction procedure should report failure, since the  appropriaic
corroction would be ambiguous. Similarle. if x; was disconnected with respect to
somu unknowe instance stace vh oand x| |x5]" 3SR ([r] Jx5T f) then Pooshould
report [wilure, since the original correct instance might have hecome disconpected.
Othorwise. the erroncous dats memory state Yoo should opticoally be transformued

into the closes corzect and seeminghe vubid data memory state [ w5 ;.

Unforiwnatedy, such & seratogy scems very difbcade so implement cfbicientls . or
cvon cffectively, Allowpeg arbitrazy eerors to ocewt greatly inereases the complexty
involved in determining the nature of those ceoors. The scarch for the neurest
correct instance sigrests thar we must perform some form of exhaustive search. In

correct instziee may have booome dizeonmnected. within the observad mstancs staw



|

Fpo dince the size of xy s objective onlv with rospect oo a given alyoritha.
algornhms which perceive the size of 1y to Lo laree may be more succossful at
detecting violations of the Valid State Hypothesis with respect to x5 than those that
perceive xy to be small. Thuas cven the notion of an ideal reasopable correction

algorithm becomes cloudy,

As an giwrnative strategy, it scoms appropriate 1o assume thal some maximium
number of crrors. s, occurs. and w consider an instance state. xq, correctable if
there exists cxactly one (x5 ] for which d{[x;].[x§ [)<a. The instance state x; is
correctable by a reasonable alposithe if v5 remains connected in x o Tf all instance
states of X containing at most o errors are correctable by a reasonable algorithn,

then the instance X is n-correciahle [118]

Consider introducing errors imte some  [x§]7 producing |x4],. and then
presenting ffy o oa ceasopsble correction algorithm. £, M P introduces puo new
errors inte the dule memory space, then P oteferaies the set of errons in Tg.
Otherwise, P Is misled by the set of erross in x-. If P can deteemine the location of
an error in xp. then £ oidensifier this crror. Finalle. if £ cop identify all erconsous
COMPORENR in xy, wlnch oceur in x7, and detcomine their correct valoe in x5, then
I ocan eorvect the errors intzoduced inko xf

Lemma 3.1

(0% | [F8) 2 e LS 1) 20 € L] > d (e L),

Proof

sinee [l &[] and (o] O 1 x5 the incgualities [ollow immediate)y, u

]
2

Lewrmp 3.2

M vy s seemingly vialid with respeat to o, then (] x LB —e Gy L]0
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Proof

The proof corresponds closely 1o the progf of Theorem 477 presented in
1 g P i

[118]. Howewver, the clabm made in this carlicr theorem 13 incorroct,

If some member in [o] which is closest w |4 ] is also a member of 7] then
the result follows immediately. S agsume mberwise. Then every member in faf7]
which is closest 1o [x;] vielares the validiey of xf. These violations must oocns in

words belonging to neither v, nor xf since all data memory states in |vF7] are

J
secminghy valid with respect to both o and x; But this implics that these violations
cun be removed froen some data memory stake i.rf"[l which s closest to [x].
producing some |a7 s which is as close to [5] as [«;"]. This contradicts the asseriion

that every member in [¢F"] which is closcst 10 | x| violates the validity of &) |

As observed in [118]. ]y idef]s will be less than o (|x;].[x["]) whenove
COMPONCIES ococurring in a; but not in xf violate the validity of x7. Thus. the
minimum nuamhber of changes aecded to ransform o damaged instance of a storage
structuTe Into o corscet nstance may by less than the member needed to cause the

observod damagze 10 s correct and valid instance,

Correction algorithms  tha ignore obscrvable violations of the Vahd State
Hwvpothesis and moeruly aonvert an incorrect instance o the noatest correct instance
Iving within some number of changes of the incotrect anstancs, canmat always
perform correction when the numbes of errors execeds hall the exacr deteerabtlity of
the storage struciure, since undes ar least one choice of errovs the damaged instance

i=, by detinition of deteetability. correctabls in more than vne wav.

Howuover, as shown in [11H]. correction zlgorithms which convert examined
instumccs of o $EoTAEe Atructure fite a Cotrect anstance by considering how  the
damaged Jostaoce may bave ariscn inoa daty memory state assumed 1o satisty the
Valid Staie Ivpathesis, may beoabls to guatantee correenon cven when the number
of errors anticipated oxccods half the detcotability of the storage structure being

corrected.
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femma 3.3

If 11 and 1l are comtained in T then

d (e I L 1 )Sd (a1 Ax )+ (s s 170

Proolt

Suppose thut there exists oo [ry]; which s closest 1o botls [x§]" ang [+$]"
Then since any twa members of [rf differ ool in the componcnts noi contained in
vy, #nd x3 s contained in x;. any member [xo[; which is closest ta [7]" must
contain words nulside x5 which violate the validity of 5. But these words o not
occur i v, und therefore can bu changed so that they violate the validity of neither
En
i

xf mor a5, contradiction. Thus there exists some |x4]; which is closest to both [+

and |x$17

Lot .1"{]" neosuch it o (a7 1 Legl e (Lo P 1 fasl) and e [25]7 be sueh that
1 211 3l

di)rsdy ezl —a (5] ]z}, Then, since the distance fupclion is a metric wiwen
applicd 1o tndivigdual dats WL OTY states f115].
A ET [ ] ) S A e IS 1) S (S ezl — d (o] 80 —

AT P foal — d (L) [<5]7) =

Counterexample 3.1

It 15 vot necessavily the case that d {317 [xS]"0Zd (o d |7 Jag | )e ([w4].[¥5 ]

For example, ler wo—r7 . Then d{[c§ " Jxalb=d (e Ja] b )] || x5 ] which,

as already ohseeved, may be less than o ([oF " o4 |"

Theorem 3.1

It A sterage structure 0§ c-gonnecrad,  s-absolute-detzetabls and

mooeminfe, |F _,e"Zj} then the storage situcture 15 n corractable,



Proot

Consider imtroduacing a1 most pocorors inta some cosreet amd vahd instanee statu
(r7]" producing the instapce state {vs]. Then, since the storage structure is
c-commected, for ¢ e, thers exists o roasonshle procedure which observes an

instance state r4 containing all of the componenis in x5 .

Supposc that £- 15 not g -correctable. Then there cxests some x5 2] satis{yving

d{[xa].[v§ 1=<n I which therefore remains connecied in some suitably chosen x;

sutisfvine  the  above. By Temma 3220 d(fe-] e D d([xa] 1]y and
Aol e P D—d (ol 5159, Therefore. by Lemma 3.3, a((x§]".[x§]")<
{10l Ve BoadTeg ] = (Lo d Ll lbd (fap ] o572 <22 {r J."'QJ‘:"-_T-I'- But

the storage structure is al least v-gbsoluse-derectabic. contradiction. Therefore, ry s

correctanle. |

This theorem is similar to Theorem 433 preseated in | 118] and reproduced as
Theorem 4.3 10 [121]. However, rhe carlier thzorem had a procedural proof and
required 1hat 2ll nodes contained node identifiers. Because this theorenmt has a prood
whicl s nol proceducal, this theorem does not tequire that all nodes contain node

1demifeers,

Lxample 3.3

Consider a stuncard ciceuwdar double-hinkesd list, havicg an identifier componcnt
in each node. bul po count. Within o non-empty instance of such s strociune an
arbitrary number of consecutive nodes can be deleted, by changing o forward and
backward pointer appropoately. The resulting siraciure contams oo derccrable
crrors. implving that the strusture i at most 1-detecrable. TTowever, a single ereon.
i ¢ither an identifier componeat or & pointer component, i alwayvs be correcred.
in the former casc, all pointers appear correct, amplying  that the adentifier
comnponent i in ervor, In the laler cese. the erroncous poimser cithes addresses o
nods having an incorrect ideniificr compomont o, when asswmsd to be correct.
causes at lewst one node having o correst denifior too become disconnected. in
vinlation of the Valid Swe Hyvporhesis The deseribed structere s theretore exactly

I-detevtable and 1-corrociaile.



Alternatvely observe thal, when trupsformine some instance state 5] into
some distinet instaoce srate x5 (7. at lenst five changos are required 1o add or dulete
aodes from the instance, at least six changes ars required 1o reorder nodes within the
instance, and at least eight chunges are required to replace podss within the instance
with nodes from outside the instance. Thu storag? structure 15 therefors d-absolute-

~

deteetable [120]. and thus, by Theorem 3.1 1-carrectable.

3.8, Selective correclinn

Wistoricatv, correction algcrithms have been reguited to correct alh CTooTY
ntroduced into a duta structure under some given assumption about the nature of
the crrors introduced into that sroucture. Cosrection algoritbms have therefors been
developeodl that have ensentially undefined pehaviour when the pumber of uraoTs
cacountered sxceeds the number for which carrection s certain. This is unfornunztc,

cince it aveids the nced to address a nmober of important [Ssucs.

what tvpes of error should a alohsl cOTTCLTON algorithm be expected 10 tolerate”
How might a correclion algorithm identify  the Jocation of these errors and in
particular dererming when these errors gause disconnection” How might a correction
alporithm correct these types of veror whenever possibiv? How might 4 coreation
algorithm determane that the assumptions under which it v operating have been

violiied. and what ought it to do in all of the ahove cases?

W begin addressang ihese issucs v constdering fhe types of error which &
global  corTeetion slgorithm  might be expected 1o fvderale. Firatlv., it sccmé
appropriate o continue 1o dernand that globak correetion algorithms have no @ priee!
knowledge about the cause ot CTTOTS, 4nd 1hus can make po assumption about the
distribution of the errors vhserved. Secondly. it scems appropriate (o comlinuc [
apticipate thal at MOst some numner of errars oceur globally within the siructare
being corrected. 1ooaly remaing 10 detormine the pumbus of ¢rrors thal such
correction algorithm should be able Lo rolorace . while vither periotming correction ot
alternatively reporumg that cotrection is impossible. In this latter case. the COTTCETION
alporithm may optionally correct sume of the errors in the instapro. but is not

permitied w introduge new CTress i the instance beimg cxamined.
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Considger allowing an inereasing number of crrors o he inroduced into CorTedt
inslances of an arbitrary storage siructure, When at most some some small number
of errors is allowed o occur. which may possibly be zero. all damaged instances
remtain ol connected and closer to the original correat ipstance than to any other
correet instance. When muore errocs are allowed 1o oceur, all damaged instances may
conlinue te be correctable, because thev remain conpoected and are closer to one
corredl and valid instance than aoy other. When funther crross are atlowed 1o oceur.
some new damaged instunce states may be crealed which are uncarrcctable, either
because they have become disconnected. or becavse they may be denved from 1wo
or more distinet bue correct and seemingly valid instances. Tinallv, iF swe allow
sufficient errors to occur, i1 hecomes possible for domaged nstances that were
previously eorrectable o now be derived from more than one correct and secmingly

valid instanee, and thus w cease o be cotrectiable,

Given thar wo wish to correct errors whenever possible, 10 therefore sooms
Appropr#ie fooassume that (the maximam number of er7ors that can ocour s one lesy
than e number of crrorss needed to invalidate the asscriion that some erroncous
instunce 15 correctable. A storaeg structure will therefore be considered a-seleciive-
corveeralte, i all instances which are correciable by a reasouable procedure whon
fewer than o erors oocur in the instance sontinue (o boe correcrable wlicn at most o

errurs arc assumed 1o occur.

Thus, formaily, a storage structure X 15 w-sclective-correctanle if, fur ali a and
all ¢ semaining conoected in o2, which satisfy & ([o L1277 3<n , wither there exists

some xf e sucl thot o (L 3 [T (g L[]0 or Lo all A d (] e

An n-seleciive  global correction rourine. when opesating on o an instance
contiining @1 most ¢ crrors, must coreect all correctable mstances, and tolevate all
ather incorrect instances. Lvpically we will Tequite thar these routinegs be reasomable,
amd operatc on storage structures which are at least »-sclechively correctabbe. Weo
with expect these algotithms o cxplicitly report when correction 1s nol possible. and
o further indicate the cause of failure. Failure may oecur beciuse the mstance
heing corrected appeats discomnected, capable of being correcied in moze than onw

way. o to contatn morc errors than have been assumed to have occuszed. The
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decision 1o report failure in cach of these cuses can be justificd on the arounds 1hat it
allows o more appropriate correction fechnigue (such ax rusorting to backups. or

more global cotrection routines) o then be applied.

We now establish vations bounds on rhe sulective correctability of an arbitrary
robust storape sfructure, and then discuss how oxacet values can be determined for
specific storage struciures, Finally, in Section 3,10, we discuss how these bounds can

assist in the developmont of » -selective glohal corrvetion routines.

Lemma 3.4

Ler a storuge  structure  fostance X e at least e-correctable. at most

r-derectable, and exactly u-selective-correotable. Then o < <,

Procl

Since the storage structare is al least o-correcta®le, all instance states comiaining
at most ¢ crrors are correctable, Thus the struciure is oat least o-selocrive-
correctable,  Consider some xf residing in o valid dafa memory state which can he
converked into somoe ¢histing _1'f by applving v —1 changes. Such an instunees state
MUSt CXisi since e storage structuse inslanose 15 at most v -delectable, All correct
imstances are O-correctabic, since distinet correct mstances mouss didffer, bot x5 is not
(r+T)-correctuile since it lies r=1 changes from £f Thus the storage structure

r

msiance X i1s at most r-selective-corToctabic. u

Example 3.4

It seems clear that many storage structures will have exactly the sune
correctability and selective corrvctability. T'o show that there also cxisl stoTage
structures which are cxactly »-commectable, o -doeoasle, and thus, by Lemma 3.4,
n-selective cotrectable, consider o circudor Binked st X having o podnters per nede,

with fixed pointer distances (o .oy, - - 0 o, ). satislving i j==1 for 1-2i<n.

B E R EBEEEBEEBEEBEEEEEEEEERES
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Since ot least 3o chonges are cegquited 1o reorder nodos within this structure, at
least 2 changes ate required o replace nodes o this structure with nodes from
catside e stroctere, and ot Jeast o changes are required to delste or add nodes to

the structere the structure 15 (o Li-dowstable, by Theorem 8 of {124].

Mow consider the minimum cumber of changes oecded to transform an

H - -1 - PP H et - B o i T Y
arhitrary correct and valid instance state [«3]7. it 2 distingl correct and valid
mstanee state [x5)°. At feast 2n changes are needed to reorder or replace nodes in
i7" as jusilicd above, However, al least 2n changes are now also nzeded to add

nodes to or delete nodes from [27] The structure 15 therefore {(2n -1}-absolute-

detectable.  Smmce n pointers address cach node. the structure s (5 —1)-conneeted.

The structure 15 therefore. by Theorem 301, (r =1 }-correctasle,

Theorem 3.2

If o storage structure is ¢ -detectabic, and »: [." 42 } then the strocture is al feuwst

f-selective-correctable.

Proof

Consider o correcr and vald dute memory state, a7}y, which has been
[rEﬂJSIO:mt_:d into o corrupt datn memory state [ash . by oapplving ar most a—1
changes, and assume that xa 05 correctahle.

Thun. SITICL the si0Tagy SITHETUIC is r-detectable,
S(r§1 D) 1@ lxah[ss 1y 2 Qe [PsS Ty 2 e for aB xfaad. Thus,
difastiiasbised (e B s =t b Loalsisfe sl = limpmade [?’ ,-“’2]* I?’ f'-?J-f-f-“--“n
for all [«3]#[x%]. Therofore, ve remaing correctable when at most o crrors arc

assum od 1o ocenr. |

Counlerexamply 3.2

I should nod e assumed o the above that [xz]) 15 necessarily correcta®le when

T Jas] b Consider for example 2 mod{d) doubledinked list [42] that Tias



2

been atrered to have tao identifiers per node. This strecture has four copscoutive
beader nodes. a forward pointer in each node which addresscs the next node, a back
pointer 10 cach node that points back four nodes. and a count in one of the header
nedes within the instance.  The storage sirucrure is S-detectable. and therciore, by
Theorem 3.2, Z-sclective-correctable. Tt 15 howover only l-correoable, since wo
changes can disconnect a node.

Lemmea 3.5

I 4 storage structure s exactly r-detectable, 2s demonsirated by a sequenee of
r+1 ¢hanges to a correct and vabd instance state. 1§ . which produce instance statos
Fiu¥ze oo ke ap_g . and v semaing connected in x; ., Tor 047 <0 1, then the storage

struciure is exactly a-selective-corrictable for o= L- 42 }

Proof

| ey J."IEJ. Thee A (fe, Lx§ D=m  and  d{[x, 1 ]af 1= =1 —m —
r—1— lr /i) J: [;- /2 } «l=n —1lm  Hince xj remains connected in v . x, s therefone
m-correcdatle hut oot g 4l-correctable,  Thuas the storage strocture is ot mnst
a-iclecive-correctable. Howewer, by Theorem 320 the storape structure is al loast

n-sclecove-gorrectable. Thus the sorare siructure is exactly n-seleckve-curreotasle,
N

Corollury 3.8
il o giobal cxaminntion of the dala memory space is allowed, and the absolure
cheteelabibity of o storage structnte g5 v, then the absolute selective correctabilite of

that starage struetnre s exaclly L",-'rf -I



Theerem 3.3

W[y ] vl =S, @[] faS e for some of £x5. and % remuins

connacted In ;. thee the structurs is at most & -seleetive-correctalbl,

Prool

The proof procecds by induction. In the Dase case, » =1 so @ {|x5]7,|x2]1)<1
and o ([xq]).J«5 1371 implying that the detectaMlite of the storage struciure is at

mast 1o Thus, by Femma 3.4, ehe structure s al most L-selective-correctahle.

S wssume  thet  the  selective  correctabiliey is at most £—1  whenever
P T R TS O o S STS VNP et €T St A [ Rt Consider  the  ¢ase when

di{ley ] Jazd) sk,

Constder correcting one of the errors in x5, producing -the data memory stale
[a]y. and let 25 be the nearest corrupi but correct and szemingdy valid instance to
[x4]7. This 15 showa in Figase 3.2 below. Since ¢ remains connected in xo, 1§
remains conpected in xy. Sinee one of the errors in xs (with respect to x5 ) has been
Temeoved in 4. RS RS B R M R P o S and

d(lealy.[x3 D =d ([v2]y [437 D=0,

0 G| s] ey [k =2 then J{ve) o s =1, implving by the inductive

assumptione that the structure 15 at most (& —1)-selecirve-correctabhle,

I8 d ([ xa]q. [ v8 10=8 =0 thon d (o ] 005 [0S0 T8 a@ faa by 2500 =1 than the
structure is at muost (& - 1)1-selective-correctable by the inductive assumption. So
assume That d (el dv§ 1) 2k L Then. d vl [e§]T) =1 < d (xgly o T <
g (frafy a3 =Sd L tmplving that d{[x 4], 45 ])=£ . This implics that . is correctable
when at most £ —1 erross are aasumed 0 ocour, hut not whesa & 0OF morg Crrors are

wgeumed to have occurred. Fhus the structure is ot myost (& —1b-selective-correctable.

Freally, suppose that & (| vg], | x5 D)=k If A (frs] [x57 05k 1 then the instance

15 af mosT (6 =1 -selecive. correctalide by oee stelictive gassumplion. So oassame that

d ey oS D2k Then @ (lvahrf ") =15 o ([ Lo 1) @ (lvaly o § 1)k 0,
i

This implics g oy es cotreclabi when & —1 crrors are assumed to occur, st nod

wlhien & -1 ertors are assuwmed to oocur. Thwus the stewctoze 18 ar moost L-seleoiise-
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Figure 3.2. Dffect of correcting sn error ju a5 producing i,

Corollary 3.2

Wodi[«9 ] Jaalisn, o ([xa]y e P for some x8.4x5. and % romains
1 A R 1 3 1 3 1

connected in xg. then the storage stucture woat most (n —1 -solective-correetalls,

3.9. Calculaiing the maximum selective correctability

While the above resuliz eseablish bounds on the value of e sefective
correctability of a storage struciure. they do not neccsswrily identify the maximum
value of the sclective correctubility of an arbitrary storsge structure.  Often the
casicst way to identify the exao scleorive carrectamlity of a storage struclure is to
assume that if hax the mimmum possidle value subject to the above baunds. and then

Lo prosent an example showing tha this valee 18 also maximal,

In general, howewver, the selective corrcctabilite cum oaly be determined b
carctully consudering how successive changes introduced inio instances of & STOTAEC
siructure atfecr the apparest minfmom distance belweea correct and seemingly valid
instances. Since this distance is ruduccd only by chanees that disconneet nodes, it is

appropriate o assumy that changes that disconnea nodes are applicd first.

Example 3.5

Consider again the helix(3) muii-linked list, Suel a structurs is Z-connecled.
2 eurreetale, O-detectable. and 19 absolurc-derecta=le,  Sinee il s 6-detcctaide. i 1%

At least 3-selective correctabic. Consider introdusing eorors ire the three T
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components 1 some node N oin the instanes. Since the instance is 6-detectable and
these errors do not cause disconoecuion, these errors can be eovrected. Howeser, if
1L is assumed that 4 ercors may have occurred, then aliernatively & mav not belong
o the dostance bang corrected, contain @ comrupl identifier, and b addressed by
three meorrest pointers within the instance which should correetly address a common

disconneated node, Thus the structure i3 exactly 3-selzctive-corregiable.

Now consider the following modifications 1o this siructure. Firstly, wye will
remove (he count, thus producing g structure that is S-dedvcrable, since siv changes
can delete an arhitrary number ol consccutive rodes. Sceondly, wo will require &
corrigl SITeClure o contain some number of nodes that 15 o multiple of three. This
makes o harder for less than six changes o discoanect 3 node and ver prodocy a
istnce Lthat s close o seme cemmept bue correct and seemingiv valid instance.
Finally, we will artifictally inerease the number of changes needed to exchange nodus
e the instance with nodes ourside the instance. by placing 3 independent node
tdempficrs in each node.

The structure remains 2l least 3-selective-corcectable, since it 18 S-dereclable,
However 3 changes can no Jonger both disconnect o node and be pam of those
changes that constram the  detectability of the sicectare, Disconnecting throe
conscoutive nodos, or some mulisple thereof. requires six changes, no suhser of
which disconneets any node. Alboegh one or two nodes can be disconnected wsing
ess than six changes. delening or adding additionzl aodes so that the structure
contiues 1o contain some multiple of three nodes, requires more than tive changes.
I g5 2ecasse cach nede added or deleted contains five oode identificrs, Finally. if
ey are reordered. or nodes within the instance replaced by the same nember of
rodes onrsiede the instanee then at least 31 changes are reguived. This rather bizarrs
structure 15 S-selective-correctanle . even though the structere 15 oxactly S-dewctable,
and only 2-correcralide. Thus it s possidle to reduce the detectainlity of 2 siruciure

while increasing s seleclive correctability.
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3.10. Lsing the scicetive correctability

Having idennfivd some lower (and ideally maximalt bound on the sclective
correctability of o structute, wlich 15 greater than the correciability of the structure,
this bound can be used to assist in the dovelopment of an w-seleciive glabal cortection
routine, which behaves at least as well as historics) slobal cosroclion routines

operating oo the same structures.

supposc that an arbifrary storage struciure i o -selective-corroctable. and that
nodes within this structure contain node identificss. Consider a reasonable algorithm
that 4 UviDg to correct some  COITUpPt data moemery  state lraf;. Then. s
demonstrated in [U18], 4 reasonsble algorithm exists which can (by performing an
exlhaustive search) wdenily {whenever it exists) some x§ huving the proporty that xf
remains connecled in some suitably clhosen x.. and o {|vo] x5 ])-r <n . Having
found such an [«7] it is possible 10 identify within (e subjective set ul components
forming x;. the number of additionzl changes 5 needed to apparently prescrve the
Valid State Hypothests when transforming some member of [va] into a member of
[£97]. Thus it is possible for & reasonable algoritbm to detcrmine if (here exists

some X which remains connected in xy suelothat o (] 1af" i=r - 5 <0 J118]

Theorem 3.3 ensures that there exists ar wmost ons o8 baving the above
properics,  Thus if such an vy s discovered. and 11 s sssumed thiat @1 most o erTors
vccur within the mstance being corrceted. 1then the appropriate correction involves
reversing the r<n crrors that have been introduced into o 10 produce x-. [t should
be noted that the s components than viotate the Vald Suire Hyvpothesis cannut b
corrected by othe algorithm that cormcels x-0 sinze it cannol deicrmine the correer
values of components thae lie eoiside of 17" However, havipe derccted such
violations of the Vald Stare Hypothesis, these violstions may poteotialv be removed

by correcting other instances within the data memory state,
so.suppose that the reasonable algerithm discovers oo [v5°], for whick

ai[v;[ a8 0=, Then the reasonable algerithm next searcles for snme |5 )5 for

whicl of ([x5] .| ¥ 1i=n.

BEEEEEEBEEEEEEEEEEEES
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If no {ry]: is discoverod which bas the property rhat @(|v;].]«f 21=s . then
gither 5] has become disconnected welh respect to all correct mstances lying within
re changes of x.. or no such correst instance exist. Therefore, tho approprate sction

ix 1o report faijure,

Alternativelv, if Tor all x§ satstving & (fx-bdei |3-n, d([x2].[x§" 1220 . then an
affumpt must e moade o coemove vielations of the Valid Sue Hyvpothosis, by
correcting other 1nsrances. before possibly making further atlempts to correct va.

Finally, if some 1] satisfies o {|xq].]c]" 1 n then the reasonable algorithm

shonld  continus 1o scarch Tor somo [of 52| o7 ] having the propeny thal
i

d([xz[ 2y d=r. 1E such an [#57]; s discovered then the algorithm should report

that the desired correction s ambigueus, before terminating correctiy.

I none of these eveats oceurs then the reasonasle algosithm has discovered
cxactly one class of dara memeny states (o8] that remain conaccted in xa, having
the property that @ (|t |7 [xa|)=n. By the corollary to Theorem 2.3, no other %]
exists which lies closes to foa]. However, it is possinle that x- may be dizconnected
with respeet 1o some v, and o {[os] x5 |1—n . Thus it s necessary o determine if
anv such fx8 | exists, 1 such an 25" mav cxist. then the reasonable algorithm shoald
report that it cannot derermine whather o; has boeome disconnected with respoct o
the wnittial correct and valid instance. Otheswise. the reasonalle correction aleorithm

should porform corrcetion by converting [x4] to [x57].

Although ong might envision reasanable global selective cormectivn algorithms
displaving the nocessary intellisence e adentily when 11 was possibls that some
invisiple frugment of (%] bas become disconnecrcd o [xa]. it 18 more efficient to
provide these algorithms with some description of the sev of o] which e exaoly s
chanees from ewo correet and ssomiagly valid instance states, exactly one of which
has become disconnocted in a0 Typically, cither no such [k, | exist, or there are fow
types of crrors that produce sech [x] and these have bren identificd when
determonies the upper Dound on the selecneve correcramlite of the stotape stracture

L g0
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Similarly. it is typically far better to provide ahobal selective correction
alporithms with some cfilcient algorithm which allows them 1o identity whuen some
[£{"] remains conoccled in x5, and has the property thag dilxy ] dxs]yse than to
reguite that these algorichms consider the set of 4l possitle sets ol ol most o errors

that may bave buen introduced into the instance state ..

Example 3.6

Consider a mud{2) double-linked fst. This structure [42] has two consceutive
header nodes. a forward pointer in each node, o back pointer ia cach node that
puints back two nodes. a count in one of the header nodes, and a node identifier in
vach pode. Since ar least 7 changes are aceded to reorder nodes within this instance.
al Jeast 5 changes are necded to replace nodes within e ipsience with nodes cutsids
The mstance. and at least 4 changes are needed to delete nodes from or add nodes to
the instance. the instance is exactly 3-detcctable. By Theorem 3.2, it is thereiore ar

least  Z-selective-corrcetable,  and by closer  examination  exactly  2-selective-

corTectabic,

We will assume that at most 1wo Crrors occur in an instance suite, ro. and
refcetively correct these errors by using a numeber of differeat corrcotion routines.
Each roaning will maintain a small 1uble of nedes addressed v pointers in X3 which
contain node identificrs of v, but which currenty are oot knowa 1o belorg o the
imstance being currected, Huaving aceomplished correetion. cach node remaining in
this table will be comstdered to contain an error, sinee it contains 2o invalid node
ilepntier. Each corsection routing will undo any chanacs applivd and report failure

1l eore fhan twi errors are observed by i

Wo will first snempt correction using any of the mod{2) local corrcetion
alpotithms deseeibed an [42]0 If local cortection succeeds then we must ensure tlun
we bave not applicd two changes t the dala memory staie [va]y converting it into a

member of [ef§ when [a2] also Hos fbwo chonoes from some mom=er of |+
1 2 = ki

"

satisfving o #vh . Phis ondy oceurs iF £ is damaged so tha! a back pointer in some

rede A addrosses Vaoather s A and the forward peintec ie V. addresses A,

mstint ol A ax shown i Figure 3.3 Copreetion is therefore aboned it (as a resalr
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of performing local corructien] we correct a back pointer which appears to poiat hack
one node. and reduce the ¢ount by 1. Othervwase. since Incal correction 15 successful.

the correction algoTithm terminates pormaily.

Figure 3.3, The instance x; lies two changes from both x) and x5

Conversely, if toeal correction Tails then the localiny ¢onstraomt must bave been
violated, implying that the two crrors accus in pointers within 2 single tocality of the
finked ligt which correctly would appear as shown in Figure 3.4,

Ny ba N_ 8

FE ——

L '. 2?4;}:
k:/f b 1?; 1 \HH_F/)

Ay

Nf | N

Figare 3.4 A mod(2) locality

We next attempt to periorm defermiming-set correction [ 18] by assuming that
the forward pointers are correct. and f thas fails, attempt determiining-set coTrection
Iw assuming that the buck pointers are correct, as shown in Figure 3.5, Simee the
count of the num>er of nodes in the instanee must be correct if two peinters are in
crror, the numzer of pointess o be followed during these and sulsegquent correcnon
attampts 15 known.  H both ol these correction attempts Sail then we know that the
o errors occur inoa forsand pointer and g beck pointer. Thus, the erqors oceur in

one ol AN Ba N L N e N e N e T N e N L
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Figure 3.5, First method of construcning determining sots

W next assume that one of two ether rather strange determaning scrs contains
no crrors and attempt corrcction wsing each of these determiniog sets. These two
determining sets consist of she set of back pointers forming a linked list from onc of
the header nodes together with the forward pointers 1o the nodes that these back
puinters address: and the same determining set constructed wsing the other header

nodde g5 shown in Figure 3.6,

. o
O C=0O C

Ficurc 3.6, Sceond method of constructing determining scts

If this attempt o perform correction fails, then cithes (N 4-ha & 71 s the par
of pointers in crror or {8 6.8 3 11 a5 the pair of pointers in error and the instance
is disconnccled, In the former case we can consiroct three deicrmuung scts, one of
which conlains po errori. and thus onoe again correct the two crrors 0 the nstance
heing correctsd.  The three determining sets are constructed by fraversing the list
trom o header pode by following o back pointer then a forward pointer and then o
back pointer, and repeating those three steps. Each dewermining set is construcied

b besinning at a ditferent step in this sequence as show an Figure 5.7,
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Figure 3.7, Third method of constructing determimng sats

I any of the above determining-set correction rostines dotocT AT MOST (WO CITOTS
theo  thess errors arc corrected.  prior o the  selectve  corsectiom algorithm
termingting normallyv. Otherwise, the eorrection algorithm seports that the instance
being corrocted s either disconpected. or contains mare than two crrors.

The above cosreetian procedere may appear rather cumbersome bt can be
implemented simply and efficienily.  Since Incal cotrection and determining-set
correciion rowlines operate in linear time, the averall 2-selective correetion algorithm

alsiy pperates m loear times,



Chapter IV

L.ocal correction

4.1. Imtroduclion

In the previous chaprer we have discusscd how the iatroduction of a small
sounded number of errors into o correet and valid imstance mught be corrected by a
global correction routine, and have shown that o large: (but still bounded) number of
erears can be tolerated in some storace structures 57 owe relax the consiraints under
which a global correction algorithm operates. By requicdng that global entrection
dporithms correctly diagnose 1he oature ob the vtrors encovntered, rather than
neeessarily correet all errors cocountered, wy can often eonstruct algonthms that
correct a very much larger class of errors than historteal correction algorithms, and
which, in addiion, correetly repott failure when some tvpes of uncorrectable errors

are cocountered.

Unfortunately, the number of errors that can b tolerated by these correction
alworithms typically sermains small. This is because a small number of well chosen
errors can mislesd glabal correction algorithms, simply becavse the detectability of
mast robust storaee structurces is small 120§ However, if we assume that erroneous
components are distributed tairly evenly throughout rhe nstance being correclod. 4
laree number of errors cun potentially be correcred. It is this assumption wlogh s

I,

Informadlv. a local correction procedure visits all of the components of a storage

ril

exploited by a local correction procedure [40-472, 124,12

structure instance starc, x . in some deterministic vrdec, oy following pointers from
the headers of the instance, xnd corrects errors when thess are fitst cocountered, A
gomponent becomes rrasted once i has been ensored that the component i ¢orroct.
Errors are identificd and corrected b examining proviousiv trusted components. and

at moest somye constant pumber of petentially coroneous mrteesed compoacnls. This
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bovnded set of unirested components torms a lecelfie which s assomed 10 contain at

most seme consiant number of errors.

After introducing some notation and terminology. thiy chapter ~oviews, revisos
and expunds upon the thearv of local correction. T s shown that votes eannot
always be used to develop optirnal loesl correction algorithms and that therefore the
previous theotics pertaining to local correction. which relied on votes, are necessarily

incom plete,

The concepr of logal connection is thersefore developed and now  tesults
presented which establish lower bounds on the local correctability of an arbitrare
storage structure, fiven that the local connzcnvity and loecal dercctability of this

EIOTARZE structure ars known.

Ir 15 then suppested that locel-correction alyosithms might be able 10 tolerate
more errors 0o lecality. than allowed for by previows theorics, if these local-
correction algorithms were designed so that they distinguished betweoi correctable
and uncorresfable sois of errors. Atier establishing bounds an the maximum nember
of crrors o o bocality that can be tolerated by an algorithm which wishes (o perform
local corrcetiom whenover possiblc. we present o Chapter 5 znd Chapier 6 two
algorithms which use these new Dounds o perform selective local correciion on

various muln-linked s stroctiures,

4.2, Local detection

A precise characierization of local detection [20] tequives that & slotuge
structure have assoculed with it o feewd-fivearisatios function. £, which. wheo
presented with the data memory stace. fo . and the addresses. Ay, of the beader
nodes of a possibly ill-defined fnstance stere, v, returns @ sequence of possiblv
dupheated ordered poies, (v o Tuch w, deseribes the node add-ess, oftset. and

thus word Incation, obf o une-word component in [x,];. and cuch v, the value of the

J

word represeating thar component in [x. ] o addivion, £ returns a boolean flag

indicating il the instanoe stale. &), appeass carrec,

B EBEBEEEEEREEEEEEEEEEEEBSE
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For broviy. sinee the ongmmal nolaldon can casily be recovered, we  will
abbreviate  f{[v ], Hy) o Flv;}. Except when relevant, we will also, for
convenicnce, 1gnore the Doolean result returned by f . This allows us 1o use the

notation f {xq) fo denote the sequence of ocdered pairs, (wpov ), produced by 7o

Denote the number of tuples it f {x} by if {xq)1. and the minal sudscquence
af f{rq) containing cxactly & tuples by firq)e. If £<0 then f{v,); =%. while if

E (x| then F{xq) =F {xq).

D cxrension. we will use [f (0, ] to denete the set of all datla memory states in
which the words described in (v ) contain the values indicated in f (x;), . Thus,

for exomple. o (| (o b LEF (20 1=00 for all & .

An r-lecal-linearisarion finicrion, o when presenicd with o data memory state,
[x-];. and the addresses, 1y, of the header nodes of x, returns 2 Uncarisarion,

S ix )y satisfeing
i, Complotenecss: % af. [Firf)i=|x7). Thus, the hnoeansation of any corroot
instance state, «j . contzins: cxactly those tuples which represocnt componcnts

QCSUTTING 10 X .

2. Determinism: Voo Was setisfring Flod (—flxady |- either
If{x-) - fixay k—=1. or the &4k ordered pair in both Fi{xy) and f (15}
cdesertbes the same component. However, the value of this component may
chifer i the tee ncarisalons.

3, Luoeality  constraiot; 2 ke oswh that VO v ¥ x5, either

AN PR CSVIFTIRTS ;‘.r]~|.r5_ " 1=, or a{[f (x;3E[x5] )7 . Thus, in any lincarisation
contalning at most e errocs. all ercors occur in the last & tuples of the

lertearasntion.

4, Datection: 1§ £ o) contains no erronsous oo ponends, then ke boolean reseh
vturned by §foindicates that J (k) appears to contuin no crrors, Converselby, if
S Lay) contains between 1 and ¢ erroncous companents, then the soolean result

recurried By Fondicares that £ {x ) containg errocs.
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A storage struciore s or-local-detectadle §F it bas an r-lecal-Buearizanon funcion,
Wo prove, in Lermma 4.2, that the defimitions of comaletcneas awd jocalily constzaint
prosentod bore are equivalent o the apparently stronger defimuons prosented ino

120].

Foemma 4.1

If ¥ has an e-local-Hncarisation fonciion then X s ai least #-detectable.

Proof

Assume, that X is not r-detectable. Then there exists xy. x5 =¢5 . and data
memory siates, sansfying 1<d ([x7 ] [x5 0= 0 T8 [v7 1 ds the onginal correct data
moemary state then f oteports that F (7)) appears o contain po errors. Now suppose
that fxi | 15 the original correct data memory state end that this s traasformod into
[x5 ), By the introduction of between & oand rocrrors. Then, by deleciron. £ oreports

that £ (x§} contains errors. contradiction. Therefore X is - -detectable. o

Although it was imphed n earber work that an r-locat-lneansition fenction
could dereet up to r oerross in the ineariaations that it preduced, this weas no staeed,
and dozs not follow Trom complataness, determinism and the locabity constraint. Fos
cxample. consider a I-local-dercetable standard double-linked liar [20]. Change the
seructure Py allowing the count to achitranly coontein one of two distinet salues. Tf
tho count continues to he placcd onlv at the ead of a hncarisation, then an
vodetectable ecror can e placed o the cosot, without violatios the locality
constraint.  Fhus the strocture remains -focal detectable according  to earlier

delinitions, bul is now O-deteciable.

If f is an r-local-lincavisation function, bat no: an {r—3-local-lincarisation
function. and ¢ (v ;) contains more than » creors with sespect to some orizinal correct
and valid data memosy state, then we wal say that the Incaliry constraime has becn
violeted, [T we asswme that the Tocality constraint s not violaied, then all ardered
paizsin fis ) Flrg), —k, ACC COTICEE, All such ordered pairs witl be considerod iruxred.
wiide ather ordered penrs appeaniag o p {vg) will he considered wateseedo The serof

widrasted ordered pairs in F ol will be deoored 800 (o0,

N EBEEEEFNEEEEEEEEREREENESI
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Oviven the assamipiion that f (o) coniaios between | and roereors, it docs oot
follow that a component descrebed in an uptzusted tuple of §Firv,) iz necessarily
incorrect, o even that such a component 5 pofennally incorrect.  Becaunse the
ordercd pairs ia f (xq) may be dupiicated, trusted otdered paiss mav also occur in
the wotrusied st of ordered pairs. Less obviously, if for some ordercd pair.
(e )0 F Crgdy all o5 |y sanslyviog o {[x5 ){.[F (000D, also contain the value + in

¢
vy, then v, 15 necessantly the correct value Tor s Tlos 15 Decause we are assunin
that the original data memaory state conteing only cortrect instances and 15 valid, und
that, regardless of the toral number of cerors introduced ingo this original data

memary, f (x3) containg at most ¥ erroncous COmponents,

Eguivalently, given the assumption that £ (r. ) containg between 1 and » errars,
the Jast ordered pair in f {x;); may describe an crroncous componeat if and only 1f
there  cxosrs some vh  sutislvimg Od{)f (o), ][5 ] < (EF O 0 )08 ) 0

JUEAESVINEE Y Sploty

Lemms 4.2

Criven o r-local-bineatisaiion function. f.ooan e -local-linearisation function, ¢ .
can be comstruerzd which, for any vy and 5 produces finearisations satisfving cithes
IS ¢ yims LIVEII=0 0 e te), LIS 190, @il Cryd; 4] xSl )] and

d{[g ) ez Yo, for some 5.

That s, informally, given an o-local-lnearisation function, . an r-local-
fincarisation [unction, ¢, can be construciced which produces linearisations either
sabisfvivg the locality constnunt, o7 contwining some subsequence of at most iy
companenis comaining more than - erroms, besinning with the earliest erroneoos

COM TNt

Proof

Acesume that the function [ ooperales on {x.],. Then the function g simulates
Foobut exeludss from the lincansation f (o) preddoced by § o oany tuple proviously

emitted by 7.
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The lincarisation g () deseribes exactly the components o f {a;}. Theretare,
since f satisfics the completeness and detection properiios <o docs ¢, The behaviour
of g also satsfies e determinism propesty. If £ {r,) contains more than »
LIrongous components, then so does g (rq}. So assume that § (x4} contains at most »
crroneous compancnts. Then, by the locality eonsrratnt, these crroneous components
tirst accur o the dust &y tuples of Fix;). Thus, by construciion. these erroncous
componcenls first oweur in the last &y taples of ¢(xq). Therefore, ¢ is an r-local-

lncansution function, satistving the locality constraint for iy ke

Mow assume tha! g (xg) vielztes the conclusions of this lemma. Thon pot al
erruTs in g () can occur in the last &, wples of g}, and therefore. since ¢ i5 a
linearisation function. g{v;) ¢contains more than » errars. Lot the earliest erzor in

g} neenran the last wuple of g (ag); . Then, by assumption, g (r.) conliins i

Pk,
most ¢ oerrors and |g(es) I +hy

Rowowve all errors vceurring in [+)]; which do not oceur in g lxg), . giving
[¥2]y.  and  rhen produce  ihe  lLncarisation g (x5 By determinism,
glxs), (ke =k (_1.-_:)‘-“:_ and |glcgd| = »hy . Therefore, since the carliest error in g {xs)
GCCUrE I ¢ (rad; s 1ns error occurs in a trusted component of g3 oven though
g{xz] confiins ar most » errors. This implics that 3 docs not satsfy the toealice

consiraini, and is therefors not an r-Jocal-linearisation function. contradiciion.

Thus, the first coror 1o any bocatisation produced by g omoust i i & sequence of
at mest e compunents, cither occerring at the end of the lincadsation, o7 contatning

rierre thitn F eTTors. u

4.3, Yoles

When attempring to develop o locally delectazle storage structuse, fhree ntes
related tssues must be addreessed. Ticstly, the rales that define the storage structure
must be esrabiished, Secondly, an appropriate local-lincarisation funcuoen must be
selecteel . Tinadly, this [unction must be shown 1o b oan r-focal-lineasissation function.

tor some rowhich, jdeadly, is maximal.

HE S B EEEEEEEEEEENENEEENN,
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Atdthough the above activities ate in practice inter-rolated. the task of seiceting a
promising local-lincarisation function. for any given Storage sirectury, 1s tvpleally not
diffivelt. However, the task of demonstrating that the fusction s an r-local-
lincarisation function, and that » s maximal for this storage structure. is certainly

not trivial.

In 120} it was proposed that veres be wsed to demonstrate that a storage structure
was r-local-deteetable. Let Vo be & prodicale of three arguments, V{F (x )y, )
where fixq) is o lnearisation produced by o local-lincansation funclion, f.
Gy e (v and v s o possible value for v, . Then V(7 {vdav; 0185 2 rete 00wy

if. assuming that there are no erroncous Irustad componcnts.

oV doos nol cxaming v

(]

V(oo d e amplies zere or multiple orrors in w, and uatrusted

comypnienls of fir.) examined by 17,

LAl

VO Lo pdow o ) fdse imiplies one or more errors o v and untrested com poneats

of F ) cxamined by V7,

The applications of two vores, V{7 (x )l v ) and Voif (1), o), were considered
clistict, of cither the vntrusied components used by the two vores were dispmnt, o ar
i

least one of the mve vores evaluated fafse, Two votes, V' and V,, were considered

distimet 13, [or all lincarisations, f (« ), all components. w, . and all test valuss, v, the

i s
applications of the votes were distioer.

ANy detectaliie substracture insrance with principal component w, was defined to
consist ol the components cvaluated by ¢ distine: votes, when these votes were
applied to the principal component ;. b rerger components associated with w,
woere deflined to be those untrusted components wihose cosrect valne conld be
determined using only the correct value of v, and possizhe other trusted components

m frq.

It was then shown [20] that o siorage situecture was r-local-detectable, f
correspoading th ¢very correcl instanae of (he storage siructire thers was a sequencc

of r-detectable substructure imstances saislying:
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L. The targets of the substiucture instances pactition the instance. the size of all

such targets hoing bounded By a constant.

2. ¥he trusted components in each subwiructure instance appear in targets of
preceding substrucrurce instances, and
3. All ether eomponents of cach substructure insamos appear in targcts no laler

than the jf'th snccecding iostanee n the scguence, {or some constant .

I [124] 11 was observed that the above holds even if it is only reguired that
vates  be distingt i correct substructure  instaooos. This is bocause we can
mechanically st cuch substructure instance to gnsure that the application of all votes
withun thos substruciure mstance is disrioct. 1001 is determined that this s (he case
then we are satis[ving the catlier constraint on votes. and the above slalements
therefore holds.  Otherwise, since votes within the substructure insmaoeg ware wot
distinct, we can conclude that this substructure instance confaing errors), and

therefore termunate the lingarisation in the vicieity of the first error enconnicred,

Both ol the above results idennfied sufficient conditions to ensure thal a storaps
sfructure was at least r-lozal-detecrible, but neithe: provided any evidence to
vwcdicite whetlier these conditions weze accossary . as welf as sufficient. Tlis issue is

resobved below.

Counterexample 4.1

It 1s not slwavs possible o use » distinet votes to detce! between 1oand » crrors

m any instance state of an r-locobdeicetable storaee structure.

Praol

Consider @ standard linked binary troe, X, in which cach node comains g keyv, a
lett poanter. and o right pointer. Tnoonr robust implementation of this troe we will
ensuce 1hat el components are of the same size, and add two additiona) checksum
components,  producing nodes which  contain exactly  five compoments. Tor

simpliciry. assume thil componeats are reprosentogd by 295 bits,

B EEEEEEESESEEREREEEERERENR,]
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Partition the five components in cach pode of v, inte & dispoiot code words of
:em By, by selecting two bits Krom cach of the five components, and consider onc
such code word. Treat each pair of bits from 2 caommon component as o nary
valug ranging berween zero and threc, and use an arbitrary perfoct Hamming code
[6d. 28] over o Galois field of four clements to cheeksum the thres {two-tit) data
values, by using the remaining two {(1wo-bit} checksum values. One such code 12

aresented in Appondix A2

r
Then, errors in ome or two of these five (two-inr) values are abwvays detectable,
while carcfubiv selected errors o any throe of these {two-tat)y velues rranstonm o

sorrect {ten-bit) code word into a different correst (ten-hit) eode word [88].

Since CIrOrs G 0ne of Ewo componznis within a node are alweys detcetabie, but
arrors o Thres compoencnls withine 2 node ats not necessarily defectable. the structure
i gxectly 2-detectanle, Since we can arrange that our fecal-ocarsation Tunction. f.
isits poddes of this instanse in seme deterministic order, and emits abi components
within o node when thatl podo s fizst visited. it follows that the structure is exactly

2-local detecialle.

Iow assume that o, contwins crrors which affect only one codv word ia some
aode, Ny ond furthor assume that in s erroncous code word. contweng five
deweo-bard values, all seis of errors inat most three (two-bit) valees are undeteciable.
il snitable errors ate also pliced o the other two {pwo-tat) values. Such an xg can he
comstructed merely by cnsuring that kevs are sefticiently vanable, and that the data

riemory stute is capable of contuiming some modest collection of nodes.

suppose that some vote ¥ (F (rydow, ) uses less than thoee cormponents in Ny

t verily e asserrion that + s the correct value for the fimst principal component.
Lin Ay Then, V) can examine at most two of the five {tao-iity values in o the
ersnnecis code word, Any of the remaicing three (two-bit) valoes car independently
meoassigned an oarbitrary value while wing coataleed in oo correct code word.
provided thit we alzo change. if peeessary, the other {two-2i1) values not examined
s In particulur. the (pwo-bit) value contained in w; is nor exammined by Ve, amd
thersfore has o comreer value which cannot be determined. oven i tho values

cxamined v Vo oate correet. This implivs than 1) cannot deteot some: single errevs in



w ;. contradiction,

Thuys any vete V0f (vo)oe ) must examine st least throe components,
Therefore any pair of distinct vates V) oand ¥ oon vy must cxaming at lease six
compaonents, Brl, by copsituction. compunenls not cooulTing in &g cannot assis!t any
vote on vy, oand, by definition, neither can w;. Thus, there are [our componcnts
that can wsefully be examined by votes oo ;. and thesefore there is only one distinet

wote o the princpel compoeeal wy. ]

[t is perhaps enfortunaie that r-local-lineamsation funcuions cannot always be
devetoped that employ the existing theory (or theoties) of voling,  As indicated in
[2(H the wse of votes provides a simple constructive muthod of csiablishine lower
bounds on the local detecralulity and local correctalality of an oriitraty storage
structure, 1o addition the use of wotes assists in the development of clear, concise.

local detection and correction praoccdures.

Flowewer, it s unpariant o recopnize that nol all storage structures can use
votes 1 oarveive af a maximal r-local hnearisstion tunction, and that therefore
histarical methods of attemphing to estalhsh the local detcetabilisy and  local
correctability of o storage struct -v may nor alwass eoappropriate. We theretomre
present some aew defimmons, and then proceed 1o cstahish stronger relationships
hetween the local detectability, lecal connecteduess, and local correcrabibity of an

arltrary storage structure thao presented ciscwhere,

4.4. Local connecticn

Let the function. 0. when presenied with o lnearisation, f{x), and the
addrcsses, Sy o of the header nodes of o0 toturm g set of ordered paiss, (g a7 )
where wy desenibes the location of s one-word component in [x ]y, and ¥, a possible
value for this component. We can imphlicitly asseme that (a8 presented with the
appropriate header addresses, and wilt therefore ase e CF v o denote the set of

ardered paics produced when ¢ s prusented with F v, ),

An r-local-lincansetion fuoctier., f . 5 c-local-coanecred of there exiat oo

c-eouneition fienciion, (O, snd assaciated constant. o, suclohan Voo vt sanisfuing
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12 {1f (x9)]Lvs | Yo s
A Bound cansteaint: 120 O (F () #op.

B, Conncetion consrzaint: 3 (w012 F {x,) and I:1L'|-,ﬁ'£']EQI (> y00 ™ (x5) such

that v, ;.

Thus, informally, an r-local-lincansation tunction is e -iocal-connected if there exists
a function (2. which, when prosented with acy haeansston f(a)) containing
between 1 oand ¢ crrors, adentifigs a bounded set of possible values for specific
components i iy |y. st least one of which is the ¢orrect value for an erroncous
comuponent in f (x;}. The function. Q.. may rern a number of valucs Yor o single
component in Jr ] not &l of which are necessarily distinet, or necessarily differ

fram the cuzrrent value of this component.

The (possibly enknown) crroncous components in any lncarisation. f(x}.
containing between 1 and o corors, whose location and correct value are recoded in
o wple prodeced by a coonection fenolion. ;. are called principal componeuty of
2 (f xg)d. and will be denoted p o Cleaslv, g0 (F (vq3). 1t s stressed that this
defimion ol principal componenr supersedes the definition of principal component

presented in [20H . and used carlier 1a tlas chaptor,

A sworage  structure s e-local copoected  iF it has a e -local-compected

linzarisation function.

Lemma 4.3

If an nstance, X . has 4 ¢ local-conpected linearisation fenction, 7, then X bas
g c-local-connectod lincasisation foochicon, ¢, having a connsctiom function. g
which whea prosenied with a lincarisation containing between 1 and ¢ erronsous
components,  inchides among s principsl components  the  carlicst erromecus

component in the hinearisation.



Proet

Withoar foss of generality, assume tua f produces lineacisations CONtaInIng e
duplicated components. We will construet 4 sequence of components. g (s}, usiny a
futiction, g . that is derived from £ . and then show that g satisfies the conditions of

this lemma.

The lincarisation g{x)) contains as its initisl subscguence the linearization
Fled W F seports that £ {xq) appears to contain no esrors. lien £oreporis that
g{¥1) uppears t cortain no errors and terminates.  Otherwise, ¢ reports the
dotection of crrors. This ensures that g satisfies the completeness and detection
propertics of a leeal lipcarisation Tunchon,

So. o supposs that §0 ceporrs that f{xy) containg errors. Then for cuch

e, o JEQ S (v o) for which tbere exists a (11-57_1-;-")5{-"} (f {0y satisfving 1-1-1;51'1-2’
g mdependentty changes the value of w; to v, producing a new instance £y, and
then uses £ io produce a new lncarisation f {xgy, ) Foreach f {r1.:,) thus produced,
g dentiines the set of tuples in f () } deseribing components not already in g (1)
which ocour within ke quples of (1'-',-1,1'52}~ #nd appends these tuples 10 2 (v, 1n the
sequence that they appear in £ (vy; ). The above process is repoaied recutsively
productny all g from those  fix, ;. ;) for  which

O vy N Sz while f e

Upoa completion of this process, g {a ) comaing a very large »ut bounded set of
untrusted tuples, iy {ry)). beginning with thosc untrusted tuples in (xq1. Inm
2{v1) no wpies contin modified values, sinee any component modificd hy ¢ has
already been added 10 ¢ (v ) and g (v} containg no duplicated componznts. It g {x 1)
contunns at maost ¢ errors, then so does £ (a2, implving that all errors an g (s {3 oocewer
I untrusted componeats. Thus g sausfics the locality constraint for some very lirgy
ko Faallv, 2 owses only the values of components already in p (1) wlen appending
GCW Ccomponcents tr g (vl snd is determinstic. Thas g ds an e -lacal-linenrisations

junciion.

EEEEEENBEEREEEREREERERHN,.
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Acsgaciate with  the locsb-lineasisation function g the conncetion fupction
e L —, U s Do F ey 0 1 Then G {e{(x )} contains s
eI T (e oD e S e A

wree but bounded set of elements. Now assume that piac) contsis between 7 and
s<ir errors, Then we wish to prove that (pa.oeg IS0 (o 10, whare vy s the corroot
=, a-vu r 1 0

value for the fest e 5L crt, o 10 Fixgd and thus e,
lue for the eariiest eTroneous componend, mq. 10 7y, LEERD

sineg g{r-) contwins ¢ T errors, f (xq) also containg 2t most ¢ errors, implying
that there exists some (p;o )0 (F i) @, (e (0y)) such that py is the carliest
orincipil compoenent of £, (f {x01. and vy is itz ecorrect valuc, If py—pp then the

aroof is complete, S0 assume rhat pyFfeg.

Then g oproduces some § ':-‘1_.4'31 i which the error in g has been corrected. but
e earher error in gy has not. T £ (v 0 contaieed more than ¢ —1 errors, thea, by
e locality constraint and Lemma 4.2, at lease ¢ of these errors would ocour within
i, compenents of py.o Buto by constructuon. cacl such crror therelore occurs in
siryh. as does the cerzor in g implving that g o -} contsing more than ¢ eTrons,

contradiction. Thus £ (x ;) contains bereeen 1 and o —1 erronenus components.

By iteratively repeating the reasoning applicd 1o § {.\']_J-:. - g-J_} L0 3 oot Erp

S |}

a0

wo deduce that ¢ produces some lincasisation f vy }eomtaining at most ¢ - §

S
srrots. If any such Bncarisalion contuieing o —; ctrors included pyp as a principal
compotnent then =0 would {?R (e (v Soassume othemwise. Then g produrces some
Hnearisanion containing only the esror i opg. sinee ¢ produces lincarisations whiic
i< Bul pp ix thesoiore o principal comiponont of this lincarizarion, contradicion.

Thus p, is a principal compunent of ¢, ((x]h u



4.5. Local correctivn
A local-hmeansation function, 7, s c-decal-correctabie [20] if:

Correction constzaing: There cxists a c-conucction function, P, . which, when
presented with o lipsarisation prodaced by £ emits at most one tuple. Such a

e-conocetion Tunclion will also be called o o -comreetion function.,

A storape siructure is o-local-correctaBble i it has a e -local-eorrectable Iincarisation

function.

Since there are a finite number of data memorr states. F¢ is computable, gnd
therefore vur definiton of local correctabilite is equivalent 10 the apparcntly stronger
definition of local correctability given in [20]. which considered a storage structure to
be o-local-corcectable 3f there exisred an r-locul-lineorisation function. 7. and an
mprovement procedors, Pooowhich could correct at least one error jo uny

lincarisation, f{x,). comatniag between 1 and ¢ <r errors.

Lemma 4.4

Ii o storage structure has an s-local-lincarization function. . and associated
¢-correction function. fy . then the storape structure has an r-locol-linearisation
function. g, and asscoeted ¢-correction function., P,. such that whenever g (s}
contains hetween 1 oand o crrors. (g (rg)) s the carbicst erroncous component in

glxq).

Proof

Bv definition, o o-correction functian. Feobs abo a c-cotmecuon fanction.
Theretore, wsing the construction desenbad i Lemma 4.3, we can produce a
c-gonnection Tuncnion, (3 whose principel  components include  the  carliest
CTIOnCOus component wi g T8 g () containg botween 1 and ¢ errors, then a
cach step of this constiucrion. P, buing a correction Tupetion. identifics cxacly one
principal compoeneat of ¢, awd therefore 210 tuples in 2, (g {r 1) deseniise principal
componenrs of 00 {a (v 0 5o et Poigiv=ipgog) where pyow the earliest

COmMPONent i g {1 o whicl taqep) (roizix ) Then £, sutisfics the conditions
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of this corollary, -

Theoren 4.1

Tf a storsge strecturc has s 2r-local-linearisation jupction, f. that is also

r-local-connected, then the storaes structure is at keast r-ocsl-correctanle.

FProol

Let the function & behave exactiy like the function g, deseribed o Toinnma 4.3,
bul ioternaliy generaie all appropriate Uncarisations § {1 whele j<r—1. Then
we wish (o show that & has an associated ¢ -local-correction function. P, . So assume

that & retures 4 lneacisation, i (o b which containg botwsen © and rocrrors,

Using the arguments given in Lemma 4.3 & interpally  generates some
lincarisation. fie ... g-}_}, i owluch all crrors ocourring in the &, componeats
beginning with the eariicst erroagous component, gy in f (). have been Temoved.
In the hncarisation f ey, L:J} therefore, cither gy muost be frestzed, or § must have

signalled thit F{x ), ) apparently contatns no orross.
: -

Conversely, consider the lineanisanon, fio) . o ) produced by & when b
fails to correct the carlicst crronzous component. pyo By determinism, the
lincarisation. .J"(.r-__,,-:_ __,-l}. confaing pn. and. since pg o remains i;oorron. therefore
containg at least one ecror. Suppose that £l ; } contains more than Jroerrovs.
Then, since £ emils no duplicated components, by the proof of Lemma 4.2, more
ihan 2r crrors Occur in components lying got mote than £, componcnts alicad of gy
within f{ry, ... ;). Siace the function. f1. introduces al most @ crTors inlg any
linearisation that it produces, by consiruction, more than » crrors m f (o, . : )
also exist in A (w-). Bur difxg) containg at most r erroc. comiradicion.  Thas.
R contains hetween :oand 2r errors. By the locality constraing and the

detection propertics. f therefare reports that f(xg; ... conmains etrors, and

places oy sod all subsequent components in f(x, .. ) o by CE by eyl



=y

4
=k

Thus, if the function & produces an erropoous inearisation f (7} containing s
mosl rocrrors, then the funceon 2y O (v =(p . 0y) smimics the bunctions £ oand 4 10
determine the cariiesl CITONCous Companent pg in & (v and s correal value o).
specifically, gy 15 the first componond (hal beeomes trusted, or i3 reported to be
correct, in some £lry g EJ]' vnce it has moditicd it and vy is its modified and now
correet value. Stmee the function Py (l{x;)) exists, the structures on which f operaie

are r-local-correctable. n

Example 4.1

Consides o citeelar regular muio-linked st hsving f 240 forward potnters in
each node wihich sddress the next node, 0<t <f back pointers in cach pode which
address the provious node, and a singls header. Anv number of conscowlive duats
nodes i such o struclure can be delered by applving 7 +4 changes. Thus 1he local

detectability of 1lic structure 1s at most f +5—1.

Assume that a local correcoon procedure is traversing this multi-linked list
furwards and has arrived af node &y, and wishes to identfy the node. ¥ .. which
follows Ay Ler the corremt sel o wntrusted components consist of all forward
pomters i Ay and the back pointers in the nodes addrossed I these {orward
poenters. Then, provided that the Valid Smate Bypothesis bolds. anv set of ot most
F=b=1 crrors in this localicy is detcetable, implving that the structure s exacty
(F—f =1 local-dereciable,

Simee Ay s addressed by osome Jorward pointer within the localits, unless all
[orward pointers in &y are damaged. the Eoearization is ¢ —120f 16 =112 local-
connected. Therelone, by Theorem 11, the  lincatisation & at lessr

{{_f +fH—14/2 J = [(_r b3 f2 ]— locally correctabic,

Flowesver, 1t doos nor fallow thar this kncarsation is ot most (kf" +h3/2 -‘ 1)-
brcal-correctable, Suppose that an arbitrarye Jocality contains ot most o -Zf  croors,
Then. snce & s (f —1)-local-connceted . the node. &0 thot follows Ay must be

sddressed by some correct pointer i the leculite being correcned.
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Let the lecal corrcctton alponiihm consider the possibibty that each wnode
addresscd by a forward pointer in &V, s Ny When the local correction algorithm
correetly puesses that Vs Tollows &g, it will observe at most » oerrors in the locality
being cxamined, stnee the localily contains at most £ errors, Now suppose that the
local correction algotithm erronecusly guesseys thut some node &, follows V. Then
all forward pointers in N, all back pointers in A ¢, and all back poimers in N, ocour
in the locality being examowsd, aod by the ¥Valid Staie Hypothesis, now appear
incorrect unless they contain errors. This s shown o Figure 4.1, Thus the local

correction algomthm wibth conclude that the locality contesiny al icast 2%6 4f —i errors,

MNow ¢liminate any possble amMiguity about the node that correctly follows &,
i a linearsation eontaining at most o errors, by reguizing that » be the largest value
satesTving w<2%6 4f —an . or cquivalantly » ':ZZ:h—Lf' ;"2] Then &, can alwuays be
uniquely identificd. The storage structere 15 therefore exactly min{(f b — [f ﬁ'l)—-l

facally correctable. Thus wheno f 226 the local correctabilite of this storage

struciiuce will cxeced half the local detecralality of tlus storage struclure by oal boasl

72]

Figure 4. 1. Pointer changes aceded o reploce & with &,

The above gxample domonstrates thol we can dusign storage strociures whose
local correatability exceeds half the detceralnfity of e same storape siruciure by an
arbitrary amount. In Chopler 7 41 1 showo that o robast AVE {ree cxists, whose

detcotabrliy, Jocal detectalality . correctasihav, and local cortectainhty are all eguasl.
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Collectively. these examples demonstrate that the Vatid $tae Hyvpothesis can have a
proleund  eifect o the relationship belween the locai detccta™iigy and  local
correctanility of an arbitrary stovage structure. Much which was stressed in Chapies

3 should therefore ve reiterated here.

Theorem 4.2

-

I an r-local-inearisation function, /. has g e -local-correction function, P,
and procluces Hocansations. f(x)). which occer as the initisl subsequence of
Tmeatisations, g(x), prodeced by an r-locab-linsarisation function, #. then ¢ hag
the o-locul-correction function Polelx - P08 (. Therefore, ¢ s a ¢-local-

correctabbe linearisation Tunction,

Proofl

Suppose that g(x,) contains hetween 1 and ¢ crrors. Then. since Jix)h s
contained e gy}, L)) contains at most ¢ crrors. By delcrminisnt and
complereness. if £ {x.} contains no etrocs then x;Ca® . implving that g{x ) contains
nr errors, contradiction, Thus f ()] contains between 1 and ¢ ecrors. Thereiore,

sines f is o -focal-correctanle, let 2, (F fa; N={w - )

Defipe A Cle" " so that (x5 ]7€A 0if and onby if & ([f (v 25 |79 Then the
component 1wy has the valoe vy inall [#5]€A . but bas value v #rq in both £(1 ;)

and g(x ).

Sines g(xy) contiins al most ¢ errors, there exists at least ope ] sansluine
Ao af ] 3Ze. Sinee @17 o)) f T 12 ([0 Cogd [e]]"0 all sueh |5f| AL
Therefore all such |47 contain w and tequire that i bave the value v, Thus

y 1 q |

Polelx =P (F ()} 5 o ¢-local-comrection function for g, Thercivre, o s
¢ -loenb-correctaize. u

Earlicr in this chapter we have created new fgcarisation funolions o
dotermiusticully appending a boundwd number of compenents to erroncous
Tmeansations. Similarbv, when designing or enhancing locid-correetion alonzithms,

lneersation lunctions are otten modified so that they add 4 boanded number of

IIIIIIIIIIIIIIIIIIIJ
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sdditional eomponzats to the end of ¢rroncous lingarisatons, The ahove theorem is
important. since it provides a lower bownd on the lal correctzbility of these

rcsulting lincarisation TUNStIONS.

4.6. Local-correcinble linearisaiions

A correet  limearisation.  f(x3), 9y r-local-comrectable iF ¥ x§ o xf,
g pF ey M =5 = Anorrongous lincarisation. f {aa), saiisfving
U ([ Caado[x7 ] )0 ¥ r-local-correctable 3f there exists at lewst one tuple
(v JEF (x3) ond value vo#v/. such that ¥ «§ satisfving @{|f (vsa] =5 <r .
w10 f(0§). Linearisations having neither of the above two propertics are not

¢ -local-corroctable.

Lemma 4.5

A locak-lineurisation function, § . s r-local-correctable 37 and only if all £ (¢}

produced by f L satisfving & (| f {x1)].[x%]")1<r . arc r-local-correctable.

Proof

suppose thal fois r-local-correctable. Then, by Lemma 4.1, the instance. X, 1s
r-detectable and all £ (7] therefore r-focal-correctable, Further, since § is »-local-
correctable, d a correction funcrion, By such that for any f (vs) und WV a3 satisfving
DA ) € PAG O ES (g (e )6 (xs) and v Ay
Thus, f A([f (xg)][¥7 ] 3Sr . Fles) is r-locad correctable, The converse result

falimws similarly, [~

1.7, Local-vorreciable inslance states

An anstance state, 1. residing e the da memory st [x ] =[xy 0] s
o -local-correctable, will respect to o correction tunction, Py (f (4 ;1) (7o gorysh il
there exists a0 sequunee of o-local-correctable linearisations f(xqy5) - - F{xy .}
sansfving (| F (v 3] ey o] 0=, Tor 07« where each § v, ;) is produced

irem the data memory sate wsed o produce f (a0, aften fima changing the value



of g TO v,

Suppose that & storage structusz, X has o locad-linearisation function, f, which
is e-local-eorrectable, and o correction {unction, F'¢o which can by implemenicd.
Then we cun atlempl (o COTTeel an CITORCOUS [Rstance stile. X, ocourring in a dats
memory state. (v pl. by using a o-local-corruction procedure. W, which assumes
that x, is ¢ -local-correetably. Begimning with [y 4]0 ¥ steratively  produces
lincarisations. f (x- ;). and while P (e ;) identifics a possible carrcction,
changes pa; to vy, . in the dara memory ste wsed to derive fixy;). before

producing £ {x) ;).

The procedure 0 terminates successfully once o finearisation contaiming no
detectable errors s produced, and roports dailure i i is determined thar some
hnearisation produced by W coantains muwre than ¢ crrors. The instance state, &

1

observed by W comprises exacrty those compomients oceurring in some f (g ),

Lemma 4.6

Given @ loval-correction procedurc, ¥, 11 is possible to construct a local-
correcnion procedure. 4 which detecrs. in those instance states correctable »e &, any
vinlation of the loculity constraing, and whieh fuzther idensifics the subset of instanee
states corrected by W wlhich are seemingly valid with respoeet (o the original ineorrect

stance .

Pronf

Lot s simelate ¥, It ¥ repurts faslure then so does $. Otherwise. sipoe W
halts, & can wdentily both the o observed b ¥ and the o, 1t was prodoced Dy
: 1 ; 1.k F ,

P ogan therefore identify aff components in x| which are either erronsous v af ..
: } 1 1.k

or which violate the wvalidity of »7,. Therclore 4 can verify that all f(x; )
produced by 0 sotsfy rhe locality constraint with sespect o of ;L and tha a7, s

seomiagly valid sl respeot o x g, =

BEE B EBEEEEEEEREEEBENELEBLHE,



Counterexample 4.2

Even if o losal-correction procedure V. opersting on oz Jocally correctable
instanoe state. ¥q. produces a corseet and seemingly valid instance state, 25, there
may exist some alternative correot and seemingly valid instance statz, x5, sansfviag

d{|vq v s et ([x ][5 1)

Froof

Consider a rogolar inked List, x5, containing rwo forward pointers per node that
address the nexs node, and one back peinter per nods that sddresses the provious
node i the list. Each node also conlsins @ node idenmtificr. Then. as qustinied
gaTier, this sterasc structure is exactly l-local-cotrectable,

Assume that another instance of this storage structure, vy . ocours in the st of
dota memeory stales. [r5.005]% Link into x§ anvy m consecutive nodes in oy
proclueing the set of damoged data memory staies [ry]. This involves changing fwo
forward peinters and a back pointer in x%. and doing likewise o ov). Thus

difagl ey BT 1=0.

Noew consider the hehaviour of ¥ when operating om vy B0 will obsesve oo
sointer errots. wnd will therefore conclude when examining nodes which correctly
Selone vy thiet these nodes contain crroneous node identifiers. Siove cuch such
idantifier will be changed by ¥, ¥ will produce an instance state x5 satisfving

S{lv-1.[x5 )—m . To produce the desired counterexample, setom =6, u

4.8, Selective local correction

In Chapter 3wy diseussad how the theory of sclective cotrection could e
applicd to global corrocnon. and used os 3 fundamental concepd the notien of @
correctalle instance stute. Having now  cstablished the concept vl a ¢-local
cortectable Hocarisation. it scems appropriate to explore how the theory of sclective

correction moght e applied to a Ineally correctafle storags structurc.



[

Aoostorage streeture, X . which s cexaclly  e-local-correciabte, is cxacrly
s -selective-focal-correctable 3f i has 2 c-local-linearisation funciion, f. whick
produces lincarisations which aze cither mot locaily correctable, or src at beasr
| -local-carrectable, for some @ which is maximal. Such lncarisation functions will

be termed s -selective-local-correctalle lncarisation functions.

Thus, mformally, il X is ¢-focal-cotrectalils and 5 -sclective-local corrcotahle
then X has o logal correction procedure which can both correct one crror in all
lincarisations contaiping hoetween 1 and ¢ errors, aogd can correct ene error in ol
locally correcrabie hnearisattons containing less than ¢ zrrors, cven whoen s

ssumed thar these lipcarisations may contain up ™o v errors,

If we did not require that £ be a ¢ -local-correctable lincarisation function. then
it might sometimes be possihle to increase rhe sclective-local-correctatility of some
storaps Structures by using lineansation functions having hisher focal-detcotabilits
but mor beipg ¢ -local-correctable. While such lincarisation functions may be more
tolerant of crrors. or possibly maore successiul ot correcting ooeors bocause they
employ smaller localities than altermative o-local-correction functions, 11 secms
intwinively appealing that s-sclective-local-correctasle lincarisation Tunstions, also be

e-locul-corroctable hncarisation functions.

Typicully. sclective-local-correction algorithms will use hincarisaiton funclions
which have larger iocalities than lincarisatton functions wsed by historical local-
correction algorithms, but these selective-local correction alaorithms will lie alic 1
correct more rrots in these larger localitics thap historical correction algorithms.
Beeause of these differences. it shoudd be clear that no all errors correctable by a
c-lovab-correenon procedure are necessarily corroetalde v oanm g -selective-tocal-
correction proceduse. Indeed, since different algonthms may employ difforent
local-incarisation funefions t assist in performiog correction, difforont s-selective-
leal-correction algorithms may have very different charaeteristios when operating an
the same erroneows instunce stite, Obviously, however, ons coal 1% ro produce good
seluctive-local-carreenon procedures which correet a farger pereentare of crrors than

correspondirg local-correciion procedurcs.

Illlllll’ll.llllllllJ
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Temyma 4.7

If an instance. X . is at least ¢ Jdocal-correctadle. at most r-detzetsbie. and

cxactly s -selective-local-correctable thon ¢ <ls <Tr

Proof

Sinee X1 at least o-local-comrectable, there exist: o local-lonearisation funclion,

£ .oowhose incamsations, whon containing less than ¢ crroms, are o -local-correctable,

Therefore, s 2e. Since X 15 al most r-detectable, there exists xf and x§ 2£x§
sausfving A (Ix% [T (08 )<e 410 The linvarisadon  F{«§) is  trivially  @-local-

correctable. but, oy the above, not (¢ 4-1)-lecal-correctable. Therefore 5 < . u

ra

Reogrettably, we have becn unsble to prove thar the local detectability of a
storage structuse 15 ar Jeast cqual o the selective-local-correctabili-v,  Consider, for
example. & storage situcture which is O-local-corroctable, r-focal-detecrabhle and
{r—1)-detecrabde. Then. by the above definitions. correct hinearisations are (r+1)-
local-correctable. If no ancorreet hnearisation is locally correctublz, the storape
structure 1% therefore  {r o D-selective-correcta®le. Even i some  incorrect
lingarisateons are locally correctable, it may be possible to ensurs. by using the Vahd
State Hwpothesis or othcrwise. that all such  linearisations  are  {r+13-locsl-
correctable. However, mven the tvpically larae number of such local-correctable
linearisations, and the requarcment that all be {r4+1)-local-correciable. it seems

unlikely that such a poeverse storago structare will ever be foend.

Thevrem 4.3

If a storage structure, X . has up e -local-lingarisation Tunction, ¢ . and associatod
o-local-correction function. #, . thes the stotage structure has an r-local-lincarisation
tuncuion. A, and associarsd e-logal correction function, P, such that all o -focal-

correciable hocansations produced v b oare atso {r — e )-ocul-cotrectatle.



Proot

Select some r-loval-lincanssiion funciion, § . which is ¢ -local-correctai™le, and
withour loss of pencrabity assume that f emits no duphicate components.  Construer
the ¢ -local-correctable r-linearisation funetion, A {r ). irom the r-local-lincarisaion
{uncuion § . by using the correction function, P . und the sequence of lincarisations
Slapp) firgq) - - - Floy ). where m<c | as described o the proof of Theorem 4.7
Thus. whibe w e, the construction continues unnl some f{&; .} is produccd in
which thoe earliest modificd ordered pair P,k (v —{pg.v) 15 either trusted, or
accurs in the last &p tuples of a hneatsation containing oo deteciatle errors. Denote
the anitial subsequence of f{x) , ) which contains {(pg.vg} and the & or fowee tuples

tollowing (py.ovgl by S o3,

Mow assumc that 4 (v} is e-local-cotrectable. U &{x{) contains no detectahle
crrots. then I(yy ) s trivially (r—c)-local-correctable.  Sa assume that # ()
contuins between 1 and o creors. Then, sines A (x)) contains at most ¢ errors and [
s a ¢ -Incal-correctable linearisation function, the construction of cach f (r) ;) is well
defined, and therefore f(x; o), is well defined. Thus all components in f (i, ),

are contained in hix ).

=0osupposc that Aia ) is o-correctabls bul nod {r —ci-local-correctanle. Then
thete exists somc af satstying o 2d (0 (r)] [25 <y —e . which cither dows not
contain py. or which reguires that pp have the value vo7vg. In Fix, ) some
ordered pair ar or belore the orderad pair (pgag) 15 therefore erroncous with respect

1o xS Sinue al most wZe components bave different valves in f ()t and i(x.}

!

and #ll compenents in § (xq ), are convamed in & (v, )

1 (1 g 0y LI D (6 g 3 Ll G ) ([ (e )] (38 10 m = Yo b - 1=

H

B thys implics that, with respect to 15, f(ry,, ), containg at mest r croors, at
least ome of which cither accuss in the trusied tuple {pg.05) 01 cccurs i some carler
trusted tuple.  Since this wvielates the locality constraint, £ s men an e -local-
lingarisation function, comrachetion. Thus the assumption that A{x ) is nor {r - ¢ -

local-correctable 1s false, and oiv.) is therefors (v —e Bocal-correctanle. u
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Corollary 4.2

If a siorage sirugnuee, X . has an r-local-Bincarisoezon funetion. j . which s
cxacily ¢ -local-correctable, and r 2% +1, then X is at least (v +1}selective-Jocal-

correctable.

4.9, Applications

In Chapter 3 we showed that all instances winch were reglobal-detectable, were
[r i2 }sciecrive-uo:rnctah!e. and that therefore we could safelv ascume that any
instanece which we wished to correcr contained vp e |r ;'21 errors, provided that we
ook some care whoen examining instances that conrained exacely [.--;'21 CITOTS,

We have now produced a corresponding but weaker result., showing that if a
storage structure has & ¢ -local-correctable r-local-lincarisation funcnon. then it has

an r-local-lipeaisation funcrion for which all ¢ -local-correciable nstance states

semain locally correctable even when hncarisations are assumod fo contain up to

[r i 2] EITOTS,

Supcriicially. the usc of such an r-local-lincansation function i a cotrection
procedure may seem rather dubious.  Although c-correcrable instance states will
continued 10 be corrected appropriziely, provided thal no lazarisation contains more
that v ¢ crrors. such local-incarisation funcions are hkely o use larger constanis o
define the size of their localitics. and these localives wre therefore likely 1o contain a
larger number of errors,  Typically. large numbers of srcess do nol conspre to
misicad a correction algorithem. and woe wonld therefore cxpeet such covrection

procedieres to be rather conservatve.

However, as  with  sclective  globul  correction. having  established  that
lingurisations may contain more than ¢ erors, while continuing to sepport ¢ -local-
correctability, we are Jree to consider how sech lincarisatiens may Tvppcally be
corrected when assumaod 10 contain at mnst r--¢ errocs. providoed 10 we take care
w defect wncotreclable linearisations.  1F we are able to develop strategies for

carrecting the maiority of such crrots. then we are hkely 1o dievelop correcton
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procedures winch portorm ar least as well as historical focal correction procedurcs.

Unfortunately. the majorite of cxisting robust storage structures are not localiy
correctable, and of those which aze locally correctable many have #:-2%¢ and thus
r—e=c. Amoong the sterage structures which are not locally detectable are the
single-linked Tist [318]. the chaincd and threaded binasy twee [122). the mod(2)
chained and threaded benary tree [211] the chained and threaded B-trec f16]. the

double binary tree [95], and the cobust UNIX file structure [108].

One of the carlicst robust structures 1o e presented was the double-linked list
[121]. and this is l-selective-locsl-correctable, since i1 is L-local-detestable, even
though . it s O-localcorrectable.  Heowever., crroneous pointers are often no
correctable, and therefore anv sclective local correction algorithon opurating on an
erroneaus instance ot thes strecture witl, ar best, tend to correct orly identifiers and

the count.

Gt of the small eollection of existing locally correctanle SlOTape SEructures,
many have the same ocal-correctability and sclective-local-correctability.  Thuese
structuces include the modi2) linked lisr |119]. the tocally correctable B-tree [124],
the checksummed binary rree presentsd in Counferexample 4.0, und the locully

correctable AVL Tree presented tn Chaprer 7,

Fortunately. there are families of rohust storoge structures which are EXaglly
¢-local-correetability. and which have s-sclective-local-corroction alporithms which
can cocrect almost all lincarisations containing at most s =r —¢ ¢ +1 errors. Indecd,
some of the structures prosented in the next two chapters are always (o<1} -tocal

correctalle, unless the instance state being corrected has become disconneeted
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Chapter V

Correcting mod(k) linked lists

2.1. Rerular linked lisis

Regular linked lists torm 4 very impartant class of robust storage structures for
many reasons. They arve gasily deseribod, implemented, and aoalyzed. and for shis
reason the properties of robuost linked Lsts are, for the most parc, well understond.
Boenuse regolar Tinked lists are well undersiood, it s repecally casy to find linked sts
which satisfy predefined propertics, and this makes them 1deal candidates for boih

cxample, and counterexample.

The vrganization of pointers within a regular inked fist can be desenibed Ty a
vector of ponter distances. since any pointer in any node of o regolar binked list
curroctly puints Torwards oc backwards the sume dislance a3 any poinier occurning at
the somu offser in any other neode within the struciure. For conciseness and ciority,
11 this and sabsequent chapiers. we will therefore descnbe the orgamizatuin of the
pinters of a regular linked list by means of 4 vector. A single-linked list theretore
Su<on (1) pointer structure, while the mod(2) structure presentzd at the end of

chapter 3 has a (+1.— 2) poinler struciure,

Sinve wooasswine that corrors affect independent ecomponceats, the physical
ordering of poioters within nodes iz irrelevan. For defintteness, we may imagine
thal pointers occur in nedes in the order thot they ase defined within dhe vecior
descritnmy the pointsr srrueturc,  Simiiatlv, smcee we are uninterested in the data
comiained in an arbitrary resular bnkod st reversing the sign of all solwes in s
voorr describing the pointer struciure prodhices o resubar linked list structurs which
iv cssentially unchanged, Howcever, once again for the sake of definiteness, woe wilt
corsider positive peinter distances to point Torward the specifisd number of oodes,

and noeative pointer distanses 1o point back the specificd number ol nodes,

5




Masi of the materizl presented inohis chapter hay already been pubiislicd [42

.
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5.2, The mod{k) linked fist

A modified(f). or mod(d ). linked list storage structure 114, 15, 111] is a cireular
donble-linked har of nodes, i which each node contains o forward ponnter that links
it to the next node, and a back pointer that links it to the &'dr previous node. A
particudar insinnce of a mod(t) strecture consists of & consecutive header nodes,
whose addresses are known. and all nodes reachable by folivwing pointers frum these
beader nodes. These header nodes are comtained within the double-linked list of
nades, and are the only nodes in the mstance when the instance is cmpry. Each
aode within an iostance containg an idenrifier whose value uniquely ideptidics the
imstance to which the node belongs. A condar of the number of non-header nodes
within an instance iy stored in one of the hoader nodes of thy instance. Ao error ix

an incorrect value oo single pointer, identifier. or count component {114}

The mod{l] double-linked list iy Z-global dutcctable, i-ghobal correctable
FLUS.120]. but not L-local-correctable |20]. Since the structere is i-locat-deteeiable.
ir s L-selectve-local-correctable. Huowever, this observation s of litle practical
valug, since selective-local-correction algorithms wili tend to correct only crrors in

node identifiers and the coant.

The modi2) regulur linked Lzt is 3-plobal dotectable, 1-globs) correctahle,
2-selevnve-global covreetable, 2-local-detectable. 1-local-correctable, and 1-selective-
local-correctable. 1t can e correced by using the  selective-global-correetion
Algonithm presented in Chapter 3, or &y using at least three scemiogly different
L-lpcal-correction algorithims [20042.122].0 1o (L2350 it bas been shown that locwi
correetion algomthms: operating on modis 2228 struciures enn alse perforen crash

Trecivyery.

Aomaod(d 3] dinked list, while remasining exocthv 1-local-correctable. is 3-local-

detectable, sod s 2Z-selective-local-correctable.
Wo o now develop, byostages, an algorithm which i3 proven w perform
d-selective focal-correction vn mod(4 23] linked liss. When cpersting on mod(d ™5

linkaet L, this alporvithm either corrects up 1o Two oImoms inoa sinele corsecion
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locality, or reports that the two errors 1o the locality have disconnoctod 1he instance
being correcicd. Inoa mod{3) linKcd list one other paie of errots tnoa singke

correction focality canuol be correoted,

This algorithm. like its predecessors, procecds backwards from the header nodos
of the mad(k 23] instance state, iteratively atfempting to identify the corrzet addross
i the previous node. Lhis previous node s called the rarger. Because the algorithm
pertorms 2-selective-local-correction, we will subscquently assume that this algorithm
gpCounters at most two errors in any locality examincd by it. We will also assumoe
lthat the Valid State Hypothesis holds. Pscoedocode for this atgorithm is presented in

Appendix Bl.

5.3. Terminology

Nodes will be labelled & and subscripted by the correct forward distonee {rom
them to the last trusted onode. The Jast arustedd node is therefore N while earlicr

trusted pnodes bave pegative subseripts. The target node i alwavs &,

Back poiaters will be labelted & and forward pointers £ with subscripts indicating
the correct distance spanned by thuse pointers, Pomnters will be prefixed by the node
in which they reside. or. ™ exiepsion, 2 puth that addresses them.  When
appropriate. superscripts will indicate the number of consceutive occurrences of a

potnter type within a path. & B AN, -f . reprosents exactly one of & -6, and

Ao Figure .1 allustrates this nonation, by showing a Jocality in a mod{k ) list.

N oihy Mo by Na by Noihy

&

Ay ] Trusted nodes

Fizure =.1. A corrcet modid ) locality
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When explichly discussing the & header nodes these wik be labelied 71 n
correct anstance Ho-f-—0,  for B<i<b, I the nstance is pot cmpty then My r,
addrosses  Lhe fivst nmon-header node. and b, the last non-header  aode.
Onherwise, inoan empty inswance, Mg f=H, . and H; by =lf; for G-tk Tl s

dlustrated in Figure 5.2,

5.4, Voles

One mothod of altempring to identify the tatgel 12 10 USRS vores [2G]. Tn this
structure. cach constractive wote is a function which Iollows & path from a trusted
node and roturns a cendidare node, ¥, Ior considetation as the target, Constructive
voes are labelled € and distinguished by subscripts.  Each diagrestic vote 15 a
predicate which when presented with o candidate nods, &, . assumes that this
candidare is the lareet node, N, examines a path proceeding from thus candidare.
and returns true if this path appears correct. Disgnostic votes are labelled O and

arc also disgnguished by subseripts,

A rcandidate reccives the supporr of cach constructve vote that relurns it and
cach diagnostic vote which returns true when presented withat. A weighied voic 15 a
vote whiclh has associated with it a non-negative constant called s weighi. The
weishe assigned to a vole X will be Jubelled X . Each candidate receives a vote coqual
to the sum of the weights of afl votes which support it. If the candidafe is not NTE
tarect then it is an incervec candidate. Votes are distin if they connet suppont the
same cundidate as a reselt of using o common component. The followiog voles are

used in periorming 2-seleetive-tocal correction on a mod{ =530 linked st

Wely i Pointers o Compred
Jolknwed with
Iy g 4
ol N il b;‘_ ¢
= AT
L5 ARTRR N R
D-_ ;"'.'l,t'f i .'"'-.;]
e xro I : i)
D i Nl 1 Mg Ty
These rotes will he assigned weighes leter, Tor aotmional convenienes the set il
vores 1. 0 Teli k) will be referred rooas Oy Snmilaclve the set ot vies
Do ren sk o will e reterred teas By
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5.5, Proof of correclness

Lemma 5.1

If an asstance ol a mod(k 223} structure ¢ontains at most fwo errors, it can be
determined 1f this instance is empty. Having determined that an instance is cmpty.

any crrors in the mstance can be trivially corrected.

Proof

In a mod{k 23} instance £ 21223 components indicatc when the instancy is
cpry. Specifically, the back pointer io cach of the & header nodes points back zoro
nodes, the forward pointer in the header pode By addresses the last header aode
Ay _:. und the count 15 zero. For the mod(3) structure, 1lis s shown in Fisure 5.2,
Lilven af most dwo crrors, the instance is therefore empiy if and oolv il at least three

of these components indicate that the instance ix cmpty. u

-‘!Jk

Figure 5.2, An empty instance of o mod{4 .3} structurs

Lemma 5.2

If a connecred farget is always to reccive a vote of al least ons-half. and anv
incorreet candidate s always To receive a vote oF af most one-half. whenever ar most
Wik CTTOrs eocur tnoany docality within o mod{k 23] srracture, i is necessary that the

voling weighis satisfy the Tollowing inegualitics:



i

i—-1

P -l
3 SC, =3 S % for 3 AE <

o=
Proof

Damaging any 180 of N gk Vo Naf, A - -b, )} cavses the corresponding
bwo votes in the set 10 . 35, Cy. 22gh to fuil 1o support the target. Vhis lzaves onli
the other two vofos supporting the Tarpct. Damaging two of N N
Na-f 1o Nyoby b appropriately causes the corresponding Two votes in the set (0. Dy
Cg. g} to support an incorrect candidate &, . Sinece the rarget is required 1o rocgive
2 vole of at fcast one-half, and incorrect candidates ave required o receive a Vote of
at most one-hali. it folivws that any pair of the above vortes wust necessanly have

weights that sum 1o one-half. Solving gives C=C o0 =D =%

Suppose that ¥, &, 5 damaged. tor some 2<0f<0k . Then the target loses the
suppors of voles ¢ and 720 1f € and 2, had weights that summed to more than
ane-guarter, the target would be lefl reeaving a vere of less than oang-half when
A F o was alse damaged, Since it 15 required that the targef receive i vote of at

least one-half, it is therefore nocessary hat O+, <%, Tor Bl
- I i — pa

Now suppase that & f (18 damaged, for some 3 <. Then the target foscs
the support of all votes Oy and Dae e 77 thaese vores had woights thot

summed o more thao one-quartes. the urgel would agaio recelve a vors of less than

one-hall  when N -7, was aise damaged.  Thus it s necessary that
Bowy ol

S WA .

R + 30 = Tor 3 ik 4
i =f Tald

. 4
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Lemma 5.3

If o mote thay mvo crrors occus in any locality within o mod{ =33 sireciure,
the instance being correctud is not empty, forward pointers are corrected when this
first becomes possible; and votes aro modified so that they do not suppont any of the
fast & trusted nodes, then the consttaines imposed oo voting weights in Lemma 5.2
cosure that {13 the target receives a vote of at least one-halt, and (2} incorrect

candidates recalve a vole of al most one-half.

Froof of (1)

Since the astance is oot empty. the farget o5 dishner from the last & trusted
podes. Thus, modifving votes so that they cannoe support any of the last & trusted
nodes leaves the vote for the turger unchanged.  Since -0 | —C =D p—%.
damaging any of {8y - N Noof 10 N b i o F ) removes o vote of one-
guarter from the targel, Since C.4+0, <% for 2<% <t . damaging any other back
p?inmr in the Incality temoves o vote of at most one-quacter from the target. since

W, oW, T far s e P ; ) , :
f—a_(’,f e g 3l Uk, damaging any ather forward pointer in the Jocality
=1 IR

romoves a vots of 4t most one-quarter from the rarget. When multiple errors oceur
in the locality the tatgel loses the sapposT of at most these votes containing errors.
Thus if two errors occor in the focabity the target loses the support of at most pwo sels
of voes cach having welghis that sum 1o at most onc-gquarter. Since all weights sum

to one, the target therefore receives a vote of ab lzast one-hatf, L

Progl of {23

Suppnse that ¢ - supports an incorrect candidare, N which is therefore disunct
from the Lest & frasted nodes. Flicn A by contains an crror. &,y -fy s distinet

from X, % since N, ds oor 4 rrusred aode, and inductively & o8y 1w distinet from
Ni-fy for 02 222—% . Thus an errorin & -h, eauses only <) o suppont &, Thus

C s cdistinet from all other votes,




T

Suppase that £ and some Caepe SUPpoTt N, as a resuli of hath using ¥, -fF .
Then &, - addresses the last trusted node. I forward pointers have been repairod
as early as possible. ar least the tast & —! Jorwand pomters in the trusted ser are
correct, since k—1 forward poimiers can be corrected in the headers duning

initighsatian.  All pointers followed by O,

after C, uses N, -f4. arc therelore
correcl. Fhis implics that ©; suppares one of the lass & rrested podes, contradichon.

Thus D is distinet from C .

Now suppose that D and some Do support &, . as a result of both using
Aoof oo Since the instance being examined s not cmpiy, some other distinet error
fLUst exist an components used by ) in supporting AL for £, to wse N -f . Afwr
using N, -F . D;ocan [ollow at most K — forward pointess. Thes £2; addresses one of
the trusted nodes & through &, _, . Since 2, supposts N, A, &, must also address
this nnde. INo crror can cxist in &, b, since two distinet errors oxist in pointors
Tolowed by Dy, and &;_; By s distinet from both of thesc pointers. Since the
instance is not cmpty &, _; b therefore paimis sack betweaen 1 and & =2 podes, But

Ni_p by correetly points buck £ onodes, contradiction, Thus Oy is distinet from O,

‘The above demonstrates that ) and /24 are distinct from all other voles. If O
and 2 support & they contaimn two distingt errors, and these errors cavse oo other

vote o suppart &, . Teoihes cuse &) receives o vote of one-half, since &-0 =%, If

neither O nor O support N then N receives a vote of at most ope-hall, since

Co=Dy—%. Thus if &, is o receive a vore of more than one-lhall, 11 must 1eceive
the support of one of 5 or 20 and o single independent error must cause N, to

receive iy sSUpPRer] of voles thatl sum to more than l:}l'u.‘,—ql'l;.':'f-.‘j]'.

fI o single error ocours in 4 back pointer &, _p -, . for some 2<i < then ¢ and

Domay support A, but no othes vote can, since back pointers within the focality arc

distinetr. Such o crror cannotl cavse &, W teeave a vole of meore than one-guarte:,

siney wy require that O R0, <58 for 20 <0k

Seeosuppoese that o single orrer oan o forwand  peanler N causes volos

supporting A to semolo morne than ope-quarnicr. Ther it must cause some Cae

and sormc fFae .0 10 support N, osinee o Dy 30 Sioce N

¢ 15 correctly addresscd

by thee path vsed b &0 &, Les within the imamanee, MO, hes ontside 1he imsoanes,
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and the Valid State Hvpotlesis holds, then induetively no correct path from N
addresses @ node within the instance. But the path used by Dy in suppotting &,
correctly passes throvgh &, which lies within the mstance. Thus A fies within the

insfance.

Sinoe an error oconss in N_-f .. A, s not one of the last & —1 trusted nedes.
Sinec f3; correcty passes throueh ¥ -7, in supposting N, . and &, 15 not one of the
last & trusted nmodes. &, ligs srictly between N, and Ny, Since ¢ supporis N, but
follows only forward pointers afler using the srroneous N o-f pointer, N, figs
hetween Mg and N, . contradiction. Thus no single error can cause N, to IECEIVE 8

vore of more than ome-goarter. I

Lemma 5.4

If weights satistving the sequirements of Lemma 5.2 are used. then inoa
mod(h =3) structure damaging two of [V b Noofao Mo Noyby NS
causes the targel (o receive a vore of vae-hell. Toa mod(3) structure damaging two
of {N _yha N B Ngba N ) also causes the target 1o receive a vote of one-
half.  The weights (__'1"'51::}1'1'. Ez_ LI'__;_ ~3/16; and (.TE—D_R _j=1/16. satisiy fhe
requirements of Lemma 5.2, ond ensure that the target reczives a vole of mors than

aone-hali in all other cases.

Prooft

For an error ©o remove a voic ol ene-guarter from the target, it must damaps
all votes with non-zero weights in ope of the expressions in Lemma 5.2 that sum 1o
one-guaricr. Theo targer reccives o vore of exactly gne-half whun two errors arc
introduced nte the leculity, and ¢ach independently remaves a vore af one-gquarter
from the tarzet  Beoause f,:l—-ﬁ].—fl-_.- ED:%’:, damaving anv two of {8, 5.
Noyf | Naf 1 N BN ) therefore semaoves @ voie of one-half from the targct.

)3£ Y cj'ﬂq’: M

In a mod(3) sructure. we requirs that C.—fr 03 O
i} oty b A

—

v

-2 %, Colleetively  these  inequalities tmply that € ybidn =ty find

Carid =%, Thus in o mod(3) strucluze damaging aony two af & b N Ry



Mol Mo also remaves a vote of one-half from the taree,

Assume thut the weights proposed are ussd. Then the onlv cguations 1hat sum
to onc-quatter in Lemma 5.2 ate thoze identified above as necessarily summing o
one-quartter. Since 5. 05, D and £y oare each nom-zero. the single errors that

cause the tareet to lose @ vote of one-quarter 1z a mod{i >4) structure nccur only

IN e b N N N BN )

Inm o modi3) structure the single errors that cause the eatget 1o lose a vote of
ONE-QUATEST 0ot in (N 2ha N olq Npgohs, Nyof 0 NoF o NobsIN gL The
raroer soceives A vare of more than one-hall when one of (Vo 0 N 6558 .-F | and
ongs of N _cha, Nprhgh are damaged, Thus if the proposed weights arc nsed, then

the targel recelves a vore of one-halt only snder the tvpes of damare suggested, u

F |

T.emma 5.

Inoa monl{3) streciure., damage that causes &by to address 8-, and Npbhg to
address & 5. is indistinguishable from damage that causes N g 16 address &, and
Noaofy o address Ao Thues it cannor alwavs be determined 31 the mreer @

cunnected.

Howeser, if the welshts proposed in Lemma 5.4 are used. nodes contain
wbentilicr componenis, and @t most wo errors oceur in any locality. then inall othe:

gasus il can e determined if the target is connected.

Prool

Ioall candidates reccive a vote ot less than one-half then the target moust be
disconnected, stuce Lemima 5.5 ensutes that the target toecives a vote of at oot
o bt Cooversebe, 11 any candidate reccives ¢ vote of more than onc-hald this
must b the targer, sinee Lemma 3.3 ensures that no incorreet candidors roccives
suchy o wotes S0 assumce it oo candicane receives 7 ovole of more than one-hall, bt
some candidate reccives ooeote of exactly one-hall Then efther this is the only

candidate or molople cendiclanes vxist, These cases are addressed separately.

lllllllllllllllllll[
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Sinule candidale: 17 alt comstructive vOICs agree 0N 4 conunam candidats &, . and &,
cecerves o vote of ane-hak, theo &, Tecoives o diagnostic vores. Thus either &, 18
the tareet and both N -f ¢ and N80, 0 fy have been damaged, or &) 58y and
Nof, address an incorrect candidate, In cither cust the dentitier fiwld in the
candidate addressed must be unchanged, sinec at most two errors exist in the
focality. Lhus if the pode addressed lies oupsicde the instance this can be immechately

detected, and disconncerion reporicd.

Suppose instead that &, lies within the instance. Consider following N, By ko,
T A is the tatger, then sinee ¥ f | and VbV oy Sy are damaged and represent

o in the locality. this path must either arsive at some node other than

=L

the only dama
N, . o7 arpve back at N, prematurely. ‘Conversely, if & is an incorrect candidate.
but cleariy not o trusted node sinee 1§ receives a vorte of one-hall. then all pointers
psed in the above path are correct. Since N, s within the instance. this path must
address &, without passing through &, Theso tests can therefore be wsed o detect

disconncction when all constructive votes agree on a common cardidate.

AMulliple candidates: I the target is disconnected and constructive votes do pot all
agree on 4 common candidate, then A 0y and N5 7, must address distinet
incorreet candidares or address no node, Sioce it sy aesumed that some candidate N,
receives @ vote of one-half, &, must reesive a vate of one-quarter from diagnostic
votes. For A, to receive a vote of onc-quarler from Do, vithes Ny, by e L
both &g by and & BN, oS must be damaged. But these pointers ane distinct
from Nk, and Moo sinee Ay bs por a trusted pode. This implics that tlhree
erroTs oxist in the locality contradictiog the assumption that AT Mast two Crrers occus

in umy locality, Thua the diagnostic vote must come trom £ .

TFu: [¥y W support an incorrect condidate & A, 5 must eontain an erros thit
causes it to address Ny Since &5 a8 the oaly crroncols torward pointer 1o the
localitv, &, must boe Vo Sinee N g | addresses &g Oy docs not support ¥ .. Thus
¢ docs. The stpement of the Jemma has acknowlkedged hat if this occurs inoi
mod(3) strecture, then it cannot be determined 1l the arget is comnectad, Howewer,
for o mod{s =3) seructure i this case N gy obp 15 CONSISTENL with pointers A a_p-dy

and & o_y &y i ond only I disconnechom oocurs. u



Theorem 3.1

H e conditions of Lumma 5.5 are satisfied, and 1t has been determaned that
the tarset is connected ax described in Temma 5.3, then the farger can always be

identitfied.

Prool

If the rarset is the only condidate, or reeeives a vote grester than any others
candidatz, then the torget is rrivially identifiable, For an incotreet candidate &, to
receive the same vote as the fargct, Borh must receive a vore of one-half. T.emma
5.4 hoas estaphslhed that the tarpet receives a vote of one-half ool i two of
N B N F L N f g Ak AN L f ) are damaged. or ina mod{3) structure if

twor OF 4N o bl N _tby Nyhg N f ) are damaged.

supposs that comstructive wates not supportiag the target disagree. Then two
disunct pointars used by cosrcor construcrve vores must be damaged. Thus either
Moo and Maof ) are damaged, or inoa mod(3) structure two of 4N b Nl
Npbsbare damaged, In the firso case the farger s disconnected. while in the second
cach invalid candidate receives a vote of less than ope-ball.  Thus an incorrect
candidate N receives # vore of one-hall only i all construative vones not supposting

the targer support this candidate,

Sipece A, 15 an ancorrect candidate ot omust be supported byoat least onc

M
construciive voto, Thus one of (8-, -6, 0 N o fp 0 Npb, o Moo b must e domaged.
If no other crzor exists in the locality then A receives o vote of ong-quarter. Thos a
second crror in the Iocality moust vause additional votes o suppott &, wihose waights

SUnn for ODe-QuariaT.

Suppose that o second error owasi in Ng-f o Then &, recaives o vote of at

st onc-guarter from o constructive wotes, sinee Moo s not used by correct

£’r

Cunstrecive Vouos. ) cnnaot suppost any candidoic. sinee peithoer A nor Moo f

address Vo Sines &) roceives a vote of onc-halt, all nog-zero votes in Dy onouss

therclore support &, o For alvis 1o aceur cather A -6 78, o F 0 or both &by and

Mo gbpid, o0 must e damaged N s correct since Ay 13 ol one of fhe s

Eotrnsted weddes, and onlv fwo eriors occus o thie localiiv, Nl and Ny connn

e B B B R R R R R R B
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both be damaged since it is assumed that an crror occurs in My f . One of
IN, e T e Ny gef ) theretore contains an evror and 15 thus one of e e
However. in this case N -b, correctly addresses one of {8 Moo &) This imphes
that &, is one of e bast & trusted nodes. which 1195 not. Thus il anmy ncorrect

candidate Teceives the same vote as the target, & -f ) must be correct.

If &, f; does not address Ny, then since Nyof must, the target can le
immediately identificd. So suppose that both & -y and N, -f; address Vg Since
A, -fy is distingt from N4-f 1t contains an ¢rror,  Since only two CrTors exist n the
focality. &, -f | must therefore he cither 8 o-f | ot My f 0 Nof ) canoor be Ay fy
sinee an crroncous N o f . addresses Ny while an erronecous Voo f g address &, which
is distinct from N Thus N, fFq 88 Ny f . implying that &, 95 Ny The two
erroms in the locality thus ocour in Npoqf ) and one of (N 5 dp . N ol Ny
Naof b N b and Ny L.k are therefore correct. sinee Ny g 15 ot 4 trusted node.
N y-by therofore addresses the incorreet candidate Ny )0 N8 however does not
webddress the target, sinee &, is not the teusted node &y . Thus &, f; and Ny,
address & . the cundidate whose back puinter addresses the asher candidate must Do

the tarpet, |

5.6. Comparisons

The meaethod presenred here for iﬁ1 proving the sobustness of a4 sundard double
linked list reguires the presence ot one additionu] wheotificr component per notde. the
prosence of £ —1 addinional beader nodes. and o ¢ount componunt. This siorafe
overhead 15 tvpically smaller than that required ¥ erros correcting codes arc used.
since T least two checksum components are needad to protect 1wo data componcnts
against single erroms [21].

The moditfication to the distange spanncd oy back poiaters will increase the cost
of pesferming updates i the proposced structure. aod ao alternative Structure kaving
two header nodes. an ideotiftor. o forward pointer. and o vinmal back pointer hos
therefore peen propused [S0]. The wirtual backpointer in pode A conlwins the
exclusive Of of the sddresses of N - and &, _y. The ree back printer can theruioss

e determsined by porforminge an exclusive OF of the virtunl bLackprinter wish & - f -



Similarly, the forward pointer ;- f ) can be vesificd Sy performing an exehesive (OF

of the virtwal backpointer wirh the address of the previous node.  This clever

modification to the backpointer producces a locally correcrable structure which is as
strongly eonnected as a moed(3) siructure, and a correction algorithm which s

com petitive with histonies! methods of correcting mod(& ) streciures,

Empirical tesulls presented in Appendix C1 sugsest that the 2-selective-local-
correenion algorithm presented here is superior to previous mod(d ) local corrcetion
algorithms,  when  applied tw mod{k =3) Cstructures,  The Ttesults of Lsing
mathematca] Markov models, justified in Chaprer ¥ and presented in Appendix T
reieforee the results presented in Appendix 01, However, since this selective-local
correcnion algorithm cennot correet mod{?) structurss, Mesc other algorithms are sol

viluable.

Illllllllllllllllll‘
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Chapter VI

Correcting helix(k) linked lists

6.1. Molivation

In Chapter 5 we¢ presented an aleorithw which performed 2-selective-local-
correction on mod(s =3) linked Jss. 1t is natucelly of interest to ask il we can
develop scleetive-lneal-correction alpotithms tor more compicx linked-list strecteres
having & pointers per junde. particoberby since the spiral(h 23] structure F20] which

has & painters per node. has been shown 10 be exactly (& —1)-local-correctaile,

Aospiraiik 22) regular dioked list is similar (o a mod{&) linked list but has the
poinler structure {+1.+2 0 +k—1,—k). while the heliz(k =3) linked list has the
pomter structure {+—1.—2 .. k=~1.—ki. Tt has been shown in F126] thut by
traversing these structures bavkwards, each strocture has 26 distiner votcs oo the
lacation of the tareel node. & ol which are constructive.  Therefore. ag rustified in
[20]. these storage structures are st least (2% —i)-tocal-detectable. Since 2¢ lpeally
undetictable changes can replace o node in such a list with one DCCUTTIngE gl SOmLL
distant point in the linked st {which therefore already has the correct mode
wdennificr) these struciures are ecxuctiv 2k —1)-local-detectable,  Fhus they  arc

k-seteciive-locul-correctasle,

The spitali3) boked list has one unformenane property. Having elecrod 1o
traverse o spiral(3) bl either forwands or backwards it is possible 10 inseT 3 orrors
into the list which makes the chinsen raversal method ], even thoueh all nodes can
be reached by traversing the linked list in the opposite direction.  The helix3)
structure was doveloped specificelly o uvoid this problem. and when gencralized

became the helix (& 2253} struciure.

7
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The rest of this chapler concentrates on the helix(éd 23) hnked hst oand on
developing a & -setective-local-correction algorithm for this strecture, Lhis atporithm,
like ihe spiral(s) local-correction algotithmn, proceeds backwards from the header
nodes of the instance state. reralively atempting to identify the correct address of

the previous nod:.

Because  the  alworthm  performs & -sclective-local-correction. we will
subseguently assume iliat this algorithm encounters at most & errors i any locality

cxamined by it. Wo will also assume that the Valid Stare Hypothesis holds.

Psvodocode for this algorithm s prescnted in Appendix B2, Mosr of the

materind presented in this chapter has aleeady been published [42].

6.2 Vaoles

The helixik ) local-corrcetion algorithm nses the following unweighted votes:

Wt Fath Compared with
Tudlovavizd _ nodde or path
Cooisi | W _ by,
G Noaep bt s
i oy ': My Moy
DSk LN b NP
1, I L Nphohy g

The mode addeessed by ¥ F 5 F s also coasidered W be a candidate, even if s
node fs addressed by oo comstroctive vore. Given that at most & ¢rrots oScur i any
localitv. this ensuces that some peinrer correctly addressing the tirget Yees within the
locality heine considered. upless the rarget is discompected. Note that in a helixé®)

structure, Apfhs B8 the only backpointer addressing Vs that is not wsed 3voany

construclive vofe,  This s shown i Figure 6,10 For helis(s 24 structures other

Lackointers bave this propotty and can be wsed instead of N g-ho F soodesized.
I 3 il

lllllllllllllllllj_ll
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Figure 6.1, Poinlers used an a correct belin(3) loculily

6.3. Prool of correciness

Lemnea 6. F

If an instanee of o helixk 2233 struclars conlains af maost & errors, 11 can bo
determined if this instance is cmpty. Having detcrmined that the instance 15 cmply.

any errors in the instance can be trivially correcied,

PFroof

Comsider a correct empty instance of o helix(d 23] st-ucture, shown in Figur
f.2. Since the pointers i a helix(d ) structure Yorm s cireular multuply-linked list,
and un empty instance contains coly the & beader nodes that define this instance. the
b poiaters in cach of the & header podes point eck zere nodes, whilte the &,
pointers in cach of thege & header nodes poiat forward oce node. 1o addition the £
pointer in the catliest hoader oode addresscz: ehe last header node. ard the count is

AR R

Ivow consider o correct om-empay mstance of @ hoha(E 23) structure. The orly
component desenibed above that remomnns unchanged s the 5. pointer an the eachiest
header node, which alwavs correctly addresses e lasr hewsder mindes A Boast 28 £
compongnts therefore contain values which can independently e used to determine
i1 the instance 15 cmpty. Singe af most & oof these compoanents contain errors, the
majority of these ZF 1L compunonts comonn correct. A helisdd 2Ry Instunce

conlidning b most £ oerrors 1w therelore v 0l e only 5foat Jesst & +7 of the



abowve components cenfirm s, u

_i'r] and LIJL

Froure 0.2, An emply instience of o helixds - 3) structure

Lemma 6.2

It vk errors occur in any lacality withoy o hebx(f 230 structure. the instance
Peing correctsd is aor empty, and votes are modificd so that they do not support any
of the last & trusted nodes. then (@) rhe fazper recoives a1 least 26 — 26 votes, and

{b} incorrect candidates receive at muest F =0 vores.

I'rool of ()

Since the nstance 15 0ot emptv. the tareen sodistinet From the last & trusted
nodes. Thes, modifving vates so that they cannot support any of the last & trosted
nodes lcaves the vote for the raseet uachanged. T o corrocl non-cmply mslanc:
cach vote supporting the tarevet uses distioct pointers. Sioce ropoinlers are assumed
to bo damuged. af most povores can tall to suappost the mrget. The other 28 —r velos

musl therefore continue o support the tarect. =



Proof al {b}

Each wote supporing an incorrect candidate N, contains at least ope orren. T1
N, ¥s o receive more thao rovotes as @ reselr of »ocrrors, thea at least one of the
viles suppoarting N, must contain only errors present in other votes that alse suppoed

B

N

If a shazed ervor ocours in o Torward pointer then it musl be sharaed w02 und
.. sinee no ollwer vote uses o forward pointer. Since D supports &, . the pointer
N, -f  addresses 8o Since € shaves the pointer & - F 5 warh £ it supports the node
that this pointer addresses. Therefere < supports M. But &y 5s trusted aed thus

segeives no vores, contradiction,

The only crror in & buck poiater thet andd b shared by votes suppotting an
incorrect candidate &, must occur in the &, pouoter used by Dp o sinee all other
sack poisters used either occur at different offscts, or originate o oodes thar are
known to be distinel, This error can be shared with st most one of U, _,. &y . and
Swhen b ed) 2o, since oo other vote nses o by pointer. Thuse possibilites are
shown in Figure 6.3, Tigure 640 and Figure 6.5, Por this shared crror o cause A
0 recelve muore then fovoetes asoa result of ¢ocrrons, 00 ovofe supporbing N, omay

conlatn maore than one £IT07,

If €, and £, batit use the errooeous pointer Mo by, and the mstance
meing corrected is not cmpty, then £ coptains at least two errors sinee Ngha
incorrectly addresses N, If £ 2 and £ both wvse the crronecus pointer & g-fy .
then £, comiains at least two oTrors since N g, incotrectly addresses iself. Fuaally,
if £y, - and 2y botly use the erroncous pointer N, by g, then at deast one of Kby
S0l A fy muost beodn error since they orniginsfe in disfinet nodes. but address a

COmM TN node.

Since at mosf one error cun be shared by two voles supporhing ns incorrect
candidate &, . and then only 3 some vote supperting & conlaing ar ledst two cIrors,

N, Tegctves a1 most o vores when o oorrors are introduced inte any locadiny. u
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Eemnta 6.3

s helie(3) struetuzy, changing &a-f 0 o oaddress A, and the other two
puinlers comreetly addressing ) so thae they address Ao is indistinewishable from
damage that causes A fyoand Vgbe 1o address N L oand N b to addioss N
dhus it cannot alwayvs e determined ir the target is connected. However. it nodes
comingn adennfier components, and of most & erencs ooour inoany locility, then i ail

other eases i onn e determined if the tarest s conneeted.



o
LA

Fronf

Ii all & ponters correctby addzessiag the rarger have become damaged then the
taract 15 disconnected. Orherwise, sipoe @t joost & corors occer Inoany locality, the
largcl is connedied., and culier supporied by one of the constructive sotes, or

addressed by the path Nybo f 5.

Tf no candidate roceives & or more votes then the tareet muost be disconnected,
since Lemma 6.2 ensuccs that the targer receives at least & votes, Conversely, if any
candidate receives moce than & votes this must he the farger. So assume that some
candidate receives & ovores aond no candidate receives more than this, Then either
this is the only candidate or mulnple candidates cxist. Theose cnses are addressed

separately.

Sinple candidate: If only one condudare &) cxoss, and this candidate is the taroet
node & . then only didgnostic voies contain erross, implyving thar V., -h, 18 corroat.
Converselv, it &, 15 nor the rarget. the poth N-ba-f 0 cod alb pailis vsed by
constructive vorgs sneorresily address &, and thos contein errors. Sinee only & errors
occur in the locality. cach path contains ons errer and the error i the path Nl Fy
also nceurs in the path No_p-h - f ) used w Op 0 Thus Ao f ) containes an error ot

oree again N, by does nuol.

Slace Nog pobg 15 cwrrect and addresses Voo 1t can easily he determaned a7

Ny=Nao Simdlarly, since ot most & oeroors eecur moany localitve N, mest bave ao

undamaeed idenaficr ficld. allowrne 10 o be casily determined if & les votside the

mstance being corrected. Fioallv, it can eazsily be determied a7 &, 15 one of the last

& trusted nodes. In any of the awove cases &, 18 cleasly not the targer node N .

Soosuppose that &, lics within the instancs. but has an address that differs from
Noo N, and cach of the last & wuosted nedes. 17N -f | contains an errog, then thag
poinkes must e used by Oy osinee cach neerrect poiater i the docality s used by
somme comstruciive wote, bul no other constructive wote wses £ Since O containg

onfy this one crror and supporls &, . &, -f; must boih occur in and address N, as

L

shown in Figure .60 This omplics thas A, &, contradiction. Thus &, -f | s

7l

gorrect. Conversebe, of A s the mrger yode VL then since ali of 1the diagnostic

voles assachioed withh A arme dumaged A F ) conlins an ocrror. Thus N, oas rhe

4 -
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targel if and only 1 & F | contuins an error.

i 1 b
T _
i P

lr_.
N 1{}.

TCigures 0.6, &, f1 being vsed by O 1o support &,

The puinter X, - cunot address Vg since ot is known that &, TEULIVES N0
diagnostic viorus. 1t this pointer addresses uny other trusted node then 1t contains an
ceeor since &, s distingt trom the last & trusted nodes. This pointer also cleatly
comtaing an crror iof it addresses 1tself. 1o any of the above cases, sinee & f . 08
Lnown fo be in crror, &, 3= the targel. So assume that N, - f 3 addresses N, whicli is
distinet from A, and the last & trosted nodes. Then Mook is cosrect sineg 318

vl
disunet from all af the &, pointers COMTLLLINE SITUTS.

Constder Tollowing the puth A - ;b amd shen & —1 forward pointers, as shuwn
in Fieure 6.7, TN, -f ) is corred! shen pone of these & —| forward pointors cun bo
the erroneous Ao f ) pointer. since A, is not one of the last & trusted nodes. Thus all
L —1 forward pointers are alse corrcel and form a path bt arsives back ot N
Conversely. if A, -f | is incorruct then N5 - is correct and thus the path Tolloweed
must cither fail to arrive back at &, . or, in using N, -f ; morc than once, arrive back

at &, prematurely. Thus A, 3 the targer 17 and and only (f the above path appears

’l

e rect.




Multiple candidates: [T consiructive wores agree on oo common candidate, bur
support a differcat candidare from that add:ossed by MNpg-fiaf ) then the target is
comuzered. Oherwise. since construcitve voies diszgree, any candidate & recciving
£ votes must receive gt least ons disgnostic sote. I the fareei is disconnecred, then
all erroTs occur in pointers correctly addressing & .. Only the diagnostic vote f3q can
use one of these erronenus poinfers o support &, However, this implics that &, Js

A aoand thet %o addresses Ny,

The statement of the lemma bis wcknowledged thay if this damaze occums inoa
helin{3) structure, then it cannot be derermaned i1 the tarset is connected. However,
Tor a helixch 2247 structure ¢the pointer & _-fa s unused and thus correct singe &
other pointers within the locality are koown to be in error. Since this pomler
correctly addresses a1 can be used 10 determing 1 the candidate receiving £ votes
1sandesd Moo 17 i s then the tatoet is discoanected. Otherwase, 1his candidate is

the taraet. ]

Theprem 6.1

Tt ibe comdiions of Lemma 6.3 ave satisfied. and ¢ has boen determined that
the tarpet s connected as deseribed in Lemma 6,50 then the targel can alwass be

telerati el

Friool

It the target is the only candidate, or reecives & vole grealer than any other
candidiete, then the target is trivially identifrable. For an incorreet candidate &, to

gevive the same vote as the taraet &5, both muest scoeive £ volus

suppnse that 8 q-F ) conting an errer, Theno this ervor must be used by some
vore supporimg the incorrect candidate N, | since otherwise £ —1 esrors coubd canse &
vings 0 support an incorrect candidare. coatradicting Temma 6.7 The ooly vote
that can wiikze such an crror o &N -F | is <. and then ondv 1f Vs, &, crronsously
addresses N-.o But te thes case {0 contains 1wo erroms thet are used by oo othes vote

thar supports & Tlus mplics thar £ 2 crrors couse the remziniog £ =1 votes o



b

support A, . Onee again this comtrodicns Lemma 6,20 Thus & - muost b correct.

Sice Apf g s comrect we can roiviatly ademtify the targer iF N7, docs nuot
address N S0 supposce thal N, -F, contsins 2o ervor that causes 1 to also address
Ay. Since ir a8 known that cach error o the locslily damages o vote correctly
supporting the terget. the jneorreet candidate, A, must be &5 But in 1his case the
dumuags to XN-f | implies that ¥- -8y is correct and therofore sddresses the

tncarreet candidarte &, o Thusaf both & - amd V- Fp address & then the target 15

that node not addressed by Mo, -5, m

6.4, Coaclusions

The above reselis are the watural progression of ideas first developed o Chapter
4 and Chapter 5. The helld ) seleonve-local-correction algorithm, presented in
Appendix B2 is shghtly longer than the modik ) selzetive-locat-correction algarithm,

presented 1o Appendix BLL but somowhit casior o prove correct.

Empirical fesults. presented in Appendix O20 sugeest rhal the helix{d)
sieleciive-local-correction algorihni is significantly betrer than the spiral{k) local-
corrvction algorithm [20], when operating on cemparable structures. Thos s handly
surprising. sincy the spiraldh) local-correction algorithm assumes thar at most & —]
crrors occurred inoany locality, and dherefore makss no attempt eo cither detect

cdiscunnection or 1o beligve tHelbeanly wlen 4 oerrors ocous w a correction localiey.
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Chapter VII

Locally correctable trees

7.1, Inmtroduction

A binary frec 15 a storape struciure which allows rapid retvieval of data. The
structure consisb of o colleetion of goedey that cach contain two lek pointers, and a
v, Liach node wirh the exception of the feader node is addressed by cxacrly one
ik residing 1o its paress node. and s considered e be g ofiild of this parent node.
Obviously. since the structure s finite. some links are vnused. These links rypically
contiin some special valoe andweating that thiy arc nef!. A ! node has two
children, an ineanmplere node has one child, and # feqf node has no childrien, Inoa
beinary search tree the Revs within the structars are atranged inosuch a way thae all
kewvs reached by fellowing a left™ link cut of acv node are lexicographically smaller
thinn the key recorded i thits node, while oIl kevs reached by jollowing 4 “rizht’ link

e lareer than this key.

Classicnd trees are ol rebust. Etrors in kevs are sndetectable, wnless thess
grrors afiect the kev ovdering, while crrors ip non-null links diseonnect the structure
[119]. A number of hinary trees have been proposed that sllow a limited number of
crrors too be odetected and corrected. by performing o elobal examination of 1he

CETOMICONE StOTafe Btructure instance {15,925, 108, 111, 123, 1335

In thes chaprer we will consider what are perhups the thres most widely used
Irec structnres Baving oo proviously koown corresponding lecallv-correctakle robust
tree stracture. and will prezent 1-local-corrzctable versions of gach of these three
structures. Tliese structurcs ase in osder, the binary scarch free, the AYL tres, and
the m-ary tric. The l-local-correctable AVL tree was {icst preseoied in [40)0 A
i-lecal-correctable checksummed Rnacy tree has already boeen desertbed e Chapier

4. and two l-local-correctable B-trees sre descrthed o (R0, 124].

54
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Al of the trees prosented o tlus chaprer have nodes which comtain a node
idenfifics, two hnk componcents, 2 keyv component. and one additional are pointer
compuneni, The are poinler posiorms twoe functions.  Firstlv, it ensuves that the
structures containing i1 are l-connected,  Sccondly, it assists in developing structuses
whiclh are l-locally-correctable. Whoen Koy ordering is actively uszd to assist in
pertorming  ocal-cortection. we will ensure that kevs are themselves  localls-

correciabie, by placing one additional elegksion component o cacl aode.

Modes will be labelled & and distinguished by sudseripts. Fach troe will have
one header node, deeeted Ao Left links will be labelled ! right links », and azcs
e Arbutrary links wilk be fabelled o0 and kevs &0 TdeonDers will e Lebelled fd . and
checksums, when present, 5. Components will be prefised Dby the node in which
they reside, or by extension the path that addresses thoem. The svmbol 72 will be

used ti denote nell pongers,

7.2, A sibling-linked search tree

T.2.1. Description

Les the Ieft link. zight link. and are pointer, in the beadsr node & of a
sibline-bnked tree. all address the 001 node 6 che roeco T8 nooroet node exista theo

thaese three polnters are null

Consiler o fefl nodde anoa standird Samary trees We oo aercase the nomloes of
paths tor each child noede, by arcanging thar fhe are pooter 1o each child node

addresses thie sibling aode.

Now gonsider an ancomplote pode, M g standetd toacy mrer. Ope hok i
s oode aeldrosses the child of 1this node. while e other 13 noll, We can inercasy
the vumber of patbs e this single child by arranwing tha: doth links ic &, address
this singic child, provided that we either flag the location of the oull link in the
identifier component of A or are willing to use the kev in both M, and the ohild

node 4o determing of this 1z o left child node or o neht cinld node. Are poiniers in

soelitary chilid nodes addsess che parent node.

EEENENEEEREEBEEEREEEEREEEERE .l
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Finally, inchude e eosch onowle o eliecksum componont of the same stze as the key
component, whiclh w1l be used ro ensere that kevs and checksums are themselves
locallv-correctable,  Colluctively. the above deseripes the orpuntzation of o sibhne-

linked tree.

Figure 7.1, An example of the sitling-linked seareh ree

7220 Leocal corrceclion

Correction proceeds by selecting some node. Ao which 15 addressed by a trusted
pointer, but whose components are aoirusted. Ty examimng a small number of
untrustzd components, wlich are collccnveds assumed to contain at most 0A2 Srror.
the correet values of both lnks in thas nede can be deduced. These can then be
correeted f pecessary, as can the wrcs i the nodes that they address. This procoss

contipues wnfib gl pointors are trusted.

Correction 15 accomplishod by guossing that A, 15 a leaT node. an incomplete
aode. or oo full node, When Lull, wo Fotthier guess which ol 1he Dwo links s correct,
Acssociated with cach of these Tour guesses oo two pseudo-syotes, shown an Figare

i |
Vol
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Frgnre 770 Psewde votes wsed 1o the sibliog-linked trew
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When guuessing that the node &, is 2 leaf. the votes are &0 ooand &, -r— 40
When puessing that a node has only one chald, the voles are A -/=A, v and cither
No-l-a=N, or Mo-r-a=N, . When gusssing that &7 correctly addresses one of two
children below M. the voles ate M, -f-o=N, v and N o -a =N 00 Simalarly, when
suessing thar & or correctly addresses one of two children below N, the votes are
Norra =N

CSand N creaca =N

If mo crrovs exist in the locality examined, then a cursory cxaminalion of the
vores emploved reveals that correct guesses will Teceive two votes, and other guesses
will recoive no vote, I one error exists in the locality examined. then no gucss will
recoive two votes, and guessces which receive no votes must bo incorrest, Therefore,
1T omly one goess recerves @ viote. then this guess must be correct. aliowing e single
error in the locality to e corrected.  Chtherwise, additonad eifon is peeded in order

to ideanty the correct guess.

I M-8 or & -r Tails eo address a oode in the memary space, or addresses the
previously identified sibling of &, then tos ok moerror. Given the asswmprion that
ouly ome error occurs inoany kocalitv, suech crrors can be wrivially correctcd. It wild

therefore subzequenthy be assumed that such errots bave not occurred

Suppose that we add a bounded oumber of additional components 1o the locality
being cxamined, when this locality is discoverzd to cortain an error, Iy e locsiny
cunsiraint continues to be satisfied, then these addistonal componenis congain no
errors. Thus it any pointee in the locality addresses o node with an ipvalid node
identifier. thea by adding these identifiers to the locality, e local correction
procedure can conclude that the pointer addressing this jovalid node wdentufier 15 o
error, and con therefore be corrocted, So assume othomwise.

If uny of thr ancsscs rocelving onc vote suggests that N, has two child nodes,

N und AL, where &, =V, -a L thes add N -k N

Lok and Mook 1o the locality. Sinee
we assumce that the locality constranet continucs to be sansticd, none af chese thrce
kews s in error. Booauwse kevs i oa inaey search tree ace ocdered, we can conclude
thai this guuss 15 incorreet 1 these three keys have ano illepal ordering. Such o guass
con alse ubvicuslv be rejoeted if A, s the header acde of the instance. o 67 cither

Nooor No i dircct ancestor of A Onherwise, Ao and Y nnss be correstly ordered
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sillings. and this guess thorefore correet.

Onee 1t has beeo establishaed that A 35 now w foll node. eliminate any 2ucss that
sureests that it might be. If only one gucss oow receives a vote thon this vucss must
bg eorrect. Otherwise, the twio remaining gucsses ace that & 15 » leal node. and
that &, has one child. This accurs f and only if one of the licks in &, is null. and
e other addresses a node N, osalisiving N e =N, . We have previowsly ensured
that &, is not the sibling node of ¥ Thus, sinee & -0 =N, N, is the only child of
N

T-

7.2.3. Currecting keys

Having corrected the pointers in the instance. the koevs and idemtifiers can be
corrected oy wsing their associated cheeksumes, Ti mav secm acreasonaxle to correct
kevs and identifiers after poimnters have been correetzd, and ver base the correction
of pointers in part on these potentially errancous kevs and adentiliors. Howewver, 1
anyviling. it 13 our assumption that no locality contains mose thao one crror thal is
unreazaonable.  If this assumption holds. then the oniv kevs and wedentiliers vhat arg

cramined during the correction of pomtess ate necessasily correot.

Initially. wlhen designing the storage structuze, some cvelic ordering is associatod
with the nodes io the oes. Choe satisfuctory choce 15 0 wse o pre-order troversal,
Such an ordering places a parent node before s lefr clald wned the left child before
the right child. assuniing thot both such nodes exist. This partculsr ordering allows
the node following any nede to be located simply aad cfticicatly. The successor of

the last node in the orderiog is detined to be thwe heade:s.

Let the node A, ) follow the nede A, wilin this orderimg, and et the

checksum. N v sanisfy Nox—A -k-eN -k for all ¥, “Yhus it any N4 s

rsertoed, oroumlated, No-e oA N pes miustoaiso be oupdated. N, 15 updated
anviway, and the above ordering cosures that &, -x can be updated by performing
one additional probe. No oy need never be retrieved sioce. prior ooany chango.

i R Thus kevs amd checksoms can by donserted  and  wupdatcd

cEncientiv,
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Inttiaflv. since tlee kevin the header 12 koown, this component is corrected # in
errar and then added o the see of trustod components. The corroet value of cach
successive key s dutermined  iteranvely by using Nk N7 =N, _yv'& and
Nears Nogpok as votes [20] 1t agree o and ooly if they evaluate the correct value
for N, -&. Taving comrecred NV, & if necossary, X, -k becowes trusted. Since Ntk
is also trestod, N x can now b eorrecled if incorreet belore also bocoming trusted.
Correchon s complete when all links. ares. identifiers. kevs. and checksums have

meon thus correaled,

7.3 A rubust AVL Lree

T3 Description

In a Tight-balinced {AVLD binary tree, the heights of the left and right
subtrecs below any pode differ by ot most one [72]0 An identifice exists in cach
nods which indecares the current direction of any such imbalance in the fwo subtiees
ouelow thes node. Because the e is heighi-balanced. expected retreval times are

Tedveed. and worst case insert and deleie operation times are logatithmie.

The AVL iree structure heing considered will be mode more robust by adding
acditional redundancy to the podes of the structuze. Tn addition to the Dejght
nalancing information present in cach node identitier. each node idenrificr will also
cortain two flars cxpleitly identifving the location of null finks within the node.
Each node will also contain an arc pointer, IF desired. kevs may be protecied by

associating checksums with wem. as deserited sbove.

Within a correet structure 2it pointers in the beader node, X, - address the rom
ande o this exists. Links address child nodes as expocied. and acc pointers form a
Cvelie sengle bnked list which links nodes in the order defined by the following node

traversal:

N G e M AN Oy 2B BN N N
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VIS, ) ercometheid
Ny -r2 0 2 Notoull ¥ 6N 1 Visilae £
e Sk IT AN -y 25 Visi(y -1
Traverse(n,, r) TR S A RS
} IF N r#035 lraverse(N )

Pigure 7.3, Arc traversal order 1o the AVL troe

Figsoe 740 An example of the proposed AVL e




7.3.2. {:lobal characleristics

The structure describued above bas the following alobal characteristics. It can be
rraversed wsing either the links or the ares and i thus I-connecied, It can be
recomsiructzd by coher using correct links, or by using correct arcs and identificrs,
even il identifiess do pot contain height-balanse information.  The structure s
therefore 2-determined [122]. We will show that the strecture can be corrected when
af most one ercar occurs in every bounded correction locality cven i height-baltance
flags arc absent. The siructure s therefore I-locallv-correctable, and thus trivially
both T-lucal-detecta™e and l-correctable. However, without these flags certain jrairs
of chapges within subfrees are undereetable. gs shown in Figure 7.5, since they leave
the struciure appearing internally to be correct. Thus, if height balance flags arg
abseat. this structure is unusual. since it has exacily the sume detectuSifity, logal

derecralility, correctalnliny, and docal correciability,

Figure 7.5, A pair of undetectable changes in A, g and ¥ 7

Given that node weatifiers do contain height halance tlags, the structure is
2-dutectable sinee any undetectable trensformation of the instance reguiTes at leas:
thriee changes, and coctain sers of three changes are indeed vndetsctable as shown in

Freiire:2:6;



Frgnze 7oh, Threee andetectable changes o &y f 0 & e and Ny -a

7.3.3. Lacal correction

Witen correct, the AV rree can be traverssed i the same seguonce by ciher
following the single-linked bst formed by the ares. ar by fraversing the hoks that
form the tree. Rach step of the are traversal involves examining onc new ane.
Following the same traverse] wsing Iinks o considera™ly more complex, butr sill
invalves examining at mast a bounded number of new compononts at cach step. as

justified helow.

Suppuose that we have aroived at some non-null ok &0 and wish to dennify
the non-noil link &, o =N, ¢-a s that we can procecd to the nest siep of (he
traversal.  Then. as shown in Figure 7.70 L most dour new noll links will be
examined before it v dewrmined thar &, bas no children or grandehtldren ot
mivhs contein this Unk. The search Tor this link then continues oy procecding up tle
trec from Y, o until we arrive sra nods A, baving &, in its lert subirec. Sinee il
troe s bolanced, the node addressed by N7 exists and therefore containg the next
vacor lineks 1o the onderiog. 1 ehis node oo Teaf aode then two fecthes moull Tinks will
e cnconntered, helore cepeating the ascent of the tres from AL unnl we encounrey
somiy AL having Ao ous lelt subtroos Becawse the ree s balunced, the node

addvosscd by Moo exists and has ar desst one oliid, Thus inoriie worst cose we will

--llllllllllllll..J
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encounter a seventh noll link NM_-rf | before encountering 1he non-null ink &_ e
Conversely, iT no further non-ooll ink exists, then duning one of the two ascents up
the trec the header node wiit e encountesod. signalling that the traversal s

complate.

Figure 7.7, Maximum noll hnks & betaeen N, ¢ and N ¢

Having detected a discrepancy berwesn accs and links as o reselt of performing
the above paralle] traversal. any single ecror causing this diserepancy must Goour o
the last are examined. or in the links examined during ehe last swe stops of the
patalle] araversal, since cither 2 null link encountered in the previows step of the
traversal crroneously comtained the same value 2s the desized link, of somce error was

cocoundersd ducing the current step of the traversal,

Since we know that a single error exists in the ahove comporents wo canr Jssame
T e crror ooours moa bounded number ob other acw components that the
correction procedure wishes o examine, following the detzction of an crrorn
ldenmiiiving ol hoks 1l comiain crroneous vaiues and aon-null ks that have

croonzously become null Js therelore arivial sinee node ddentiticrs contain flags



indiconng 1he location of nufl hnks within these wedes. Correcting sueh links is alse
trivial simee null links correctly contain a kaowa value, and non-null links corree:ly

contain the same valoe as the last are examined.

So, assume that oull nks webon the ocalitv being corrceted contain no errors,
and that non-null kinks appzar non-natl cven if erroncous. Then 1he crror within this
lpcality must occur either in the lost are cxamined, or in the non-nell link that was
crpected o contain the same value as thas last are. I7 the location of the srror can
oo determined. the crror can be trivially corrected since thess two pointers ageee

wlion correct.

It the crroncons pointer addrosses o non-existent code this can be detecred when
we oattempt o access ihis node, Similarly if the cirencons pointer addrasses a node
outside. of the nstance being corrected. this can be detected by examining the

identitier i this node.

socosuppose thal Vo7 and AL o address dilierent nodes within the jnsience
being corrected. as shown in Figure 7.8, and let &, be the node that both should
address. Then onz furihor rreversal step wsing onlv corcect links can be performed.
artiving at the node addressed by V-0 =N_w . This is because N, cither has a rioht

Fn

chitd addressed by N -g . or the node correctly adddressed by A8 can be assumed 1o

T
be o deal sinee the tree is balanced. Taving deavtied the correct value of N -,
uging only correct pointers, wo can lentity A and thus the erroneous pointer, sinee
Nosnot & and no other correct node within the siructure comains an are with the

samoe viliee as &,

l_l_l_l_l_l_l_LmJlllllllJ
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Figure 7.4, Possible conligurations if left Hnk or arc 15 m error

Now suppose that &, r aud & o address different nodes within the instance
neing corrected. TE X - is null or addresses an infernal node. then the next noa-null
link &, -¢ within the link traversal does oot depend on &, v and covrection can be

performed a5 describwd above

A prablem arises however iV e 28, -ooand &8 addresses o leaf node. since
in 1his case determining the correet valoe of N o involves dereomining the correet
value of &, 7. This ocenrs tor example if eme of the changes depeted in Figure Frih
aceurs,  Foounarcly. in this cuse N, ¢ correcthy addresses o swbtree comeaiciog al
must three nodes. since the tree s balunced. Thus if eithee & e or N-r address o
subiree cotaining maore than threc nedes, thea the other pomter must be correct.
Otherwise, the alzorithm locates the next non-null lisk &, ¢ not uader &, by

temporarily assurning that & is nuli. Fhen it locates the node N visited Jast
within cach subtree, and rejects the possiility that &, correctly addeesses ihis
subtree if N, o =8, e, U neither subtree is tejected daring this process, then both
comtain AL . Siocs the mve subtrees arc distinct but gcach contains at most three
nodes. one subrree must eontuin the sinele node A_. while the other hes as 11s roo

the parent of &_. Thus. both &' -« and ¥ - correctly address tlus largor subtrec.

Having correctasl all pointers, idenrifiers can be corrected. Correction of the
height halance flags (o cach node can we accomplizhed efficient]ly by using o post-
nrder travessal. 1 1he hoighe of cach Jefr sustrec visited 1s stacked. until the bheight of

e corrosponding  right subites has been established, Corrccling the other



information e cach node identitier is risvinl,

7.4, A ropbust (rie

7.4.1. Descriplion

A trie is an m-ary treg structure which allows rapid reteicval of data [72) The
structure consists of a collvetion of nodes that cach address. in some manner. an
ordered set of ar most s children. The kevs prosent within this structure e
represented oeoan alphaset of e characters, and cach possible path from the header
node toa desT node spells out consecutive chatugiers of one key within the strucrure.
To avoid same kevs beng initial subsequences of othet kevs, kevs are useally

lerminated by a special termanation character.

I general, the cost of storing a vector of s pointess o cach node of o frie is
profitatzve, and we therefore will use lists to represent t=ies 13]. The first child
below anv node s addressed by the child link in its parcot node, while all the siblings
of this ¢tald node are linked 1o this first ¢bild node by using g single sidbling link in
cach node. Since absent sivlings ace aot ipcluded in this linked Es. cach node alo
containg o single character key identifving 1w telative position of this node within

thi sibling lst. The tast sibling pointec in the sibling Hse addresses 1he patent node.

The alove strocture degencrates imto o (- 1,-1) linked Hst when o i8 one. amd
e sy unconsirained. but noe-standasd, Sinary tree when mois two, However, it 15
alir possiale 1o use the above structure To represent o comstzaimed Sinary tree. in
wlich links have thor nore normal iaterpretation, by redefining child links as left
links, and sibling huks as right links. For this reason we will denoie child links by i
and sibiing hnks by v dn such o constraaned binasy tree at most morigla links can be

todiowed sucoessively before arriving at a onuli sizht Lok,

such o vanstriint is easily eoforced 11 rowdons are aflowsdl. Simplv deiest
VIOHILODS O 2315 coustrint when atrcmpling o inserl any oocde, aml re ostabiisk this
constraint by sotating the parent of this node 10 the lefr of this nede so tat it
bucomies o feTt elald o this node. The sotation i partienlardy straigltforward and

cin be aceomalished casilve even if the structure contzins she redundanay deserilned
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below. However, iU should e ostressed that this rotation increases the amount of
fmbalance helow any roranon poind, and will thesefore tend o encourage the

constructiaon of unbalanced rees.

7.4.2. Additional redundancy

The tree structurs being considered  will be made more robust by addiog
additiona] redundancy o the nodes of the struciure, Each node will contaim s node
identificr which, when correct. identifies the mstance to which this node Belongs.
The idencifics will also contain two tlags, cxplicilly wdentibyving the location of null
links withine this node. Each node will also contwn an are ponter, T desired. kevs

may alio be protected Dy using checksums as deseribed abowve.

Null right links address she parent node of the node that they reside in. As @
special case {since the header node has no parent) the null Tight hnk in Vg addresses
Npo IF the tree is emply, Uhen all paiofers in &y, are null. Otherwise, &g corrcetly
addrosses the root noede, and Ny o iy pull. Arc pointers form 2 cyclic sigle linked
list, by weneralizine the cvelic linked dist formed by are pointers in the AVL troee

Spectficallv. 1his haked list 15 ordered vsing the roliowing node traversal:

Visit{N ;) :'I'T:J'x'ursf(.-'h' I
Traverse(¥y ) For each child N, of N Visit(N, )

For cach chuld &, of & Traverse{¥;)

Figure 7.9, Arc traversal ordes an the mo-ary Trie

As shorwn in Figure 70100 this structure s simikas to the robust AVE tree, and,
tike rhe AVL troce without height balance tiogs, 15 L-derectable, 1-local-correctable.
and thus also l-locab-detectable and l-correctanle.  As bhefore, single pointer errors

will e deteeted oy pertorminge o porafel traversal of Jinks and arvs,



Figure 7,00, An exumple of a robust tinasy iog

7.4.3. Local correciion

The only possible traversal using arcs is to follow the single-linked Nist formied by
hese ares. Eack step of fhis traversal involves examining one now arc. Following
the same raversal using links is considerably more complex, but erross can still G

dotected wad correeted using o bounded bocality, as justified below,

Suppuss that in pesforming the above paralled traversal we have armived ot romie
fnk N, -0 oand some arg v, ca and wish 1o determine if A, -¢ is null. The value o0
(his fink and the kleatificr § & provide teo distingt votes 1o assist in resolving this
pmsine. I cawes whiere these Dwo voles agred we Can comelede that both vetes e
correct since ab most oae orror §s anticipated anoeither volc. Oitherwase one vote
contains en crror dwplving that we can assume thad a bounded aumber of other

COTOIOLC 1T L SOTTECE
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I particular, &, ¢ must be correct, I5 A, -0 addresses Ay the suspeet hok
muost therefore be null. S0 supposc that & o does pot address Ay o oand thos doos
not addsess a previously trusted node, Then &, ¢ 15 oull if and only if & ¢ dous not
address o descendant (the firsr childy of N, while N_-r is aullaf aod only 37 A g
docs not address a node {the following sibting) having the some putent a3 A, . This

15 shuwn in Figure 7.3,

Frgure 7.11. Examples for which & T £0 and & e #5

Consider the nodes visited when tollowing the path A ca-r™ 0 given that this
path 1erminaies prematurcls if ANy 13 cocountercd or if N, 3z vncountered when
atrempting 1o delermine if & ¢ is null. Since the corection logality contums some
GTTOT 0ot Goourring in N e . wo can assuie thon all poinrers in this paih are cormnect.
The bnk N -4 s therefore null if and ooly if &, is not cocouniered on this path,
while the link &, -» 15 null if and onlv il the parent of X is pot encountered. Having
determined if the suspest link is null, the offending link o7 identifier can be tivially

corrocted .

Since null Wnks can be distinguished trom non noll links whencver ot muost one
error eocurs in a focality, the lnks and ares can be successfully traversed in parzllel,
civen that no locality containg more thuo one error. Aay remuining descrepancy
encountered in such o parallel traversal imples that the last link and are poiater
examined shontd agree. but don't. Al that 15 required of the correenion alperithm
upon delecting such 2 discrepancy, 1= that it identfv the pointer i erior, and assign

it the value of the other pointer. before confinuing.
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Suppose that the discrepansy ovears botween Noof and Va0 Then we wish o
determine which puinter addresses the first child of & df either punrer addresses

A then this pointer is clearlv i error. So assume ofherwise. Then as before, follow
T P 3

the two paths N_-f-™ and ¥a-r™. 10 &, 35 not the brst trusted node on one such

path then this path must be incorrect, So assume otherwise. Then both & -1 and

LH ra

N..-a address descendents of N . and the paths XV Fr™ and & -g-r" merge a

somoe node, N

¥y

prior 1o arriving back ar &L since N s addressed by oonly one right

ok occurning in an wntrusted node.

Since A, f AN e at loast one patle stust visit o node, Ao prios o arriving @
N, . This path is correct T N, is the proveous sihling of vy and incorcect if &V s the
last child of % This is shown in Figure 7.72.0 But we can sasily determine if & o

e

a child of &, by following the pointers & -Fe™ ., Thus the first child below any node

con alwavs be idemuified.

o T
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Figure 7.12. Both A, f and N« address descendanmts of N,

Now suppose that the disceepaney occuss belween N ana A -a and ler v, R
the trusted purent of A, Follow the poths & 0™ and Apa 0™ and rejeet any pails
that fails Lo vigit ¥, vr visils sene frusted nods pries o arrving at &, S0 Assumi
that borh patbs dirst visic the traswed oode A, 0 Then ss boefure beth paths muy
muerpe al some node &, Perfosm he cpesition deseribed sbove e determany r

»

cither path visits o descondont of &0 and rejecr anmy sech patl, [i netther path ds

R



rujected then the correcr path containg the carbier sibbor of A and therefore e
longer path is correst. Having identisied the erronecous path. we can determime i
N,oor or N_caoasn error, and thes can eorrect this pointer. Thus, all pointers and

idemifiers in the above tyie stroctere are jocally correctable.

TR, Conclusions

‘FPhe above structares are of considerable interest for two reasons, Firstly, 11 s
hoped thatl these structnres have somco practical application. Secondlv, the existeoce
of these structores sienificantly colarges the so1 of known locallv-correatabie tobus

storage siruciures, sod this is of beneoTit t those working in this field.

(3 the wvaricos tree siroctures  presenied in this  dissertation. the Jocally
cotrectable checksummaed free structuse iz most easily implementesd and used. and
involves the leost overhoad when being accessed. The locally correctable binary
search trec, prescntcd i thes chapter, s alse oot ditficult either o implement or to

use, and typically invelves onlv a small overhead.

The weally corvectable AVL tree bas two weaknesses, Ferstly, even thouwgh the
AWT free in tepicallv 2 oconstrained bapary search tree, we have not wsed Kevs o
cobance the sohustaess of this situcture. Sceondlv, we have produced o hinary trez
which has meore consitails imposed o it than we might have wished. and this

seams unfortunate.

The m-ary tric structere is the First uncopstzained locally-correctable m-ary troe
sTructare (o be presented,  The strociure s speciiieally desicned to be cfficient in is
use of spacc. and can. if desired, be used fo represent a constrained binaty rce in

which links bave ther standard tmerpreninon.

Rosults pertaining to the bzhavicur of the sibling-linked tree are prescntod n
Appendixv E. and Fo Correction algonithmes Lave not yot heen implemented tor th
orher tress proscatad in this chaptor, and these structuses appesr o complex 1o T

modelled acourgely using the feclaiques deseribed in the next chaper,



Chapter VIII

Mathematical models

5.1, Introduction

Having desigoed a tobust storage structure. the intrinsic propertics of this
storage structwre are naturally of soeo interest. Similarly, bavine designed a
correction procedure for such a robust storage srructure, the bBehaviour of rhis

procedure is of interest,

Historically. the robaostness of a siorage structurve was tepically considered a
function of it global detectability and global eorreciabnlicy. Although rhis function
was never defined explicitly. it was not difficult 1o ciom aformally thut a storage
crructure which was {n —1k-currecctable wus mote robust than s storoge structure
which was onfv a-corcectable. This was abviously rather stmphstic. and lgnored

many importast issnes discussed o Chapter 2 and Chapter 5.

In Chapres 4 this simple model for describing the sohustpuss uf & stoTage
structure wreaks down. We could perhaps provide wpper and lowuer hounds on the
number ol ertors that can he correeted v oo locul corrcction procedurs when
operating on i Jocally correctable storage structure, st neitdior bweund reabstcally
Seserites the robustoess of sueh 2 structure. At the very least, ghven an asbizary
instence state of some speciiic size, which is knows to contuln some pariivular error
disiribution. we wenld lke to know the probability ehat ahess errors are locally
correctable. and in cases when they are not, we would ke 1o kaow the probarility

Wiat these errors disconnect the instanes state beng examined.

More generallv, given an arbiirany stoTage STUStUre nd a knownt SITOT
disteibution, we would like to know the expecled sumber of nodes than can [
traversed prior 1o encountering g dizconnected pode. aad the cxpected number of
nodes ghat con Be traversad v oa cotrection alsorihm before failing, We may alsor

TOR
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wish to knaw the variance o these measases. Such moasures can be used to dircerly
compare different storage structures, and asset in oadentifving appropriate sizes for

Instancs Starss.

Previouwslv, such issves could only e cxplored by resorting to cmpirical studies
of the robustress of instance states. such as presented in Apouadix C, 'This approach
was pnsatslactory for o numier of Teasons. Firstly, any resnlis obtained pertained
to speafic, tvpieally small, instance stutes of robust storage structures, and provided
little information shout e behaviour of algorithms eperating on different instance
states, or related robust stotage stroctures. Secondly. these results were subject to
statistical errar, and dHus made the tesules ditficult to COMNATE 0T INICTRTE] accurately .
Thirdly, prior to boing able o perform such studics. a0 considerable amount of
softeare necded to be developed. tested and debugeed, and despite every effort ta
produce correct code. 1t was ditkicelt to clidm that empirical resols wene not blased
By mndetectzed errorss Finallv, consederable computicg resourees woern reguired in

arder 1o produce statstically signiticont respiis,

In this chapter, combinatorial and Markow models will be considersd, which
may b used to study the tobustness of locally correctable storaee siruclures. The
combinatorial model provides ecneral msights inte the behaviowr of o 1-local-
correction procedure, when operating on oan arbitrary storsge struciure known to
conbiaine g speciiic numaer of errors. The Markov models are wory much more
detaticd and may boe used fo dnvestigate the behaviour of many speafic tobus
storage struciure algorthms, whon crrots are assumed to occar with some fixed se

of prabatnliees.

8.2, Constaol error maodel

Historeally, it was assumued ot some maximum number of errors occurred in
g ostorave strocfure instance, and therefore, when studving the hehaviour of glolil
COCPCCH0n rourtnes, somye constant numiwer ol crtors was randomly placed in the
enstance boing cocrected. Lates, when studving (e sehaviour of locel-correction
erocodurcs. o constant oumer ol cecors continwed jo be introduced during aov o

CACTIMCnL.




This error distriburion can e trivially modelled by ranslating correct instance
states imo some suitably chosen scgquence of components. saome constanl numhor of
which contain errors,  UnTerrunatelv, this model necds further clarificanon when
comsidering the bebaviour of a eonrrection procedure, since correenon procedures can
cxamine components nol in the original cozrect instance, and can cxamine single

com poncits 1o many different contexts,

It is not difficult to ignore the facl that correction algomithms examing
compoanents not deseribad within our model. since all errors are assumed o ooour
withinn our modsl, and it is these orrors that are of interest. There are at least iwoe
alternative simphiving assumptions that can be made about the way in which an

r-neal-correction procedure. W, visits componguts.

W can assume that @ produces linearisations in which the order of components
is ipvanant. and that theeetore any linearisation prodeced by ¥ is merely an initial
subscquence of the dincarisatton emitted when gperating on the onginal correct
instancye state.  Uhis will be called the weperinebed constani ervor model, and can be
modellzd mathematicaliv by assuming thai W operates on an sequence of o«
compunents, some ¢ of which contin errors,  I¥ we make the Luriher simplifving
assumptive that there are alwayvs exactly mounirusted components 1B ARy COTTeohOn
Jogality, then we cun asseot that the locality comstraini 1s violated. 1 and only if some
subseguence of o components,  within this suquence of o components, CONLANG

mocs than ¢ oungorrected errors.

Allernatively, wo can assume that having made 2 change w a1 component in
lincarisation. subsegquent companants are visited in an order which is independent of
the arder in which these components were proviousty vissted, One method of
approximating this assumption mathematically, 1§ to assume hat after each erro? 15
corrected, remaining errors are redistributed chroughout the possibly crroncons

components. This will be called the perrarded constant cIror meendel.

Neither of the ahove models reflect accurately the effect that errors will have oo
a local correction procedure. sincs they represent rather extrome ASSUML IS,
However, the uupersurbed constang error model seems somewhat more realistic than

the perturned comstant error mocdet, and fornuitously this model 5 a litile caswes io



W

work with. In this section we present some results that pertain 1o ths crror mods|

N results are presented for the perrurbed constant error model.

lLemma 8.1

rn—{m=1]¥ (o —=1}

- ways 11 which e 240 croors can

There are viactly f{n m r)

e inserted Jote a scguence of n components, so thail no SUDsCQUENE of m

ct'rmpcmcnts CHOIE NOTE than | error,

Proof
The proot proceeds oy inductionn. In the bass case when « —1 this single crror

. bies 1 H =
can occus in any of the s components. Thus fleae ly=m=|| as desized. 5o

.

assume fhat @ errors geeur o the sequence ol # components. and thai the proposed

formuls is correo for any smaller number of crrors in the sequencs.

[t the carlicst ecror i the seguence oceur ot ¢ where the logation. 7. of ¢
sanges between 0 and w—i. Then since none of the othor strons occur in 1l

subscguence of s components borinming at o, wo have the recatronce relation
=1

A T P G I e L
i

Replacing f by the proposed formula we wish o show induectvely that

=l =1 (e 1)L N3 r—m- i ={m =10 (e 2) Bul
Iy s ¢ 1
Jooi=0n
= A
s . “ - —n - e 2T . : -~
n ) =iy pepnsl B e che R R ] I w—a (o 1)% (e =201
\ = ! — \. i
“id ¢ —1 — 0= ! &
el .y .
. ) . . ; : i i ; poe=fm =11 (e ]
a0 busic comsinatorial wleotiey [39]0 This s simpy f {::I e 31 HES
|

desired,



Corallary 5.1

The probability & (Y 2o b thar at least ¢ corors can be inserted into o sequencs of

foenmpoients Soothat no subscquence of length m contains more than one error Js

i 1y¥{e =111, |»
& fle |
Ciraphs of the above function for representative vatues of 5. o, and ¢ are
presented in Appendiv T, The abave result is a pencralization of the resull for
Fler2ie ) which appears to have fissr deun presented in 165]. A corresponding result
tor the case when no error occuss exactly two components affer g previous error is
presented 1o J74]. and this is generalized for the case when no crros ocours exacily x

components after a previows error in (66, 202].

W huve been unaide either to find, or to deduge, the more peneral formela for
the ¢ase when ar most ¢ crrecs are allowed in anv subsequence of w components.
Heowever. when bhoth s oand » are small, the patterns which are forsidden to oceur in
any subsvquence of m components can be enumeoraled. and a recurrence relatronship
providing specific solutions of this problem then derived [27.58]. Unfortunately,
thiz depvation requires that we ioverr & square malsix having as manv rows and
columns as there are illepal patterns. Sinee the clements of this SOEATE ENRTTIX 4Te
themselves polynomials in woe varia®es, this inversion rapidly becomes infaasible for

gven moderate values of wmoand » .

Lemma 8.2

The expected nuember of crrovs, £ (¢ ). thar can be inserted into a seguence of n

compongitls, so that no subscguencs of m components containg more than one error

h

n ’ yilm e
» Pres hof e — o E : 3 3 i
ts N i Ef Gl / f . Graphs of this function jor representative values of

e=1

noand #poare presented in A ppendix 0
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Prool

By the corollavy to Lemma 8.1 the prozabality P (X Zre ) thal al Jeast ¢ Crross cun

be inscrted inte # scquentisl components so ibat no subscquence ol length
i

; . —far =10 (e —1] T -
cOntallis more tDum ane erne i 1” o 1;,] S / ('. I'be probability 7 (X --¢)
that cxactly ¢ crrors can be ipserted is PUX e )P (X e+t By deimtion. the

s
expeeted nimber of crrors £ (e} that can be iatroduced 15 Moot (X —e}. This s

el

rl _1 h- - _l N ft—l - _]-:‘ : =
N | {m =Tyt {e INFRDE N | 4 [ pr 1%¢ i P | SU——
2 £ ka2 g / ot |- Cancelling 10
e =1 L ik .

Ll IR

g o ; e ot L ey i

s  expression gives | _
ferm s io this expression gives }_»J] {J i 5

e

Theorcm 8.1

If £ () is the vxpected number of errors that can bz istroduced into a sequence
of # components, such that no more than ong Crres occwrs in any subscquence of

stz m o, then E{e j—onas 0 —ao,

Proof

i ;
: ln A =11t {e =10 J;r al_
1

1]
[l has heen extablished in Lemma 8.2 that E{e =%
&)

¢ r
o= .
| nim 1
m 1 .. 1 . .~ 1
e H n pir ._1 -:_I _- - —|'. . ) o=t {.r.‘! —i I. i .l.j )
kS 11 f ]l‘_ = s ok (123 ] ’]—%w—— . for any
P 5 r=1i=0\ (aeid
(¢ =17c ;
. = s e - e =17 i
arlutoiar crstol R T Bur lim | | 1—(—- e e 2 SIS
' T me—sd g fr i)
r
: fore Tile—id : :
lin: [1——  =——= | Uwhendoard e are bounded arove by the constant o amt a
a— L=t ]

I
s oriven constant. Thus hns £ (¢ 173, 1=, But ¢ cun be mude arhitrarily laree
2—2s 5

=1

as i ==, hos lim Fied—n ]

ol
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Corollary 5.2

The espected number of crrors that can ¢ cormected by o focal coszoction

procedurs, operating on o swiliciently large instance state. cxeeeds any given bound.

Proot

All local-corroction procedurcs perform i-local-coccection. Lemmae 8.2 providoes
a lower tound on the expacted number of errors that can be correcicd by oo 1-local-
correction procodure, when aperating on an instance stafe cont:ining « componenis,
given that this procedure uwses localities containing at mosl s unirusicd compooenls,
Theorem 8.1 shaws that, by incrcasing a2, this fower hound can be made arstraciby

farae. : |

Theorem 5.2

i . i v [ —1 ; : .
There are Ninon.ed= 3 l—~-{n--n.'}* {:_. wavs 10 which ¢ evrors mav bhe

inseried inte o loserisadon comtaimng # componenls so that all ¢ eovors occur in

somre lowalite of size o

Proof
If an ervor oceurs in the first component of the lincarisation then ¢ errars occur
in o locality of sive s il and only 1f all errors cocur wmoshe first s components,

ni —1|

There are f.’_,l wavsan winch the othor ¢ L oeorors can e placed in the next o ]

components. Conversely, f the first componecat in the lieeasisation 1s gormect, wen

ihe number of ways that the ¢ crrors can be placed n the incansation sothat they

all  nccur o swme lecality of sime om 5 Nin—=1l.m »} 5o
h

Sl oo -Nin—1.m .o+ T _.,1 ; Clearly. MNim oo e - H Thus

N e - | {5 —w - Bl &

B B s o= 1 |-
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Theorem 8.3

The number of woavs that ¢ erross can be disrributed in o lpearisation
CONTININE 7 COMpoRents 50 thar 0o more than ¢ errars occur in the fitst erroneous

locality of size m is

r=1 I L

o |m =1 |n—=w .1
L ! o j
F=i

Frool

Let thete De exactly / errors an the iirst erronsous localice, and let the first error
OCCuT 4l Componcnt £, whese §oranges botween § oand n—mi —e 47, FThen the [
errors following the first error must oceur in the next m —. compensnts of the
lincarisation, while the remaining »—F errors must occur in the lasl g —m —i
components of the lineasisaoon. The sotal number of wavs of placing exactly §

P-mp =¥ i
< lam—1

; 2 5 ; ] : n—nr —i
erroms n the  tirst erroncous  lesaboe 185 therefore 5 - i,
i=it - 4
m —1 ”ﬁ‘,ﬂ Pl =1 |m—m =1
TR N i BN R i
i=er—J

Nuow allowing j to fange over its posstble values we deduce that the totel number of

wavs Uit al most roerrers can occar o the first coronvons localily is cxactly
R 0

r

g |l = ]

e U I I PR

r\':\l m—=111n an=1

A B,

E
pia
J=i .

kg

.30 Markesy moedels

Fostead of assoming thar zame setf oumber of crrors occowrs in an mstancs stote.
WO Tnay assume Bl cacl companent cxaroned hos o constant probainliny of being in
crour. Then, we can constroct discrere Markoy models which describe wvarioons
abstract properties ol the robust storusge structure being investicated, asd i
particular can procdict with comaiderable nccaracy the behaviour of variows types of

alzorithmes et oporile m such strsctures,

S
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A Markov muodel [79] s deseribed by o collection of states, and ransitions
between these slales. Given any two stales, 5 and 5~ which nezd oot be distinct,
there 13 some constant probatubiny that a transition will cccur from stare 5 1wy s,
aiven thal wo are cwrrentiy in state 50 The probabilines of all rransitions from any
state, §,. sum w unily, Havieg sclecred some start state, we wish 1o determine the
protability that we arrive in some othee state and may alse wish to determine the
expected nember of transitions of a certain tvpe that accur before arriving 1o tlas
selected state. Such sclectzd stutes are called final stutes, and allow no tanation o

anv other state.

W owill use Mackov models to simulue the occurtence of specific events. such
as the discovery of an error. the correction of an errec. or the traversal of & node.
and will wish to prodice the number of such ovents that occur prior 10 some
catostroplic ovent such as the discovery that thye instance statz heing examinud is

disconnected or ot correcralle.

{Ine clever way of counning the number of ovents of & particular tvpe. which
occur in oa Markew moddel, involves mapsformuing dranaitien probabilitees e
censrating junctions, by multiplving transition probabilities by dummy vaniables,
Specifically, suppose 1hat during o given trapsition an event. X | occurs, which we
wish Ep count, Lhen we maltiply the probasility of this wansition by some dummy
vanable, x. Later, having deduced o formuly Jor the probability of & move
(potentially via many steps) from state S o slate o, we can exeract the probamlty
that X occurs cxactly n times dusing this move, by setting all of the dummy
variables excepl v 1o L. expanding the desived fermula es a polvaomial in v, seiung
all but the coelficicnt of x% o zero, and theo serting x to 1. Varvious other types of
result, such us the probalility that an cvent occors ot lzast of at most o Umues. o0 that

mulliple events occur, can casily be deduced by naing this techaique.

Typicallv, we will wish to desive a seoerating Junction that encapselates. For the
cvents of mterest, the expected aumber of such cvents that occur bebween buginuing
in the sturting state and terminationg in oo [inal stte. The rules for deriving such
conerating lunction e straightforwasd. While we have more than one generating

fumeiiom deseribing a traosition from <ate 5, o .0 ropliee thess gererating
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functions v their sum. This is eguvalent to summing the probabilities of
independent mutualiy exclusive bus identical cvents. so that the overall probability of
that evenl can be deduced. Having eliminated duplcate trapsitions. selecl some
stute § which aliows no divect ransition to itsel. and explodz the trunsitions into 54
with those out of 3. by multiplying cach such par of trumsitions producing new
ansition Tiles tor moves which cssentally pass through 8| but po fonger cxpheuly
refercnce §,. This s cquivalen? to muilpiviog the probabilities of independent
cvents when wishing to durermine the probabibne that both ocens. Eventually, wo
will vithet reduce the Markov model o 8 single transition from 3 stact stele 1000 final
crute, o will e obliced o temeove o transition wlich moves from some state 3
direetly back to 8. If the generating function assoviated with this loop 13 &, thon
muktply the probability of other transitions from 5 by LAI=G ) and remove the
loop transition. Thus, the sum ot all outpat transition prosshilitics from 8 remains

1. The above operafions ase When resumed unal only one transilion remeins,

Cxample 8.1

Suppose that we wish o study a standurd doubic-linkad list. and are paruealarly
interested i1 the comnectivity of sueh a struciure. Then, procecding cmpinwally. we
might write an algorithm which. haviag beur provided with an exiaot deseniption of
fhe errors incroduced inte the data memory state. allempted o iraverse an nstanse
statc of such a structurc, counted errors encountered and nodes traversed, and
reported  these counts when dizcannection was detected  or the traversal was

coHmT il

Lol us sssume that the probabibicy of ap error being observed is poand that we
count the namber of crrors encountercd o the dummy vanshic v Wo il also
count (e numier ol oodes traversed wsing the dummy variable =. The Markoy
model which petforms the dusired simalation s presenicd in Figere 5.1 The
Aarioy modied sfasts i state 5,0 and whils no ovroos s enconntered Jooa Tomward
puinter. procecds torward through the nssance stile, counting the oumber of nodes
ceaversed. When s eesor 15 coeountered e Markoy madel nioves to stae 8. (o
The precoss consting 1he ermor obaerved, andd 1hes progecds te move ackwards frem

the Dencder ol fie instinee. continuing o accumulte the cornl of the nun et of

----IIIIIIIIIIIIJ
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nodes visited, When an crror s cocownfered inoa back pointar, the model enters its
final state sincc the instapce skate being examined has been discovered to De
disconnccted.

R {10

Figure 5.1, A Markov model Tor conncciivity in a double linked list

The generuting fenction, o . describing the behaviour of the Marvkoyv model in
1 12

maoving irom S, 1o 5. can easidy e scen to b & = I_r*,r: Sl 2% (l-p ‘}}f . Supposs
that woe wish to studsy the conpeetivity of o doutle-linked list containing 1H) data
nodes, given that componenis contam ersors with probabality g0 Then, presumably
using a svmbolic mampuiatiion package sucl as Maple [30]. we set v =1, gxpund G
as a Tavior serizs around . aed rruncate this series by oeluninating terms o ordes
grester than : 0. Settiog =—1, we derive a funcion of p which exprosses the
probability that disconneetion will be discovered. prior to traversing zll 101 data
nodes, By allowing p 1o range berween & and 1, we can then study the copnectiviiy

of 4 double-linked st witheut necessarily conducting any cmpirical stodics.

Mow suppose ot we wish to koow the expected aumber of nodes E (0} which
can he traversed by such o procedore, before detecting that the instance siate s
disconneoted,  Then by sciting v =10 differcatioting & with respect to o, und then
setting z=1, we roplice terms of the form o, *=" m G by B*a,. Sinee o, is the

arobabilitv that our algorithm observes cxactly b nodes before terminating. the
(e

resulting expresston E{z1--% 0%, 15 the capected namber of nodes visited. This
=7

casily demived Tormula s uscfull sinee it deseribes the robusiness of o double-linked

lis1 1o termes of 108 s5ire.
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Woe may alse vesily delermine the vacianes Viz) of the nember of nodes visited
' ' S ' . FRTE iy 5 =
by this traversul. 'This varianee s Vi )—#(z7)=F~(z). Consider setting v =] as
aclore, differeatiating & with respect to 2 twige, and then setting =1, Thon we

replace terms of the farm e, z% in ¢ by 8% (b —l)®a, . Therefore, the resulting
£

capression s B G —LYta, I {:2]—!3{: 1. Adding £{0) to this cxpressiom produces

i=1
an expression bes (%), and sebiracting the squasz of E{:) from this cxprossiom

produces the desited formula for Vo).

8.4, Repolar linked lists

A large numeoer of regular linked lists have heon analvzed both empirically agd
by wsing Morkov models, To remain comparible with the Markoy models. the
cmpirical siudics assumed that there was some fixed probabilite shat an eroos
occurred in ans component, Fhus the empirical studics differed from earlicr stodivs,
prosenicd i Appendix C© which assumed that an instunce state contained som
specilicd mumber of errors. The results of these studies are prosented in Appendis T
and Appendis FL

Somewhat surpsisingly, io was not possite W oproduce o Markoyv model wlich
wllowed the connectivity of o sprral(d } storage structuze o be studied precisely.
Suppose that the marked poiniess in Figure 8.2 comtain crrors. Then &, s
connested 17 there s o path from A o Ay However. as shown in Figure 8.3 there
oy be a path from & o 1o A a8 and only it there is a path from v o AL Thus, the
tash ol finding o path 1o A0 may involve recursion. Therelore, delerminmye that &
I connecicd may envolve cxaminmy  an woboundod pumber of poingers. an
unbownded numier of which congain crrors. This probicm cannol therefors be
doseribedd bow Mackow miedel. sinee o Markov model has ondv @ finite momony in

winch fo record 1he crrors which have so far been eneountered,

H B BEEEBEENEEBEREDES
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Figurc 3.3, & 15 connccted it path trom &g o & 5

The simplest focally correctable linked hst analvzed was o double-linked Lt
containing a forward peinter. a back puinter, and two additional clhecksum
conrponents,  The error-corrocting code presented o Appendiz AT was used to
produce o I-local-correctahle struclure. o which any one error in 4 nodz way
correctable while any ewe errors were not. The Markov model deseribing the
bebaviour ol & correction algorithm opurating on this structure §s prosented o Figure
§.b. Errors occur with prozabilily . The dumms varialic » mudscates that the
componenl heing examined is o crrer. The dummy varniable - indicutes 1hat focnt

correeiion 15 advancing to thy next node in the linked By
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(1-p ot gy )z

(l-p iz
Figure 5.4, Correetion of one coror in any node containing four components

When considering more comples local-corrcetion procodures the Markow madels
must typically wse additional states 1o remember” ool only thatl an error has been
encounterad, as is the case in the example above, bet also to record the exact st of
components in the cerrent localily known o conbatn orrors, Beoause errors occusring
in one locality are often carricd forward ot s bounded number of subsequent
localitics, and thus con have sebile alfcets an he bebaviowr of dhe local-correction

algorithm being modelled.

8.5. l'ree structures

In order to constrest Markov models wlhich deserine strusteres ahich are less
regular than linked Bsts, we muost provide not onby the probaxilite that an crror
GocUTs AN Dy given state. bunoalse ahie prolabiline that we next visit a node of a
purticuiar vpe. For o exampic. the bebaviour of an algocithm traversing o troe
siructury is inopart deperden on the discibaner of full nodes, incomplete nodes.
amdd feat nodes.

Wit altlempuing w prodiet the Pelhovious of such an alporithin oporating oo o
trec contwining o onodes, wo begin by dererminmg the expected noember of el
nodes, Jncompicie mdes, and leaf noxdes, oo trec contaiming & nodes. Then we cun

make The samphifeing assumption that the prebabitity of arving at o node of o

lllllll.l.lllllll.l]
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particular tvpe is merely the cxpeared number of such nodes i the tree divided by o

We prescot helaw the cxpected number of leai. mcomplete, and full nodes 1o
binary svarch tree that is created by 1he insertion of kevs o oa raedmn sequence. I
seems clear given the impestance of these resubts, and the cose with which they can
B obtaincd, thiat these results are not new. However, these results are relevant and

are caster o derse than oo cite.

Lemma 5.3

It a Binary scatch froe is created by the random insertion of 22 disunct kevs,
the expootod numbzer of doaf oodes s (o —+1)/30 the expected number of Jocompicte

podes 1y the same, and the oxpeered nombaer of foll nodes 35 (0 2373,

Proof

Assuime that some set of o distinct fevs 15 to e mnserted into an inilially cmpry
Binary scarch tree. There are o) possible permutations of o kevs and therefore there
are n! opossible hinary search treos which may be constructed, not all of which are
distiner.  Denote the total aumter ol full nodes in all such trees of gizer 2 by fo the
number ol incomplete aodes By k4, and the namier of leaf eodes by 0 Now
consider bow these varanles change when the forest of all {0 4+730 rees containing

s o moedes s consireeTed.

Sinee thers ute p--1 times as many trees, and full nodes o trecs of stze oo
cemain full if an additionsl node 15 insereed in the iree, 11 a8 only necessary o
identify the number of new Tull nodes which ocour as @ result of ansorung the lag
node nte each posttion i cach oee in the forest. Bur this is merely A, since o
exactly one irec of size o<1 will o pacticular incomplote node oo tres of size a

become a Fuil node. Thus §f, o —{n 1Y%, 40

Applving the same reasoning to incomplere nodes. G, (o =140 =0 125
stnee overall &, incomplete nodes will become Full oodes while cach louf node has
two wavs of becoming an incomplets node. Finallv, since g iea? node 1s added o
cach  of the (o 0110 trees in the forest of  rees coolaiming w0 NoECs.
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The  equation  {, o —ix =1 H{n 1Y has o parteolar sojunen f9%5)

fo=(n 13173 and this solution s exact for & 220 since there are o total of two leaf

nodes o the two  possible  (rees  conuummng  woo sodes. The  eqguation
o _g—nth, 2 (e 1315 also has a particular soluton b =(r | 2373 which s exact
Lot w2, The capected nember of leaf and incomplete nodes in one of these !
trues 1s therefore 2% (0 +1)/3. Since each trec contains a toial of # nodes, the

expected number of foll oodes is therefore (=23 /3. N

.60, Conclusions

All of the cwrection procedwres siwdivd aad fione Markov models that
described exacily the set of errors which would cruse these correction procedures to
fail, given that mubiple croots did non conspaire o assist correchion algorithms by

masking the presence of crrors,

In Appendis To and Appendix F meaoy Markov models are prosented, and the
resules of using these Markovy models compared with empincal studres. Tyvpically,
the results produced by using Markov models very clearly correspond almose exacily
tio empizical resulta. Indecd, o the few cuses where noticeable differences dig occur.
faults were subsequently discoverod in the empirical studics. Had we oot had such
accuzate tools for predicting the behaviour of the aigomihms being studeed. 1t seems

likelyv that some of thess faelts would not have been found.

Alrthough there are abvious henefits associated with wsing Marskoy models, some
gusstions are not easily resolved 5y ouwsing Murkov models TFor examnple. it s
relatively casv to construct models which cownt cases when correction algorithms
aperating on linked lists are misled. as o result of carefully selected values being
placed in specific comtponenis, Howeser, such models cosnmunicate nothing. unless
it 15 slso possibic o determine the probability thay crrors do couse specific values 1o

oo opliced inoselected com poments.

Another problem with vsing Markov models 1o precisely deseribe the hehaviour
Al mare complex systems Qs the sheer gize of the generating tuncerions obtaincd,
Althvoueh o was possible 1o prodnes o penczaring Junction deseribing the precise

Foehaviouy o the helis{3) correction algosithm desedibed in Chapter £ the resuliing

IIIIII.I.III....-.-‘



exprossion was more lhan (0000 characrees long, and even the problem of
derermining iF this expression couid be simphficd proved 1o be computationally

nmifeasiile using avatlable computing resourcos.




Chapter IX

Conclusions and further work

9.1. Conclusions

Inn Chapter T we presentsd o numier of 1ssues which we wished (o cxplote in the
hepe  that therr resoluiion would lead to the discovery of pood methods of

implemeanting and correcting robuast storage structures.

W biegan by osuggestiog thet the specifications that correlion Toulines oporate
under e reviewod, 1 the hope thar better speaficanons might challenge ruther than

blinker the designoers of relmst storage siruciures.

In Chaprer 3. we therefore stressed the robe that the Valid State Hypothesis can
play in the devclopment of correciion proccdures, and then extended the desired
behaviour of global correction alpommthims, so that in cases where the number of
errurs cncounktered cxoceded the number that cosld necessarily be corrected, these
algorithing seleclively performed correction, snd otherwise reported failure, We
then esiaalshed upper and Iower Pouneds on ke selective cormectability of arbitrary
storage siructures, Using these boonds, we showed how o oo 1-globul-correctable
mod{2) linked hst, 2 errors coudd alwavs e correeted, provided shat these o errors

did not disconnect the instacee stane being cxamined.

In Chapter 4, we caplorcd e tssue of Jocal correction. and showed that distino
votes could not abways be owsed 1o detcer 2rrors 1o focally deteciable stroctores, We
therelore developed the noton of local conncetion functions, and showed haa 1 &
storage structute lad o 2r -locoi-lineansaron function which was r-local-connoected,
then the storage Sfruetiee was at icast r-locallv-corrcetable. We then proposcd the
development of alooriihms that performed selective-local-correction. and estiaizlished
upper and bewer boweds on e selecove local correctability ol aooarbitrary storage
atruciure.  In Clapres 5 and 6, we showed how this theory could 2e readiy apphed

AN
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tor thie maodis 237 linked Sist, and the helix{h 23] boked list.

Chir next areq of concern addressed the underiving assumptions about the nature
af corors introduced info the data memory stare. There §s only a limited amaunt of
informution available about the frequency and tvpes of fauhs rhat. io pracoee. lead
[ crrers in robust storage structures, and wy were therefore kezn to address this
caue. Howover, 13 soon became appatent that such guestions were nol hkely o
prodece anv  definitive results, and this avenue fur research  was thesetore
shandoned.,  Rather mare constructively, in Chapter 8, we presentod two new
thesretical modets [or studving rhe effects of introduciog errors e robust storage

structuses, and derived a number of new results that pertained fo these error models,

We then indiested that there was a necd 1o develop additional guidelines.
indicating the propertics that robust Storage structures mus have it thoy are to
frcilitate cortain types of crror corcection,  The theoretival results prosenied  n

Clhapter 3 and Chapier 4 address this issue.

W then indicated tiar existing robust storags struceutes should be carciuly
revicwed. in the hope that such structures miglt be corrected more efficicntly or
acenrarely wsing techniques noi origoally considercd when desigmimg the structure.
This bed to an algorithm, preseatcd in Chapter 3, for periorming 2-rclective-globul-
correcrion on modik 221 linked lists. and an algorithm. presented o Chapter 5, for
performeng  2-sclective: Jocal-correchion an mol(k 31 knked lists. The hehlix(h}
linked list, presented in Chaprer 6. also arosc as the result of reviewing e existing
spiralif ) linked list structure. As shown in Appendix C1 and Appende €2, these
algorithms are sigmiicanily botier tha previous ajgorithms wheo correcting similir

litkoel Tist seructuras.

W alio expressod adesire to develop @ nwnber of pow rodusi Storage SIzUCTHTES
w1 tHat these could be evaluated and compared with cxisting storage structures. [t
was poped that, i e process, oew ideas and  beller methods o) introducing
redimlaney ingo stosave situctares would be discoveresl In Chopter 4 we prosenlod
& chechswnmed Woary tree, in Chapler 6 we presented the helix(é ) inked list, wrad
i Claprer 7 owe prasented thece pew Tree strueclures, alloof which were locally

ciarroo bl
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Finalty. woe suggested that empinicat stuchos provided only limited information
about fhe bdebavionr of robust stosage sttectures, and  associated  correction
procedures, and that therefore there wos o peed o develop statistical models which.
when prosented with varniouws parametess, accuratcly predicted the behavieur of

robust stotage structures, and icir associatled correcteon routines,

In Chapter 8 we thersfore discussed the constant error model and showed, wsing
this model. that the expected number of errors that cowld be corrcored by a loeal
correction procedure, when operating on a sufficiently large instance, cxcoeded any
bound., We also developed reselts indicatiog the probability of performing 1-local-
correction undsr o variety ot differont constraiots, and  preseeted these rosuls

yraphicaliv in Appendix D

We then proposced wsing Markov svodels to simelate the smroduciion of crrors
into robust storage stywctures, so that we might predict the ¢onseguencess of such
errors. As showe o Appondis B oand Appendis Foothe results of using Markoy
models o predict the conscquences ol errors corrslatod almost exacly wiih the
corresponding results obtained  from cwmpivicel stadies. This is obviowasly  very
exciting, and promises to maks the evaloation of somo 2obust Storage SITUCLHTes vary

much easicr. while also making such evaluations more geoerate and compleie,

Thus, this thesis bas commmboted (o stosaes siruglure orror correction in four
main wavs. Firsely, a number of new theoreical resuhs have been presented which
perttain to global and local errior correction. Secondly, a theory has beoen developed
which allows globdal and local coryection algorithros o selectiveby necform correetion
and otherwise repost Tailure. Thirdly, ssing rthase new theorerical results, betrer
correction  algorithms bhave becn proposcd  for previously  correctab™le stosaane
structures, and @ nwmber of oew fobust stosoge structures destzned. Timnally ., e bas
becn shown thal probtability theory and Morkov modsls are powerful tocks for

studving the propertics ol many robust stoTage stvuctures.
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9.2, Further work

Most of the unsolved probiems pestaining to erros deteciion and correction soeem

intrinzically hared, but are sufficicntdy important o merit further rescanch.

The melationships hetween storage structures and local-linsarisation functions are
nol well understood, and 1o particular it remains unclear how gond local-Hneatisution
Functions can be derived Trom a piven stotaee structure specification. A number of

related saucs should be addressed in the hope of resnlving this guestion.

Whul are he construints that lLmit the leeal datectability of a given local-
Lincansston [unction, amd how does the local detectalshiny of & incarisation function
change ax modifications aro made o thas linearisation function? 1Mow can the exact
local dotectaiility of a given bocasisation function be determined?  What is the
reladionship berween lincacisation functions capabic of detecting differcnt numbers of
errors in different size localitics, and Low does one determine which iz “herrer'™!
How does one ranslale o neansatcon function having certaim attributes into ong

that uses the smallest possiide Jocslity wlile continuing 1o satisfy these attributes”

In Chapter 3 we proved  that an rocJocsl counected  Zr-local-linearisation
function. f . had an r-loval-correction Iinction. Py However, the existence of Fy
docs not noeessarily imply the existence of an efficient r-local-corrcetion procedure
which can correct at feast one error in any lincarisation §{x,) comlaining berween |
and roerrors. sincc Feomay not be computable broa reasonable procedure. Ts it
possible 1o prove that all local correction: functions are computable by o reasonalids
procedure, or alrermatively to provide some theory wlich wauld at feast allow e 1o

idemify thase local correction functions which are?

In Choaptor 4wy also proved  that an r-local-correctable (20 41)-Jocal-
liccarisation bunctiom was [#-41) selective-local-correcteibbe. 1t secms clear thal seme
lincarisations which ame cxactly r-local-correctable arz more than (¢ - 1)-selectne
local-correerable. Wihar are the ideatifving characterstics of such Hneusrisinon

[anctienis?
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More gencsally, whar i the relationship hotween local correction sianrithms and
other tvpes of correction algorithm?  Should we be developing correcrion algorithmes
that are designed to operate Ucorcccflyv?’ under worst-case scenarios, tathier than
developing  corrcenon algorithmes  which  mect other  objrcoves?  Perbaps o
assumplion should be made abour the pumber of croors encountersd by s ¢oTrection
procedure. in the hope thar we might develop aleonithms with good probahsuc
Lehavicur, or algonthms capable of always rranstorming damaged instaeces nuao th
nearest correel and scemingly valid enstance. Smce i 15 ot kooevn how 0 comstruct
such correction algosithms, o even i 1he construcim of secl algomiihms 1 {feasible,

thas would B¢ ananteresting area for facther rescanch.

Historicallv, the %alid  State Hypothesis has becn uscd  primasily when
drlempting o prove the eorreetoess of algorithms that relicd on it However, many
ol the slgorithms preseoted 1o this dissertation actively use the assumption that the
Vaulid State Hepothests holds to assist in performing correation. There is therefore
need for o theory which would identily the ofleco thal the Valid Srae Hypotlesis has

on the corrsctability of an arbitrary structure,

In thas dissertation we assumed that correction afeornthms had no external
fnowledge abaut the cause of crrors, or the possible propagation of errors, and that
thev thercfors had to assume at best some proasbilistic distribation of crrors within
the strueture being corrected., However, often the cause of orrors can be externably
idenkidicd, or the propagation of crrors carcfully controlled., 10 would thercione e of
intercst to investigaite the propesties of robust stotsee structores when subpected o
such resisictive classcs ol crrors. and o atempl o desgn good algornhmes Tor
handling such crrors. Most notably, power fadures, deadlock. and uscr-imtiared
interruptioen can often lead o partielly completed  apdates waloe robust storage
srrectures. Flow shoubd correcrion algnsithms attempt to correer sucl errors within a
single rohust stocpee structuze, and more gencrally how showld correction aleocithms
recnify partially completed epdates applizd o composite storags strectures?

Maothods ol simulanag the typos of crror thal arise ax o reselt of ncorreet
concutrensy eontrol showeld also be nvestigated. It would e of anzerest fr develop

code that siradated chis cype of errocs and to censider the posable conseqguonees of



albowing ercor correction oy e perfurmed concoarrend )y witlh mber forms of update.

Finally. the most ambitious rescarchers might attempt to unifv the theoretical
Teaults which pertain to robust storage structures with the theory of error-cotrecting
coles. andfor the  theory of  detection and  correction of errors in hardware
componsnts and systems. There are many supesficiad similarilics between these
ficlds. and much can be leamned from siudving all thege. In particular, if storage
shructure errars could be modellzd wsing any of the exisnong models for hardware
crror delection and correction, then a huge body of accumulated knowledege would

siddunidy bevome available to the desioners of robust storage sicuciures,
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APPENDIX AZ
A quaternary perlect Hamming code
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APPENDIX B1
Pseudocode for mod(k>3) correction algorithm

correct_headers{): £ Terminule if oull tnstance i
for {gount = 01 count -2 max_possible; cownt = count+ 1) 1
candidates — (1,
for(i = thi-<3i=i+1) S Apply constructive voles =
O e /¥ For simplicity. assume N exists
11N & any candidare] 3y
1 = candidares++ ; candidate[j] = A, votej] = 01

vouo )l = votelf] + weight[i]: b woislt[i] = {1794, 3514, 1516} =
for (i — 051 < candidares: t = 1= 13§ /° Apphy diagnosns virles i

N, = candidarc|1]:

N f =N} vole[1] = vote|i] — 154

B R R e vote[i] = vone|i] = 3708;

TN, by -f 2=V ) vorali] = vote
N, =anv Mg, 00 vore|if = th )
case ‘Chuly &, got vorg = D271 heeak;
case *Omlv & oot vare of 127
if [candidates = 134
M N e bad or ¥ by - F 4 ok} abont{Targel disconnecied);
hreak: |
BN, f =Ny and A=Ay by and N, =Ny, by )
i {4 =3]) abort(Targel may be disconnecied):
(N .y by =N s, B b abort{Targer disconnecrad); |
case *OUnly &, and &, gol vare of 172
i (N f 1A 1)
it {."‘-‘Ib f ]T:"lrrﬂ_} P‘r'-ﬂ - .-h'\'.ll_.l, .
Telun A s A AN
case "Orherwise’s abootlarger disconnected):

i+ 106

NG s luroet node & =
i T S L, e By R S I ASSTEIMOnE may b UNNECEREATY
if (N, — Jast beader] correct_count{)z /7 Terminate suceessfully il

)

abart{ Alporithm looping):

L
ad

E

*
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APPENDIX B2
Pseudocode for helix(k >3) correction algorithm

eorrect_leadurs i I Terminate if nuoli instance “
for {count — & comnt < max_possible; count — couni—13 {
candidutes — 0;
for (o= 00 =l k1= i+.04 i Apply constructive votes
case o= AV No=MN g f e f For simplicity, assume &, exists <
casc i — k' NN A by
case “default™ A, =4 -0 g
if (%, 7 any candidae| ] 4
j—oandidares— - candhidate[j] =N, voref[] =01 )
if 11 4 Oy vote[]] — vote[j] = 10t N, — candidare]j] '“.-'
tor (1 — 0: 1+ candidateszt — 1+1) | o Apply diagnostic voles ey
N, = camdidowe]i];
for (1= L2 kij= j+1)
T T e N, =N virefi| = veue[i| - 1;
ciwr ') = R (N B N bR ) vatefl] = votg[i]+ 1;
case ‘defaulls (N b Npgeh ) vorcf| = vote[i]+1:
N, =N, forany 027 21—k ) votefi) = 0: ]
case Oy &, has = & votes”; broak:
casc Uiy A, Tas bovodes”;
if (candidzres = 174
(A il bad or N, =N o, by or N (=N,
N F P F - k-1 =, without cveles) abor{Tarset disconnected]:
elsc iE (N, 7. NeandN,—Nq b and N, -85 b 0
Wik 3y abuctTarger mav s disconnected): :
N =N _ 03 abort{ Target disconnected); }
"W, oand N, have B ovoies':
i {_.\~.'f: }l 17_&‘.“'.:& .vi.:' _I'j _:
N F = ) V=]
elae if (W, =N, h ) M =N
case “Otherwise’ s abort Targer disconnected )
Ny-dd—id N, -f . &g £ N, 18 the taroet node A i
farii= 200 Skt — - YN -h, =N, 1 Assignments may be unnecessary *f
if A, = kast header) correct_count{); } fUlemuinae successtully
abort Algomthm leoping);

(]
[
A
=]
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APPENDIX C1
Empirical resuits for double-linked §ist structures

C1.1. FExplanation

This appendiy presears empirical resublts obtained when “random’™ erroTs were
mtroduced into double-linked lists. a mod(2} structure, 5 mod(3} siructure, and a
mad (4} structure. Tach instance contained 160 conscoutively locaed nodes plus
headers. Tnercasing numbers of pointers were randomly selected From within this
imstance, and modificd by adding or subtracting s random nuember between 1 oand
141, Bueanse the instances being considered were small. the probability that eroors
cuused disconoection was kigh. Because poimters were modified by o osinall amount,
the prohakilisy that vates supported common incorrect cundidares was bigh. This

appendix s therefore somewhast pessimistic,

Since a standard (+1.—1) double-linked list 15 not locally correctabliz, fwo
distinet methods were wsed o produce o locally correctable (0 1.+ 11 linked hisy
Buth methods emploved a forward rraversal. The first method added van checksum
components, of the sams s1ze as the pointer componcents, o cach node m the
instance being corrected. A generalised  perfect tettiury hamming code [21].
presented 1o Appendix Al then allowed single errors within nodes o e corrected.
The algorthm reported failuse if moTte thun one componend within o node reguise
cotrection.  Lhe algorithm abso reported failore if the {possibly corsected] back

pointer in the current node Tailed to address the previous vistted aode.

The other method of producing suck o bBst used two conseoutive heador nodes

amdd stored &0 AL rather than & L in a virree! backpomter componmmt, N

[5t4].  Locsb correotion i this VIDLIL stracture was accomplisbed v owsioe reo
comstructive  voles, N, -f and Noov-= L0 tosether with o dizgnosic vote,
i —ed de N N, v =N wodenity the teezet node A

For the med(2) instance, correction wis allcmptad wsing o histasical mod(d )
1-local-correction algonithm. which used the voles Ny=V._-bp o Ny Ng o8- Fy
and N =N the mod(2) local correetion zlgorithm presemtvd in [122]0 and the

spiral focual correction algoritlun prosented i [2G]0 Yor the mad{3) and muadid)

L3

|
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Lnstanecs, correction wias atteropred using the mod () local correetion algosithm. and

the sclective-dneal-correction algorithm deseribod in Chapler 3 und Appendix T

Cach mod(k} aleorithm  wus vxecuted on exactly the same “randomis”
dnmiaged instances.  Each test was performed 1000 fimcs telore the number of
pointers being damagod was increased. Statistics were collected an rhe number of
times that the damaged inslunce remauined connected. and was thus potentially
cotrectable. Statistics were also collected on the number of tmes cach algorithm was
able o correct the structure. and the namber of ymes that each algorithm was

misled inte attempting o apply an incotreet change,
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C1.2, Commonts

Wlhoeo rhe double-linkesd lise was protected by wsing un Crror-corrocting cody,
aodes contaimed no deatifier Feld, ber sull contained v additional corm ponent ot
present o the other struerures considored, When compared 1o alternative rolust
linked lists reguimng the same amount o stotogme space. 1the checksummed dowble-
linked list pertonned rather poorte, Comparable results Toc the spizali 3y and helixi3)

slorage structures are preseoted me Appendix CF and Appendix T2

The VIMLL arructure pecformed vers welll Empirical results sugoest that it is as
strongly connucted as the mod{3) structure, and that its correclion afgorithm s
competitive warh the historical corcection algotithms wsed fo correet modis)
slruciures

While the Delaviour of the moddky Lssl-correction algorithm gy simifor to the
spiral{2) Incal-correction alegwrithm. and e o Jesser extent 1he selcctive-lacab-
correction algorichey prosented in Chaprer 52100 modi2) local-correction algarithm is

grite dlifverent. since 1t uses two pazallel teeversals of the instanee. and an claborute

'IIIIIIIIIEIIIIIIIIII
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fault dictionary to assist in correction. 1ss thovefore surprizine that the results of
attcmptine 10 corrcet a mod(2) iestunce are abnost adenncal, regardless of the
algorithm wsed.

Dnder the various erross inteoduced. the mod{2) structure remained conneoted

v

44 of the time., the mod(3) stucture 33750 of the time, the VIDLL structers 365% of
the time. and the mod(d) ~trocnoe 609 o the time.  The YDLL correction
ataorithm corrocted 20%% al atl cr-ors, a5 did the mod(h ) correction algorithm when

operating on mod(2y, mod(3 ), and medd- linked list structures.

Supcriiciatty it appears that the Tocal corsection algorithm outhioed in Appeadix
Bl should correct move errors in o moodid 223 strneture than in a mod(3) structure.
However the Ieealitv, in which it s assumeed shiat at mos? two oroors oocur, 15 smalles
ia e {3) structure than oo mod(h 224y strooneze, and tlas boecomes sigrificant
when many crrovs are introduced 1org rhe msianee being corrected. It s thesetfore
not surprising that this algoribm correcied d0% of corors in moed(3) instances, and

38% of crrovs in mod{3) instanoee-.

The sratispics presented sbove are very dejrendem on e number o7 errors
imtroduced into the instance, the tvpe ob ermer inmmaduced. and ehe size of the
ipstance peing damaged. However, these stanisnes provided some assurance that the
seleative-local-eorrection algorithm cusiined n Appendis D s indesd superior to

lacrithms proviowsly presented. when applicd o aomodis 230 seucture.
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APPENDIX C2
Empirical results for multi-linked fist siructures

€£2.1. Explanation

This appendis presents empirical resehs oblzoped when “random™ erross wore
i i

introduced into instances of a helied3), helix(d), spital{3). and spiral{3) strecture.

Each nstange  conemmed 1000 conseoutively  located nodes  plus headers,
Tncreasing numbuers of pointers wore randorly sciceted Trom within this ipstancc,

and moadified by adding or sulvracting o random number between @ oand 100

The spizol(d ] instanoes were corsected wsicg the spieal correction aleorithm
described o [20]. This wlgorithm wsed the following voics o correct up 10 & —]
creots in Aoy focality. 1V o single candidate received & +1 o more voles the
algoriehm concluded thot s pode was the target. Otherwise the algoriths reponics

foilire.

ot PPl followed | Compuarced with

A 2

Unfortunetely since the spral and  helis structurss are  diffeqent, it was
iz possibic o oxceute e costection algorithms on the same Crandomly™ damaged
instances. Thus the errers applicd to cacl justanee were relaed ooly by the above
constraints. kRach test was performed  TOKE 1imes on cach iastancs before 1he
numiber ol poiaters beine damaged woas ocreased. Stansnes were collesied on 1o
numiber of times that cach domapsd instance remained conncetad., and was 1has
pracrliaily cotrectable.  Statistics were also collected on the namber of Umes the
Appropriatie alrotiithm was able o correet the instance prescoted o i1, and 1he

mmilser of fimes sl cach algosithm attempted to apely an incorrect chinge.
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2.2, Commenls

Linder the various crroems itrelaced, the helis(3) structure remained connecicd
B3%% of the dme and he spiral{3)] structure 84% of the time. The helix(4) and

spiral{4) struorures remaoned conneeed 997 of the dme.

The heliv(3d structere was correcred 54% of the Ume white the spizaliz)
structure waes cosrected ondy 367: of the tme. Simndarly, the helis(4) stzucture was
correctod 839 of the tme. bur the spiral(4) structure only 66% of the time. More
informallv. tn the cxpeniments conduecred. the helisid ) algotithm generally behaved
as well as the spiral{l ) correerign algorichim, even when the structures that it was

correcting contatined an additional W erroms.

semewhul sutprisiogly, the belis cormsetion algorvithm attempred moore erronsons
corcectiongs han the gural correcuon algorithm, In the helic(3) strecture 111
erromaous oorrechions woene allempicd compared to 33 in the spital{3) stracture.
Simidazlv, othe belix(d) structeese 2 errouvous cotrections were attzmpted compared
te pone an the spirali4) sttucture,  Various factors secm &0 Rave contrizuted o this
discrenoney. Sinee the speral correclion algorithm failed more ofter, it encounrered
fewer errors. amd thus Lod Jess eppottunity to be misled.  In additien, the el
correction atgoritbm condd e mrisled whep an incorrect candidate receives & ovotes,
while 1he spiral cortecnon algormthbm couid e msled only iF an incorrect candidate
recoives ar least & 41 votva, Vhins became particularly significan: when consicuctive
vates supgorted nodes outside of the nstance boag corrected, (iiven the nature of
the diagnestic voras used, and the Taer that ardv compoaenls within the instance werg
damaved, such nodes receive oo dingoostic wotes Trom the spiral correction
algarithm, but could recerve up to & =1 diagnostic votes Trom $he helix cormeciion

alporithim.

Although the spiral(3) and hohx(3) stroctures are naturelly much more robest
than the maodisy stractare. since cach node 1noa moed{& ) structure contains only the
twir pointers f, and Ly, L i is of some interest g0 compare the coesolis poesented alae
with thuse prescoted m Appemiic ©10 fherefors, imstances of the helixi3) and
spitall?) strucruce containng more than 30 damaged pomters will be dznorud.
Under this sconerie the spiral{?) acd helix(3) stroctures remained connected 955 of
the time. The helis(3) instanecs wore correcred "% of the nime, and the spral{s

imsionces 700 of the time.




APPENDIX D
The vnperturbed constant error model

Ir.1. Explanatinn

This appendis graphs the ehavieur of Tancrions, derived o Chaprer 5, which
pertam fo the unperterbed coostant error maodzl. This mode] assumes that a
components 0 an nstance state arc rravessod in some sequenao, and that e
randomly selected components initiadly contain errees. It further assumes thatl the
order in which comiponents are raversed 5 oaperturized T 1w correctiom of

Crromeirus CoOmpononts.

W then assaomie i Tl locoldieacisaton funcstion, g used 1w detect or
corrcel errars an these compouents, produces hircurisanons which violaie the locality
constrainl i and only a7 some sobseguence of @ compoeneats connaios more than one

STTOT.

Superhiciallv. it might appear thal the above assumptions are reasonable when
considering the nehaviour of o L-local*dedcction proccdure. and that therefore the
rosullts proscated lere can e used 1o predior the behavicar of such slyotithes.
Howeser in the wvast majoriey of  cases, Jocal delceuon will be o aecomplished
suceesslully even when locahties contain an arbirary number ol crrors,  This is
pecause, dvpically. such crroncous locshitics will vor be micmnaily consistend, The
sresulis presentad bere werefore provide very pessimsne prediciions of the sehoaviour

of Z-bocal-deteciion proceduTes.

The unpestorbed constant crror model 15 more useiu] when allecmpling o
understamd e bohavicwr of o l-locai-correction procedore. Spucilically, when
Telpcal-correction procedures wse limearsations which alwavs contain cxactly o
untrusted components, we will assume rhat ananstunce state 15 ocally correciable, if
and only if e subsequence for wendow ] of w0 consecutive comaenents contai muore

than one erro:.

Graphs are presended i pates, o ToesT bBeing o lineas graply Tor small oumbaess
of compoments, and the scoond wsing o Toganchmoae seale o depacr sosubs o0 large
nuamlers af conpornents,
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The first tour scots of sraphs plot he selavonslip bBetween n, ¢ and
w—{m —1]1% {+ =1

’
G . " g -2 Ga ;
t ! :-! tor mi=5. w=I0. =20, and wm=340  Thix formul
i
A

.
expresscs the prozatility that no subscguence of » components contains mosc than

vee srron, given that exactly ¢ €ITOTS oCouT In o seguence of @ COMPONEnts.

Tlhese graphs suggeest thar when the size of o corpection locality as quadoupled
and the number of corors mntroduced into the structure reduced by hall, simidar
resills are obtaned. Carcenedy, this behaviouwr s et well nacderstiead, However, 11
15 impertaar since it implies that jocal-correction algonthms will perlorm reasonably
well, cven when they wse Targe cocrecnion ocalines.

The  last pur o of  graphs plets the  telationship Setwoon w . r. and

n

W=l =10 [0 =11 " ru :
A 2 2 | . Ftos Tormula exprosses (e expocted nunzher of orrots
=1

that can e pioccd 10 0 sequence of o components, while placing oo mome thio one

crroran any subseguence of mocomponsats,

These graphs suggzest that the expooled sumser of correctable errors does mol
inorease bocazly s storore siruciurss grow. 1Tos 15 not surpnsing and indicaies tha
|:J:]l§_‘ THktw !_?_[ [ZUTT(_‘.LZ[:;]LT'L‘ LTS 1o 1(}[7!] CIITF['I]H]]'ILfT!T.‘i ".-".-"i“ []L‘LZ]’L‘H.’\L{ A KITUOCERITS gr:m'.
However, the espected npumber of correct:ble errors merenses simast incarly whon
poas Lerpe, ] Cleatly dogreases mose rapudly than Jog s Thes, loes! correction
algonithms can e expeeted ta poerfonm very well when operating on large storags

stractures conranung uozelated sets of errocs.




At most 1 error in any 3-component locality
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At most 3 error in any 10-component locality
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Al most 1 errov in auy 20-component locality
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Expected number of correciable errors
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APPENDIX E
Analysis of connectivity using Markov models

.1. Explznation

Thiz appemdiz wsez Moarkey models 1o present reselts pertmiming so b
connuctivity of o number of storage structures, and compares these resulns with
empinicad dara. Beginning i state O, cach modet simulaies so algomthm anempiog
1o traverse o parlicular storage structute, in which crrors occur with consoant
"

ropabalice po Uhe Markow model wses the cxprossion o

7 comtiiping e dummy

varattle o, tooiodhicase the successtul rraversal of @ consvoutive nodes.

Eaclh Mazkoy modae] is then rransformed into o generating function, deseriiung
the overall iransition from the seart stare to a finel stare, These gencerating funcions
are not preseniod, sheee they con essily be seeonstructed from the Matkoy moda]. In
ath 2ot the stmplest struciares, shese gencraang tunetions are rather complex, and mm

eusilv depicted,

W owill study two dssues. Fisstlve oo erder to reman compatible with the result
presentad m Appendis O, we will derzemine, for various structures and valoes of g
the vxpected number of dpstances that remain eonnected. given that s examine
000 mstances, cach comtaimang 300 Jduta nodes. The results of this stedy will b
comparvid with empricnl dara. Secondlv. we will derermines, for vurious struciures
and values of g, the expecrod nember of nodes trepversed prior 1o deteaning
disconnociion. given 1hat wo aso cxamining an instance comloiong ot lzast thas
number of nodes. All of these resuli will be presented grapbically.

Let & be o generating Tunction whose cocificient of @ % indicates the probalahity
that oxactly » onodos can be reached from the headers of an onstance. Then dhe
number of inatnces out of 1000 which remain conpected, and the expzeted number
of nodes teaversed or the poing when desconmection 1= bivst deiected, 15 caleulatcd

usier, the follomeing “Maple” codli.

1501

o i ” gl s & 1



# Instances remaining connceled out of JUG0

(3 :— procial tomd # Uhe order tomm of ths tovler soues is O
newdus o- 30 # Thers are 100 data nodes
for pfrom 005 by 005 o 13 de
=" # Itz be an ariitracy variable
Failed t— tanlodd Gozonodes) 20000 # Number Jisconnected
7:— L # Elminate the dummy viziable 27
prinifp. evalff 10K)-failed ) # Prim number commected
od:
# Txpocted nuember of nodes traversed
result ;= diff{zl: & Diffesentieone O with respest 1oz
z:= 1: # Eliminate the dommy wariable z
for p from 003 by (005 1015 do
pris(p., cvaifiresulty): # Priar cxpected numbher of orrors
wek:

F.2. Blarkoy models For linhed Lisis

The Markoy models osed to study the conpuectivity of tnked Tlisis simulate o
hackwards traversal from thy heoders of the instance, ireratively sclectng with
probabilily: g; some transition generaling function. o=z, indication e the
simularion hus suecessfuliv retrearcd backwards from &L, o A visiting in the
process all smlermeediate podes, I0 0 is discovered that the medel cannot procoud
sackwasds  beenase N ik discosnected  then the model enters o linal sale.
Ertherwise. when § beeomes impossible woardive st A, by trovessing the Inked list
backwards, the model simulates o forward travessal fron the headers of the instsnee,
Heratively selects with probahiling ¢, some ramsition veperating function g2 which
indicates that we can wdvance toward from N, _, to N, onge again visiting i the
process all imermediae oodes. s forward traversal termicates when Jroas

detormined oo some node 15 disconnessed,

Fach of rhe following rahles coptaios tour columns, Uhe Tirst pwo columns
deseribe a posdble transition bolween o ostate and an adjacent stute. The shird
columa provides the genorifing Junction associaiod with this transition, and 1he
Fanrth column indicates when this trassitien occars. Sune 0 reprosants e st

atiate. and seate -1 e vl sraie
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F.. 3. Mavrkov model for bisary lrees

We alse present the results of wing Markoy models 1o study the conaeensity of
the checksummed binary tree Geserited in Chapter 4, and the sibling-hinked binary
rree deserived in Chapter 7.0dn the checksummued binary trec we consider a child
node eonnected i cither the ik addressing it is curreet or oo other ¢TI OScuEr In

the patent node, thus allowing tas erroneoes Link to e corrceted.

A jusnficd in Lemma 8.3, o a0 binary tree creafed by random jnsation, the
probubility ol encountering o leul wode s (40350 1he praba>ility of enecuniering
an incomplete noele is the saoe, and the probaluliny of encountering @ full eode iy

L2130 T the Markow models we will assunse that »oas large and theraTurs usy

153 o approsimars each of the ahove shree profalahises,




Checksesnmed inacy ree

_T'.':jx Ment | Gieaceating Commens
IR St II Fansiion
L T E Aldeaf node - seluat aondicr nede —
i i i/3 AT an ncomplere node
{ 0 3 At g full nod.:
l sl CI(l=p ] Link correct
] 2 I3 Link cootains ac error
2 3 {1—m3 N error in 2nd component
2 -1 fe Two urrors i node
3 4 (T—p) ™Mo ermor 1o 37d eomponent
A I Two errors in node
Ll 5 {1-p) 1 Noesorin 4th compongnt
4 1 I Two errors in nody
) il S{1—p) Choby one ermor in 5 components
a5 -. b Two errors in node
i i il o Leit link correcr
fi 5 | 5 Lefr line in error
7o U i zil=p) | Left link corzeer - Rizhr link correet
|7 3 I - Lelt ink correet - Right link in crror
4 3 s{l=r Leir hok in vrror - Righnt link correct
LH -1 i Two errors in nowde |
| Sivlirke-linked binans tree |
Ch| LS A leaf node - seleat anather node
¢l 1 173 At an lncomplete pode
A T3 Ab oo full nody
Lo 20 zfi=p ) Single child addressed brar Loft ik
L| 2 isw Single child not addressed b left Tink
2t (1 p) | Singis chikt addressed by righn fink
20 -1 g snehe child diszonneetad
3004 | z(I-pd | Left link corree
R T Lefudink o cmar
L0 zil=pd | Right link correct
4060 | p Lett link correct - Right link in eror
56 | = 0T=p) " Left ink in crror - Right link correct
T I Both links contarn errors
Bl 00 =00 p) | Oiher ehild addresscd by are pinter
b -1]p Otleer child disconnecred

E.1. Graphs

In the following gruphs. predicted results were obtgined wsing Markov models
and the Maple code presented st the beginnming of this appendix.  The observed
results were olnained from cormesponding cmpirical studics, In the cmpiricad studivs,
storage structure instances comiained 100 dae nodes. Binaryv trecs contained
approvimately the soms numbes of tull, meompleic. sod Teaf nodes. but no edfort

wis e 10 ensure tha these frees wese Balunced . Poimters, and when appropriate



A
LA

clivchsumes, bt ocach storace struclure inslanoe were asstened  zrhitrsny incerroet
values with the indicaied constant probability and a test performed to determine af
the imstance remained connected. This rest was repeated SO0D times and the totsl
rumber of Umes thae the instance remasined connected recorded.  This exercise was

rcpeated vnder a variery of differect errer probahilities.

Empirical results were not obtained for the expected number of nodes capaile
of being traversed o lurpge structures, given that components conained errors with
constant probability.  Such cmpincal stedics would bove sequred considerable
computing resources, since large stortage structnres were invelved, and probaiy

waould ot have prodoced any sigmfiaant now resulls,
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APPENDIX F
Analysis of local correction using Markov models

I.1. Explanation

This appendix analvses the belhiaviowr of some of the leczl corqection aleorithms
deserined in Chapters 4, 3, and 7. wsing the technioues deserited in Chopter 8 and
Appendin E. Woe will study two issuws. Frrslly, 1n otder to temain compatible with
the results proseoted m Appendix O, we will determine the expestcd number of
mstances that cun e corrvetod. grven 1wt we adiempt local correctivn on 20
instances, cach concaining 100 dita nodes, when selected  components have a
constant probability, o0 of bemne i errors Fooones Muarkowy models we assume that
multiple crrovs do et consplry Lo essist or mislead correction algorithms, The Tesults

of this study will e comparcd with emgnnivel danse,

Seondlv. we will deotermunc, for vanous values of g, the expecred oumbe: of
nodes toaversed by corraction wiaornthms piior to fuing, orven that we are
CEAMLOIGE an insrnce contieing ac least this aumber of nodes. Al of thase rosulis

will be presenied sraphicaliv.

.2, Markey models tor linked lisis

W will compare ocal eorrcctson algonithms aperating on a number of difteron
unkeyved dooble-linked  list stroctures. These structures are the checksummed
doulbibe-linked list conrinine two o additional checksum componcnts, the viroal
doutde-linked list (VIDLL}Y [SU]. the mod(2} linksd bsto and the mod{3) iinkcd list,
Each ande in the checksemmed dovble-linked list was corrected by vsing the crror
correcting cods prosented in Appendis Al The YDLL structurs wias corrected s
deseribed in [SO]. and the modi2] lnked st was corrested vsing the stencal
I-local-correction algerithm doserilaed i Appendis OO0 The mod{3) inkod st was

corrected wane the Zocelective local-cozreetion alearithm described in Chapter 5.

In cach of the Markoy models proeseniced belivw we assume that local correction
is artempting o dedcrmiinge the cogrect wddress of aode A0 IE the correct address of
this node cannot be determined. becinse of e crrots o the cosrection localisv, then

BN




i

i

the hurkov model enters o final sate, Qrherwise the Markoy micde! proceeds
through all subsequent aodes whose addresses are ascessanily identifiable grven the

crrors in the localiny, hefore trving o determine the add-uss of some new &,

Somoewhot surpnisingly. the Markov modsl for performine local correction of the
viztual double linked list was dizcovercd 1o be idennical so the Markosw model for
porlorming lecsl corsection o the meod(2Y linked bs, Results are net therojoso

presented Tor the iocal corrcenion of virtual dooble inked [ss,

Althonsh we suceecded in produecing a Markovy model for the helis{?3) loeal
correction atzorichm, he generating function produced from the helixi3) Markov
mode]l cxeeedzd 100000 churacters, and was computasionally intractable usiog

gvailabls compuiing facilizies.

1-iocal-cteToetion of B
Checksnmmeed hnked list
This ; Next Generatice | Cosnments
Stute Srare ) Famcuon
L I T Lst component cormedl :
[ B n Lirror in 1st componei '
L C 3 inm Compontonts 1 oand 2 ok
i b 1T Compusent © ook, 2 il |
2 5 I-p Cuomponent 1 bed, 2 ak |
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i i L= P Compuonents . 2 and 2 ok i
A 7 P CComponents Tandg 2 o 3 Tad
Ll b P—p S Components T oanel 3ok 2 bad
4 - it Components 2 and 3 uad
5 o H i Componens 2 and 3 ok, ] Thad
A -i I v Components U and 3 baed
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& {i o Chnly component 4 Dol
T ¥ Sil=m} Only componest 2 Tl
27 1 L Compoaents 3 and 4 basd
i i [ =(i—p] Onlv component 2 Bad ;
B -1 Lo Components 2 and 4 bad
0 ( BEETE ) Cnly componeni 2 bad
u i) Cop Components 1 and 3 Tl
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F.3. Markoy model for hinary trecs

W also present the resuks of using Mathov models to study lJocul correenion of
the checksummed binasy tree descrived in Chapter 40 aad the sibling-hnked binary

trec desesined in Chaprer 7.

In the aoalysis ot the sibling-linked tree we use Muarkov modeis to scparately
predict the probubility of performing correction when only pointcos may oontatn
crrors, and when only keys and checksems may contain errors, The prosabiity of
correcting o sibling-linked tree when crrors may oceur in poinrors. kevs, and

checksums. is spproximated by multiplving these two probabiliics,

1f distinet dumeny variables are used in distnet generating functions, and the
Markoy madel for correcting pointees is extended by alse allewing kevs 1o contiin
corors with probabsilicy g, then the gengrating function desernnzing correction of both
keys and pointers inoaosibiing-linked teec is meraly the product if rhe generating

function doseriiing the corrsction of cach.

Unlormnately. since this composite gencrating tenction contains two disiinet
dummy variables. the teelmiques deseribed in Chapier & cennot be used 1o idenrify
he vxpected numaer of nodes traversed by an algotidon correcting Dot keys and
pointers. Therefore, we present sepurarely the oxpeeted number of nodes rraversed

i o sibliop-lnked trew wheo each of these Two trpes of vrror occurs.

Uloesd-vorrection of . 5 T-local correction ob koys i I
Clheckmmed sinamy tree Sinling-linked e -
| = | 1—p ‘r 1al comnpunient ok i1 —[ LT | &Ler ok ‘
£ I ! 15r compuient ad 012 » SN, x bad
| A J 2nd compoment ok T . z(1—=p) | N, & ok
Lra | p 2d component bad I G ANk had
To0 | sl At loast o crroes g 1—n ; -':( ook
e R ! lesaisd twa errors 2ol | p Wk bad
3| A L= Aad conponent ok 3|5 g Nk ok
06 n Ard comypsment bad 30 -1 p | A, & bhad
410 (1= 3 o ooher crros 1 Jro Nk ok
4 -1 |1 {1 pad | Atleast ewo errores v | [ N .-k pad
S8 | cil=n) Abr compement ok S0 | zT(l-pi | AN,_qx ok
O I fodth component b -1 | p N, ps bad |
LI I I {1-p32 . Noother crrors 6|0 | =Ni-py | M, v ok
g Lot tws ooriors £ .. / Vo, r bad i
A R L Sth componstr ok i : :
% bl [ Al least pan crrors
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C-lowzai-correction of pointers 1

, Sibling-linked tres

STITEE O R TUAUw el !
3 Ik AL incomplete node !
1 R | Ar full oods '
1 £ (l—p Left link null
l 2 I Left link bad '
2 o iy Ragh ik null
2 Lo Toh Tinks o
3 - 1—p Left link ok
3 | g Leh link pad
4 ( SEl—p) Eight iinx ok
3 th n Rieshr jink had
) f 1-p Eight ink ok
o 1 e Dhsconnested
f1 (1 (=] Child arc ok
f -1 ! Cluld are bl
7 5 1—p P ink ok
7 4 n o Bert link bad
& 0| 1—p Fizln Lnk ok
R 1M p Biaht hink Tad
4 11 +v 1., Wiaht link ok
4 o S THscmmec el
JELRN IR s(1—p} st are ok
i 12 ¢ . First are had

1. l (b Sil—p }: | Muither v bl ;

S11 -1 1—(1—p ) | At leust one ure bad |
i e {her are ok

F15T -l i I A leimt ome e L

¥.1. Graphs

In the Following sraphs, prodioied resules were obtained vang Markoy models
preseoted carlicr i this appuendsx and the Maple code presented at the beginmng of
appendin B, The observed resals werne oimonced trom corresponding emprical
studecs,  In the cmpincal stidies srtorage srructize mstances contmned 1000 data
nodes, Binacy rees continnod appronimately b same number of Tull, incomplate,
and teat nodes, but oo effort was made 1o ensuse thet fthese fress werz halanced.
Puinecrs, and when appropriate kovs and checksums, in gach storagc struecturc
mstance owere  azsioned  artitracy newrres: o valees with o the indicated  constanm
probability and o test performed to determine if the instance woas correctazle. This
test was repeated D000 tunes and the woial number of temes that the mstance was
corrcoted reciorded. This excreise was repeosted under o varicry of different error

prodadelinnes,

BE B B B OB O
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