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Abstract
Employment-related SMS phishing (“smishing”) is increasing, yet
users must judge message legitimacy through the limited cues pro-
vided by messaging interfaces. We conducted a screenshot-based
study in which participants evaluated job-related messages across
multiple messaging platforms, judged legitimacy, and reported the
cues informing their decisions. Across platforms, participants relied
on similar heuristic cues regardless of judgment correctness, sug-
gesting challenges in cue interpretation rather than cue availability.
We identify a pattern of interface-driven trust miscalibration, where
platform-level trust perceptions shape message-level judgments,
and implications for messaging and job-search systems.

CCS Concepts
•Human-centered computing→User studies; Empirical studies
in HCI ; Mobile phones; Smartphones; • Security and privacy→
Phishing; Usability in security and privacy; • Information systems
→ Texting.
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1 Introduction
Employment scams have risen to become one of the riskiest scam
categories in 2024 [20] and often exploit hope, opportunity, and
trust among individuals actively seeking work on legitimate plat-
forms [19]. Focusing on SMS phishing (“smishing”) in employment
contexts, we conducted a screenshot-based study in which partic-
ipants assessed job-related messages presented across iMessage,
Android SMS, and WhatsApp.

Our research aims to answer the following research questions:
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• RQ1: What cues do users rely on when judging the legiti-
macy of employment-related messages in mobile messaging
interfaces?

• RQ2: How do users interpret these cues across different
messaging platforms?

• RQ3: What do users believe platform security features indi-
cate, and where do misconceptions arise?

Our findings reveal three key patterns: participants demonstrated
limited discrimination ability, participants relied on similar heuristic
cues (e.g., message content, typos, and area codes) regardless of
judgment correctness, and participants’ judgments were shaped by
perceptions of platform trust, often leading to overgeneralization of
platform-level properties as indicators of message legitimacy. We
synthesize these patterns as interface-driven trust miscalibration.

2 Related Work
2.1 Job Phishing
When employers recruit potential employees, they commonly post
job listings on platforms such as LinkedIn and Indeed [27], but their
legitimacy can also be exploited by attackers who create fraudulent
listings to lure victims [15]. Employment scams also dispropor-
tionately affect young adults, particularly individuals aged 18–24,
such as students and recent graduates [2]. Beyond demographic
targeting, employment scams differ from many other phishing sce-
narios in their psychological framing. Rather than relying primarily
on urgency or threat, these scams often leverage opportunity, le-
gitimacy, and trust. This creates conditions in which users may
rely on surface-level cues and platform familiarity when evaluating
legitimacy, making employment smishing particularly difficult to
detect.

2.2 Phishing on Mobile Platforms
Mobile interfaces often lack structural elements such as message
headers, provide limited text visibility, and reduce the availability
of contextual features that users can draw upon when evaluating
legitimacy [3, 4, 14]. These constraints are further compounded
by interface design and device limitations. Due to smaller screen
sizes and reduced contextual information, users are less likely to
scrutinize sender details or fully inspect message content [6, 7, 11–
13, 16, 17, 22]. Prior work shows that cues such as message content,
sender information, urgency, typographical or grammatical errors,
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links, and suspicious company names are commonly used to judge
legitimacy [9, 10, 13, 23, 24].

Behavioural factors further contribute to users’ vulnerability on
mobile platforms. Compared to email, text messages are more likely
to be read and responded to quickly [4, 21]. The “always-on” nature
of mobile devices also increases immediacy, encouraging rapid,
low-effort decision-making [1]. These factors create conditions in
which users may rely on surface-level cues and make judgments
without thorough evaluation.

2.3 User Perception of Different Platforms
Messaging platforms differ not only in technical features but also
in how they are perceived by users. Prior work suggests that se-
curity features, such as end-to-end encryption, can create a false
sense of safety, leading users to trust the messages they receive on
these platforms [8]. Trust in messaging platforms is also shaped by
familiarity and social context. While reliance on familiarity can sup-
port efficient communication, it can also be exploited by attackers
through impersonation and social engineering tactics [5].

In addition to social context, platform design differences can in-
fluence how risk is communicated to users. For example, Tabassum
et al. [23] observed differences in spam detection between Android
and iOS messaging systems, with Android providing more visible
warning indicators while iOS offered fewer explicit cues. These
variations in how warnings and sender information are presented
may shape how users interpret message legitimacy.

3 Study Design
Messages were collected from Smishtank [25, 26] and the first
author’s personal device, with employment-based smishing pro-
grammatically filtered from the dataset. We constructed a balanced
dataset consisting of four legitimate and four smishing messages,
with legitimate messages derived from real job-related communi-
cations (e.g., interview invitations, verification codes) and edited
for anonymity. Standardized screenshots were created to simulate
iMessage, Android SMS, andWhatsApp interfaces while preserving
platform-specific visual characteristics. All identifying information
was removed or anonymized, and area codes were retained to pre-
serve realism. To examine platform-level effects, warning indicators
were systematically varied and randomly assigned across messages,
and message order within each platform was randomized.

Participantswere recruited via AmazonMechanical Turk (MTurk)
through a two-stage process using unique completion codes to
ensure data integrity. A screening survey collected demographic
information and measures of technical and cybersecurity experi-
ence, adapted from prior work [13, 18]. Participants aged 18–34
were selected for the main task, resulting in 554 qualified partic-
ipants. In the classification task, participants evaluated message
screenshots across three platforms (iMessage, Android SMS, and
WhatsApp) over 72 trials (24 per platform), with one attention
check embedded in each block. At the end of the task, participants
answered an open-ended question indicating which platform they
found most trustworthy and explained their reasoning. Measures
included: binary legitimacy judgment (where participants classified
each message as “Legitimate” or “Scam”), multi-select cue identifi-
cation (participants selected cues influencing their judgment, such

as area code, message content, typos/grammar, warning messages,
other), and open-ended rationale (participants provided explana-
tions when selecting “Other” and for the final trusted-platform
question). To ensure data quality, we excluded uniform response
patterns, irrelevant or low-quality open-ended responses, failed
attention checks, and invalid or duplicate completion codes.

4 Results
Participants showed chance-level discrimination between legiti-
mate and fraudulent messages (𝐴′=0.50-0.57), consistently across
platforms, indicating a general difficulty in detecting employment-
related smishing. Across platforms, they frequently cited message-
level heuristics such as message content, typos and grammatical
errors, and area code. Open-ended responses highlighted factors
including generic or vague phrasing, the presence of a link (fraud-
ulent), and two-factor authentication codes, message tone, and
inclusion of specific job-related detail (legitimate), but they did not
improve accuracy, suggesting that errors are not primarily driven
by the absence of relevant cues, but rather by how those cues are
interpreted.

These patterns were consistent across all three platforms, and
warning messages had minimal impact on performance, suggesting
limited influence from platform-specific affordances. Participants
also frequently attributed trust to platform-level security features
such as “verified” indicators and end-to-end encryption as signals
of authenticity, revealing a trust-calibration gap between perceived
and actual security.

Overall, these findings suggest users rely on fragile cues and
platform-level beliefs rather than reliable legitimacy indicators.
Design implications include: (1) shifting attention toward higher-
signal cues and provenance, (2) clarifying what security indicators
do and do not mean, and (3) supporting cross-channel verification
flows.

5 Conclusion
Thiswork examined howpeople judge the legitimacy of employment-
related messages in mobile messaging interfaces and how plat-
form trust shapes those judgments. Participants frequently relied
on manipulable, surface-level cues, revealing a trust-calibration
gap that may increase vulnerability to increasingly sophisticated
employment-related smishing. These findings are limited by the
small sample size, controlled screenshot-based design, and reliance
on MTurk participants, which may not fully reflect real-world con-
texts and broader populations. Future work can build on these
findings by conducting deeper qualitative investigations and evalu-
ating interface interventions to better support users in assessing
message authenticity across communication channels.
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