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Abstract
Online banking has become essential for managing finances, yet
many individuals encounter barriers when learning to use these
systems. This includes older adults, some of whom have lower tech-
nical self-efficacy, which can lead to reliance on family or friends
and often involves unsafe financial practices, such as the sharing
of passwords or other sensitive information. Existing learning re-
sources for online banking provide limited opportunities for build-
ing self-efficacy and lack support for hands-on practice on realistic
interfaces. To address this, we developed BankBox, a sandbox envi-
ronment that simulates the interfaces of Canadian banks and allows
users to practice common online banking tasks such as e-transfers
or bill payments. BankBox focuses on enabling users to learn inde-
pendently, without risk, on an interface that closely matches their
actual bank. This work introduces BankBox and presents its design
and evaluation through user studies with older adults. Findings
show that sandbox-based practice can support skill development
and improve self-efficacy for online banking through repetition, task
completion validation, and increased familiarity with the interface.
We discuss how different learning modes affect user experience,
and highlight implications for designing sandbox-based learning
tools. The system is accessible through a standard web browser at
https://bankbox.cs.umanitoba.ca/.

CCS Concepts
•Human-centered computing→ Empirical studies in HCI;
User studies.
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1 Introduction
The use of digital banking has increased significantly over the past
decade, especially following the COVID-19 pandemic. According to
the Canadian Banking Association [1], the number of bank branches
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in Canada decreased by 9% between 2012 and 2022 and continues
to decline. As this trend continues, online banking is becoming a
necessary skill for financial well-being, yet resources to learn it
remain limited. While support exists in the form of bank-offered tu-
torials and demos, they do not allow users to make mistakes, receive
feedback, or experience realistic interfaces. Simulated learning plat-
forms also exist but often lack scaffolding and use generic interfaces
that do not match users’ actual banks, limiting skill transfer.

Older adults are one group that may be disproportionately af-
fected, adopting online banking at lower rates than other demo-
graphics [4]. Older adults who get assistance from family or friends
may share sensitive information, which can increase vulnerabil-
ity to misuse or fraud [8]. Based on these factors, we developed
BankBox as a learning tool to build online banking self-efficacy
and conducted user studies with 12 older adults. While we focus
on older adults, other groups who are new to online banking could
also benefit from using BankBox.

2 Related Work
Prior work has identified several barriers to older adults’ adoption of
online banking, including trust concerns, usability challenges, and
limited digital skills [3, 4]. These barriers are often linked to lower
self-efficacy, which can hinder independent use and contribute to
reliance on others for assistance [6, 7]. Despite these challenges,
older adults often express a willingness to learn, though many
continue to rely on in-person banking due to perceived risks of
digital systems [7].

Research on technology adoption highlights the role of perceived
ease of use and usefulness in shaping user behavior [12]. Self-
efficacy plays a central role in this process, influencing continued
use of online banking systems [10].

Prior work on learning for older adults emphasizes flexible and
interactive approaches, including self-paced learning, repetition,
feedback, and appropriately timed assistance [5, 9]. Interactive
and hands-on approaches have been shown to outperform passive
instructional methods, leading to improved task completion and
skill retention [11].

3 The BankBox System
BankBox is a web-based sandbox system designed to support safe,
hands-on learning of online banking. It simulates the online bank-
ing interfaces of Canadian banks (currently CIBC and Scotiabank),
allowing users to practice common tasks such as e-transfers and
bill payments without using real accounts or money. The system is
hosted on University of Manitoba servers and is accessible through
a standard web browser. The design of BankBox is informed by
principles of self-efficacy from Social Cognitive Theory [2], and is
intended to support independent learning while accommodating
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different preferences through both guided and exploratory interac-
tion.

3.1 Learning Modes
Open Exploration: In this mode, users can freely navigate the
banking interface and interact with features without guidance. This
mode allows users to familiarize themselves with the layout and
functionality at their own pace. This can also be a useful step before
using guided learning, as users can see the plain interface before
progressing to the guided version with more interface elements.
Guided Learning: This mode supports learning in a structured
format by providing users with three modules, each containing a
list of tasks to be completed. Guided learning includes:

• Task-based modules containing 5–6 tasks, with some overlap
between modules to allow for repetition. Tasks are divided
into smaller modules to make learning more approachable
and reduce cognitive load.

• Modules are framed using personas (e.g., “Sam the librarian”)
with 2D avatars. This helps situate tasks in a real-world
context (e.g., “Sam needs to pay a bill”) and may reduce
pressure by shifting focus away from the user and onto a
simulated character.

• A hint system consisting of two types of hints: page hints
that highlight the interface element needed to proceed with
a task, and video hints that show how to complete the task.

• Feedback mechanisms: once users believe they have com-
pleted a task, they can click “Done” on the task pane, the
system will then indicate whether the task was completed
correctly or not.

Test Module: This mode provides a list of test tasks for users to
attempt without any hints or direct feedback. Users can click a “See
Results” button to see how many tasks they completed correctly.

4 User Study Evaluation
We conducted a user study with 12 older adults (65+) to evalu-
ate how BankBox supports learning and self-efficacy. Participants
had limited prior experience with online banking. Each session in-
cluded a background survey, followed by interaction with BankBox
through open exploration and guided learning, and a final test mod-
ule to assess performance after practice. Semi-structured interviews
were conducted to capture participant experiences.

4.1 Preliminary Results
Participants reported a strongly positive experience with BankBox,
describing it as a useful and realistic environment for practicing
online banking tasks. Guided learning was generally preferred, as
structured tasks, hints, and feedback reduced uncertainty and pro-
vided support. Open exploration was valued by some participants
who preferred trial-and-error learning, though others found it less
approachable without guidance.

Practice contributed to improved confidence and efficiency, even
for tasks not directly practiced. Participants commonly attributed
increased confidence to repetition and familiarity with the inter-
face. However, broader concerns related to security, scams, and
institutional trust remained largely unchanged.

5 Conclusion
Our results so far demonstrate that BankBox has the potential to
support safe, hands-on practice of online banking. Our findings sug-
gest that the simulated sandbox environment, combining structured
guidance with opportunities for independent exploration, can help
users build confidence and familiarity with digital financial tools
without fear of making mistakes and losing money. While our study
participants already had some experience with online banking, the
results point to potential benefits for individuals who are newer to
online banking or face similar barriers. Currently we are working
to evaluate BankBox with older adults who have no online banking
experience. Beyond individual use, BankBox could be a support
tool for teaching and support in group settings such as digital skills
workshops, community programs, or assisted learning contexts. We
are working to extend BankBox to include the other big banks and
some credit unions. We will also add a two-factor authentication
module to allow people to practice that functionality.
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