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January 5, 2023

Thanks to Morteza Esmaeili, Jason LeGrow and Tamir Tassa for bringing errors to our
attention.

1. The statement of Exercise 3.11 is incorrect. The function f(x) = x2 is a convex
function, which means that
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Equivalently, the function f(x) = −x2 is concave.

2. Minor typo: In Exercise 3.17, the left-hand quotation marks around the word “mean-
ingful” are the wrong way round.

3. On page 114, in the diagram for the AES ShiftRows operation, the left arrow denotes
an assignment, which is consistent with its usage throughout the book. This is not an
error, but it may cause confusion because the ShiftRows operation is sometimes de-
picted using a right arrow, e.g., in the wikipedia article https://en.wikipedia.org/
wiki/Advanced_Encryption_Standard. A right arrow could plausibly and correctly
be interpreted as an abbreviation of the phrase “is transformed to.”

4. On page 121, line 11 from the bottom of the page,

r16 ⊕ 01

should be replaced by

r16 ⊕ 01⊕ LB(y0), where LB(y0) denotes the last byte of y0.

Similarly, on page 122, line 3,
r15 ⊕ 02

should be replaced by

r15 ⊕ 02⊕ SLB(y0), where SLB(y0) denotes the second last byte of y0.
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5. On page 128, in the matrix A, the third and fourth rows are redundant. One of them
should be deleted.

Also, the displayed equation

0 = f(z1, z2, z3, z0 + z1)

should be replaced by
1 = f(z1, z2, z3, z0 + z1).

6. In line 6 of Exercise 5.15 on page 183, delete “= eK(x1)”.

7. On page 236, where we state that the Rabin Cryptosystem is secure against a chosen
plaintext attack, we should emphasize that adversarial goal we considering is a com-
plete break (as defined on page 11), which in this case is factoring the modulus. We
are not claiming or proving that the Rabin Cryptosystem is semantically secure.

8. Step 1 in Exercise 8.15 is incorrect: e = h(s) should be e = h(x).

9. On page 383, the two fingerprints are constructed by computing h(password) and
h(password ∥ salt).

10. In Exercise 11.4, part (b), (k − 1)2 should be k2 − k.

11. In Exercise 11.8, part (a), the shares should be named y1, . . . , y10.

12. In Algorithm 12.1 on page 473, “external hash” should be “external H”.

13. Exercise 13.1 is incorrect: the Jacobi symbol could in fact turn out to be 0 (this also
seems to be an error in the original paper describing this cryptosystem).

14. In Exercise 13.4, the computations do not work correctly because the given value of
p is not prime. We suggest to instead use the value p = 1041823 (which is prime).
Also, in Exercise 13.5, you can instead determine if y = 384680746356111062443683
is an nth residue modulo n2 (where n = pq, for the modified value of p).
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