Curriculum Vitae - Diogo Barradas Last Updated: Aug, 2026

1 Personal Data
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Diogo Barradas

Cheriton School of Computer Science

Faculty of Mathematics

University of Waterloo
https://cs.uwaterloo.ca/~dbarrada/index.html

1.2 Degrees

Ph.D. in Information Systems and Computer Engineering

Instituto Superior Técnico, Universidade de Lisboa

Dissertation Title: Unobservable Multimedia-based Covert Channels for Internet Censorship Circumvention
Thesis supervisors: Luis Rodrigues, Nuno Santos

Pass with Distinction and Honour

M.Sc. in Information Systems and Computer Engineering

Instituto Superior Técnico, Universidade de Lisboa, Portugal

Dissertation title: Unobservable Covert Streaming for Internet Censorship Circumvention
Thesis supervisors: Luis Rodrigues, Nuno Santos

B.Sc. in Information Systems and Computer Engineering
Instituto Superior Técnico, Universidade de Lisboa

1.3 Employment

University of Waterloo
Cheriton School of Computer Science
Assistant Professor

Rice University

Department of Computer Science
Postdoctoral Fellow

Supervisor: Ang Chen

1.4 Research Visits

Short-Term Research Scholar
CyLab Security & Privacy Institute, Carnegie Mellon University
Supervisor: Nicolas Christin

Research Intern
IC? Institute, University of Texas at Austin
Supervisor: Lili Qiu

1.5 Awards and Honours

Rising Star Award
Free and Open Communications on the Internet (FOCI)
(FOCI awards page)

Best Paper Award
20th International Conference on Availability, Reliability and Security (ARES), for paper

Sep 2016 - Jul 2021
Lisbon, Portugal

Sep 2014 - Sep 2016
Lisbon, Portugal

Sep 2011 - Jul 2014
Lisbon, Portugal

Jan 2022 - Present
Waterloo, ON, Canada

Oct — Nov 2021
Houston, TX, USA

Feb — Aug 2020
Pittsburgh, PA, USA

Jul - Aug 2017
Austin, TX, USA

2025

2025


https://cs.uwaterloo.ca/~dbarrada/index.html
https://foci.community/awards.html
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Finalist of the ERCIM Cor Baayen Early Career Researcher Award 2024
Promoted by the European Research Consortium for Informatics and Mathematics (ERCIM)

Best Portuguese Internet Research Award 2024
Promoted by the Internet Society Portugal Chapter (ISOC.pt), for paper

Rated Exceptional Reviewer 2023
Privacy Enhancing Technologies Symposium (PETS)

Rated Exceptional Reviewer 2022
Privacy Enhancing Technologies Symposium (PETS)

Best Research Paper and Internet Impact Acknowledge Mention 2020
Applied Network Research Workshop — Internet Society Portugal Chapter (ISOC.pt), for paper

Best Paper Award 2019
Actas do Enésimo Simpdsio de Informatica, INForum 2019, for paper

GSD Doctoral Student Merit Award 2018
Distributed Systems Group (GSD), INESC-ID, Portugal

PhD Studentship Nov 2018- Jul 2021
Foundation for Science and Technology (FCT), Portugal

Research Fellowship (Doctoral) Feb — Oct 2018
Universidade de Lisboa, Lisbon, Portugal

Nominated for Best Paper Award 2016
Actas do Enésimo Simpdsio de Informdtica, INForum 2016, for paper

2 Research and Scholarship

2.1 Areas of Interest

My research is focused on network security and privacy, with emphasis on statistical traffic analysis, Internet cen-
sorship circumvention, and anonymous communication. I take additional interest in digital forensics.

2.2 Publications

Summary table of publication counts. Parenthetical values indicate papers at top tier venues, as described in the next paragraph.

Publication Type Single Author Co-Authored Total
Refereed Journals| 7 7 (6)
Refereed Conference Proceedings] 19 19 (9)
Other — Refereed Workshops| 1 10 11
Other — Refereed National Conference Proceedings| 2 2
Other — Posters| 1 1

Selection of publication venues: I target top tier international conferences dedicated to the area of security and
privacy when submitting my work. The most noteworthy conferences in this space include the IEEE Symposium
on Security and Privacy (IEEE S&P), the ACM SIGSAC Conference on Computer and Communications Security
(ACM CCS), the USENIX Security Symposium (USENIX Security), and the Network and Distributed System Se-
curity Symposium (NDSS). In my field of research, these conferences are the most prestigious venues instead of
journals. However, I also target journal/conference hybrids such as Proceedings on Privacy Enhancing Technolo-
gies (PoPETs), the top venue for research in the design of privacy enhancing technologies, and reputable journals
on computer security, such as Computers & Security (CoSe), which sits as the top-2 ranked publication in Google
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Scholar’s [“Computer Security & Cryptography” category. In addition, some of my work on Internet censorship has
led me to target top conferences in topics related to the Web ecosystem, such as the ACM Web Conference (ACM
WebConf). In my list of publications, I highlight manuscripts published in these venues by bolding the acronyms
of the corresponding conferences and journals in each entry.

Authorship conventions: Authors in my publications are generally listed in descending order of contribution, with
the first author having made the most significant contribution to the manuscript. Accordingly, I had the leading role
in all publications where I am the first author, including solution design, implementation, evaluation, and writing.

Two common variations apply across my work. First, when I supervise a student-led project without other
senior collaborators, I list myself as the last author regardless of the magnitude of my contribution, in line with
the conventional senior-last ordering in computer science research. Second, in collaborations with other senior
researchers (whether the project is led by my student or otherwise), author ordering may reflect a mix of contri-
bution and seniority rather than strict descending contribution alone, including cases where I share senior-author
responsibilities with collaborators.

Where I am the last author, my contribution includes conceptual and methodological guidance, manuscript
writing and editing, guidance on experimental design, and (in projects I supervise) overall supervisory direction.
Where my name appears between the first and last authors, I made substantial contributions to the conceptual,
technical, and writing components of the paper, and have often shaped its evaluation methodology and testbeds.

An exception to the above convention applies to paper [[16]l, whose authors are ordered alphabetically by last
name. This is due to the academic background in cryptography of the project’s leader, Bernardo Portela. A widely
used convention in this field of study is to list authors in alphabetical order by last name when all authors have
made major contributions to the conceptual and technical elements of the paper. Due to the magnitude of their
technical contributions and implementation efforts, Carlos* and Sofia; would rightfully be the first and second
authors of this paper (under the authorship convention I follow).

Author notation: My publications are listed below. I use * to denote authors who were graduate students at the
time a piece of work was developed (including myself in my student years), ** to indicate postdoctoral fellows, and
t to indicate undergraduate students. I also use I to denote authors from other institutions who were under my
direct, yet informal, supervision during the completion of the research work leading to a publication (as in [5])).

2.2.1 Articles in Refereed Journals

[1] Michael Wrana*, Anhelina Bodakf, Ansh Dinghrat, Diogo Barradas. Exposing and Mitigating Website Fin-
gerprinting Threats in Named Data Networking. Proceedings on Privacy Enhancing Technologies (PoPETs),
Volume 2027 (1), 2027. 17 pages.

[2] Cheng Tangf, Diogo Barradas, Urs Hengartner, Yue Hu. |[Uncovering Robot Joint-Level Controller Actions from
Encrypted Network Traffic: Empirical Attacks and Information-Theoretic Bounds. Computers & Security (CoSe),
Elsevier, 2026. 12 pages. Extended version of [[13]].

[3] Michael Wrana*, Diogo Barradas, N. Asokan. The Spectre of Surveillance and Censorship in Future Internet
Architectures. Proceedings on Privacy Enhancing Technologies (PoPETs), Volume 2025 (2), 2025. 18 pages.
Presented at the PETS "25 conference.

[4] Vitor Nunes*, José Bras*, Afonso Carvalho*, Diogo Barradas, Kevin Gallagher, Nuno Santos. Enhancing
the Unlinkability of Circuit-Based Anonymous Communications with k-Funnels. Proceedings of the ACM on
Networking (PACMNET), 2023. 26 pages. Presented at the CONEXT 23 conference.

[5] Alexander Veichtf, Cedric Rengglii, Diogo Barradas. DeepSE-WF: Unified Security Estimation for Website
Fingerprinting Defenses. Proceedings on Privacy Enhancing Technologies (PoPETs), Volume 2023 (2), 2023.
18 pages. Presented at the PETS ’23 conference.

[6] Diogo Barradas*, Tiago Brito*, David Duarte*, Nuno Santos, Luis Rodrigues. [Forensic Analysis of Communica-
tion Records of Messaging Applications from Physical Memory. Computers & Security (CoSe), Elsevier, Volume
86, 2018. 14 pages. Extended version of [26]l.


https://scholar.google.com/citations?view_op=top_venues&vq=eng_computersecuritycryptography
https://doi.org/10.1016/j.cose.2026.105018
https://doi.org/10.1016/j.cose.2026.105018
https://petsymposium.org/popets/2025/popets-2025-0073.pdf
https://petsymposium.org/popets/2025/popets-2025-0073.pdf
https://dl.acm.org/doi/pdf/10.1145/3629140
https://dl.acm.org/doi/pdf/10.1145/3629140
https://petsymposium.org/popets/2023/popets-2023-0047.pdf
https://petsymposium.org/popets/2023/popets-2023-0047.pdf
https://doi.org/10.1016/j.cose.2018.08.013
https://doi.org/10.1016/j.cose.2018.08.013
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(71

2.2.2
(8]

(91

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

Diogo Barradas*, Nuno Santos, Luis Rodrigues. DeltaShaper: Enabling Unobservable Censorship-resistant TCP
Tunneling over Videoconferencing Streams. Proceedings on Privacy Enhancing Technologies (PoPETs), Volume
2017 (4), 2017. 18 pages. Presented at the PETS "17 conference.

Articles in Refereed Conference Proceedings

Sina Kamali*, Diogo Barradas. Huma: Censorship Circumvention via Web Protocol Tunneling with Deferred
Traffic Replacement. Proceedings of the 33rd Network and Distributed System Security Symposium (NDSS),
San Diego, CA, USA, 2026. 20 pages. Badges: Artifact Available, Functional, and Reproduced.

Gurjot Singh*, Alim Dhanani*, Diogo Barradas. RevealNet: Distributed Traffic Correlation for Attack Attri-
bution on Programmable Networks. Proceedings of the 23rd IEEE International Symposium on Network
Computing and Applications (NCA), Lisbon, Portugal, 2025. 10 pages.

Hesam Sarkendi*, Uzma Maroof**, Diogo Barradas. The Dark Art of Financial Disguise in Web3: Money
Laundering Schemes and Countermeasures. Proceedings of the 20th APWG Symposium on Electronic Crime
Research (eCrime), San Diego, CA, USA, 2025. 18 pages.

Cheng Tangt, Diogo Barradas, Urs Hengartner, Yue Hu. On the Feasibility of Fingerprinting Collaborative Robot
Network Traffic. Proceedings of the 20th International Conference on Availability, Reliability and Security
(ARES), Ghent, Belgium, 2025. 20 pages.

Michael Wrana*, Uzma Maroof**, Diogo Barradas. TSA-WF: Exploring the Effectiveness of Time Series Analysis

for Website Fingerprinting. Proceedings of the 20th International Conference on Availability, Reliability and

Security (ARES), Ghent, Belgium, 2025. 11 pages (short paper).

Cheng Tangf, Diogo Barradas, Urs Hengartner, Yue Hu. Uncovering Joint-Level Controller Actions with En-
crypted Network Traffic Analysis. Proceedings of the 40th International Conference on ICT Systems Security
and Privacy Protection (IFIP SEC), Maribor, Slovenia, 2025. 14 pages. Extended version published as .

Sina Kamali*, Diogo Barradas. Anix: Anonymous Blackout-Resistant Microblogging with Message Endorsing.
Proceedings of the 46th IEEE Symposium on Security and Privacy (IEEE S&P), San Francisco, CA, USA,
2025. 18 pages.

Bohan Zhang*, Mohammad A. Salahuddin, Peng Hu, Yunli Wang, Noura Limam, Bo Sun**, Diogo Barradas,
Raouf Boutaba. Signalling Load-aware Conditional Handover in 5G Non-Terrestrial Networks. Proceedings of
the 20th International Conference on Network and Service Management (CNSM), Prague, Czech Republic,
2024. 9 pages.

Diogo Barradas, Carlos Novo*, Bernardo Portela, Sofia Romeirot, Nuno Santos. |Extending C2 Traffic Detection
Methodologies: From TLS 1.2 to TLS 1.3-enabled Malware. Proceedings of the 27th International Symposium
on Research in Attacks, Intrusions and Defenses (RAID), Padua, Italy, 2024. 16 pages. (authors ordered
alphabetically.)

Patrick Kon*, Sina Kamali*, Jinyu Peif, Diogo Barradas, Ang Chen, Micah Sherr, Moti Yung. |SpotProxy:
Rediscovering the Cloud for Censorship Circumvention. Proceedings of the 33rd USENIX Security Symposium
(USENIX Security), Philadelphia, PA, USA, 2024. 19 pages. Badges: Artifact Available and Functional.

Bohan Zhang*, Peng Hu, Ahmad Akbari Azirani, Mohammad A. Salahuddin, Diogo Barradas, Noura Limam,
Raouf Boutaba. Secure and Efficient Group Handover Protocol in 5G Non-Terrestrial Networks. Proceedings of
the IEEE International Conference on Communications (ICC), Denver, CO, USA, 2024. 6 pages.

Daniela Lopes*, Jin-Dong Dong*, Daniel Castro**, Pedro Medeiros*, Diogo Barradas, Bernardo Portela, Jodo
Vinagre, Bernardo Ferreira, Nicolas Christin, Nuno Santos. Flow Correlation Attacks on Tor Onion Service Ses-
sions with Sliding Subset Sum. Proceedings of the 31st Network and Distributed System Security Symposium
(NDSS), San Diego, CA, USA, 2024. 20 pages. Badges: Artifact Available, Functional, and Reproduced.

Patrick Kon*, Aniket Gattanit, Dhiraj Saharia*, Tianyu Cao*, Diogo Barradas, Ang Chen, Micah Sherr, Ben-
jamin Ujcich. INetShuffle: Circumventing Censorship with Shuffle Proxies at the Edge. Proceedings of the 45th
IEEE Symposium on Security and Privacy (IEEE S&P), San Francisco, CA, USA, 2024. 18 pages.


https://petsymposium.org/2017/papers/issue4/paper15-2017-4-source.pdf
https://petsymposium.org/2017/papers/issue4/paper15-2017-4-source.pdf
https://www.ndss-symposium.org/wp-content/uploads/2026-f328-paper.pdf
https://www.ndss-symposium.org/wp-content/uploads/2026-f328-paper.pdf
https://ieeexplore.ieee.org/document/11261608
https://ieeexplore.ieee.org/document/11261608
https://ieeexplore.ieee.org/document/11327832
https://ieeexplore.ieee.org/document/11327832
https://link.springer.com/content/pdf/10.1007/978-3-032-00624-0_5
https://link.springer.com/content/pdf/10.1007/978-3-032-00624-0_5
https://link.springer.com/content/pdf/10.1007/978-3-032-00624-0_10
https://link.springer.com/content/pdf/10.1007/978-3-032-00624-0_10
https://link.springer.com/chapter/10.1007/978-3-031-92882-6_9
https://link.springer.com/chapter/10.1007/978-3-031-92882-6_9
https://ieeexplore.ieee.org/document/11023494
https://ieeexplore.ieee.org/document/10814619
https://dl.acm.org/doi/10.1145/3678890.3678921
https://dl.acm.org/doi/10.1145/3678890.3678921
https://www.usenix.org/conference/usenixsecurity24/presentation/kon
https://www.usenix.org/conference/usenixsecurity24/presentation/kon
https://ieeexplore.ieee.org/document/10622669
https://www.ndss-symposium.org/ndss-paper/flow-correlation-attacks-on-tor-onion-service-sessions-with-sliding-subset-sum/
https://www.ndss-symposium.org/ndss-paper/flow-correlation-attacks-on-tor-onion-service-sessions-with-sliding-subset-sum/
https://ieeexplore.ieee.org/document/10646652
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[21]

[22]

(23]

[24]

[25]

[26]

2.2.3
[27]

(28]

[29]

[30]

[31]

[32]

[33]

[34]

Gabriel Figueira*, Diogo Barradas, Nuno Santos. Stegozoa: Enhancing WebRTC Covert Channels with Video
Steganography for Internet Censorship Circumvention. Proceedings of the 2022 ACM Asia Conference on
Computer and Communications Security (AsiaCCS), Nagasaki, Japan, 2022. 14 pages.

Raymond Rambert*, Zachary Weinberg**, Diogo Barradas*, Nicolas Christin. Chinese Wall or Swiss Cheese?
Keyword filtering in the Great Firewall of China. Proceedings of the 30th The Web Conference (ACM Web-
Conf), Ljubljana, Slovenia, 2021. 12 pages.

Diogo Barradas*, Nuno Santos, Luis Rodrigues, Salvatore Signorello**, Fernando Ramos, André Madeira*.
FlowLens: Enabling Efficient Flow Classification for ML-based Network Security Applications. Proceedings of
the 28th Network and Distributed System Security Symposium (NDSS), Virtual Event, USA, 2021. 18 pages.

Diogo Barradas*, Nuno Santos, Luis Rodrigues, Vitor Nunes*. |Poking a Hole in the Wall: Efficient Censorship-
Resistant Internet Communications by Parasitizing on WebRTC. Proceedings of the ACM SIGSAC Conference
on Computer and Communications Security (ACM CCS), Virtual Event, USA, 2020. 14 pages.

Diogo Barradas*, Nuno Santos, Luis Rodrigues. Effective Detection of Multimedia Protocol Tunneling using
Machine Learning. Proceedings of the 27th USENIX Security Symposium (USENIX Security), Baltimore,
MD, USA, 2018. 18 pages.

Diogo Barradas*, Tiago Brito*, David Duarte*, Nuno Santos, Luis Rodrigues. Forensic Analysis of Communica-
tion Records of Web-based Messaging Applications from Physical Memory. Proceedings of the 14th International
Conference on Security and Cryptography (SECRYPT), Madrid, Spain, 2017. 12 pages. Extended version pub-
lished as [[6]].

Articles in Refereed Workshops

Prabhjot Singh*, Diogo Barradas, Tariq Elahi, Noura Limam. Connecting the Dots in the Sky: Website Finger-
printing in Low Earth Orbit Satellite Internet. Proceedings of the 2nd Workshop on the Security of Space and
Satellite Systems (SpaceSec, co-located with NDSS), San Diego, CA, USA, 2024. 10 pages.

Prabhjot Singh*, Shreya Arun Naik*, Navid Malekghaini*, Diogo Barradas, Noura Limam. A First Look at
Generating Website Fingerprinting Attacks via Neural Architecture Search. Proceedings of the 22nd Workshop
on Privacy in the Electronic Society (WPES, co-located with ACM CCS), Copenhagen, Denmark, 2023. 6

pages.

Daniela Lopes*, Daniel Castro**, Diogo Barradas, Nuno Santos. TIGER: Tor Traffic Generator for Realistic
Experiments. Proceedings of the 22nd Workshop on Privacy in the Electronic Society (WPES, co-located with
ACM CCS), Copenhagen, Denmark, 2023. 6 pages.

Kevin Gallagher, Diogo Barradas, Nuno Santos. Rethinking Realistic Adversaries for Anonymous Communi-
cation Systems. Free and Open Communications on the Internet (FOCI, co-located with PETS), Lausanne,
Switzerland, 2023. 7 pages.

Wei Hu*, Diogo Barradas. Work in Progress: A Glance at Social Media Self-Censorship in North America.
Proceedings of the 13th Workshop on Socio-Technical Aspects in Security (STAST, co-located with Euro
S&P), Delft, Netherlands, 2023. 10 pages.

Asim Waheed*, Sara Qunaibi*, Diogo Barradas, Zachary Weinberg**. Darwin’s Theory Of Censorship: Analysing
the Evolution of Censored Topics with Dynamic Topic Models. Proceedings of the 21st Workshop on Privacy in
the Electronic Society (WPES, co-located with ACM CCS), Los Angeles, CA, USA, 2022. 6 pages.

Patrick Kon*, Diogo Barradas, Ang Chen. Stargaze: A LEO Constellation Emulator for Security Experimenta-
tion. Proceedings of the 4th Workshop on CPS & IoT Security and Privacy (CPSIoTSec, co-located with ACM
CCS), Los Angeles, CA, USA, 2022. 7 pages.

Diogo Barradas*, Nuno Santos, Luis Rodrigues, Salvatore Signorello**, Fernando Ramos, André Madeira*.
The Nuts and Bolts of Building FlowLens. Proceedings of the Learning from Authoritative Security Experiment
Results Workshop (LASER, co-located with NDSS), Virtual Event, USA, 2021. 10 pages.


https://dl.acm.org/doi/pdf/10.1145/3488932.3517419
https://dl.acm.org/doi/pdf/10.1145/3488932.3517419
https://dl.acm.org/doi/pdf/10.1145/3442381.3450076
https://dl.acm.org/doi/pdf/10.1145/3442381.3450076
https://www.ndss-symposium.org/ndss-paper/flowlens-enabling-efficient-flow-classification-for-ml-based-network-security-applications/
https://dl.acm.org/doi/pdf/10.1145/3372297.3417874
https://dl.acm.org/doi/pdf/10.1145/3372297.3417874
https://www.usenix.org/conference/usenixsecurity18/presentation/barradas
https://www.usenix.org/conference/usenixsecurity18/presentation/barradas
https://www.scitepress.org/Papers/2017/63961/63961.pdf
https://www.scitepress.org/Papers/2017/63961/63961.pdf
https://www.ndss-symposium.org/ndss-paper/auto-draft-442/
https://www.ndss-symposium.org/ndss-paper/auto-draft-442/
https://dl.acm.org/doi/10.1145/3603216.3624961
https://dl.acm.org/doi/10.1145/3603216.3624961
https://dl.acm.org/doi/10.1145/3603216.3624960
https://dl.acm.org/doi/10.1145/3603216.3624960
https://www.petsymposium.org/foci/2023/foci-2023-0015.pdf
https://www.petsymposium.org/foci/2023/foci-2023-0015.pdf
https://ieeexplore.ieee.org/document/10190716
https://dl.acm.org/doi/10.1145/3559613.3563206
https://dl.acm.org/doi/10.1145/3559613.3563206
https://dl.acm.org/doi/abs/10.1145/3560826.3563382
https://dl.acm.org/doi/abs/10.1145/3560826.3563382
https://www.ndss-symposium.org/wp-content/uploads/LASER2021-67-FlowLens-Barradas-Paper.pdf
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[35]

[36]

[37]

2.2.4
[38]

[39]

2.2.5
[40]

2.3

Diogo Barradas*, Nuno Santos. [Towards a Scalable Censorship-Resistant Overlay Network based on WebRTC
Covert Channels. Proceedings of the 1st International Workshop on Distributed Infrastructure for Common
Good (DICG, co-located with Middleware), Delft, Netherlands, 2020. 6 pages.

Diogo Barradas*, Nuno Santos, Luis Rodrigues. On the unobservability of multimedia-based covert channels for
Internet censorship circumvention. Applied Network Research Workshop (ISOC.PT ANRW), Lisbon, Portugal,
2020. 6 pages.

Diogo Barradas*. Assessing the Feasibility of Machine Learning to Detect Network Covert Channels. EuroSys
Doctoral Workshop (EuroDW), Porto, Portugal, 2018. 4 pages.

Articles in Refereed National Conferences

André Madeira*, Diogo Barradas*, Nuno Santos, Luis Rodrigues. Identificacdo de Canais Encobertos no Skype
usando Esbocos em SDNs. Actas do Enésimo Simpdsio de Informdtica, INForum 2019, Minho, Portugal. 12
pages. In Portuguese.

Diogo Barradas*, Nuno Santos, Luis Rodrigues. Sintese de Video para Evasdo de Censura na Internet. Actas
do Oitavo Simpésio de Informdtica, INForum 2016, Lisboa, Portugal. 12 pages. In Portuguese.

Posters

Daniela Lopes*, Pedro Medeiros*, Jin-Dong Dong*, Diogo Barradas, Bernardo Portela, Jodo Vinagre, Bernardo
Ferreira, Nicolas Christin, Nuno Santos. User Sessions on Tor Onion Services: Can Colluding ISPs Deanonymize
Them at Scale?| Poster presented at the ACM SIGSAC Conference on Computer and Communications Security
(ACM CCS), Los Angeles, CA, USA, 2022. 2 pages.

Talks

Slides for my talks are available at: https://cs.uwaterloo.ca/~dbarrada/presentations/index.html

2.3.1 Invited Addresses
1. Faculty of Sciences of the University of Lisbon, Talks @ LASIGE Jan 2026
Privacy-preserving Blackout-resistant Technologies Lisbon, Portugal
2. INESC-ID Lisboa, DPSS Group Talks Dec 2025
Privacy-preserving Blackout-resistant Technologies Lisbon, Portugal
3. INRIA Centre Bordeaux, INRIA-UW-UB Workshop Feb 2024
De-anonymizing Tor Onion Services with Flow Correlation Attacks Bordeaux, France
4. Cybersecurity and Privacy Institute Annual Conference, University of Waterloo Oct 2022
Are We Safe in the “Internet from Space”? Waterloo, Canada
5. Rice University Nov 2021
Evading Internet Censorship with Multimedia-based Covert Channels Houston, TX, USA
6. Computing in the Network Research Group — 110th IETF Meeting Mar 2021
FlowLens: Enabling Efficient Traffic Analysis for Security Applications Using Programmable Switches Virtual Event
7. ETH Zurich Mar 2021
Evading Internet Censorship with Multimedia-based Covert Channels Zurich, Switzgerland (Virtual)
8. Aalto University Mar 2021
Evading Internet Censorship with Multimedia-based Covert Channels Espoo, Finland (Virtual)
9. Rochester Institute of Technology Feb 2021
Evading Internet Censorship with Multimedia-based Covert Channels Rochester, NY, USA (Virtual)


https://dl.acm.org/doi/10.1145/3428662.3428788
https://dl.acm.org/doi/10.1145/3428662.3428788
https://cs.uwaterloo.ca/~dbarrada/papers/ISOC_PT_ANR.pdf
https://cs.uwaterloo.ca/~dbarrada/papers/ISOC_PT_ANR.pdf
https://conferences.inf.ed.ac.uk/EuroDW2018/papers/eurodw18-Barradas.pdf
https://cs.uwaterloo.ca/~dbarrada/papers/skype_sketches.pdf
https://cs.uwaterloo.ca/~dbarrada/papers/skype_sketches.pdf
https://cs.uwaterloo.ca/~dbarrada/papers/sintese.pdf
https://dl.acm.org/doi/10.1145/3548606.3563520
https://dl.acm.org/doi/10.1145/3548606.3563520
https://cs.uwaterloo.ca/~dbarrada/presentations/index.html
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10. University of Waterloo
Evading Internet Censorship with Multimedia-based Covert Channels

11. BarcamplLx, hosted at IdeaHub, Palacio de Sotto Mayor
A Brief Overview of the Censorship Arms Race

2.3.2 Contributed Talks

12. IEEE International Symposium on Network Computing and Applications
RevealNet: Distributed Traffic Correlation for Attack Attribution on Programmable Networks

13. IEEE Symposium on Security & Privacy
Anix: Anonymous Blackout-Resistant Microblogging with Message Endorsing

14. Workshop on Security of Space and Satellite Systems
Connecting the Dots in the Sky: Website Fingerprinting in Low Earth Orbit Satellite Internet

15. Privacy Enhancing Technologies Symposium
DeepSE-WF: Unified Security Estimation for Website Fingerprinting Defenses

16. Learning from Authoritative Security Experiment Results
The Nuts and Bolts of Building FlowLens

17. Network and Distributed System Security Symposium
FlowLens: Enabling Efficient Flow Classification for ML-based Network Security Applications

18. International Workshop on Distributed Infrastructure for Common Good
Towards a Scalable Censorship-Resistant Overlay Network based on WebRTC Covert Channels

19. ACM SIGSAC Conference on Computer and Communications Security

Poking a Hole in the Wall: Efficient Censorship-Resistant Internet Communications by Parasitizing on WebRTC

20. ISOC.PT Applied Networking Research Workshop

On the Unobservability of Multimedia-based Covert Channels for Internet Censorship Circumvention

21. USENIX Security Symposium
Effective Detection of Multimedia Protocol Tunneling using Machine Learning

22. Privacy Enhancing Technologies Symposium
DeltaShaper: Unobservable Censorship-resistant TCP Tunneling over Videoconferencing Streams

23. INForum - Simpésio de Informdtica
Sintese de Video para Evasdo de Censura na Internet

2.3.3 Panels

24. Cybersecurity and Privacy Institute Annual Conference, University of Waterloo
The Implications of Societal Surveillance on Individual Privacy (panel composition)

2.3.4 Interviews and Media Coverage

25. CTVNews Toronto
TTC lacked proper measures to prevent 2021 cyberattack (web article)

26. Waterloo News
Meet the students who broke the vending machine story (web article)

Jan 2021

Waterloo, Canada (Virtual)

Nov 2018
Lisbon, Portugal

November 2025
Lisbon, Portugal

May 2025
San Francisco, CA, USA

Mar 2024
San Diego, CA, USA

Jul 2023
Lausanne, Switzerland

Feb 2021

Virtual Event

Feb 2021

Virtual Event

Dec 2020
Virtual Event

Nov 2020
Virtual Event

Nov 2020

Virtual Event

Aug 2018
Baltimore, MD, USA

Jul 2017
Minneapolis, MN, USA

Sep 2016
Lisbon, Portugal

Oct 2024

Waterloo, Canada

Jul 2024

Toronto, Canada (Virtual)

May 2024

Waterloo, Canada (Written)


https://uwaterloo.ca/cybersecurity-privacy-institute/2024conference#panel6
https://www.ctvnews.ca/toronto/article/ttc-lacked-proper-measures-to-prevent-2021-cyberattack-despite-internal-warning-years-earlier-reports/
https://uwaterloo.ca/news/meet-students-broke-vending-machine-story

3 Research and Scholarship

2.4 Grant Record

2.4.1 Competitive Grants

1. Arts Antagonism and Intimidation in Academia Seed Grants — U. Waterloo
Intimidation or Transformation? Governing Critical Digital Research in Canada
CAD $15,000 [50% share, co-applicant]

2. Research Tools and Instruments (RTI) - NSERC
A coast-to-coast-to-coast low-earth-orbit satellite network testbed for Canada
CAD $150,000 [25% share]

3. National Cybersecurity Consortium (NCC) — Training Project
CRAFT - Cybersecure Robots and Future Talent
CAD $1,000,000 [6.25% share]

4. CFI-IF/ORF-LIF
UPSCOPE: Understanding Privacy, Security, and Cryptography in Online and Physical Environments
CAD $1,600,000 [11% share]

5. National Cybersecurity Consortium (NCC) - Research Project
Next Generation User Fingerprinting for Fraud Detection
CAD $288,099 [25% share, co-applicant]

6. Mastercard Canada
Next Generation User Fingerprinting for Fraud Detection
CAD $90,000 [100% share]

7. NSERC Discovery Grant
Preserving Communication Privacy in the Next Generation Internet
CAD $155,000 [100% share] + Additional $12,500 Early Career Researcher supplement

8. Waterloo Cybersecurity and Privacy Institute & RoboHub
Cybersecurity in teleoperated robots for caregiving
CAD $15,200 [33% share, co-applicant]

9. Department of National Defence (IDEaS)
Secure and reliable end-to-end network slicing for 5G and beyond mobile network
CAD $1,499,923 [3% share, co-applicant]

10. University of Waterloo
NSERC Research Incentive Fund
CAD $30,000 [100% share]

11. Internews (Pluggable Transports Small Grants Program)
Cloak: Tor Pluggable Transport
EUR 34,000 [0% share, co-applicant w/ PhD advisor at U. of Lisbon]

2.4.2 Contracts

12. Open Technology Fund
SynthMorph: Synthesizing Network Traffic for Censorship Circumvention
CAD $102,160 [100% share]

2.4.3 Gifts

13. University of Waterloo
Startup Grant
CAD $120,000 [100% share]

2026

2025-2026

2024-2027

2024-2027

2024-2026

2024-2026

2023-2028

2023-2024

2022-2025

2022-2024

2022

2025-2027

2022-2027



3 Teaching Activities

3 Teaching Activities

3.1 Courses Taught in the Past Five Years

CS459/698 - Privacy, Cryptography, Network and Data Security
52 students
Student Course Perceptions Avg. Professor score: 4.6/5

CS798 - Digital Forensics and Incident Response
5 students
Student Course Perceptions Avg. Professor score: 4.9/5

CS459/698 - Privacy, Cryptography, Network and Data Security
57 students
Student Course Perceptions Avg. Professor score: 4.6/5

CS489/698 - Privacy, Cryptography, Network and Data Security

Spring '25
University of Waterloo

Winter 25
University of Waterloo

Winter '25
University of Waterloo

Spring 24

62 students University of Waterloo
Student Course Perceptions Avg. Professor score: 4.7/5

CS798 - Digital Forensics and Incident Response Winter 24
15 students University of Waterloo
Student Course Perceptions Avg. Professor score: 5/5

CS458/658 - Computer Security and Privacy Spring 23
145 students University of Waterloo
Student Course Perceptions Avg. Professor score: 4.3/5

CS858 - Internet Censorship and Surveillance Winter 23
17 students University of Waterloo
Student Course Perceptions Avg. Professor score: 4.6/5

CS458/658 - Computer Security and Privacy Spring 22
134 students University of Waterloo
Student Course Perceptions Avg. Professor score: 4.5/5

CS858 - Internet Censorship and Surveillance Winter 22
12 students University of Waterloo
Student Course Perceptions Avg. Professor score: 4.9/5

3.2 Curriculum Development and Course Coordination

CS 458/658 - Computer Security and Privacy: I revised the slide decks for all seven modules of the course and
introduced new slides with practical examples of computer security flaws exploited in the wild to help attract the
students’ attention to the material presented in class. I developed a new deck of slides for a lecture focused on
privacy-invasive attacks based on the analysis of encrypted traffic. I updated and extended slide decks related to
secure network communications, e.g., covering the cryptographic constructs of messaging apps such as Signal.

CS 459/698 (prev. CS 489/698) - Privacy, Cryptography, Network and Data Security: I revised/augmented
the course’s slides to a) improve clarity; b) add motivating examples which could be worked through to improve
explanations; c¢) add content (e.g., on data hiding techniques to better protect data in transit); and d) overall adapt
them to my teaching style. In particular, this latter adaptation involved the simplification of the exposure of topics
related to cryptography, in lieu of more detailed contents on the topics of network security and privacy.

CS 798 - Digital Forensics and Incident Response: I developed the syllabus, slides, and assignments for a
new lecture-based course on digital forensics. Assignments mimic a digital investigation case, focusing on a)
file forensics and steganography, b) disk and network forensics, and ¢) memory forensics and reverse engineering.
I prepared a hands-on lab exercise (not used for evaluation) with the eSentire Atlas XDR Investigator forensic tool.


https://www.esentire.com/resources/library/esentire-atlas-xdr-investigator

3 Teaching Activities

CS 858 - Internet Surveillance and Censorship: I developed the syllabus and reading list for this new seminar-
based course. I explicitly curated and organized the papers that comprised this reading list to better help students
grasp the evolution of privacy-enhancing tools that help citizens uphold their online privacy in the context of
increasingly widespread Internet surveillance apparatuses.

Artificial Intelligence and Society: I participated in the conception and delivery of a new online Al literacy course
at the University of Waterloo. I contributed a full module (16 pages) to the course, entitled “Implications of Al in
Online Privacy”, which included the description of real-world examples and multiple choice quizzes.

CRAFT - Cybersecure Robots and Future Talent: I developed a 90-minute lecture module covering privacy-
enhancing technologies for the Internet, encrypted traffic analysis, and countermeasures to traffic analysis, for this
NCC-sponsored national training project preparing a cybersecurity workforce for robotics.

3.3 Thesis and Research Supervision Activities

Summary table of supervised research personnel.

Sole Supervisor Co-Supervised Total

(Graduate students|
Current Masters
Graduated Masters
Current PhD
Graduated PhD
Total

= U N
NN
W O N

(o]
<))
[uy
N

[Postdoctoral fellows|
Current PDF - - -
Completed PDF - 1 1

[Other research personnel|
Research Associates 1 - 1
Undergraduate RAs/Volunteers 17 - 17
High-school Volunteers 1 - 1

3.3.1 Graduate Students Supervision

Current Thesis Supervision

1. Cameron Hadfield, Ph.D. student, CS 2026 — Present
Thesis research in progress. University of Waterloo
Co-supervised with Sebastian Fischmeister.

2. Alim Dhanani, M.Math student, CS 2025 — Present
Thesis research in progress. University of Waterloo
Research work led to co-authorship of [EI]

3. Ross Evans, Ph.D. student, CS 2024 — Present
Thesis research in progress. University of Waterloo
Research work led to co-authorship of [??]

4. Hesam Sarkendi, M.Math student, CS 2024 — Present
Thesis research in progress. University of Waterloo
Research work led to co-authorship of

5. Michael Wrana, Ph.D. student, CS 2022 — Present
Thesis research in progress. University of Waterloo
Research work led to co-authorship of , , and
Co-supervised with N. Asokan.
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https://uwaterloo.ca/news/waterloo-leading-way-ai-education-across-society
https://ncc-cnc.ca/2024-funded-projects/

3 Teaching Activities

Completed Thesis Supervision

6. Gurjot Singh, M.Math student, CS
Thesis: Decentralized Traffic Correlation Using Programmable Switches
Research work led to co-authorship of [??] and [EI]

7. Sina Kamali, M.Math student, CS
Thesis: Anonymous Communication within Highly Repressive Regions

Research work led to co-authorship of , , and

8. Shreya Arun Naik, M.Math student, CS
Thesis: Neural Architecture Search for Website Fingerprinting
Research work led to co-authorship of

9. Prabhjot Singh, M.Math student, CS
Thesis: Website Fingerprinting on LEO Satellite Internet
Research work led to co-authorship of and

10. Adrian Cruzat La Rosa, M.Math student, CS
Thesis: Re-encoding Resistance: Towards Robust Covert Channels over WebRTC Video Streaming

11. Norhan Abbas, M.Math student, CS
Thesis: Cracking the Code: Unraveling Gender Disparities in Open-Source Contributions
Co-supervised with Mei Nagappan.

12. Afonso Carvalho, M.Sc. student, Computer Engineering
Thesis: Deanonymization of Tor Onion Services with Acceleration-Based Watermarking
Research work led to co-authorship of
Co-supervised with Nuno Santos.

13. Francisco Silva, M.Sc. student, Computer Engineering

Thesis: Enabling Censorship-Resistant Tor Communications through WebRTC-Based Covert Channels

Co-supervised with Nuno Santos

14. José Bras, M.Sc. student, Computer Engineering
Thesis: Enhancing the Tor Anonymity Network with K-Anonymous Flashmobs
Research work led to co-authorship of
Co-supervised with Nuno Santos.

3.3.2 Postdoctoral Fellows Supervision

15. Uzma Maroof, Postdoctoral Fellow
Research work led to co-authorship of and
Co-supervised with N. Asokan.

3.3.3 Other Research Personnel Supervision

Research Associates

16. Sina Kamali, Research Associate
Research work led to co-authorship of [??]

Undergraduate Research Assistants

17. Sava Glavan, Undergraduate Research Assistant (URA)
Project: Detecting Fraudulent Cryptocurrency Activities

18. Steven Li, Undergraduate Research Assistant (URA)/Volunteer
Project: Videoconferencing Traffic Collection for Synthetic Traffic Generation
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2024 - 2026
University of Waterloo

2023 - 2025
University of Waterloo

2022 - 2024
University of Waterloo

2022 - 2024
University of Waterloo

2022 - 2024
University of Waterloo

2022 - 2023
University of Waterloo

2021 - 2022
University of Lisbon

2021 - 2022
University of Lisbon

2021 - 2022
University of Lisbon

Nov 2023 — Nov 2025

University of Waterloo

Sep 2025 - Jan 2026
University of Waterloo

Spring "25 — Fall 25
University of Waterloo

Winter 24 — Fall 25
University of Waterloo
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19. Anhelina Bodak, Undergraduate Research Assistant (Summer program) Spring 25
Project: Privacy-preserving Web Browsing in NDN Lviv Polytechnic National University
Research work led to co-authorship of

20. Theodora Turda, Undergraduate Research Assistant (URA) Spring "25
Project: Front-end Development for an Internet Censorship Observatory Dashboard University of Waterloo
21. Ansh Dinghra, Undergraduate Research Assistant (URA) Fall ‘24 — Spring 25
Project: Privacy-preserving Web Browsing in NDN University of Waterloo

Research work led to co-authorship of

22. Ibrahim Jawaid, Research Assistant Volunteer Winter 25
Project: LLM-driven Censored Domain Topic Classification University of Waterloo
23. Cathleen Yan, Undergraduate Research Assistant (URA) Winter ’25
Project: Caching Optimizations for an Internet Censorship Observatory University of Waterloo
24. Edmond Li, Undergraduate Research Assistant (URA) Fall ’24
Project: Caching Optimizations for an Internet Censorship Observatory University of Waterloo
25. Yixing Zhang, Undergraduate Research Assistant (URA) Fall 24
Project: Traffic Correlation in Programmable P4-Switches University of Waterloo
26. Esther Liu, Undergraduate Research Assistant (URA) Spring 24
Project: Database Optimizations for an Internet Censorship Observatory University of Waterloo
27. Rachel Tan, Research Assistant Volunteer Spring 24
Project: Neural Architecture Search for 5G Malicious Traffic Detection University of Waterloo
28. Gurjot Singh, Undergraduate Research Intern Winter '24 — Spring 24
Project: User Fingerprinting for Fraud Detection and Prediction in MMORPGs Thapar Institute of Eng. & Tech.
29. Eeshita Dayani, Undergraduate Research Assistant (URA) Winter 24
Project: Database Performance Enhancements for an Internet Censorship Observatory University of Waterloo
30. Angel Liu, Research Assistant Volunteer Fall ’23
Project: Curating Front-end Elements for an Internet Censorship Observatory University of Waterloo
31. Rujing Li, Undergraduate Research Assistant (URA) Winter '23
Project: Health-Check Monitoring for Internet Censorship Measurement Infrastructure University of Waterloo
32. Daniel Phan, Undergraduate Research Assistant (URA) Winter 23
Project: Dashboard for Internet Censorship Observatory University of Waterloo
33. Scott Sum, Undergraduate Research Assistant (URA) Winter ’23
Project: Traffic Analysis in Programmable P4-Switches University of Waterloo

High-school Volunteers

34. Martin Sit, Research Assistant Volunteer Fall 23
Project: Videoconferencing Traffic Collection for Synthetic Traffic Generation St. Augustine Catholic High School

3.4 Thesis Examination

3.4.1 Thesis Examination Committees

1. Patrick Kon, Ph.D. student, CS 2026
Member of the PhD Dissertation Committee University of Michigan
2. Isaac Silva, M.Sc. student, Information Security 2025
External Member of the Master’s Defense Committee University of Porto
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3. Michael Pintur, MASc. student, ECE
Thesis Reader

4. Aswad Tariq, M.Math student, CS
Thesis Reader

5. Olha Vakulenko, MASc. student, ECE
Thesis Reader

6. Alexandru Bara, M.Math student, CS
Thesis Reader

7. Sky Qiao, M.Math student, CS
Thesis Reader

8. Jumana, M.Math student, CS
Thesis Reader

9. Hugo Pereira, M.Sc. student, CS
External Member of the Master’s Defense Committee

10. Joao Aragonez, M.Sc. student, Computer Engineering
External Member of the Master’s Defense Committee

11. Sajin Sasy, Ph.D. student, CS

Member of the PhD Examination Committee

12. Muhammad Khan, M.Math student, CS
Thesis Reader

13. Vecna, M.Math student, CS
Thesis Reader

14. Kavish Mehta, MASc. student, ECE
Thesis Reader

15. Ahalya Sankararaman, MASc. student, ECE
Thesis Reader

16. Afonso Gomes, M.Sc. student, Computer Engineering
External Member of the Master’s Defense Committee

17. Adam Campbell, M.Math student, CS
Thesis Reader

18. Wei Hu, M.Math student, CS
Thesis Reader

19. Saif Zabarah, M.Math student, CS
Thesis Reader

20. Lindsey Tulloch, M.Math student, CS
Thesis Reader

21. Inés Macedo, M.Sc. student, Computer Security
External Member of the Master’s Defense Committee
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2025
University of Waterloo

2025
University of Waterloo

2025
University of Waterloo

2025
University of Waterloo

2025
University of Waterloo

2025
University of Waterloo

2024
NOVA University Lisbon

2024
University of Lisbon

2024
University of Waterloo

2024
University of Waterloo

2024
University of Waterloo

2024
University of Waterloo

2024
University of Waterloo

2023
University of Lisbon

2023
University of Waterloo

2023
University of Waterloo

2022
University of Waterloo

2022
University of Waterloo

2022
University of Porto
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3.4.2 Comprehensive Exam Committees

1.

4

Waleed Khan, Ph.D. student, ECE
Member of the PhD Comprehensive Background Examination Committee

. Elham Azirani, Ph.D. student, CS

Member of the PhD Comprehensive II Examination Committee

. Arthur Grisel-Davy, Ph.D. student, ECE

Member of the PhD Comprehensive Proposal Examination Committee

. Sajin Sasy, Ph.D. student, CS

Member of the PhD Comprehensive II Examination Committee

Service

4.1 Committees

Graduate Committee
Member

Graduate Recruiting Committee
Member

Graduate Committee
Member

4.2 Other University Service

4.2.1 Administrative Involvement with Centres and Institutes

Waterloo Cybersecurity and Privacy Institute (CPI)
Associate Director

Waterloo Cybersecurity and Privacy Institute (CPI)
Acting Associate Director

4.2.2 K to 12 Outreach

S

2024 CyberTitan Cyber Defense Competition — National Finals hosted by CPI
Held informal “Ask me Anything” session with Canadian high/middle school participants.

2023 CyberTitan Cyber Defense Competition — National Finals hosted by CPI
Held informal “Ask me Anything” session with Canadian high/middle school participants.

Professional Activities

5.1 Editorial Positions

Proceedings on Privacy Enhancing Technologies (PoPETs)
Associate Editor-in-Chief

Proceedings on Privacy Enhancing Technologies (PoPETs)
Editorial Board Member
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2025
University of Waterloo

2023
University of Waterloo

2023
University of Waterloo

2022
University of Waterloo

Sep 2023 - Aug 2025
University of Waterloo

Jul 2022 — Aug 2023
University of Waterloo

Jan 2022 — Jun 2022
University of Waterloo

Jan 2025 - Present
Waterloo, ON, Canada

Jan 2024 — Dec 2024
Waterloo, ON, Canada

May 2024
Waterloo, ON, Canada

May 2023
Waterloo, ON, Canada

Mar 2024 — Present
PoPETs 2025, 2026, 2027

Feb 2021 - Jul 2023
PoPETs 2021, 2022, 2023.
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5.2

Conference Organization

5.2.1 Program Committee Chair/Co-chair

Proceedings on Privacy Enhancing Technologies (POPETs)
Vice Program Chair

Mar 2024 — Present
PoPETs 2025, 2026, 2027

CPI Graduate Student Conference (CPIGradConf) 2025 - 2026

Program Co-chair in 2025 / Program Chair in 2026

Formal Foundations and Security of Programmable Network Infrastructures (FFSPIN) 2022

Workshop Program Co-chair

5.2.2 Program Committee Member
1. 48th IEEE Symposium on Security and Privacy (IEEE S&P) (Fall deadline) 2027
2. 35th ACM Web Conference (ACM WebConf) 2026
3. Free and Open Communications on the Internet (FOCI) 2026
4. 25th Brazilian Cybersecurity Symposium (SBSeg) 2025
5. Free and Open Communications on the Internet (FOCI) 2025
6. 46th IEEE Symposium on Security and Privacy (IEEE S&P) 2025
7. 31st ACM Conference on Computer and Communications Security (ACM CCS) 2024
8. Free and Open Communications on the Internet (FOCI) 2024
9. 33rd ACM Web Conference (ACM WebConf) 2024
10. 30th ACM Conference on Computer and Communications Security (ACM CCS) 2023
11. 23rd Privacy Enhancing Technologies Symposium (PETS) 2023
12. Free and Open Communications on the Internet (FOCI) 2023
13. 26th International Symposium on Research in Attacks, Intrusions and Defenses (RAID) 2023
14. 17th International Conference on Network and System Security (NSS) 2023
15. 1st IEEE International Conference on Metaverse Computing, Networking and Applications (MetaCom) 2023
16. 6th IEEE Conference on Dependable and Secure Computing (DSC) 2023
17. 22nd Privacy Enhancing Technologies Symposium (PETS) 2022
18. 19th International Conference on Security and Cryptography (SECRYPT) 2022
19. 24th International Conference on Information and Communications Security (ICICS) 2022
20. 21st Privacy Enhancing Technologies Symposium (PETS) 2021
21. 18th International Conference on Security and Cryptography (SECRYPT) 2021
22. 23rd International Conference on Information and Communications Security (ICICS) 2021
5.3 Refereeing and Reviewing

Journals, excluding editorial board membership listed above. Since 2022, I refereed 9 papers for the following
journals: IEEE Transactions on Computers (1); IEEE Open Journal of the Communications Society (1); IEEE Com-
munications Magazine (2); Computers & Security (2); IEEE Transactions on Network and Service Management (3).

Conferences, excluding program committee work listed above. Since 2022, I refereed 2 papers for the following
conferences as an external/sub- reviewer: IEEE/IFIP Network Operations and Management Symposium (1); ACM
International Conference on the Foundations of Software Engineering (1).

Grant proposals. Since 2023, I have refereed 5 grant proposals: Engineering and Physical Sciences Research
Council (EPSRC) New Investigator Award, UK (1); NSERC Discovery Grant, Canada (3); CFI-JELF, Canada (1).
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5.4

Consulting and Technology Transfer Activities

5.4.1 Open Source Software

My co-authors and [ have publicly released source code and/or datasets supporting many of my publications(§2.2)):

Paper [[4]] https://github.com/TheBriKProject/BriK

Paper https://github.com/veichta/DeepSE-WF

Paper https://github.com/dmbb/DeltaShaper

Paper https://doi.org/10.5281/zenodo.17790334

Paper https://zenodo.org/records/14991323

Paper https://doi.org/10.5281/zenodo.15007304

Paper https://github.com/kamali-sina/anix

Paper https://github.com/zbh888/congestionHO

Paper https://github.com/CarlosANovo/extending12to13
Paper https://github.com/spotproxy-project/spotproxy
Paper https://github.com/zbh888/LEOhandover

Paper https://github.com/danielal.opes/sumo

Paper https://github.com/patrickkon/NetShuffle

Paper https://github.com/dmbb/stegozoa-video

Paper https://archive.org/details/pruned keyword lists
Paper https://github.com/dmbb/FlowLens

Paper https://github.com/dmbb/Protozoa

Paper https://github.com/dmbb/MPTAnalysis

Paper https://github.com/dmbb/CSF

Paper https://github.com/danielalopes/tiger tor traffic generator
Paper https://github.com/TheWeiHu/self-censorship-user-study
Paper https://github.com/patrickkon/Stargaze
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https://github.com/TheBriKProject/BriK
https://github.com/veichta/DeepSE-WF
https://github.com/dmbb/DeltaShaper
https://doi.org/10.5281/zenodo.17790334
https://zenodo.org/records/14991323
https://doi.org/10.5281/zenodo.15007304
https://github.com/kamali-sina/anix
https://github.com/zbh888/congestionHO
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https://github.com/spotproxy-project/spotproxy
https://github.com/zbh888/LEOhandover
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https://archive.org/details/pruned_keyword_lists
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https://github.com/dmbb/Protozoa
https://github.com/dmbb/MPTAnalysis
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https://github.com/danielaLopes/tiger_tor_traffic_generator
https://github.com/TheWeiHu/self-censorship-user-study
https://github.com/patrickkon/Stargaze
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