
• Assistant Professor, Cheriton SCS @ University of Waterloo, CrySP
• Associate Director, Waterloo Cybersecurity and Privacy Institute (CPI)

• Previously: Post-doc @ Rice University (2021), Research Intern @ Cylab/CMU (2020), 
Research Intern @ UT Austin (2017), PhD researcher @ Técnico Lisbon (2016-2021)

Research Interests: 
• “Privacy-preserving Networking”

• Internet Censorship
• Privacy-enhancing Technologies
• Encrypted Traffic Analysis
• Network Forensics

cs.uwaterloo.ca/~dbarrada

Diogo Barradas



Privacy-preserving 
Blackout-resistant Technologies

LASIGE

FCUL, Lisbon, Portugal

January 14th, 2026

Diogo Barradas
diogo.barradas@uwaterloo.ca 

University of Waterloo



2/32

Internet Shutdowns (a.k.a. blackouts)

• Repressive governments often aim to 
control/restrict the flow of information
• Network-level interference
• Social media monitoring
• Messaging filters

• Today, censors are choosing to instate 
region/country-wide Internet shutdowns
• Lasting up to weeks in a row

https://www.cnn.com/2019/12/21/asia/internet-shutdowns-china-india-censorship-intl-hnk/index.html
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control/restrict the flow of information
• Network-level interference
• Social media monitoring
• Messaging filters

• Today, censors are choosing to instate 
region/country-wide Internet shutdowns
• Lasting up to weeks in a row

https://www.cnn.com/2019/12/21/asia/internet-shutdowns-china-india-censorship-intl-hnk/index.html

An Ongoing Shutdown during Iranian Protests



Shutdowns are on the Rise

https://www.accessnow.org/internet-shutdowns-2024/
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https://www.accessnow.org/internet-shutdowns-2024/

“How can we tackle these shutdowns?”

Shutdowns are on the Rise
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Blackout-resistant Messaging 
via Mobile Mesh Networks

• Allow for communication without Internet or cellular access
• Rely on wireless capabilities (Bluetooth + WiFi Direct) of modern smartphones
• Messages hop from phone to phone (gossip-based)

https://www.reuters.com/article/technology/offline-
message-app-downloaded-over-million-times-after-
myanmar-coup-idUSKBN2A22H0/

https://www.theguardian.com/world/2014/sep/29/firec
hat-messaging-app-powering-hong-kong-protests

https://www.bbc.com/news/technology-49565587
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Desirable Properties for Mesh Messaging Apps

Flexible Communication Models
• One to one
• Some to some
• One to many (broadcast)

User Anonymity
• Sender and receiver
• Forward anonymity
• Post-compromise anonymity

Trust Systems
• Direct Trust
• Direct Trust Mediation
• Transitive Trust

Identity Revocation
• Soft revocation
• Hard revocation
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The Mesh Messaging Apps Landscape

Existing apps lack desirable properties 
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• Anonymous blackout-resistant mesh messaging platform:
• Based on selectively linkable one-time-use pseudonyms (PSUs)

• Able to establish & manage trust relationships across the mesh
• Able to prioritize microblogging-style messages vouched by 

trusted contacts via anonymous message endorsing

Anix

7/32“Anix: Anonymous Blackout-Resistant Microblogging with Message Endorsing”. Sina Kamali, Diogo Barradas. 
IEEE S&P’25



Anix’s Operational Workflow

Long-term ID
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• Each user holds two sets of key pairs: 
• Long term ID keys (kept secret)
• One-time-use (OTU) keys 

𝑃𝑆𝑈	 = 	𝑃𝑢𝑏!"# 	||	𝑏𝑆𝑖𝑔𝑃𝑟𝑖𝑣!",	&'(𝑃𝑢𝑏!"#)

  , where 𝑏𝑆𝑖𝑔 is a public key-blinded signature scheme*

One-time-use Pseudonyms (PSUs)

*“Key Blinding for Signature Schemes”. F. Denis, E. Eaton, T. Lepoint, and C. A. Wood. irtf-cfrg 2024

• Used to generate PSUs
• Allow selective linking of a user’s 
messages/votes by trusted contacts

with blinding factor	𝑏𝑘 = Hash(Pub!"#||PubID)
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• Implemented Anix on Android
• Avg. data exchange time: 11.58s

• 100 messages * 10,000 votes (each)
• Avg. battery consumption: 1.5%/h

Computation time (in ms) for Anix operations

Evaluation: Performance Micro-Benchmarks
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Evaluation: Simulation Testbed

• Simulated a scaled-down city environment with 600 users

• Blackout duration of 5 days (120 simulation steps)
• Most users are benign (98%), but a fraction are malicious (2%):

• Drop benign messages
• Attempt to gain the trust of benign users
• Spread misinformation
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• Simulated a scaled-down city environment with 600 users

• Blackout duration of 5 days (120 simulation steps)
• Most users are benign (98%), but a fraction are malicious (2%):

• Drop benign messages
• Attempt to gain the trust of benign users
• Spread misinformation

Check the paper for results 
under multiple settings!
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Coverage and Resilience to Misinformation

Anix users can weed out 
misinformation

Messages up/downvoted by the majority of users

Benign messages take ~1 
day to reach >90% of users



• Internet shutdowns are becoming prevalent, and existing blackout-resistant 
mesh networking apps cannot sufficiently address users’ needs

• Anix is an anonymous mesh-based microblogging platform 
• Enables trusted users to exchange data while remaining anonymous to untrusted users
• Resilient to adversaries aiming to spread misinformation

• Future work: 
• Automate identity revocation (dead-man’s switch?)
• Optimize vote exchange (dynamic group signatures?)
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Intermission

Now what?



• Prior works have focused on messaging and microblogging.

• A recent study* has identified other needs shared by users, namely on accessing:
• “work-related resources”
• “educational materials like Wikipedia”
• Reference “news or articles”
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Other usage scenarios?

* “Bridging barriers: A survey of challenges and priorities in the censorship circumvention landscape”. Diwen Xue et al. 
USENIX Security ‘24

Accessing knowledge sources remains unfeasible



15/32

In a similar (online) vein…

https://www.uncensoredlibrary.com/en
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CTTF: Cache to the Future

• Provide access to cached web content via a distributed internet archive
• Resilient against a wide range of attacks
• Evaluated on real-world citywide smartphone GPS data

• Two-phased approach: 
• Pre-blackout: users rate webpages, which will determine which pages are cached
• During blackout: users request pages and receive them from nearby devices

“Cache to the Future: A Distributed Webpage Archive for Internet Blackouts”. Ross Evans, Diogo Barradas. 
Under submission to IEEE S&P’26.
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Pre-blackout Phase (I)
Start the cache

• Users cache pages through a trusted proxy 
which provides a digital signature.

• The signature prevents adversaries from 
tampering page contents during blackouts.

• Page fetching can resort to a CRS.
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Pre-blackout Phase (II)
Exchange page ratings

• Users rate pages based on their perceived utility during a blackout, affecting cache replication.
• Ratings are automatically shared among users when they come in close contact.

• A Proof-of-Work scheme ensures that adversaries cannot excessively manipulate local averages.
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Pre-blackout Phase (III)
Automatic caching

• Cache replication:
• Occurs automatically 

• Ratings transformed into a Zipf 
• Sampling and storing according to leftover space
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Blackout Phase
Request & receive pages

• Users request and receive pages via Bluetooth

• Authenticity is validated by checking the proxy’s 
signature (or some fallback mechanism)

• Freshness-based request resolution:
• Old vs new timestamp comparison for deciding 

whether to keep new copies



21/32

Evaluation Setup
Dataset: 

YJMob100K: real-world GPS data from 25,000 people in a Japanese city.

 Cell area = 500m x 500m  |  Positioning data every 30min
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Evaluation Setup
Dataset: 

YJMob100K: real-world GPS data from 25,000 people in a Japanese city.

 Cell area = 500m x 500m  |  Positioning data every 30min

User distribution:
Seeder users (24%): Actively cache and rate pages.
Leech users (74%): Just cache pages in the background.
Adversaries (2%): Manipulate ratings, signal jamming, stalk.

Baseline parameters:
- Seeders rate 500 pages prior to blackout;
- Each user requests a new page every 2h (in avg.)
- Users in the same cell interact with 100% prob, and can 
exchange 1000 ratings + 4 pages per 1min interaction

Trust me, there’s a LOT more where 
these came from…
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Evaluation (Benign Scenario)

Users can fetch top 100K 
pages with high probability

On avg., users can fetch
top 10K pages within a day,

10K-100K within a week

1 week cache warm-up, 1 week of requests, ~1 month steady-state 



23/32

Evaluation (Adversarial Scenario)
TLDR: Aggressive jamming and adversary participation



23/32

Evaluation (Adversarial Scenario)
TLDR: Aggressive jamming and adversary participation

YJMob100K area with cyan cells jammed, prioritizing those with most points of interest
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Evaluation (Adversarial Scenario)
TLDR: Aggressive jamming and adversary participation

YJMob100K area with cyan cells jammed, prioritizing those with most points of interest

+ Up to 25% Sybils
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Evaluation (Adversarial Scenario)

Users receive 70% of the pages they 
request

Users receive 90% of requested 
pages within 1-2 days

Req. satisfaction after a week 90th percentile – latency for top 10K pages

1 week cache warm-up, 1 day of requests, ~1 week steady-state 



25/32

Intermission

• Blackout-resistant technologies are desirable for more than messaging

• CTTF provides access to cached web content via a distributed internet archive
• Resilient against a wide range of attacks
• Evaluated on real-world citywide smartphone GPS data

• Future work:
• Resist user fingerprinting and information leakage: 

• Shield rating exchanges with differential privacy (DP)?
• Shield requested pages with private information retrieval (PIR)?
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Takeaways

• Blackout-resistant technologies lack anonymity and trust propagation primitives

• Our work on Anix enables trust formation across an anonymous mesh of devices

• Blackout-resistant technologies are desirable for more than messaging

• We developed CTTF as a distributed blackout-resistant Internet archive

Diogo Barradas
diogo.barradas@uwaterloo.ca Thank you! 


