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Internet Shutdowns (a.k.a. blackouts)

• Repressive governments often aim to 
control/restrict the flow of information
• Network-level interference
• Social media monitoring
• Messaging filters

• Today, censors are choosing to instate 
region/country-wide Internet shutdowns
• Lasting up to weeks in a row

https://www.cnn.com/2019/12/21/asia/internet-shutdowns-china-india-censorship-intl-hnk/index.html
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Shutdowns are on the Rise

https://www.accessnow.org/internet-shutdowns-2024/
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https://www.accessnow.org/internet-shutdowns-2024/

“How can we tackle these shutdowns?”

Shutdowns are on the Rise
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Blackout-resistant Messaging 
via Mobile Mesh Networks

• Allow for communication without Internet or cellular access
• Rely on wireless capabilities (Bluetooth, WiFi Direct) of modern smartphones
• Messages hop from phone to phone

https://www.reuters.com/article/technology/offline-
message-app-downloaded-over-million-times-after-
myanmar-coup-idUSKBN2A22H0/

https://www.theguardian.com/world/2014/sep/29/firec
hat-messaging-app-powering-hong-kong-protests

https://www.bbc.com/news/technology-49565587
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Desirable Properties for Mesh Messaging Apps

Flexible Communication Models
• One to one
• Some to some
• One to many (broadcast)

User Anonymity
• Sender and receiver
• Forward anonymity
• Post-compromise anonymity

Trust Systems
• Direct Trust
• Direct Trust Mediation
• Transitive Trust

Identity Revocation
• Soft revocation
• Hard revocation
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The Mesh Messaging Apps Landscape

Existing apps lack desirable properties 
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• Systematization of existing blackout-resistant mesh-messaging apps:
• Threat models

• Design features

• Anix: An anonymous blackout-resistant mesh messaging platform:
• Based on selectively linkable one-time-use pseudonyms (PSUs)
• Able to establish & manage trust relationships across the mesh
• Able to prioritize microblogging-style messages vouched by trusted contacts 

via an anonymous message endorsing scheme

Our Contributions
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Anix’s Operational Workflow

Long-term ID
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• Each user holds two sets of key pairs: 

• Long term ID keys (kept secret)

• One-time-use (OTU) keys 

• These keys are used to generate PSUs and allow selective linking of a 
user’s messages/votes by trusted contacts:

𝑃𝑆𝑈	 = 	𝑃𝑢𝑏!"# 	||	𝑏𝑆𝑖𝑔(𝑃𝑟𝑖𝑣$% , 𝑃𝑢𝑏!"#)

  , where 𝑏𝑆𝑖𝑔 is a public key-blinded signature scheme

One-time-use Pseudonyms (PSUs)
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• Implemented Anix on Android
• Avg. data exchange time: 11.58s

• 100 messages * 10,000 votes (each)
• Avg. battery consumption: 1.5%/h

Computation time (in ms) for Anix operations

Evaluation: Performance Micro-Benchmarks
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Evaluation: Simulation Testbed

• Simulated a scaled-down city environment with 600 users

• Blackout duration of 5 days (120 simulation steps)
• Most users are benign (98%), but a fraction are malicious (2%):

• Drop benign messages
• Attempt to gain the trust of benign users
• Spread misinformation
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• Drop benign messages
• Attempt to gain the trust of benign users
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Check the paper for results 
under multiple settings!
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Coverage and Resilience to Misinformation

Anix users can weed out 
misinformation

Messages up/downvoted by the majority of users

Benign messages take ~1 
day to reach >90% of users



• Internet shutdowns are becoming prevalent, and existing blackout-resistant 
mesh networking apps cannot sufficiently address users’ needs

• We presented Anix, an anonymous mesh-based microblogging platform 
• Enables trusted users to exchange data while remaining anonymous to untrusted users
• Resilient to adversaries aiming to spread misinformation

• Future work: 
• Strengthen forward anonymity; Automate identity revocation; Optimize vote exchange
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Diogo Barradas
diogo.barradas@uwaterloo.ca Thank you! 


