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State-Level Censorship
What are the motivations?
Who is involved?
How is it performed?

How can it be evaded?
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A case against “Internet chaos”

13:34 27 Dec 2017
Vietham censors to fight 'internet chaos'

Local media reports the People's Army has hired more than
10,000 people to tackle "wrongful views".

Read more >

Russia begins blocking access to Telegram

No Justification for Spanish Internet
Censorship During Catalonian Referendum

BY JEREMY MALCOLM | OCTOBER 2, 2017

After John Oliver’s Jokes About Xi Jinping,
China Blocks HBO Website

A week after Mr. Oliver mocked China’s president, the
authorities there have taken additional strides to block him on

the internet.
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The typical state-level censorship scenario
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[ Can censors just “pull the plug”? }
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Well... they can. And they do pull the plug!

NEWS / ALGERIA
The Countries Shutting Down The Internet The Most :
Number of internet shutdowns by country (Jan 2016-May 2018)° Algerla and Iraq Shut dOWﬂ
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But at a cost...

€€ As a result of the government’s Internet
shutdown during exams, | lost a job opportunity
with an international company because | missed
the Skype interview. 29

Riyadh, Marketer from Algeria
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#NoExamShutdowns
#Algeria
#KeepltOn

€€ | used to work for an online TV channel in Syria.
During national exams each year the government
would shut the communication services down,
which crippled our work and delayed the
publishing of our reports and programs. 29

Ali, a journalist From Syria
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#NoExamShutdowns
#Syria
#KeepltOn

Citizen backlash contributes to government unpopularity
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A steep cost...

The Internet and communications infrastructure is a key platform to conduct business, connect people and
provide government services. The Egyptian government has taken great steps in the past years to develop and
promote the use and uptake of technologies. But the current shutdown of Internet and communications services
for five days will have a pronounced economic impact. It is estimated to have incurred direct costs of at
minimum USD 90 million. This amount refers to lost revenues due to blocked telecommunications and Internet

services, which account for around USD 18 million per day, or, on a yearly scale, for roughly 3-4% of GDP.

January 2011 ‘ @ »OECD

[ Country’s sustainability is jeopardized ]

[ How can censors block selected information
flows?
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HTTP Request Header

Request URL: http://www.nytimes.com/2018/06/21/world/asia/john-oliver—china-ban.html
Request Method: GET

Status Code: @ 200

Remote Address: 151.101.1.164:443

Webpage Content
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DNS Hijacking
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This Site has been Blocked

The webpage you are trying to access has been blocked a5 GBS a3 Lgad] Jpmaa sl Jolas 28 Aadeall
by Internet Qatar as the content contains materials. LoEBAs BAs slan Slsa B (s a3 oY a8 i)
which are prohibited in the State of Qatar.
If you feel this is an error then please email us at £ Glsial e Ual AR, Jusit. nh SUA o (g 53 X 18]
customer.service@qtel.com.qa or ‘customer.service@qtel.com.qa
contact our Help Desk at 111.
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IP Blocking
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Psst, The New s IP
York Times is at A Blacklist:
151.101.1.164 151.101.1.67
151.101.1.164
a 216-58.201-( What if we use a network
/ — proxy?
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IP Blocking + Proxy Enumeration
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Proxy List:
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So... Like... Are we doomed?
Not at all!

Network covert channels!

Disclaimer: There are a lot more designs :)
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Protocol Mimicking - SkypeMorph
Y N

SkypeMorph

SkypeMorph
~
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Tor Traffic
oyjed) 10|

Tor
Perfect mimicking is hard!
What if we use the protocol itself?
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Protocol Tunneling - DeltaShaper
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Encrypted Traffic Analysis
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Decoy Routing - Slitheen

https://allowed.com

[ STEG: thenewyorktimes.com ] Decoy
Router
Domestic Friendly
ISP ISP

Relay
[ Depends on cooperating ISPs support }
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Recap

e Repressive regimes rely on Internet censorship

o  Prevent citizens from exercising civilian rights

o Block selected content deemed inappropriate

e The sophistication of censorship techniques is escalating

o  From simple DNS Hijacking to complex encrypted traffic analysis

e We’re living in a cat-and-mouse game

o Many proposals for covert channels designs

o Censors are forced to keep up the pace, not the other way around
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Thank You!

Grab a drink and let’s talk!

Y edmbb 93
@ https://web.ist.utl.pt/diogo.barradas
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