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State-Level Censorship
● What are the motivations?

● Who is involved?

● How is it performed?

● How can it be evaded?
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A case against “Internet chaos”

3

http://progress_bar_id


Diogo Barradas | BarcampLx | November 18 

The typical state-level censorship scenario
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Can censors just “pull the plug”?
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Well… they can. And they do pull the plug!
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But at a cost...
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Citizen backlash contributes to government unpopularity
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A steep cost...
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Country’s sustainability is jeopardized

How can censors block selected information 
flows?

January 2011
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Deep Packet Inspection

8

DPI

What if traffic is encrypted? (e.g. TLS)

Webpage Content

HTTP Request Header
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DNS Hijacking

Where’s www.thenewyorktim
es.com ?

Try 183.145.43.94

It’s totally legit.

What if we know the true IP address?

http://www.thenewyorktimes.com
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IP Blocking
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Psst, The New 
York Times is at 

151.101.1.164

IP 
Blacklist:

151.101.1.67
151.101.1.164
216.58.201.164

...
What if we use a network 

proxy?
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IP Blocking + Proxy Enumeration
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IP 
Blacklist:

151.101.1.67
151.101.1.164
216.58.201.164

...

Proxy List:
186.249.215.108
176.103.173.5
203.83.178.178

...

Proxy IP Blacklist:
186.249.215.108
176.103.173.5
203.83.178.178

...

176.103.173.5
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So… Like… Are we doomed?
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Not at all! 
Network covert channels!

Disclaimer:  There are a lot more designs :)
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Protocol Mimicking - SkypeMorph
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Perfect mimicking is hard!
What if we use the protocol itself?

Encrypted Traffic Analysis
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Protocol Tunneling - DeltaShaper
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+ Encrypted Traffic Analysis
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Decoy Routing - Slitheen
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Depends on cooperating ISPs support

https://allowed.com

STEG: thenewyorktimes.com Decoy 
Router allowed.com

Domestic
ISP

Friendly
ISP

Relay
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Recap
● Repressive regimes rely on Internet censorship

○ Prevent citizens from exercising civilian rights

○ Block selected content deemed inappropriate

● The sophistication of censorship techniques is escalating
○ From simple DNS Hijacking to complex encrypted traffic analysis 

● We’re living in a cat-and-mouse game
○ Many proposals for covert channels designs

○ Censors are forced to keep up the pace, not the other way around
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Thank You!
Grab a drink and let’s talk!
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https://web.ist.utl.pt/diogo.barradas

@dmbb_93
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