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The goal of a digital investigation

e To uncover the truth by producing admissible evidence
e To be admissible, evidence must meet the following criteria:

e Relevance: be related to the case and prove something
e Authenticity: evidence is the same as the originally seized

Credibility: the original evidence or admissible hearsay

Legality: search and seizure are authorized

e Ultimately, the judge decides, but the digital investigator is
responsible for ensuring all these criteria are met
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1. Digital Investigation Models

2. The Scientific Method
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Digital Investigation Models



Path to producing admissible evidence

e Case / incident resolution process
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Digital investigation model

e Predefined pattern of activities when performing an
investigation to generate admissible evidence

e Serve as useful points of reference for reflecting on the state
and nature of the field

e Independent of a particular technology in corporate, military,

and law enforcement environments

Models encourage a complete, rigorous investigation, ensures
proper evidence handling, and reduce the chance of mistakes

created by preconceived theories, time pressures, etc.
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First reference model for digital forensics

e The Kruse & Heiser model (2001) comprises four steps:

e 1. Assessment: Prepare plan of action, and find potential
sources of digital evidence

e 2. Acquisition: Prevent changes of in situ digital evidence
and collects them

e 3. Analysis: Search for and interpret evidence trace in order
to reconstruct the crime scene

e 4. Reporting: Reporting of findings in a manner which
satisfies the context of the investigation
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1. Assessment

e Define the scope and likely venue of the examination
e Collect all legal documentation needed

e Get any permissions for resources not covered by warrants
e Determine likely sources of evidence for the case

e Sources of data are reliable
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Authorization level set by the investigation type

e Internal investigations
e Sponsored by an organization. They generally start out as a
deep, dark secret that the company doesn’t want getting out.
Courts rarely involved at the outset (e.g., insider suspicious
activity)
e Civil investigations
e Require involvement of courts. The plaintiff and the defendant
are two litigants asking the courts to settle a dispute (e.g.,
patent- related dispute)
e Criminal investigations
e Involve the courts. The defendant is the person accused of a
crime and the plaintiff is the one making the accusation, which
will always be some level of government authority (e.g.,

homicide case)
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Required A rization Levels

FORM 1 Nzasist/
INFORMATION TO OBTAIN A SEARCH WARRANT
(Pursuant 1o Section 487 of e Crimini Code)

e For internal investigations

Brtan Coumbia

Vancouver

e You need a signed letter of agreement

This s the Information of.

‘Corporal Androw Thomas Cowan

outlining the scope of the investigation \

in ho 5aid Province o Brsh Caiumba, heromafer cabed th “lorman’. taken boloro
me. the undarsigned Judge  and fo the Province of Brish Columa

along with contractual details Tt s e e s

31,2003, Brtsn

THAT,
Columb being an ofica be
Ninitor o Finance, Provicial Government o Britsh Courba, 6 accept from Bran
KIERAN, for himsefl 2 benef. 0 wi: receiving of morses in connection wih  matier of

e For civil and criminal investigations 2

e You need a court order prior to starting mm:,::::n,,,m:rmw

THAT, on or betwen Aord 01, 2002 and December 31, 2003, ator near Vickra, Biish
Cotms, By S vmx boingan offci, specicaly s Mitera Assiant for
9, sccpt o

tho Misior of # ol Gt o rtan Cobr,
sran KERAY o e s et o et o

usnsss elaing o e Govermert o 15 Secion T31¥e) o e
Cimia cod o Canas
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Identification of sources of evidence

e General hint: Follow the data path
e Depends on the kind of case or crime category
e e.g., recommendations from (NIJ04):

" " Chapter 7. Electronic Crime and Digital Evidence
E-mail Threats, Harassment, and Stalking Considerations by Crime C Yoo 35
Potential digital evidence in e-mail threat, harassment, and Child Abuse or Exploitation . ................ 36
stalking investigations includes:

Computer Intrusion . ...................... 37
= Computers.
i X Counterfeiting. . ................ ... ... 38
= Handheld mobile devices.
Death Investigation ....................... 38
= PDAs and address books.
Domestic Violence, Threats, and Extortion. . .. . . 39
= Telephone records.
. . E-mail Threats, Harassment, and Stalking ...... 40
= Diaries or records of surveillance.
. - Gambling .. ..o 41
= Evidence of victim background research.
= E-mail, notes, and letters. Identity Theft. ... 41
. Narcotics ......................... ... 42
= Financial or asset records.
. Online or Economic Fraud .................. 43
® Printed photos or images.
Prostitution. . ............. ... .o 44
® | egal documents.
. . . Software Piracy . ......................... 45
= |nformation regarding Internet activity.
= Printed maps. Telecommunication Fraud. . ................. 45 1 1/58
Terrorism (Homeland Security). .. ............ 46




Additional steps in assessment stage

e |dentify the forensic tool required
e Evidence to be collected w/ court-recognized dependable tools
e |dentify the personnel needed

e Personnel must be qualified to do their jobs

e |dentify the stakeholders
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2. Acquisition

e Evidence collection methods must assure that:
e All issues of legal “search & seizure” are followed
e Evidence integrity was preserved upon extraction
e Evidence presented to the court is authentic
e Evidence collection is as complete as possible
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Maintaining chain of custody

e Maintain a chain of custody, a.k.a continuity of possession:
e One of the most important aspects of authentication is

maintaining and documenting the chain of custody of evidence
e Begins when evidentiary materials are first seized

e Time and date taken
e From whom and where

e Complete description of each item

e Every time an item changes hands, time, date and people
involved (get signatures)
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Chain of custody form

EVIDENCE

Agency:

Item No.: Case No.:

Date of Collection: _ Time of Collection:
Collected By:

Description of Evidence:

of Evidence

Tem | Quantity
*

Description of Hfem (Model, Serial #, Conaifion, Marks, Scratches)

Location of Collection:

4 Chain of Custody
QUESCtienso- ltem | Date/Time Released wﬂ - Received by ‘Comments/Location
" L] (Signature & ID#) [Signature & ID#)

Victim:
Suspect:
Received From: By:

Date: Time:
Received From: By:

Date Time:
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Potential issues with the chain of custody

Incomplete: gaps

Inconsistent dates

Lacking custodians’ signatures or identification

Custodian is not competent or authorized
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Integrity checks

e Integrity checks help us check that evidence has not been
altered from the time it was collected, thus supporting the
authentication process

e Verifying the integrity of evidence generally involves a
comparison of the digital fingerprint for that evidence taken at
the time of collection with the digital fingerprint of the
evidence in its current state

o A digital fingerprint is produced by a message digest algorithm,
e.g., MD5, or SHA-1

~|Desktop

dence ycumen
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Generation of integrity checks

e A message digest algorithm (hash function) has two important
properties (hopefully):
e Produces the same number for a given input
e Produces a different number for different inputs

Hashing Algorithm

Illl* Illl*

Plain Text Hashed Text
Hash Function

#fcspoe
ArmwsB1
3cq1$x@
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Why do hash functions help us

e A file's exact copy will have the same message digest as the
original but slight changes will have an effect on the output

Digital input MD5 output
The suspect’'s name is John | 0dc789ca62a3799abca7f1199f7c6d8c
The suspect’'s name is Joan | d5b5034d2f3bd578a136e18946e5777a

e Most commonly used cryptographic hash functions:

e MD5: produces a 128-bit hash value
e SHA-1: produces a 160-bit hash value
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Integrity check generation using MD5

e The word fingerprint emphasizes the near uniqueness of a
message digest calculated using a digest algorithm

L oo

MD5

File 2 g Digest2

e Authenticate that the copy is identical to the original (i.e., —
hash values).



Alternative integrity check methods

e Perceptual hashing

Q -
Corporate needsiyou to findithe differences

betweenithisipictuiie and thisipicture:
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Apple’'s CSAM Detection w/ perceptual hashing

CSAM Hashes Client device iCloud
Upload
Cemm

. — ~ i

|

N Blinded and X !

v embedded | | :
Image hashes ' ' w PSI Matching

|

|

i

Safety voucher
generaton & — \L

iCloud filtered
safety vouchers

l

If threshold
exceeded, decrypt

https://www.apple.com/child-safety/pdf/CSAM_Detection_Technical_ Summary.pdf
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Handling Digital Evidence

e Handle the digital evidence properly (more in the next class)

e Other than in exceptional situations, never work on original
data sources: create a copy of the original data

e In a "live acquisition”, use proper procedures to capture data
on-site: live forensics vs. post mortem analysis

e Store the original and the 2nd copy (or other collected
evidence) in a secure location where you can control access

e Document all steps taken to collect the devices from the initial
contact through arrival at the forensic lab
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3. Analysis

e Using whatever forensic tools you deem necessary, locate and
extract all material evidence, both:

e Inculpatory: evidence that supports a given theory
e [Exculpatory: evidence that contradicts a given theory

e Use court recognized tools and document everything
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Examine existing artifacts looking for evidence

Overt evidence

e Look through your data image for overt evidence. For example,
pictures, documents, spreadsheets, etc. that could be evidence

Hidden evidence

e Look for evidence that the system may have hidden

Deleted evidence

e Look for evidence that the user may have deleted, but is still
recoverable

Anti-forensic trails

e Look for evidence of anti-forensic techniques being employed.
E.g., encryption, hidden partitions, etc.
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Offense reconstituition

e Temporal (when)

(1172472000 H 1222008 )
(incident 1RD rted) 1msS

Tuzzzuos 117202009 [12/6/2000 12132000  12720/2000 12127120090

e Helps identify sequences and
patterns in time of events (e H

eleted from disk |

200
d Disks Imag n

¢ Relational (who, what, where)
e Components of crime, their
positions and interactions
e Functional (how)
e What was possible and
impossible (e.g., was a
suspect’'s computer capable of

displaying the files presented

as incriminating evidence) Figure 2: Relational rec.
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4. Reporting

e The work product of your analysis is the documentation

e Without good documentation, you can’t present a robust case

e Must be such that it allows for the reproducibility of findings

e 5 levels of documentation are needed:

1

s> © L

General case documentation

Procedural documentation

Process documentation

Case timeline

Evidence chain of custody (already covered)
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Levels of collected documentation

e General case documentation

e Contact information for everyone involved, all legal
authorizations

e First response documentation: notes, photographs, videos, etc.
e Procedural documentation
e Every task that was performed related to the investigation, list

of equipment seized, steps taken and tools used, detailed data
analysis

e Process documentation

e User manuals, installation manuals, update history logs, results
of testing, README logs

e Case timeline

e Systematic analysis of what transpired, times and dates of
related events
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Producing the final report

e Using the detailed documentation that you have collected:

e Begin writing the report in a standard format appropriate for
the audience

e Fully explain all evidence that was retrieved

e Fully explain any problems or discrepancies encountered during
your analysis

e Do not make any assertions of innocence or guilt; just present
the facts as you found them
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Final Report (Crawford’15)

INVESTIGATOR: Patrick Linton

CEO

EXAMPLE OF AN
EXPERT WITNESS !

DIGITAL FORENSIC REPORT EXAMINER: Vincenzo Crawford

Detective #1005315

Digital Inc.

Faculty of Science and Sports (FOSS), Digital
Forensics Expert

Portmore, St. Catherine

(876) 782-0696

SUBJECT:

OFFENCE: Money Laundering, Embezzlement, Insider
Trading, Scamming, Racketeering activities.
Fraud Terrorism and Forgery

ACCUSED:

DATE OF REQUEST

DATE OF CONCLUSION

By: Vincenzo Crawford
B5. FORENSIC SCIENCE, Universty of Technology (U-Tech), Jamaica
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Final Report (Crawford’15)

Contents Page

Background to the case
Questions asked relevant to the case
Search and seizer and transport of evidence
o Exhibits submitted for analysis
o Further Questions Asked Relative To The Case
List of Criminal Offence
Evidence to Search For
Deleted files of evidentiary value to the case
Corporate Breach
Examination Details
Deleted. Encrypted and Steganographic files
Analysis Results
Conclusion

General Material

‘Background to the Case

Thrse B child. s sccotat e by See Dats Aosies s s of b
engaged in cyber crimes. industial espionage, embezzlement and terorism. The aid of Dlg\nl
al Inc. in order

 Brinci. Brincid opted o delt les o her o
v kept ather warkstaion s e cxorted from th bilding and he admnistive duis She

forensics almg il 1mhmue\ was employed by Patrick Linton's Di
exonerate or convict the (Thes

swears she is innosent of all accusations, However, intelligence shows that in 2008, Therese Brainchild
converted I$30M of criminal procecdings fo start a construction business in order to legitimize her
illcit carnings.

To conduct an effective and effcient investigation, T employed the use of the Forensic Tool Kit Imager
software (FTK Imager) in order to recover the fles deleted from the thumb drive said to be that of
Brainchild'

Based on my expert knowledge of digital forensics, these deleted files will stillbe lingering in what is
called the ‘unallocated space’of the thumb drive.

1. Questions Asked Relevant To The Case

Furher background Checks were conducted on Brainchild. She was questioned in order to acquire

Questions

er system, Gou drive and other devices personal or were they sssigned (o
Brainchild by the company?

Does anyone else in or out o the company have any form of access o these deviees or o the
assigned workstation of Brainchild's?

I these deviees were assigned by the company, were they being used before, during and or

2. Search and seizer and transport of evidence

A request was filed for legal authorites to enter the dwelling of Theresa Brainchild

The warrant was
issued for the search and seizer of devices which may be analyzed and serve as digital evidence, in
order to convict or cxonerate her. Upon the search and scizer of the necessary devices which may
provide di

y 50 to ensure the

al evidence, the acquired materials were carefully package and a chain of custody was

Analysis
Conor | Exiibits Description and Model
Burgundy Wi-Fi Mobile Cellphone 355600084947547
Nokia Mobile Phone 359831087172837
Grey and Silver Kingston Thumb drive 1
o C600 lapiop SIRIN
Black Dapeng cellphone 358720025499270
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Final Report (Crawford’15)

Further Questions Asked Relative To The Case

i) ol phones exibits 1,72 4 erl- CSSG00081947547, GBS TORTIT287)
ST  respectively] used to call in

Did auyoos e oler hes e sccmed Beve scoms o the iy dev; exive  vra
(FI3225YY)] before, or after Brainchild' possession of i

3. Evidence to Search For

Based on the nature of the case and all that which have been made against the accused (Therese

Brainchild), (o begin analysis of the obtained evidence, the search for data of probative value o the
investigation will be in the area of, () acquiring the browsing data from the laptop and cell phones

d fiom the cell phones, (C) The
ories and most importantl

browsers, (B) investigate the previous locations and calls made to

acquisition of fles deleted from the laptop, phone y files deleted from

the thumb dive.

4. List of Criminal Offence

The crin

1 offences facing “Therese Brainchild" are; money laundering, embezzlement, terrorism,
Racketeering Actvities, Insider Trading! industril espionage, fraud, forgery and scamming.

Deleted files of evidentiary value to the case

Trom e
Grey and Silver Kingston Thumb drive bearing the serial number F13225YY. These documents

information, cheque detals, iformation o loery winners

From the documents acquired. the files contained: bank account details of Therese Brainchild.
names, address ers and credit card numbers of persons who might have won the
lottery, along with employees' s which she was hired

telephone mun

formation of 1

Five () nepad s disgisd by the stoganogmphic
Therese Brainchild. The five (5) tx coniained. names. phone
mmbers s o cad fomaionof A i

Jechaiques wers ncoversd o the thumb

Two (2) Microsoft excel documents were recovered:
were copied and fransferred fo another company, a
hild 1 352

first excel document identifying that
the second excel document contain

les

Five (5) Mierosoft word documents were recovered, contaning Therese Brainchild Swiss bank
account number (4332432432-4324324324324-234324423),  Transaction  information, and
contractualottery forms

Tyl (39 phoo s wees rscovte, st of v wer egsaogmpic G, Howevey
l 4 of these documents were relevant {0 the investigation as they contained, loftery leads, bank
cheq\ve ol cedi ard intormation nd & trrors map.

One () Mool oo (Denbee)dacet s o S oo s cpyee
fon (names, positions, ID numbers, bill payments and account mumbers, aceouns
o 3000 e

6. Corporate Breach

Theresn Brainchild. deemed to have committed corporate breaches such as: the breach of contract 1o
maintain data inegrity and company confidentiality, flsification of data, Embezzlement and industrial
espionage

7. Examination Details

Lemployed the use of FTK imagin tshnique i odor o recove the deeted s from he Grey and
Siliver Kingston Thumb drive (serial# F13225YY) confiscated from the accused (Therese Brainchild).

b vae - o0senbets 9¢70bd9¢6516e3420dd) and MDS hash value
(hS0AI 215529 ISTTHOSGIRIAS70) were cbiained i order o 4id i pr
legitimacy of the files recovered. Among the files recovered, there was a database document named
*Snowden Employee mdb’, contai t
numbers, (i) Employees' names, 1D numbers and address, (ii) Quarterly bill eyele and Employee
accounts below and ‘above $3000'

7.1 Shal and MDS hash value for all documents and deleted files obtained from Brainchild's
Thumb drive [serial- F13225YY] via FTK imager.

L m.rwm\.s.kmm o
a SO B

~19b8ab0900R25 271001254265 30c36ded Tear
e a1d0ssfe

0184a98c6121 f50S3bSd Teefe665adas
TibseoiramsisteTrctsiaboe )
eS L 43c661c.

27380
3067b0640d01 Geal
cA1cTS6b7d9 e

55 950
b8731db82501260761edoSd16c77a

9d8M63b3claca03b0beTHICIIN:
Saald a2 ctadies teltecss
as

16dcebGSASAc
ety daccat8003cebedd

EOS0S1017097069132

78767a5c3975b8c266ealeda95221eST2RAMch.
0936bb81efA5b1€031a71040c9a1 1€ 149400100

8. Deleted, Encrypted and Steganographic files

approsimaely fortyene (1) e of i o e de fall the fi ved, two (2)
e ome 1) Tldr was mcipred The ncrspied s were crcked «s’lmuh of steganograpic
files which contain ‘and passwords {o break the encryption. rypted files and passwords

Tl skl i, 2 b e of s enployees

detailed information (names, positions, ID numbers, bill payments and account nu
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Final Report (Crawford’15)

sbove 3000 dolan). 2) A MiewsoR Excel fle ntled MONEY: contniog  Mictom Exce PR —
document with the accused personal bank account number. 3) A Microsoft Word file entitles - Analysis Results
SECRET-ENCRYPTED! conthming the accused Swiss bank accoun mubr From the above exkibits
y weeeo hidkden in vatior oguaptiic The el phonesconictedfo ualyss, Burgundy Wi i Mkl Celphone!, Nokin Mobile Phone
oo mp et porpompep oy it Rt ““‘“;l‘m'i“ﬁj,'ﬁ‘i‘::l‘é *““jfl“:‘p““ﬁh‘al and Black Dapeng_cellphone’, exhibits 1.2 and S [serial- (355600084947547). (
account was hidden in what APPEARED to be an .mp3 file named ' me.mp3". (2) The Password [love] and r(}‘f’ \907 49;”710; espec ,\le]l m.: ax.azdljad dl:nlu\hled Ill.leu clk‘crk ;Ilmjn i mldh
 Brinchil's Swiss bank account was bidden 1 what APFEARED, (o b0 5 ipg. e named verify the IMEISs which intem reveals the make, model, date and country of origin of allthree exhibits
pe g, 3) A il suiled compt vhich APPEARED fo be  ip flder, cotained a pitr of
. (5) The hackman hash fi ctures (imelevant o the X
8 s ‘The check digits calculated are as follows:
i ""“’"flj"“xjfﬂ’;;lj)“‘ ot sbery of herse Betinlild recvord rom engicn i Exibi 1, WEFs Miobile Cellshone, s - 355600084947547, coreced wasfound o be ]
Aot e o e bk ot s wre e ot i e hidien i e e ened Exhi 2, Nokin Mobile Pucwn ol - 32831087172037, coumt cck dgi rimd o b
e e s s e » map Exhibit 5. Black Dapeng cellphone, [serial - 358729025499270, [check digit remains unchanged
‘comupt which o be zip fl Further analysis brought to the forefont, identified metadata information which proved to bx
. this investigation. Password. clue to the binary digits password [10101111] required o open the rar
———- L. file entilled '’ containing fraudulent activities of Therese Brainchild. Passwords were also hidden in
AeOne GEao 0 SO R0 Steganography files which lead to brainchild's Personal bank account and Swiss bank account.
= @ Trrees i €01 = =T Ouie o
S A eieios Repiar e 21073013 52 10. Conelusion
& IS H ?:f:lili”‘ . « The recovery of all data of evidentiary relevance to the investigation was made possible,
Bttt and T managed to maintain the integrity of all the deleted data during its recovery as all
the exhibits were protected and verified by checking hash values and recalculating
check digits during the examination.
o T was able to recomnize lottery related documents and leads liss, pitch documents,
P o fraudul
o The digital devices analyzed showed many involvement of llegal acivites.
T ame e . 11, Generated Material
« Microsoft word document of Digital Forensic Report and Findings
redmn e o Evidence found on Exhibits
secetanaypted
comptap 5
Eipe
soldn
[ pr——
B) Snowden Employeemdb.
agecadbiBac-mn i 080 Eee .
Evidence Tree File List
5 @ Tes S Name [ Sae [ Type [ Dot htadied
S-p NOWNIEFATI) % cc business 1 Duectory  26/10/2013 11
=T . % cheoe 1 Duectony 26702003 1.
ST e Loty 1 Drectoy 2602013 1
“Br 3/58




Alternative process models

e The Casey 2001 model expands the Kruse model to 6 steps:

1.

6.

ok W

Identification / assessment
Collection / acquisition
Preservation

Examination

Analysis

Reporting

e Main differences:

e Emphasizes the importance (and process) of preserving the

data

e Distinguishes between the process of examination and analysis,

whereas Kruse considered them to be two parts of a single

process
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Many different process models

x/ 2 = Examination ‘ [ Analysis ‘
25| 2 S
ET||E = it danr Classification, comparison & .
Eg|| & g colloctioniey individualization Reporting
o3| 3 d
a§ o ‘ ]
Casey 2004 L 4
< <
5 5 c \
k| k< 2
£ g 8 Examination Analysis Presentation
£ 2 s
8 4 S )
\_DFRWS 2001 E =
[ Preparation Collection Examination Analysis Reporting
\NlJ 2001 ‘ ‘ H ‘ ’ /
Ve ]
£
Preparation 2 q Documen(_mg &
2 reporting
\_NIJ 2004 ]
4 ] 5 T
2 Si2llsllell gl B2 2 5
= sllall&g| 5] = [z 2 2 Present 3
3 =l ellslal| & £ 5 s §
= c || & < = <
\_Cohen 2009 o il | L3 )

e In general, end up being very complex and subtle
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Some limitations of process models

e Complexity
e Define many steps and cumbersome inter-relations
e Rigidness
e In practice, most digital investigations do not proceed in linear
fashion

e Incompleteness

e Don't help digital investigators with some of the most
important steps of each step of an investigation, including the
completeness and repeatability of each step
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The Scientific Method




Some limitations of process models

e In practice, digital investigators need to complement
investigative models with simpler methodologies that:

1. guide them in the right direction, while
2. allowing them to maintain the flexibility to handle diverse
situations
3. and preserve the rigors of forensic science
e The scientific method provides such a simple, flexible
methodology
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Overview of the scientific method

e Successful forensic examinations generally follow the scientific
method:
1. Observation
2. Hypothesis
3. Testing
4. Conclusions
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Observation

e Identify and research a problem
e One or more events will occur that will initiate your
investigation
e Events which include observations that represent the initial
incident's facts
e Digital investigators proceed from these facts to form their

investigation

Be G o Faortes Dos teb
Example O BE Q| O
A user might have observed that his or her a— A
web browser crashed when she surfed to a
specific Web site, and that an antivirus

alert was triggered shortly afterward

& D Internet
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2. Hypothesis

e Formulate a hypothesis and make a prediction
e Based on the current facts of the incident, digital investigators
will form a theory of what may have occurred, and then predict
where the artifacts related to that event may be located

Example (cont.)

A digital investigator may hypothesize that the
web site that crashed the user's web browser used
a browser exploit to load a malicious executable
onto the system. Using the hypothesis, and
knowledge of the general operation of web
browsers, operating systems, and viruses, a digital
investigator may predict that there will be
evidence of an executable download in the history
of the web browser, and potentially, files related
to the malware were created around the time of

the incident.
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e Conceptually and empirically test the hypothesis
e Digital investigators will then analyze the available evidence to
test the hypothesis, looking for the presence of the predicted
artifacts

Example (cont.)

A digital investigator might create a
forensic duplicate of the target system,
and from that image extract the web
browser history to check for executable
downloads in the known timeframe
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4. Conclusion

e Evaluate the hypothesis with regards to test results. If
hypothesis is acceptable, evaluate its impact. If not, reevaluate
the hypothesis

e Digital investigators will then form a conclusion based upon
the results of their findings

e A digital investigator may have found that:

1. The evidence supports the hypothesis
2. The evidence falsifies the hypothesis, or
3. The evidence was inconclusive
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Hypothesis unfolding

e Digital investigation are guided by identifying claims regarding
events that have occurred which are relevant, and translating

those claims into hypothesis

e Typically, these hypothesis will not be directly testable with
regard to tracing evidence in the digital domain

e Hypothesis will need to be further translated into
sub-hypotheses about which applications a user employed, and
artifacts that applications leave behind
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Example of hypothesis unfolding

e Goal: identifying theft of company proprietary information

Claim: Senior management stole proprietary
data while exiting the business

/ \ HZ..

HO: Proprietary information HI: Proprietary information

was e-mailed out of the was copied to a USB stick

business and taken out of the business

HO.1: Proprietary information was HO0.2: Proprieta'ry information

e-mailed by regular work mail was e-mailed by private webmail
HO0.2.1: Records of webmail related HO.2.1: Records of webmail related to
to proprietary information will exist proprietary information will exist in the
as webmail fragments in the filesystem volume shadow copy of the filesystem of
of the employee’s laptop the employee’s laptop
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The scientific method is useful in the entire process

e Assessment phase

e E.g., in identifying the most likely sources of evidence based on
the nature and circumstances of the crime (crucial in large
networked systems)

e Acquisition phase
e E.g., select pieces of digital evidence that may be relevant

when the amounts of data are very large, the time available for
collection is scarce, etc.

e Analysis phase

e Highly important in this phase for extracting and looking
relevant data and interpret the results
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Baltimore case

e A suspect terrorist named “Roman” was
observed purchasing explosive materials
and investigators believe that he is
involved in planning an attack in

Baltimore, Maryland

e We have been asked to perform a forensic
analysis of his laptop to determine the

target of the attack and information that
may lead to the identification of others
involved in the terrorist plot

e What do we conclude from evidence (support, falsify, inconclusive)?

e Can you formulate alternative sub-hypotheses?
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Evidence found: Embedded metadata

™ DSCN3682 - JPEGsnoop &)

o 24 digital photographs were found in the folder B ‘
(M= ?

[Tnagebescription

C:DocumentsandSettings\Roman\MyDocuments\

MyPictures\ValentinesDay

o Review of the header of these files using the
JPEGsnoop tool, indicates they were digitized
using a Nikon Coolpix P4 camera

o According to header information these images
were digitized between 6:41 PM and 6:56 PM on
February 14, 2009

e With a maximum of a two-second discrepancy,
the File System Last Written dates on the subject
system correlated to the EXIF header information
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Evidence found: System config and usage

The operating system was Microsoft Windows XP, Service Pack 3, (installed as
SP2) December 22, 2008 at 10:10PM

Both the Registered Owner and Registered Organization Fields contained “-" ,
and the assigned computer name “TEST13"

The system was configured for “Eastern Standard Time” with an offset of -5
hours from GMT. The active time bias of acquisition was -4:00 offset from GMT

The primary user account was “Roman”, with a Logon Count of 22 and a Last
Logon of May 23, 2009. This user account was not protected by a password.

Utilizing Access-Data’s Password Recovery Toolkit with associated Registry files
(SAM/System) from the subject computer as input, the administrator account
password was determined to be L1b3r4tOr.
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Evidence found: Program files of interest

On February 13, 2009, an installation file for Skype was created in the folder
C:\DocumentsandSettings\Roman\MyDocuments folder, and the file
Vidalia-bundle-02.0.34-0.1.10.exe was created in the same folder minutes
later.

This bundle included , an application that utilizes a
network of virtual tunnels to help improve privacy and security, and Vidalia, a
graphic user interface to Tor. Both Skype and Vidalia/Tor where installed on
February 13, 2009

Evidence of the existence of the Jetico BCWipe was detected
on the subject system; however, there is no indication of recent use to overwrite
data on the system
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Evidence found: Internet access summary

Web browsing activities were reconstructed from Firefox and Internet Explorer
history, along with search hits in unallocated space for “url:”, “https://" and
“file://"
On February 15, 2009 at 2:45PM, Firefox was used to access the account

, which is a free privacy-enhanced web-based e-mail
service

Five minutes later, at 2:50 PM, the user executed a Google search for “check ip
address”. Subsequently the user accessed http://whatismyipaddress.com with
a web page title of Lookup IP, Hide IP, Change IP, Trace IP, and more...
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http://whatismyipaddress.com

Evidence found: Internet access summary

On March 19, 2009 at 12:32 PM, Firefox was used to execute a Google search
for “WorldTrade Center Baltimore building plans” with subsequent access to the
file www.marylandports.com/opsalert/eBroadcast/2008/HPPwtc2008.pdf

Subsequently, at 1:18 PM, Internet Explorer and file system activity reflect
access to the web page Account is Now Active at www.gunbroker.com

The content of this page in conjunction with an earlier redirect page suggests
the user received a gunbroker.com account activation e-mail at
bmoreagent@hushmail .me
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Evidence found: Embedded metadata

o After logging into the Gunbroker.com
q . >Semi-auto -
website, the user accessed the auction web
page for a weapon: www.gunbroker.com/

Auction/ViewItem.asp?Item=125130891,

(SIGARMS, P229, 9MM, NIGHT SIGHTS, .
13RD, 2 MAGS) E o
i

o The user then viewed a list of auctions for
semi-automatic guns — the reconstructed web

page is shown on the right E ;% SR |
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www.gunbroker.com/Auction/ViewItem.asp?Item=125130891
www.gunbroker.com/Auction/ViewItem.asp?Item=125130891

Evidence found: Web browsing artifacts

Following are some images from the Internet Explorer cache. Knowing that the

individual has reviewed weapons sites, conducted searches on terms such as liquid
explosives and undetectable bombs, one might see the image of the Coast Guard
ship and make an assumption that the user may also be interested in targeting it.

v=w2(1)2.png

1198716{1)pg 455957(1),jpg 1937313(2)pg thumbl1}jpg

.
} ;
% h«i‘!\\ AL

v=w2(2].png v=w2(l].png v=w2[4].png v=w2[5].png v=w2(5]1.png v=w2(7).png
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Evidence found: Internet access summary

[Mozitla Firefox

1y fockmarks Tods e i

]

e On March 19, 2009 at 1:19PM, the user ey ai
sated
accessed a web page on Gunbroker.com to
A —
“Ask Seller A Question - Send Mail to User” T TRRnmal - Froe Ema wih vy - ACcot
| hitps:/jv Isshenad. comjaccount PHPSESSID=www23712c4891094¢3c57 3058caa4C TH 76
for the specific auction item 125288486
e On March 20, 2009 at 12:00PM, a Firefox 3 e e
Bookmark was created concerning a Google [u:ry/ o.dofr e - oo i
s ;
search for “undetectable bomb’ Bl LT
| @ Gatinvohved
o Checking Mozilla Firefox in a virtualized P R DR
. . itp:/fervus. s ozl comen-Usffrefoxcustomze]
clone of the subject system confirmed recent @ tob nd Torios
. hitp: fen-us.ww. mozia.comjen-Us{firafoxfhelp]
TS i e g
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Baltimore: Skype chat log

Unix Numeric Date/Time

Value (Converted) User Name Message

1243102641 Sat, 23 May 2009 bmoreagent bmoreagent Bmore agent here
14:17:21 -0400

1243102672 Sat, 23 May 2009 js-626177 John Smith Operational status?
14:17:52 -0400

1243102695 Sat, 23 May 2009 bmoreagent bmoreagent Target selected and all plans in place.
14:18:15 -0400

1243102741 Sat, 23 May 2009 js-526177 John Smith Please e-mail the target confirmation details to 52617
14:19:01 -0400 gmail.com. This account won't be checked again after

1243102812 Sat, 23 May 2009 bmoreagent bmoreagent Will do. All that is needed for execution is final approval
14:20:12 -0400 funding.

1243102980 Sat, 23 May 2009 bmoreagent bmoreagent Here is a photograph of target location (coordinates lat
14:23:00 -0400 ="39.286130" lon ="-76.609936")

1243103004 Sat, 23 May 2009 bmoreagent bmoreagent sent file &quot; DSCN3684.JPG&quot;<files alt=""><file
14:23:24 -0400 size="1641245" index="0">DSCN3684.JPG</file></files>

1243103084 Sat, 23 May 2009 js-526177 John Smith Action authorized and approved. Western Union code
14:24:44 -0400 170236723-00348. Use the ID card we previously

coordinated. Also, you'll need to provide the password
“Be3Ready2Serve” to pickup the cash

1243103190 Sat, 23 May 2009 js-526177 John Smith Received image. Target acknowledged
14:26:30 -0400
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Baltimore case (cont.)

e The seized computer contained minimal and selective use, with relevant activity

ranging from approximately February 13, 2009 to May 24, 2009. A timeline of

important events is provided:

2/16/2009 3/20/2009
Digital photos of Baltimore Google search for "Word Trade
WTC building saved in Center Baltimore building plans”
“My Pictures\Valentines Day” [

} "

5/24/2009
Skype chat with |s-526177
regarding logistics and
funding for attack
.

>

) i

o N
/ - %
2/16/2009 3/20/2009 3/21/2009
Garmin GPS device connected.  Accessed account on Goagle search for
Contents copied into Gunbroker.com to look “undetectable bomb™
“My Docume! I for ic guns

}

/
5§/23/2009

Created Gmail account
bmoreagent@gmail.com

and sent messages to

526177@gmail.com

with photo and coords of
Baltimore WTC building
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e Digital investigation process models are very important to
ensure admissibility of digital evidence

e The scientific method helps to guide digital investigations
throughout the investigation process, especially in the analysis
stage

e Document everything so that others can reproduce your
results!
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e Textbook
e Casey — Chapters 6 & 8.1.1
e Other resources:
e The Anatomy of a Digital Investigation
e ACPO
e NIJO4
e Crawford15
e Acknowledgements:

e Slides adapted from Nuno Santos'’s Forensics Cyber-Security
course at Técnico Lisbon
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https://www.informit.com/articles/article.aspx?p=2129764
https://www.cps.gov.uk/legal/assets/uploads/files/ACPO_guidelines_computer_evidence[1].pdf
https://www.ncjrs.gov/pdffiles1/nij/199408.pdf
http://www.academia.edu/12324822/Example_of_An_Expert_Witness_Digital_forensics_Report
https://syssec.dpss.inesc-id.pt/people/Nuno_Santos.html
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