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Motivations for censorship 
and surveillance
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The Panopticon
Jeremy Bentham’s prison design 

● Prisoners are aware of the presence of authority at all times, even 
though they never know when they are being observed

● Prisoners discipline themselves because someone might be watching

● A very cost-effective way to keep order
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The Panopticon Effect 
Michel Foucault

● Extends the Panopticon into a symbol of social control 
○ Visibility reaching deep into individuals’ everyday life

● A disciplinary society builds around rules and obedience
○ Even without repercussions, individuals self-impose a set of rules

- e.g., not speeding when no police car is visible
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● Just a thought exercise in the 1970’s
○ How was a figure of authority supposed to monitor everyone constantly?
○ What about now?



The Internet Panopticon

● The Internet enables authority figures to track (and act upon) 
multiple records of intellectual activities

● Surveillance prevents “intellectual privacy”
○ Interfere with the generation and maturing of ideas
○ Thoughts and beliefs get driven to:

■ the boring
■ the bland 
■ the mainstream

Chilling effect
Self-censorship

Anyways, probably too extreme to be put in practice, right?
Right?...
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Remember NSA’s PRISM?



The Chinese Social Credit System 
● A push towards standardizing individuals’ behavior

○ Rewards for following the norm
○ Punishments for deviating from the norm
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When the Panopticon is not enough to contain those who dare…

● Prevent access to information via censorship
○ Thwart the free discussion of ideas
○ Disempower local communities
○ Stifle contradictory opinions and dissent 
○ Impose political and moral agendas

● As real in today’s Internet as in old-days vetoing
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● Censorship hampers the exercise of fundamental human rights
○ Right to free speech

● Totalitarian states censor the Internet
○ Prevent citizens from accessing or publishing sensitive content 

● Internet censorship takes many forms
○ Network-level interference
○ Social media monitoring
○ Messaging filters

Internet Censorship is Widespread 
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The typical state-level Internet censorship scenario
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How do Censors Block Network Traffic?
Thwart IP address translation

Where’s w
ww.nytim

es.co
m ?

Try 183.145.43.94

It’s totally legit.

Censored Region

DNS

http://www.thenewyorktimes.com/
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How do Censors Block Network Traffic?
Block IP addresses

Psst, nytimes.com
is at 

151.101.1.164 Blocklist:
151.101.1.67
151.101.1.164
216.58.201.164

...
wget 151.101.1.164

Censored Region

ISP
Router
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How do Censors Block Network Traffic?
Slowdown network protocols

scp 151.101.1.164:/data.txt .

Censored Region
151.101.1.164

Censor’s
“Firewall”
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How to get around Internet censorship?
● Subliminal communication channels

○ A broader notion of covert channels / steganography
■ Euphemisms on social media
■ “Abuse” popular Internet protocols

● Thwart censors’ inspection abilities
○ Break censors’ censorship mechanisms
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Not All Protocols and Destinations are Blocked

Alice Bob

Censored Region

Skype traffic

Popular applications are typically allowed
due to possible collateral damage

Key idea: Establish covert channels over 
encrypted video streaming applications

Skype traffic 
+

piggybacked IP packets

IP packets



We Can Tunnel Covert Data over Multimedia Protocols
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Alice (Client) Bob (Proxy)

Censored Region

TCP/IP 
Application

Audio 
Demodulator

IP packets

IP packets

Skype
traffic

These approaches are slow
● they use the audio channel (low bw.)

● they require redundancy (further reducing bw.)



Censors Can Detect Covert Channels with Traffic
Analysis
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Alice (Client)

Censored Region

TCP/IP 
Application

IP packets

Encrypted Traffic Analysis
Statistical analysis of:

Packet 
lengths

Packets
inter-arrival time

Previous approaches are vulnerable
e.g., covert data transmission detected by 
checking Skype packet length std dev.

Skype
traffic



Overarching Goal of Multimedia Protocol Tunneling
(MPT)
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&High Throughput 
Strong Resistance 

Against Traffic 
Analysis

also named Unobservability



DeltaShaper: An Improved Tunneling Approach
MSc. Thesis & [PETS’17]
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Alice (Client) Bob (Proxy)

Censored Region

TCP/IP 
Application

Screen 
Scraper

IP packets

IP packets

Skype
traffic

Adjusts modulation to:
Maintain unobservability

Increase throughput



Recurrent Issues of
Multimedia Protocol Tunneling Tools
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● Network performance is very poor
○ Low throughput:  ~7 Kbps
○ High latency: ~3s RTT

● Evaluation is performed with similarity-based classifiers
○ Depend on small (and similar) sets of traffic features
○ Have not been compared in the literature

● Poor evaluation may lead to optimistic unobservability claims
○ Users of censorship-resistant tools may be endangered



Contributions
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A. Found that the latest MPT tools were vulnerable to ML-based traffic analysis 

A. Showed that ML-based traffic analysis can be widely deployed by ISPs 

A. Developed a tool that offers unobservability / high-throughput (over WebRTC)



Roadmap
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MPT Testbed
[Security’18]

Protozoa
[CCS’20]

FlowLens
[NDSS’21]



Roadmap
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MPT Testbed
[Security’18]

Protozoa
[CCS’20]

FlowLens
[NDSS’21]



Can we Detect MPT Tools using
ML-based Traffic Analysis?
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System 1
Facet [WPES’14]

Unidirectional (A/V)
Video Transmission

System 3
DeltaShaper [PETS’17]

Bidirectional (V)
Arbitrary Data Transmission

System 2
CovertCast [PETS’16]

Unidirectional (V)
Censored Websites Transmission

● The first extensive experimental study of the unobservability of 
covert channels produced by state-of-the-art MPT tools

Evaluation of

Unobservability



How was Unobservability Evaluation Performed?

● Previous systems were evaluated with similarity-based classifiers
○ System 1 : Pearson’s Chi-squared Test (χ2) 
○ System 2  : Kullback-Leibler Divergence (KL)
○ System 3  : Earth Mover’s Distance (EMD)

● Feature sets are similar (quantized frequency distributions)
○ System 1 : Packet size bi-grams
○ System 2 : Packet size, inter-arrival delay 
○ System 3 : Packet size, inter-arrival delay
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Evaluation of

Unobservability



How Effective were Existing Detection Techniques?
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Protocol Tunneling System χ2 Classifier (acc%) KL Classifier (acc%) EMD Classifier (acc%)

System 1 74.3 57.5 57.5

χ2 is the most accurate classifier Nearly random guess
Recent classifiers offer worse accuracy

None of the classifiers is able to detect covert channels with high accuracy

Evaluation of

Unobservability



ML-based Techniques To Detect Covert Channels

● Assess the effectiveness of multiple decision tree-based classifiers
○ Decision Trees 
○ Random Forests 
○ eXtreme Gradient Boosting (XGBoost)

● Models are easily interpretable

● Provide the ability to assess feature importance
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Evaluation of

Unobservability

Iterative generation of an ensemble of decision trees 
where new trees optimize previous predictions



Which Features Could an Adversary Use?

● Feature set 1: summary statistics (ST) 
○ Total of 166 features, including simple statistics (e.g., max, min, percentiles), high 

order statistics (e.g., skew), and bursts
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● Feature set 2: quantized packet lengths (PL) 
○ Quantized PL frequency distribution for the flow carrying covert data
○ Each K size bin acts as an individual feature (K = 5 bytes)

Evaluation of

Unobservability



Detection of System 1
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Random Guessin
g (A

UC = 0.5)

XGBoost-PL: 90% TPR = 2% FPR

XGBoost-PL reduces the FPR when flagging the same amount of covert channels

The same trend can be observed for Systems 2 and 3

χ2: 90% TPR = 45% FPR

Better

Better

Evaluation of

Unobservability



Censors can Accurately Detect MPT Tools

● Previous unobservability claims were flawed
○ ML-based techniques can detect MPT tools with high accuracy
○ Similarity-based provide optimistic unobservability guarantees

● Can censors leverage these techniques in practice?
○ In high-speed, large-scale networks

29

Evaluation of

Unobservability



Roadmap
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MPT Testbed
[Security’18]

Protozoa
[CCS’20]

FlowLens
[NDSS’21]



Can Censors Efficiently Deploy
ML-based Traffic Analysis?
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In-network

traffic analysis

Port Mirroring / Packet Aggregation Middleboxes

Large Bandwidth CostsLatency
Management Complexity

Infrastructure Costs

host1 host2

packet

Middlebox

host1 host2

Monitoring 
server

packet headers
or

specific fields

packet



Programmable Switches Can Gather and
Classify Packet Distributions Efficiently
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Data-Plane

Control-Plane

SDN
Line speed

No additional 
infrastructure

Less management 
costs

In-network

traffic analysis



Programmable Switches
Protocol Independent Switch Architecture (PISA)

33

● Programmable packet parsing
● Process packets through match-action tables

○ Arranged in stages
○ Perform an action upon matching some packet field
○ Actions may change packet headers or metadata

In-network

traffic analysis



Collecting Packet Distributions in the Switches is Hard
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● Stateful memory is severely limited
○ ~100 MB SRAM
○ No memory for storing many flows

● Packets must be processed at line speed (actions < 1ns)
○ No multiplications or floating point operations
○ Existing packet distribution compression techniques do not work

● We need a packet distribution representation that:
○ Provides high accuracy and requires small amount of memory
○ Can be implemented efficiently in programmable switches

In-network

traffic analysis



Efficient Method to Compress Packet Distributions
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Raw packet size distribution Quantized distribution
QL = 16

Truncated distribution 
Top-10 bins

● Produce flow markers with two simple operators:
○ Quantization - discretize the packet distribution into bins
○ Truncation - select the most relevant bins for classification

Up to 150x 
size reduction

In-network

traffic analysis



How are Flow Markers Collected in the Switch?
Implementation in the Barefoot Tofino Switch
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In-network

traffic analysis

Flow table

Register grids
(memory clusters)

Control Plane

indexes flow

sets flow offset 
in register grid

Match Count



Automatic Discovery of Quant. and Trunc. Parameters
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● Automate the configuration choice

○ Large configuration space = Quantization x Truncation

● Leverage Bayesian Optimization

● Three different criteria for selecting a configuration
○ Smaller marker for target accuracy

○ Best accuracy given a size constraint

○ Compromise between marker size and accuracy

In-network

traffic analysis



FlowLens Architecture
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Profiling

Classification

Compression of 
packet distributions

In-network

traffic analysis



FlowLens can Accurately Detect MPT Tools
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Only up to - 3% accuracy
150x less memory

Full information = 3000B
Facet: 96% acc.

DeltaShaper: 87% acc

Quant + Trunc = 20B
Facet: 93% acc.

DeltaShaper: 85% acc

In-network

traffic analysis



Censors can Detect MPT Tools in Tbps Networks
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● FlowLens cuts down traffic analysis infrastructure costs
○ Data collection and processing performed within programmable switches

● FlowLens is able to collect flows at line speed in Tbps networks

● Censors can use FlowLens to detect MPT tools efficiently 

● How can we devise an MPT tool that resists against traffic analysis?

In-network

traffic analysis



Roadmap
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MPT Testbed
[Security’18]

Protozoa
[CCS’20]

FlowLens
[NDSS’21]



Can We Build a Fast and Unobservable MPT Tool?
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Fast

Encoded

Media Tunneling
Resists 

Detection



WebRTC
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● Framework that provides real-time communication capabilities
○ Exposes a set of JavaScript APIs on all major browsers
○ Used by an increasing number of trending applications
○ Open-source

Encoded

Media Tunneling



Protozoa: a New Censorship Circumvention Tool
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WebRTC Traffic

Censored Region Free Region

Censor
Pr

ot
oz

oa
 

Ga
te

w
ay

Pr
ot

oz
oa

 
Ga

te
w

ay

TCP/IP app SOCKS Proxy

Bob (Proxy)Alice (Client)

Encoded

Media Tunneling
https://whereby.com/protozoa

connection 
establishmentconnection 

establishment



How Does Protozoa Encode Covert Data?
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Alice (Client)

Browser

WebRTC

Capture 
Video

H P1 P2

VP8 EncoderEncode

VP8 Encoded Frame

Transport
SRTP Packet

SRTP Packet SRTP Packet

Packetize 
& Encrypt

IP Application
e.g. curl

Protozoa
Data Encoder

IP 
Packets

H Protozoa Data
Protozoa Hook

Replace

Bob (Proxy)

Browser

WebRTC

Transport
SRTP Packet

SRTP Packet SRTP Packet

Reassemble

Jitter Buffer

H P1 P2

VP8 Decoder

H P1 P2

Decode SOCKS 
Proxy

Protozoa
Data Decoder

IP 
Packets

Extract & 
Replace

H Protozoa Data

P1 P2

P1 P2

Encoded

Media Tunneling



Protozoa in the Wild
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Multiple WebRTC apps are available in countries 
known to experience Internet censorship

Protozoa makes it possible to access blocked 
content / services (e.g. YouTube)

Alice
(Client)

Bob
(Proxy)

Encoded

Media Tunneling



Internet Blackouts
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How prevalent are Internet shutdowns?
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How costly are these shutdowns?

https://www.top10vpn.com/research/cost-of-internet-shutdowns/

Data for 2022:
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How to get around Internet blackouts?
● Local P2P mesh networks

○ FireChat, Bridgefy
○ Bluetooth, WiFi, etc.
○ Anix [IEEE S&P’25]

● (Roaming) SIM cards
○ Cellular infrastructure tends to remain available

● Sneakernets
○ Physical delivery of information (e.g., via USB drives or portable HDDs)
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Censorship measurements

PAGE  
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Why can’t I access <website_name>.com?
● Censorship measurements

○ Can we get to example.com? If not, why?

● Understand what is blocked
○ Specific keywords/messages/topics
○ Websites or specific webpages [WWW’21]
○ Services & protocols

● Understand how it is blocked
○ Endpoint-based
○ Content-based
○ Behavior-based
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A deep dive on measurement techniques
● Measurement techniques
● Challenges on data validation

● Ethical considerations
● Global and longitudinal data collection

● Visualization of measurements
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Censored topics
&

disinformation
CS858: Internet Censorship & Surveillance PAGE  
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Can we predict what will get blocked?
● Perennial topics deemed sensitive
● Curation of censorship test lists

● Correlation between blocked topics
● Evolution of a censored topic’s definition [WPES’22]
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Can we filter the signal from the noise?
● Disinformation leads to a confused audience

○ Generates political and social discord
○ Benefits actors aiming to gain an advantage from such confusion

● How are disinformation campaigns orchestrated?

● How to tackle disinformation campaigns?
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