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Motivations for censorship
and surveillance



.
The Panopticon

Jeremy Bentham'’s prison design

e Prisoners are aware of the presence of authority at all times, even
though they never know when they are being observed

e Prisoners discipline themselves because someone might be watching

e A very cost-effective way to keep order
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The Panopticon Effect

Michel Foucault

e Extends the Panopticon into a symbol of social control
O Visibility reaching deep into individuals’ everyday life

e A disciplinary society builds around rules and obedience
O Even without repercussions, individuals self-impose a set of rules
- e.g., not speeding when no police car is visible

e Just a thought exercise in the 1970’s
O How was a figure of authority supposed to monitor everyone constantly?
O What about now?
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The Internet Panopticon

e The Internet enables authority figures to track (and act upon)
multiple records of intellectual activities ——)

e Surveillance prevents “intellectual privacy”
O Interfere with the generation and maturing of ideas
O Thoughts and beliefs get driven to:
B the boring
B the bland
B the mainstream

Chilling effect
Self-censorship

Anyways, probably too extreme to be put in practice, right?
Right?...
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The Chinese Social Credit System

e A push towards standardizing individuals' behavior

O Rewards for following the norm
THE OUTPUT | What do social credit scores affect?

O Punishments for deviating from the norm Generating credit
AY score with algorithm m
Insurance @ Act;s's to
premiums Ratings will social services
determine eligibility
i?r for loans, jobs, et a8
Access to /nn rates and
luxury hotels amounts

Travel ‘ Access to
abroad internet services

(2 -

School admission Eligi!;ility for
and scholarships g government jobs

Access to planes and
high-speed trains

Source: The Wall Street Journal
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When the Panopticon is not enough to contain those who dare...

e Prevent access to information via censorship
O Thwart the free discussion of ideas
O Disempower local communities
O Stifle contradictory opinions and dissent
O Impose political and moral agendas

e As real in today’s Internet as in old-days vetoing
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The typical state-level Internet censorship scenario

New 1Jork

Cimes
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How do Censors Block Network Traffic?
Thwart IP address translation

®eno Censor Site

& |hr=
S‘g Yo o =7 ]

This Site has been Blocked

el g GBI 5 Ll e sl JslaS A Aadeall
S8 Ups BAS sian Slsa 0 s 8 LBy [l i )

p=

Internet Qatar el a3

Censored Region
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http://www.thenewyorktimes.com/

How do Censors Block Network Traffic?

Block IP addresses

Psst, nytimes.com

)

is at
151.101.1.164

1
@ Blocklist:
& | 51101167
151.101.1.164
216.58.201.164

wget 151.101.1.164

®
<

O

J

.
ISP

Router

Censored Region
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How do Censors Block Network Traffic?
Slowdown network protocols

a———B

scp 151.101.1.164:/data.txt .

v

151.101.1.164
Censor’s

Censored Region “Firewall”
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How to get around Internet censorship?

« Subliminal communication channels
O A broader notion of covert channels / steganography
B Euphemisms on social media
m “Abuse” popular Internet protocols

e Thwart censors’ inspection abilities
O Break censors’ censorship mechanisms UNIVERSITY OF
% WATERLOO
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Not All Protocols and Destinations are Blocked

Skype traffic
plggybacked IP packets

Censored Region

Popular applications are typically allowed
due to possible collateral damage

@ IP packets El]k
> Q >New Hork

S Gies
Bob

Alice

Key idea: Establish covert channels over
encrypted video streaming applications
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We Can Tunnel Covert Data over Multimedia Protocols

TCP/IP
Application

iIP packets

Alice (Client)

Censored Region

Skype
traffic

an

Audio
Demodulator

-~
IP packets Q‘l’e

i

> l||||--|||||||I-||||-|||n

o

Bob (Proxy)

>New Hork
Cimes

These approaches are slow
e they use the audio channel (low bw.)
e they require redundancy (further reducing bw.)
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Censors Can Detect Covert Channels with Traffic

TCP/IP
Application

lIP packets

Analysis

= Encrypted Traffic Analysis
v Statistical analysis of:

dil» /\

Alice (Client)

Censored Region

Sk
tra);ﬁce @ Packet . Packets '
L, N lengths inter-arrival time

Lyt

N

Previous approaches are vulnerable
e.g., covert data transmission detected by
checking Skype packet length std dev.
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Overarching Goal of Multimedia Protocol Tunneling
(MPT)

Strong Resistance
High Throughput & Against Traffic
Analysis

also named Unobservability

IIIIIIIIIIII
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DeltaShaper: An Improved Tunneling Approach

TCP/IP ? Screen IP packets Ehe
Application Al Scraper 'ﬁt‘lv ﬂork
Eame
IP packets Cmes
: Skype
= traffic

Alice (Client) Bob (Proxy)

Censored Region

Adjusts modulation to:
Maintain unobservability
Increase throughput
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Recurrent Issues of
Multimedia Protocol Tunneling Tools

e Network performance is very poor
O Low throughput: ~7 Kbps
O High latency: ~3s RTT

e Evaluation is performed with similarity-based classifiers
O Depend on small (and similar) sets of traffic features
O Have not been compared in the literature

e Poor evaluation may lead to optimistic unobservability claims
O Users of censorship-resistant tools may be endangered
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Contributions

A. Found that the latest MPT tools were vulnerable to ML-based traffic analysis
A. Showed that ML-based traffic analysis can be widely deployed by ISPs

A. Developed a tool that offers unobservability / high-throughput (over WebRTC)

) WATERLOO
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MPT Testbed
[Security'18]

Roadmap

FlowLens
[NDSS'21]

Protozoa
[CCS'20]

>
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Roadmap

MPT Testbed

[Security'18]

) WATERLOO

22



Can we Detect MPT Tools using "o
ML-based Traffic Analysis?

e The first extensive experimental study of the unobservability of
covert channels produced by state-of-the-art MPT tools

System 1 System 2 System 3
Facet [WPES'14] CovertCast [PETS'16] DeltaShaper [PETS'17]
Unidirectional (A/V) Unidirectional (V) Bidirectional (V)
Video Transmission Censored Websites Transmission Arbitrary Data Transmission

WATERLOO
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e Previous systems were evaluated with similarity-based classifiers
o System 1: Pearson’s Chi-squared Test (x2)
o System 2 : Kullback-Leibler Divergence (KL)
o System 3 : Earth Mover's Distance (EMD)

e Feature sets are similar (quantized frequency distributions)
o System 1 : Packet size bi-grams
o System 2 : Packet size, inter-arrival delay
o System 3 : Packet size, inter-arrival delay
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Protocol Tunneling System

.CIassifier (acc%)

KL Classifier (acc%)

EMD Classifier (acc%)

System 1

74.3

57.5

57.5

4

X2 is the most accurate classifier

4

4

Nearly random guess
Recent classifiers offer worse accuracy

None of the classifiers is able to detect covert channels with high accuracy

UNIVERSITY OF
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ML-based Techniques To Detect Covert Channels %

e Assess the effectiveness of multiple decision tree-based classifiers
O Decision Trees
O Random Forests
O eXtreme Gradient Boosting (XGBoost)

, . - *<> Q&
Iterative generation of an ensemble of decision trees <> -mL
where new trees optimize previous predictions KDD2015

e Models are easily interpretable

e Provide the ability to assess feature importance

2 WATERLOO
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Which Features Could an Adversary Use? X"

e Feature set 1: summary statistics (ST)
O Total of 166 features, including simple statistics (e.g., max, min, percentiles), high
order statistics (e.g., skew), and bursts

® Feature set 2: quantized packet lengths (PL)
O Quantized PL frequency distribution for the flow carrying covert data
O Each K size bin acts as an individual feature (K = 5 bytes)

% WATERLOO
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Detection of System 1 2

1.0 r

. o8l ° 0.8 003;; :
: s N
2 =
E(LD 0.4 08_ 0.4
B g
|_ —_

0.2} — EMD ROC (AUC = 0.58) . 02} ; 1

— Chi-Square ROC (AUC = 0.83) — K=5, s=50% ROC (AUC = 0.99)
Random Guess Random Guess
%90 0.2 0.4 06 0.8 1.0 0. i ‘ ‘ ‘
False Positive Rate 8o 02 Falsg‘tPositivgsRate o8 10
X2 90% TPR = 45% FPR XGBoost-PL: 90% TPR =

XGBoost-PL reduces the FPR when flagging the same amount of covert channels

The same trend can be observed for Systems 2 and 3
& WATERLOO
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Censors can Accurately Detect MPT Tools R,

e Previous unobservability claims were flawed
O ML-based techniques can detect MPT tools with high accuracy
O Similarity-based provide optimistic unobservability guarantees

e Can censors leverage these techniques in practice?
O In high-speed, large-scale networks

2 WATERLOO
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Roadmap

FlowLens
[NDSS'21]

MPT Testbed
[Security'18]

WATERLOO
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i I packet
A

host1

Middlebox

—H

host2

Middleboxes

Latency
Management Complexity
Infrastructure Costs

UNIVERSITY OF
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Can Censors Efficiently Deploy
ML-based Traffic Analysis?

packet headers
speC|f|c fields

o

Monitoring
server

Port Mirroring / Packet Aggregation

Large Bandwidth Costs
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Programmable Switches Can Gather and
Classify Packet Distributions Efficiently

iA
Line speed

@ @ No additional
/O\ O infrastructure
- @ e ol g% AP Less management

—

SDN —

costs
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e Programmable packet parsing

e Process packets through match-action tables
O Arranged in stages

>

Programmable Switches

Protocol Independent Switch Architecture (PISA)

O Perform an action upon matching some packet field

O Actions may change packet headers or metadata
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Collecting Packet Distributions in the Switches is Hard

e Stateful memory is
O ~100 MB SRAM

O No memory for storing many flows

e Packets must be processed at line speed ( )
O No multiplications or floating point operations
o Existing packet distribution compression techniques

e We need a packet distribution representation that:
o Provides and requires
o Can be in programmable switches

) WATERLOO
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Efficient Method to Compress Packet Distributions

e Produce with two simple operators:
® - discretize the packet distribution into bins
o - select the most relevant bins for classification
Up to 150x
size reduction
10° 10° 10°
[= T =
> > -}
3 102 3 10 8 102
2 2 2
O 10' Q 10' (&)
© © @ 101
o o o
(0]
%0 250 560 750 1000 1250 1500 10°5"10 20 30 40 50 60 70 80 90 67 8 9101112135450
Raw packet size distribution Quantized distribution Truncated distribution
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How are Flow Markers Collected in the Switch?

Implementation in the Barefoot Tofino Switch

- packet size = 512

E FlowID =<162.2.13.42, 6901, 147.6.54.129, 3478, 17> Control Plane
! Match Count
: Stage 1 Stage 2 Stage 3 Stage 4 Stage 5
: | |
I M low tabl@dexes flow
: N FT1 FT2 FT3
: Quartization Truncation 2[17]3]8]2 3[16[4[11]2
- - QL=5
> > > > 10/ 0 |15/ 4 |12 >
01000 Register grids
(memory clusters)
RG1 RG2
md.binI:nd1e6x_quant md.biz_ﬁﬁfset flow__ofofset sets flow offset
md. trunc_flag md.rg_cell_offset In regISter grld
=i 1 =11
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Automatic Discovery of Quant. and Trunc. Parameters

e Automate the configuration choice

o Large configuration space = X

e Leverage

e Three different for selecting a configuration
O Smaller marker for target accuracy
O Best accuracy given a size constraint

O Compromise between marker size and accuracy

) WATERLOO
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FlowLens Architecture

. ) Profiling
‘ Training Dataset " Profiler Server
Client |  Profile 0 1 [ )
J

<€ Clbeiie N Automatic
A L )L Profiler
v v
. Classification Model FMA Parameters:
rotile Results QL=4, TL=10
2
epe _ ae ~
Classification Switch

- ) __________________
ASIC T
Flows

| FMA )

Compression of P4 Program
packet distributions
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FPR
FNR
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10 20 30 40 50
0.85 0.86 0.88 B Acc
FPR
FNR
0.21
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Number of selected features

Full information = 3000B
Facet: 96% acc. |
. DeltaShaper: 87% acc

Quant + Trunc = 20B
Facet: 93% acc. i
. DeltaShaper: 85% acc !

Only up to - 3% accuracy
150x less memory
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Censors can Detect MPT Tools in Tbps Networks

e FlowlLens traffic analysis infrastructure costs

O Data collection and processing performed within programmable switches

e Flowlens is able to in Tbps networks
e Censors can use FlowlLens to

e How can we devise an MPT tool that against traffic analysis?

) WATERLOO



MPT Testbed
[Security'18]

Roadmap

FlowLens
[NDSS'21]

Protozoa
[CCS'20]

>
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Can We Build a Fast and Unobservable MPT Tool? &

o
Resists
Detection
Random R V0 A
Guess >0% better %/
& o Protozoa
© 60% I 55% - 65% O i
o
cC 700/0 —
o DeltaSh CensorSpoofer
S 80% | eltashaper >99.9% SkypeMorph
b o 85% - 95% . CovertCast > 99.9%
© . FreeWave ™ >99.9% . Facet
(o) ¢ . ’
D 90 /0 r O >99.\9°/o " \\‘ I'l .- > 99.9% Fast
Perfect .
erect 100% ' LO—@—L(O00 ' —»
1 Kbps 10 Kbps 100 Kbps 1 Mbps 10 Mbps

Channel Bandwidth

@ Wedia Protocol Mimicking () Encoded Media Tunneling (©) Raw Media Tunneling

2 WATERLOO

42



WebRTC %

e Framework that provides real-time communication capabilities
o Exposes a set of JavaScript APIs on all major browsers
o Used by an increasing number of trending applications
O Open-source

DISCORD
= 35 Chime = gtslack
e = Ccoder
W e b RTC facebook Messen ger Wh er eby GC?(aMeet
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Protozoa: a New Censorship Circumvention Tool

i.l https://whereby.com/protozoa

r
/
J

Censor LU

_ connection
conneptlon establishment
establishmen

You

|
|
|
I X
|

o (q%) =

Qg ' S8 Q

£ % g ( WebRTC Traffic % [ <
o @© O “
a v : g0
TCP/IP app : SOCKS Proxy
|
Alice (Client) | Bob (Proxy)

|
1

Censored Region | Free Region

Che
New Qork
Cimes
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Alice (Client) |

IP Application
e.g. curl

IP
Packets v

M= (]

How Does Protozoa Encode Covert Data?

Capture
Video Browser

Whereby

Browser

WebRTC

Encode

VP8 Encoded Frame

Protozoa Hook :

Protozoa <

: Protozoa Data I

Data Encoder

& Encrypt

Packetize

WebRTC |

> Data Decoder

h, &
b ¥4
R S
Bob (Proxy)
Decode SOCKS
Proxy
A
Extract & P
Replace PaCketS
Protozoa

Reassemble

VERSITY OF
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WebRTC Application

appr.tc
aws.amazon.com/chime
codassium.com
coderpad.io
discordapp.com
gotomeeting.com
hangouts.google.com
messenger.com
slack.com

whereby. com

[ ] [ ]
Protozoa in the Wild %,
Reachability
China Russia India You
- 7 7 ,
v v v (7)
v v v -
Y y v ‘—V\ W
; v/ 4 Bob Whereby
v v v P
_ v v 2, \ﬂ
Y ; ; Alice
v v v (Cllent)

Multiple WebRTC apps are available in countries
known to experience Internet censorship

Protozoa makes it possible to access blocked
content / services (e.g. YouTube)

2 WATERLOO
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Internet Blackouts



How prevalent are Internet shutdowns?

[
Dark web 0 1 2 5 10 25 50500
Internet shutdowns, 2016-21* [l | | e | |
Russia
F China
)
g . g E
Niger \
/ Uganda
Congo
Source: Access Now *To May 2021
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How costly are these shutdowns?

Data for 2022:

Rank Country Total Cost Duration (Hrs) Internet Users
Affected
1 Russia $21.59BN 7407 113,000,000
2 Iran $773M yAVAl 71,940,000
3 Kazakhstan $410.3M 144 16,106,250
4 Myanmar $241.4M 17,520 16,695,800
5 Uzbekistan $2197M 5,630 1,279,872
6 India $184.3M 1,533 120,743,890
7 Ethiopia $145.8M 8,760 1,022,983
8 Nigeria $82.7M 287 104,400,000
9 Cuba $30.9M 14 7,006,000
10 Turkmenistan $29M 40 2,010,000

https://www.top10vpn.com/research/cost-of-internet-shutdowns/
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How to get around Internet blackouts?

« Local P2P mesh networks
o FireChat, Bridgefy
o Bluetooth, WiFi, etc.
o Anix [IEEE S&P’25]

« (Roaming) SIM cards

o Cellular infrastructure tends to remain available

. Sneakernets
O Physical delivery of information (e.g., via USB drives or portable HDDs)

2 WATERLOO
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Censorship measurements



Why can't | access <website_name>.com?

« Censorship measurements
o Can we get to example.com? If not, why?

« Understand what is blocked
o Specific keywords/messages/topics
O Websites or specific webpages [WWW'21]
O Services & protocols

« Understand how it is blocked
o Endpoint-based
o Content-based
o Behavior-based

2 WATERLOO
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.
A deep dive on measurement techniques

Measurement teChni ues Start Input Scanner Interference Scanner
’ q O ] Isne;?gétll_[l]snt © Sscheduler
. Challenges on data validation 2 m g le— > (men ﬂ
Test election
. . . Requests @, Remote
« Ethical considerations B oterlnpus 5% Heasurements
 Global and longitudinal data collection o Tineotes consrt prepﬁ'o‘ifss.ng l
F(?Cpl‘ls A W s
L4 Vlsuallzatlon Of measu remel‘ltS I_C[Ihanqehin > Smoothing i Re'gnov;e False [ R
ensorsnip ositives Reéﬁns
¢ ~ F! blish
Anomalies Censorship per country 4 Publis
- +
Trends .((;\T\ ° . @
b o 7 B Raw Data
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Censored topics
&
disinformation

PAGE
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Can we predict what will get blocked?

. Perennial topics deemed sensitive
. Curation of censorship test lists
. Correlation between blocked topics

« Evolution of a censored topic’s definition [WPES'22]

Mentions of Tiananmen Square, June 4, and even the numbers "46" and "64" - short for
"4-6" and "6-4," or references to June 4 - are studiously censored on the mainland. W UNIVERSITY OF
N
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Can we filter the signal from the noise?

. Disinformation leads to a confused audience
O Generates political and social discord
O Benefits actors aiming to gain an advantage from such confusion

. How are disinformation campaigns orchestrated?

. How to tackle disinformation campaigns?

WATERLOO

PAGE 56



References
Diogo Barradas, Nuno Santos, Luis Rodrigues

DeltaShaper: Enabling Unobservable Censorship-resistant TCP Tunneling over Videoconferencing Streams
In Proc. on Privacy Enhancing Technologies (PoPETS), 2017

Diogo Barradas, Nuno Santos, Luis Rodrigues
Effective Detection of Multimedia Protocol Tunneling using Machine Learning
In Proc. of USENIX Security Symposium (Security), 2018

Diogo Barradas, Nuno Santos, Luis Rodrigues, Salvatore Signorello, Fernando Ramos, André Madeira
FlowLens: Enabling Efficient Flow Classification for ML-based Network Security Applications
In Proc. of Network and Distributed Systems Symposium (NDSS), 2021

Diogo Barradas, Nuno Santos, Luis Rodrigues, Vitor Nunes
Poking a Hole in the Wall: Efficient Censorship-Resistant Internet Communications by Parasitizing on WebRTC
In Proc. of ACM Conference on Computer and Communications Security (CCS), 2020

Diogo Barradas, Nuno Santos
Towards a Scalable Censorship-Resistant Overlay Network based on WebRTC Covert Channels
In Proc. of st Intl. Workshop on Digital Infrastructure for Common Good (DICG), 2020

Raymond Rambert, Zachary Weinberg, Diogo Barradas, Nicolas Christin
Chinese Wall or Swiss Cheese? Keyword filtering in the Great Firewall of China
In Proc. of the 30th The Web Conference (TheWebConf), 2021

Sina Kamali, Diogo Barradas.
Anix: Anonymous Blackout-Resistant Microblogging with Message Endorsing.

In Proc. of the 46th IEEE Symposium on Security and Privacy, 2025

W UNIVERSITY OF
Asim Waheed*, Sara Qunaibi*, Diogo Barradas, Zachary Weinberg. (co-first authors) @ WATE RLOO
Darwin’s Theory Of Censorship: Analysing the Evolution of Censored Topics with Dynamic Topic Models. 57

In Proc. of the Workshop on Privacy in the Electronic Society, 2022



