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● Secure Messaging Goals
● PGP

– PGP Keys

– Problems with PGP

● OTR
● Signal
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Secure Messaging Goals
● Confidentiality: Only Alice and Bob can read the message

● Integrity: Bob knows Mallory has not tampered with the message (and 
that it has not been corrupted)

● Authentication: Bob knows Alice wrote the message
– Non-repudiation?
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Hi, 
Bob!

What’s 
your 

password?

Well 
that 

doesn’t 
seem 
right...
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Carol is 
annoying.

Carol is 
annoying.

Look what 
Alice said 
about you!

OMG she 
really said 

that??!
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A bit of history on PGP
● Public-key (actually hybrid) encryption tool used for email (and other uses)

● Created by Phil Zimmermann in 1991
● In 1993, Zimmermann was investigated for violating US export regulations, as PGP encryption exceeded 40-bit key size 
– PGP was classified as munitions.

● In 1995, Zimmermann published PGP’s code in a book, using First Amendment protections for printed materials.

● Courts later ruled that cryptographic software source code is protected speech under the First Amendment.

● US export controls on cryptography were eased in the late 1990s and, since 2000 PGP can be exported 

● (with some restrictions – certain countries/groups are barred)

–https://www.philzimmermann.com/EN/essays/WhyIWrotePGP.html
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https://www.philzimmermann.com/EN/essays/WhyIWrotePGP.html
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What do you mean by “PGP”?
● PGP: Pretty Good Privacy (original program)

● OpenPGP: Open standard (RFC 4880)

● GPG/GnuPG: GNU Privacy Guard (a popular OpenPGP program)

● Today, many programs implement OpenPGP
● Thunderbird, Evolution, Mailvelope, OpenKeychain, Delta Chat, Proton Mail, ...
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PGP is a hybrid crypto scheme!
● To send a message to Bob, Alice will:

q Write a message

q Sign a hash of the message with her own signature key

q Encrypt both the message and the signature with a symmetric key (C1)

q Encrypt the symmetric key with Bob’s public encryption key (C2)

● Bob receives the ciphertext and:
q Decrypts C2 using his private decryption key to yield the symmetric key

q Decrypts C1 using the symmetric key to yield the message and the signature

q Uses Alice’s verification key to check the signature
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PGP is a hybrid crypto scheme!
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How safe is all this?

13

Msg

MsgSign (hash(         ) = sig

Enc ( .                ) = sig Msg C1

Enc (       ) = C2

C1C2

1.

2.

3.
Dec (        ) = C24.

Dec ( .       ) = sig MsgC15.

MsgVer(         ,         ,       ) = sig6.

Perhaps I can re-
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take it as coming 

from Alice!
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Perhaps I can re-
encrypt Alice’s 

signed message and 
send it to Carol…

… Carol would 
take it as coming 

from Alice!

How can Alice 
prevent this?

(think about it…)
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Encrypted Messaging Goals and PGP

● Confidentiality

● Integrity

● Authentication

– Non-repudiation
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PGP Keys
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PGP Keys
Each person has at least 2 keypairs:

● One for signatures
– Public key used to verify

– Private key used to sign
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● One for encryption

– Public key used to encrypt

– Private key used to decrypt
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Obtaining Keys
● How does Alice get Bob’s public key?

–Download from Bob’s website

–Download from a keyserver

–Bob sends it via email

–Other channel

● How does Alice know it’s Bob’s authentic key?

18
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Verifying Public Keys
● Alice and Bob would rather not have to trust CAs

● They can compare keys (e.g., in-person)

● But keys are big and unwieldy!

19

-----BEGIN PGP PUBLIC KEY BLOCK-----
=tJAW
-----END PGP PUBLIC KEY BLOCK-----
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-----BEGIN PGP PUBLIC KEY BLOCK-----
=tJAW
-----END PGP PUBLIC KEY BLOCK-----

Can we 
do better?
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Verifying Fingerprints
● Hash the key to get the key fingerprint, and compare key 
fingerprints instead!

●Much shorter strings to compare:

– EF22 E516 EA9C 43B7 A67E 4FB4 1CD2 5603 C14C 0D05

●With a good hash function, no two key fingerprints should collide
● Q: What if you only use part of the fingerprint?
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Schemes for Manual Fingerprint Verification
● QR Codes & Safety Numbers 
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Alice and Bob’s 
safety numbers 
are combined in 
a single number
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Schemes for Manual Fingerprint Verification
● Emoji

23



CS459 Spring 2025 

Verifying Public Keys
● Overall, verifying public keys is hard

– Inconvenient if possible at all

– Bob and Carol may be far apart and unable to do manual verification…

● Q: Would it help if Alice has verified Carol?)
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Signing Keys
● Once Alice has verified Carol’s key, she uses her certification key 
to sign Carol’s key (certification key == signature key)

● This is effectively the same as Alice signing a message saying “I 
have verified that the key with [Carol’s fingerprint] belongs to Carol”

● Carol can then attach Alice’s signature to the key she has published 

● Q: Do you see any potential issues here?
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Web of Trust
● Now Alice can act as an introducer for Carol
● If Bob can’t verify Carol herself, but he has already verified 
Alice (and trusts Alice to introduce him to other people):

– Bob downloads Carol’s key

– He sees Alice’s signature on it

– He is able to use Carol’s key without verifying it himself

● This is called the Web of Trust
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Pretty 
good, right?



Problems with PGP
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Problem #1: Usability
● Hard to use

● Low adoption

29



CS459 Spring 2025 

Problem #1: Usability

● https://moxie.org/2015/02/24/gpg-and-me.html
–“When I receive a GPG encrypted email from a stranger, though, I 
immediately get the feeling that I don’t want to read it. [...] Eventually I 
realized that when I receive a GPG encrypted email, it simply means that 
the email was written by someone who would voluntarily use GPG.”
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https://xkcd.com/1181/

https://moxie.org/2015/02/24/gpg-and-me.html
https://xkcd.com/1181/
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Problem #1: Usability
● Usability is a security parameter

–If it’s hard to use, people will not use it

–If it’s hard to use properly, people will use it, but in insecure ways
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Problem #2: Lack of Forward Secrecy
● Alice sends many encrypted messages to Bob

– Possibly over the course of months, years

● Suppose Eve saves all of them
– Not so unreasonable if Eve runs the email server

●What if Eve steals Bob’s private key?
– She can decrypt all messages sent to him. Past, present, and future...
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Problem #3: Non-repudiation
●Why non-repudiation?

● Good for contracts, not private emails

● Casual conversations are “off-the-record”

– Alice and Bob talk in private

– No one else can hear

– No one else knows what they say

– No one can prove what was said

- Not even Alice or Bob

33

Alice said you’re 
annoying.

Oh yeah? 
Prove it!



Off-The-Record (OTR) Messaging
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OTR
●Messaging (XMPP) extension for encryption with:

– Forward secrecy

– Post-compromise security

– Deniability

35

Let’s see 
what these 

are…
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Goals of Off-The-Record Messaging
● (Perfect) Forward secrecy: a key compromise does not reveal past communication
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Forward Secrecy
● Key compromise does not reveal past messages

Q: How can we accomplish that?
Change the key!
Old keys must be securely deleted

40

1
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Forward Secrecy (one approach)
● Recall Authenticated Diffie-Hellman...

● Alice and Bob find a shared secret used to create a symmetric key

● DH keys can be used for ephemeral (temporary) communication “sessions”
○ Alice and Bob can always make new keys later
○ Call these “session keys”

41
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Forward Secrecy (one approach)
● Alice and Bob talk on Monday...

42

● Alice and Bob talk on Tuesday...

Monday Tuesday
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Forward Secrecy (one approach)
● Eve can compromise a session but not all past communication

● Problems?

– Alice can’t start a session unless Bob is online – DH is interactive

– Eve can still compromise a whole session (which might last long…)

43

Tuesday
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Forward Secrecy in OTR
● Insight 1: What if we make the sessions as short as possible?

● Insight 2: What if new session keys don’t have to be negotiated interactively?
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OTR’s DH Ratchet (incorrect)
• Assume Alice and Bob have a pre-shared key
• Assume Alice and Bob can have each other’s long-term verification keys and there is a 

way to “magically” authenticate the first message Bob sends (for simplicity)…
• In these slides, we use the notation Enc(Key, Message) for Encryption+MAC with a Key.

45
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0

How does Bob 
recover the 
message?
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OTR’s DH Ratchet (incorrect)
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Following this 
logic, how does 

Bob reply to Alice?

0
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OTR’s DH Ratchet (incorrect)
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● Alice and Bob automatically create new 
sessions as they reply to each other

● Also provides post-compromise security

● Awesome! :)

● This is a “ratchet”: You can’t go 
backwards
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OTR’s DH Ratchet (incorrect)
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What happens if Eve 
learns a private key? 

E.g., Eve learns:

1
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OTR’s DH Ratchet (incorrect)
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What happens if Eve 
learns a private key? 

E.g., Eve learns:

1

She can decrypt “Hi Bob!” 
and “How are you?”
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OTR’s DH Ratchet (incorrect)
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• Session keys only roll forward with 
interactive replies.

• If Alice sends multiple messages but Bob 
takes a long time to reply, multiple 
messages will get encrypted with the 
same key!

• Therefore, forward secrecy is only 
partially provided.

• Note that we have repudiation!
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Deniable Authentication in OTR
Q: How can we get authentication without non-repudiation?
A: With a MAC!

– According to OTR’s design, the MAC key is a hash of the encryption key

Q: Why are MACs deniable?
A: Only Alice and Bob know K

- Alice sends Bob a message MACed with K

- Bob knows it was Alice because he did not produce the MAC

53
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OTR’s DH Ratchet (incorrect)
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• The OTR DH Ratchet we saw in the 
previous slides is broken!

Remember, we assume Alice and Bob have
0

Can you spot the 
Man-in-the-Middle 

attack?
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OTR’s DH Ratchet (incorrect)
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• The OTR DH Ratchet we saw in the 
previous slides is broken!

Remember, we assume Alice and Bob have
0

Can you spot the 
Man-in-the-Middle 

attack?
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What OTR actually does (from the OTR paper)
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https://otr.cypherpunks.ca/otr-wpes.pdf
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OTR: concluding remarks
● Using forward secrecy, post-compromise security, and repudiation (deniable 
authentication), we can make our online conversations more like face-to-face and “off-the-
record” conversations.

● But there is a wrinkle:

● These techniques require the parties to communicate interactively.

● This makes them unsuitable for email.

● But they are still great for instant messaging!
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Signal
●Mobile app with companion desktop (Electron) client

– OTR was less mobile-friendly

● Encryption protocol based on OTR
– Double Ratchet Algorithm builds on OTR DH ratchet

– Deniability ideas from OTR

● Protocol also used in other apps like WhatsApp, OMEMO 
extension for XMPP, etc.
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Signal

60

● Provides forward secrecy
○ Similar to OTR, it uses a “ratchet” technique to constantly rotate session keys.

● Provides post-compromise security
○ A leak of past or long-term keys will be healed by introducing new DH ratchet keys.

● Provides improved deniability
○ It uses a “Triple Diffie-Hellman” deniable authenticated key exchange.

● Supports out-of-order message delivery
○ Users can store per-message keys until late messages arrive.

● Uses a double ratchet (asymmetric and symmetric ratchets) that:
○ Generate ephemeral per-message keys.

○ Tolerates message loss and re-ordering.
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The double ratchet

61

DH ratchet
(asymmetric, like in OTR)

Double ratchet
DH ratchet + symmetric-key ratchet (KDF)
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The double ratchet
● Originally called Axolotl ratchet for its “self-healing” property (from the DH ratchet)

● It is very well explained on the Signal website.
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“Axolotl” is a Nahuatl word. (pronunciation)
"ah-sho-lotch"

Photo: th1098

https://signal.org/docs/specifications/doubleratchet/
https://upload.wikimedia.org/wikipedia/commons/5/58/Axolotl.ogg
https://en.wikipedia.org/wiki/File:AxolotlBE.jpg
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Rationale for the KDF Ratchet
● What if instead of session keys, we had a new key for each message?

●We can do this deterministically
●Simplified ratchet: Kn+1 = H(Kn)

● Q: What happens if Eve compromises a key?
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KDF Ratchet
● KDF = Key Derivation Function

- (think hashing – it only goes one way)

● Outputs message key

– Used to encrypt a single message

● Outputs chain key

– Used to derive future keys

●Why separate chain & message keys?

– What if messages are out-of-order?

64
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KDF Ratchet
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Takeaway: Message keys cannot be used to 
generate other chain or message keys, so 
it's safe to store old message keys for not-
yet-delivered messages.
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DH Ratchet
● Just like OTR. But now also:

● Output is used for generating
receiving chain and sending chain keys

– These are used as input for the KDF ratchet

66
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DH Ratchet
● Just like OTR. But now also:

● Output is used for generating
receiving chain and sending chain keys

– These are used as input for the KDF ratchet
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Note: There are two KDFs, and the OTR 
ratchet's receiving and sending chain 
keys are inputs to the KDF ratchet.
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Double Ratchet Algorithm
●Alice -> Bob
●Alice and Bob do DH and 
get Alice’s sending 
chain/Bob’s receiving chain
●Alice derives a key with 
her sending chain
●Alice uses this MA0 key to 
encrypt her message to Bob
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Double Ratchet Algorithm
●Alice -> Bob (again)
● No new DH until Bob 
replies
●Alice derives another key
with her sending chain
●Alice uses MA1 key to 
encrypt her message to Bob
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Double Ratchet Algorithm
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● No new DH until Bob 
replies
●Alice derives another key
with her sending chain
●Alice uses MA1 key to 
encrypt her message to Bob
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Double Ratchet Algorithm
●Bob -> Alice
●Alice and Bob do DH and get 
Alice’s receiving chain/Bob’s 
sending chain
●Alice derives a key with her 
receiving chain
●Alice uses MB0 key to 
decrypt a message from Bob
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Double Ratchet Algorithm
●Bob -> Alice
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Quick Recap
● PGP

– No forward secrecy
– Non-repudiable (not off-the-record)

● OTR
– Forward secrecy and post-compromise security through DH ratchet J
– Deniable J

● Signal
– Forward secrecy and post-compromise security through DH ratchet J

– KDF ratchet provides only forward secrecy, but for every message J

– Deniable J
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