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ABSTRACT 1. INTRODUCTION

Monitoring aggregates on network traffic streams is a compelling ~ Network traffic monitoring is a compelling application of data
application of data stream management systems. Often, streamingstream management systems (DSMSs). For instance, the Gigas-
aggregation queries involve joining multiple inputs (e.g., client re- cope DSMS has been developed at AT&T Labs and is now opera-
quests and server responses) using temporal join conditions (e.g.lionally used within AT&T’s IP backbone [10, 17]. Applications of
within 5 seconds), followed by computation of aggregates (e.g., Gigascope include traffic analysis, performance monitoring, trou-
COUNT) over temporal windows (e.g., every 5 minutes). These bleshooting, and detection of network attacks.
types of queries help identify malfunctioning servers (missing re- We have examined a set of monitoring queries written by net-
sponses), malicious clients (bursts of requests during a denial-of-work analysts and found that many such queries compute aggre-
service attack), or improperly configured protocols (short time- gates that summarize various properties of the underlying packet
out intervals causing many retransmissions). However, while such stream. In particular, a common type of streaming aggregation re-
query expression is natural, its evaluation over massive data streamgjuires joining and correlating multiple streams (or substreams of
is inefficient. the same packet stream), corresponding to requests and responses
In this paper, we develop rewriting techniques for streaming ag- Of transmissions and acknowledgements. Representative examples
gregation queries that join multiple inputs. Our techniques iden- include:
tify conditions under which expensive joins can be optimized away,
while providing error bounds for the results of the rewritten queries.
The basis of the optimization is a powerful but decidable theory
in which constraints over data streams can be formulated. We
show the efficiency and accuracy of our solutions via experimental
evaluation on real-life IP network data using the AT&T Gigascope
stream processing engine.

1. For every 5-minute interval, report the number of DNS re-
quests in that interval (i.e., packets whose destination port
equals 53) that do not have a matching response packet from
the server within 5 seconds (i.e., one whose source portis 53,
and destination IP address and port are equal to the source IP
address and port of the request).

2. For every 5-minute interval, report the number of T&FN
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packets in that interval (i.e., requests for connection) that do
not have a matchin§YN-ACK packet within 5 seconds (i.e.,
responses from the server that establish the connections, such
that the source IP address and port of the request equal the

destination IP address and port, respectively, of the response,

and vice versa).
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SYN-ACK pairs in that interval (denoting establishment of

a TCP connection) that do not have a matcHihly packet
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dows (e.g., every 5 minutes). While such query expression is nat- upon Query 3 from the introduction, we consider three sub-streams

ural, its exact evaluation would require the DSMS to (a) store ev- of a TCP packet strean8YN packets sent by clients that origi-

ery request packet until it finds a matching response packet or thenate TCP connectionSYN-ACK packets sent by servers that ac-

temporal join condition has elapsed, whichever comes first, and knowledge the origingdYN packets, an&IN packets from clients

(b) match every response packet with a previous request packet thabr servers that terminate the connectionSimilarly, we can de-

satisfies the temporal join condition. This is inefficient in practice, fine DNS request and response sub-streams for Query 1. We rep-

both from the storage and computational perspectives, especiallyresent the TCP sub-streams using three relational sch&weés,

over high-speed IP traffic streams with many connections among SYN-ACK andFIN, with attributesip standing forlP addresses

many different IP addresses/ports. (for simplicity of exposition, we encapsulate the parts represent-
One way to improve performance is by sampling the streams anding the source and destination addresses, ports, etc., in a single at-

returning approximate query answers. In this paper, we develop tribute), andtime denoting theimestampthe time of arrival of

query rewrites that are more efficient and accurate than sampling,the tuple, in seconds, in the respective stream).

whereby expensive joins are completelgtimized away For in- We would like to answer the query:

stance, our technique rewrites Query 1 from above as: ) . )
For each5-minute interval, how man§YN packets in

For every 5-minute interval, report the difference be- that interval have a matchingYN-ACK packet within
tween the number of DNS requests and responses in 5 seconds, but do not have a matchiftN packet
that interval. within 10 seconds?

Thus, rather than storing and correlating individual requests with This query may be formulated (in SQL syntax) over the above
matching responses, the rewritten query simply maintains two in- schemes as follows:

dependent frequency counters. Of course, this optimized query is SELECT th, count(*) as cnt

not necessarily equivalent to the original query—the reported dif- FROM SY’N s SYN-ACK sa

ferences may be lower or higher than the actual number of requests WHERE  s.ip L saip

in that interval without matching responses. Intuitively, this error X .
. - AND satime >= s.time
cannot be large under reasonable constraints on the arrival pattern . .
of requests and responses AND safime — stme <=5
d : P : . AND NOT EXISTS
Our work is also useful for the case when the user directly ex- ( SELECT *
presses the desired correlation by independently counting related FROM FIN f
events, as has been employed by network analysts in an ad-hoc . .
. - . . WHERE sa.ip = f.ip
fashion [20, 29]. In this case, our results formally identify the . .
. \ : AND ftime >= sa.time
stream constraints that need to hold for the user’s query expression AND  fi . _ 1
to be meaningful X time  — satime <= 10 )
' GROUP BY s.time/300 as tb

Our contributions in this paper are as follows.
) ) ) ) Note that the above query requires expensive join and anti-join op-
1. We define a powerful but decidable theory in which con-  erations over the three streams. While efficient algorithms for data
straints over data streams can be formulated. The proposedstream joins have been proposed [13, 19, 28], at high streaming
theory is more powerful than temporal integrity constraints speeds, such joins become infeasible.
studied so far; for a more detailed discussion see Sections 3 | this paper, we pursue a more indirect approach to evaluating

and 6. the above query, expressed as follows:

2. Based upon the above theory, we identify conditions under ~ SELECT s.tb, min(s.cnt,sa.cnt) —f.cnt as cnt
which joins can be eliminated from streaming aggregation FROM ( SELECT tb, count(*) as cnt
queries. We also derive error bounds for the results of the FROM SYN
rewritten queries. GROUP BY time/300 as tb ) s,

*

3. Using a real-life IP packet stream and DSMS (Gigascope), ( S":ERLOE,\(A:T tSl::,(Nc_o:gté) as cnt
we present experimental evidence of the efficiency and accu- GROUP BY time/300 as tb ) sa
racy of our rewritings, as compared to joins over appropri- *
ately sampled streams. In particular, we show that to match ( SFI|E?LOE,\CAZT ::kiN count(*) as cnt
the efficiency of the rewritten query, a sampling rate of less GROUP BY time/300 as th ) f
than 1% must be used for the original Query 3 above, but a WHERE stb — satb AND satb — ftb
sampling rate of 10% is already less accurate than the rewrit- AND mi.n s ;nt Sé cnt) B f cntﬁ '> 0
ten query. T ’

) ) ) ) ] The rewritten query computes an arithmetic expression over in-
The remainder of this paper is organized as follows. Section 2 dependent counts BYN, SYN-ACK and FIN packets in a 5-
gives a detailed motivating example. Sections 3 and 4 present theminyte interval, provided this difference is positive. This query
details behind the proposed stream integrity constraints and querycompletely eliminates the join operation between individsiN
transformations, respectively. Section 5 provides experimental re- 3nqSYN-ACK packets, and the (anti-)join operation between the
sults. Related work is presented in Section 6. Section 7 concludesyegyit of the previous join operation and tFi& packets. The three
the paper. counts can be computed on the fly, and WEIEREoNdition that
equates theb attributes merely states that every 5 minutes the
2. MOTIVATING EXAMI_DLE ) ] ] _ Technically, a TCP connection may also be terminated B$ &
We model data streams as relations with a fixed schema, in which (reset) packet. For simplicity, we assume tR&f packets are part
tuples are timestamped according to their arrival times. Building of theFIN sub-stream.




arithmetic expression over the counters is computed and the coun-Note also that these errors cannot be eliminated altogether igs the
ters are reset. attribute serves as a TCP flow identifier for a limited period of time.
However, in general, the two queries are not necessarily equiva- Thus, on noisy networks, the exact accounting of lost/superfluous
lent (or even close). Thus, we stuithfegrity constraintghat, when packets is not possible, save reproducing the whole TCP state ma-
satisfied by data streams, make the above transformation possiblechine [15] in the query.
We use the following constraints, which can be obtained from TCP  The motivation behind this paper originates from Internet pro-
specifications [15] or using mining techniques [21]. tocols that exhibit behaviors of the form: request-response,
transmission-acknowledgement, or initiation-establishment-tear-
e In the SYN, SYN-ACK andFIN streams, thép attribute down. However, our solution is applicable in other situations where
can serve as an identifier of a TCP connection (a key) for properties of a single (conceptual) entity are monitored on multi-
the duration of a connection. But, it is not a key in general ple data streams at different time instants. For instance, we can
as there may be multiple connections between a particular watch thetwo-phase comm{2PC) protocol for irregularities, e.g.,
source-destination pair of IP addresses over time. attempts to commit transactions for which one of the participants
did not voteyes
We introduce stream integrity constraints next, and then describe
how these are used in our query rewrites in Section 4.

e For every normal TCP connection, there is a sirgieN, a
singleSYN-ACK, and a singl€FIN (or RST) packet. How-
ever, in abnormal circumstances (e.g., durin§YaN flood
attack), some packets may be missing (&=g\s never pro-
duced by malicious clients, or few&YN-ACKs generated
by the attacked server, which is unable to grant every con-
nection request).

3. STREAM INTEGRITY CONSTRAINTS

It is often the case thatigh-level entitiessuch as TCP con-
nections, are decomposed into multiple data items (packets) before
they can be transmitted over (possibly multiple) data streams. The
e The SYN, SYN-ACK, and FIN packets belonging to the = decomposition and reassembly are governed by a transmission pro-

same TCP flow are temporally co-located in the three sub- tocol? For the purposes of stream query optimization, we extract

streams, withSYNs andSYN-ACKs appearing at most 5
seconds apart, arflYN-ACKs andFINs at most 10 seconds
apart.

These constraints must have been known (at least intuitively)
to the user when formulating theriginal query, in particular,
when specifying maximum time intervals between matclahg\,
SYN-ACK, andFIN packets. Also, note that the above constraints
hold only approximately. In our example, this is mainly due to net-
work latencies (lat&YN-ACKs) and a small percentage of long-
lasting TCP flows (latd"INs). There are two ways to solve this
problem:

the relevant constraints governing the arrival of data items in the
data streams and represent them usingam integrity constraints
These constraints are defined by extending the standard SQL DDL
for data streams as follows.

First, each data stream must hadistinguished attributéme ,
of type TIMESTAMR that captures the arrival time of each data
item. Second, to represent higher-level entities, we introdiree
tual attributes of type VIRTUAL, that capture the identity of these
entities (e.g., TCP connections). The combination of timestamps
and virtual attributes allows us to conveniently spedifseam in-
tegrity constraintsn terms of higher-level conceptual objects. Note
that virtual attributes are solely used in the integrity constraints and
neither the original nor the final optimized queries actually refer to

e use a more complex but precise specification that accountsthem.

for the deviations, or

e use more intuitive constraints that are satisfied by most of the
stream.

While the first solution may seem preferable from the theoretical
point of view, the complexity of developing comprehensive de-
scriptions that account for all possible deviations is prohibitive and
the computational properties of such theories are often quite poor.

Continuing with our example, the errors induced by the rewritten
guery can be traced to two main sources:

1. Boundary effects incurred by dividing the time line into
5-minute buckets—theSYN, SYN-ACK) and SYN-ACK,
FIN) pairs thatrossbucket boundaries are not accounted for.
This error cannot be completely avoided by, e.g., shifting the
5 minute window forSYN-ACK andFIN packets by a few

seconds, as we would incur the same error for the matching

packets that arrive closer together.

. Approximate satisfaction of integrity constraints: in-
curred, e.g., by asserting that &lIN packets arrive within
10 seconds of the correspondiByN-ACK packets. If some
FINs arrive later, but still in the same 5-minute bucket, then
the lateFINs will not be accounted for in the original query,
but would in the rewritten query.

The stream integrity constraintthemselves form a part of the
declaration of a streanfDEFINE STREAMS). The constraints
are specified using the following DDL clauses.

The Stream key clause. A stream keycaptures the idea that a
certain attribute (or set of attributes) identifies higher-level concepts
acrossseveral data streams in a particular time window. The syntax
is an extension of the SQL DDL key specification:

STREAM KEY(ai,...,ax) SPANS S’ WINDOWL,, .]

The constraint states th@is, . . . , ax) uniquely identifies items in
both streamsS and S’ in the window(t,, t.] that isrelativeto the
S item; for this declaration to be valid, bofandS’ have to have
a common signature.

The Foreign stream key clause. A foreign keyis a simple exten-
sion of the SQL DDL constraint with a windowing construct:

FOREIGN KEY(ay,...,ax)

REFERENCESS' (b1, ..., bs) WINDOW., t.]

This constraint states that tie, . .. , ax) tuple in.S must appear
in " as a(bi, ..., by) tuple in the|ts, t.] window.

2In the case of network protocols, a state machine is commonly
used for this purpose. The protocol specification itself can be
thought of as a set oftegrity constraints



The Co-occurrence clause. Last, we can specify thatitems arriv-  lem is, under reasonable assumptions, comparable to other con-
ing in separate streams and satisfying certain conditi@msonly straints.
appear(co-occur) within a window: Appendix A gives a formal proof for the following theorem, in-

cluding the appropriate complexity bounds:
COOCCURS%ay, . .., ax)
AND S'(b1,...,br) WINDOW,, t.] Theorem 3 The theory of stream integrity constraints is decidable
for full FOREIGN KEYconstraints. The complexity of reasoning
All the windowparts of the declarations are always relative to the is identical to the standard relational case.

timestamp of the item iy

Example 1 In our running example, the Stream DDL declaraton 4. QUERY TRANSFORMATIONS

for the SYN-ACK stream is as follows: We consider queries based on applying an aggregate operator (in
DEFINE STREAM SYNACK ( particular, the count aggregate) on the result of join and/or anti-
time TIMESTAMP, join operations. Satisfaction of stream integrity constraints is the
id VIRTUAL, prerequisite for each of the rewrites. We assume that we have been
ip ADDRESS, given str_eam constraints that describe the data streams involved in
PRIMARY KEY (id), the queries. _
STREAM KEY (id) SPANS FIN WINDOW [0,4], The rewnt_es are formulated forapalro_f strggms (or substreams),
STREAM KEY (ip) SPANS FIN WINDOW [0,15], S1 andSQ,wlthagommgn schgma. For5|mpllglty, the schgma uses
FOREIGN KEY (id,ijp) REFERENCES SYN(id,ip) three generic _attnbt_;teﬂmt_e ,|d_ , anda, standing for the_tlmes-
WINDOW [-5,0] tamp, a (possibly virtual) identifier of tuples corresponding to the
) same entity, andtherattributes in the tuples arriving in the streams

(denoted here by a single attribite This arrangement simplifies

We use * to denote unbounded windows. ~Note that the o exnosition of the rules without limiting their applicability.

PRIMARY KEYdeclaration and its meaning are identical to the
standard SQL DDL. In our example, the virtual attribide iden- 4.1 Window Predicate Elimination
tifies a TCP flow, and therefore is a primary key and stream key The first rewrite eliminates window predicates in WHERE

across all three sub-streams. On the other himdis a stream clause by rediscovering theue identities (e.g., of the actual TCP

If(ley acr.olfls the three su(lj:)-st.redams ﬁnly for theI;qu;ation of If Singleflows) to which individual items arriving on the stream(s) belong.
ow (wit In a 15—se_con Wwincow t _at starts wheb¥N _pac_et Note that here we use tivirtual attributeid to represent this iden-
arrives). Figure 3 in Appendix A lists all the constraints in the tifier

SYN, SYN-ACK, andFIN streams. The window predicate elimination rule is defined as follows. The
The stream constraints are, however, not used for checking (con-selection condition
straint enforcement), but feeasoningabout equivalence of stream _ . .
. . ' . : > WHERE Si.a = S;.a AND S;.time — Si.t )
queries. To this end, we need to define the notiooaofstraint in- ! ? 2-0ime 1Eme =
ference that relates two data streams simplifies to

Example 2 In our example, assuming thiat is a key in theSYN WHERE S;.d = S..id

stream as well, the co-occurrence constfaint . . .
if the following constraints

DEFINE STREAM SYNACK ( DEFINE STREAMS, (
COOCCURS (id) AND SYN(id) WINDOW [-5,0] STREAM KEY (a) SPANSS, WINDOW(O, €]
) STREAM KEY (id) SPANS S WINDOW0, %]

. . . . COOCCURS (id) AND Sa(id) WINDOW [0, €']
is a logical consequence of the explicit stream constraints (namely )

those which state thad is a primary key, stream key, and foreign
key within a five-second window) and thus can be used for query hold in S; for e > 6 > €. Note that the third required con-
optimization. straint is only implied in our running example by stating, e.g., that
Existing theories on temporal integrity constraints do not allow :E:{eth'ZFOIR:y ZrclekgtNaEr?\zl;s,e;EdmEs?tléiysféc:rr:ilgﬁse}rretﬁ{an%aart]ghin
constraints expressive enough to capture the properties of dat?%‘YN-ACK gcket 9
streams needed to enable the desired query rewrites. The strea P ’

integrity constraints defined in this section are based on a novelun- PROOF Having two tuples that satisfy the first selection condi-
derlying constraint theory developed in this paper. The proposed tion, theirid attribute values must be the same due to the first con-
theory overcomes the shortcomings of existing temporal constraint straint as« > 4. On the other hand, two packets that agree on the
theories, in particular their inability of expressing powerful equa- id attribute and thus satisfy the second selection condition, must,
tional constraints needed to captsteeam keysnd othemwindow- by the second and third constraints, also satisfy the first selection
basedstream constraints. Our solution is based on a combination condition, in particular the window condition s> ¢'. [

of a powerful logic for linear time, S1S [6], and generalized full de-
pendencies, both tuple- and equality-generating [7]. A major con-
tribution of this paper is showing that the combined theory is still
decidable and that the complexity of the logical implication prob-

In our running examples’ = 5 in the COOCCURBause be-
tween theSYN and SYN-ACK streams, and’ = 10 in the
COOCCURSause between thg®YN-ACK andFIN streams. Fur-
thermore,e = 15 in both casesif is a key within a 15-second
3\We slightly abuse the DDL syntax here to be able to talk abput ~ Window). Therefore, the above rewriting is valid only if the values

dividual constraints holding on a stream rather than about the com- of ¢ in the join and anti-join predicates of the original query are
plete specification for that stream. between 5 and 15, and between 10 and 15, respectively.




4.2 Join Elimination above rewriting, the join attributiel is a primary key, therefore
The join/anti-join elimination rules are used to completely re- V' (S1,id) = |S1| andV (S3,id) = |S2|. Moreover,id anda are
move the join/anti-join from the query and replace it by an arith- foreign keys, therefore the assumption of containment of value sets
metic expression that involves independent counts over the in- Needed for the above formula to hold is satisfied. Hence, the size
volved streams. Note the crucial use of the conceptuattribute ~ Of the above join isnin(| 51|, |S2|).
in the integrity constraints enabling this rewrite.
The jo_in eIimi_nation rule reads as follows. L€t € a be a set 4.3 Anti-Join Elimination
of grouping attributes appearing in both and S. (note thatG

is empty in our motivating example). Sinég is the identifier Similarly to thejoin casewe can treat anti-joins:

attribute, it functionally determiness, and therefore tuples froi, SELECT  th, G, count(*) as cnt
and S, that join onid belong to the same group. LetG) be a FROM S1
predicate that enforces that the values of each grouping attribute in ~ WHERE NOT EXISTS
G are equal inS1 andS2. The query ( SELECT *
FROM S»
SELECT tb, G, count(*) as cnt WHERE S, .id= Ss.id )
FROM 51, 82 GROUP BYS,.tme/ & as th, G
WHERE Sl.ld: SQ.|d .
GROUP BYS).ime/ k as tb, G rewrites to

SELECT tb, G, sl.cnt-s2.cnt as cnt

rewrites to FROM ( SELECT th, G, count(*) as cnt
SELECT tb, G, min(sl.cnt,s2.cnt) as cnt FROM S1
FROM ( SELECT th, G, count(*) as cnt GROUP BY time/k as th, G ) si,
FROM S1 ( SELECT th, G, count(*) as cnt
GROUP BY time/k as th, G ) s1, FROM So
( SELECT th, G, count(*) as cnt GROUP BY time/k as tb, G ) s2
FROM So WHERE sl.tb=s2.tb AND p(G) AND
GROUP BY time/k as th, G ) s2 sl.cnt-s2.cnt>0

WHERE sl.tb=s2.tb AND p(G) AND

with a boundary error bounded byk (again, assuming uniformit
min(s1.cnt,s2.cnt)>0 Yy yk (ag g y

overk time units) if the following constraints hold

with a boundary error bounded ky'k (assuming uniformity of DEFINE STREAMS: (

packet arrival ovek time units) if the following constraints hold PRIMARY KEY (id)
)

DEFINE STREAMS, ( DEFINE STREAMS; (

PRIMARY KEY (id) PRIMARY KEY (id)

) FOREIGN KEY (id,a) REFERENCES S (id,a)
DEFINE STREAMS, (

. WINDOW—e¢, 0]
PRIMARY KEY (id) )
FOREIGN KEY (id,a) REFERENCES S,(id,a)
WINDOW—¢, 0] PROOF. Sincethead attribute is a key for both streams, for each
) S1 tuple there is at most org;, and for eaclb, there is exactly one
PROOF Theid attribute is the key for both streanss andSa, Si tuple in the streams and thus the difference of the independent
thus there can be at most one pair of tuples that agreé ofThe counts is equal to the count of tuples in the set difference (note
inclusion dependency constraint postulates that there indeed musthat here we use theonceptualid attribute in a crucial way as
be exactly one such pair for each tuplesin(or S2). Thus the min- thereal attributes of tuples arriving on the streams do not have this
imal value of the independent counts is indeed equal to the countProPerty). The first aggregate subquery gives the exact count of the
of tuples in the result of the join. [J S1 tuples and the second one the count of matctinguples not

accounting for tuples within the lastime units. []

We reiterate that the boundary erroregk assumes that packets

on S; and S, arrive at a uniform rate throughout each window of
sizek. Given this assumption, only thosg -tuples which arrive

within the laste time units of the current window may have match-

ing S>-tuples that arrive in the next group-by window and therefore Note also that it is relatively easy to see that instances of streams

are not |ncluded_|n th_e count over the current window. Clearly, no that violate the integrity constraints make the above rewrites in-
bound can be given in the general case, where an adversary may - iq

send allS; -tuples without matching.-tuples near window bound-

aries. In practice, one way to eliminate this worst-case scenario is . i

to issue a set of queries that all count the number of packets on4.4  Multiple Streams and Complex Queries

each input stream, but whose group-by windows are offset from  \whjle the rules presented so far have been specified in terms

Note that the symmetric variant in the anti-join case is vacuous as it
implies that the result is empty (due to the constraint stating that for
everyS, tuple there must be at least one correspondinguple).

one another. o _ _ of two data streams, it is easy to extend the technique to mul-
We also note that the above rewriting is consistent with the tiple streams whose items refer to the same conceptual entities
well-known rule for estimating the cardinality of a join 6% and (otherwise there is little point of asking queries that correlate the

S> as max(wgf}i';i@'(s%m», whereV' (S, j) denotes the number  streams). Using a natural inductive argument, the rewrites can be

of distinct values of the join attributg in table S [12]. In the extended to queries of the form




SELECT tb, count(*) as cnt
FROM Q'
GROUP BYS,.time/ k as tb

(8]

m_ original

»
(3]

E-N

whereQ’ is an arbitrary combination of joins and anti-joins over

a finite set of input streams, such that the integrity constraints re-
quired by the atomic rewrites in Sections 4.1-4.3 are satisfied for
each operator ii§)’. This allows applying the rules top-down, ul-
timately eliminating all joins and anti-joins. As the integrity con-
straints are preserved under common join reordering, we are not
restricted to searching for a particular plan €@f to perform the
rewriting.

w
o

w

10% sampling

//c sampling

V / rewritten
—

_k
- U N
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CPU utilization (percent)
N
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o

Example 4 The rewrite used in our example in Section 2 uses the
composition ofwindow predicate eliminatigroin eliminationand slow fast
anti-join eliminationtransformations.

In practice, however, the rules should be integrated in a DSMS Figure 1: CPU utilization measurements

query optimizer, where their application will be determined by the

optimizer’s search strategy and cost model.

the relative error of independent counting versus joining sampled
streams. In practice, this error is small and can be estimated via
profiling and incorporated into the application logic. For instance,

. we found that only approximately 2 percent of TCP connections in
5.1 Setting the tested packet stream were longer than 15 seconds; this obser-
We now present experimental results to illustrate the efficiency vation is consistent with recent work on modeling TCP traffic [22].

and accuracy of our rewrite rules in a practical setting. We used Therefore, the application should not report a possifél flood
Gigascope to test four versions of the running example from Sec- attack unless the number of missif¢iNs is significantly higher
tion 2, using default settings for Gigascope system parameters suctthan 2 percent.
as hash table sizes. The four queries are: the original version with We summarize our findings as followsn order to match the
a join and anti-join, the original version over sampled inputs with efficiency of the rewritten query, the original query requires a sam-
sampling rates of 1 or 10 percent, and our rewritten version, which pling rate of less than one percent. However, once the sampling
counts the total number &YNs, SYN-ACKs andFINs in each rate drops to ten percent, the original query is already less accu-
5-minute interval. For brevity, we omit the results of experiments rate than the rewritten query.
with other types of queries listed in the Introduction (e.g., DNS or
HTTP requests and responses) as the results were similar. In or-5-2 Results
der to maximize the accuracy of the sampled queries, we instructed Figure 1 illustrates the CPU utilization over the slow and fast
Gigascope to perform per-connection rather than random samplingstreams. The rewritten query is the fastest, followed by the original
[24]. That is, if aSYN packet happened to be included in the sam- queries with 1 percent sampling, 10 percent sampling, and no sam-
ple, then the correspondir®YN-ACK andFIN packets (i.e., those  pling, respectively. On the slower stream, the rewritten query is ap-
having the same IP addresses and ports, and having timestampgproximately five times more efficient than the original query with-
within 5 or 10 seconds, respectively, of one another) were also in- out sampling, though both use less than one percent of the CPU.
cluded. However, the CPU usage of the original query grows to nearly 5
To ensure consistency across experiments, we captured one houpercent over the fast stream, which is roughly six times that of the
of IP packets from an AT&T data source and separately performed rewritten query (i.e., simple aggregation is more scalable than a
each experiment by replaying the captured stream. The aver-join). We hypothesize that the original query can be an order of
age data rate was approximately 100,000 packets/sec (about 400nagnitude slower than the rewritten query over very fast streams.
Mbits/sec) in each direction and the total number of packets in the In general, given that a DSMS is expected to run a large collection
captured data stream was over 700 million. In order to test the scal- of streaming queries, even using 5 percent of the CPU for a single
ability of our solution, we also created a faster stream by merging query may be excessive.
five copies of the captured IP trace and perturbing the IP addresses Next, we measured the errors incurred by the tested queries as
to ensure that there were five times as many TCP connections. Wecompared to the original query without sampling. Each variant
label the original trace “slow” and the merged trace “fast”. was tested with three time window sizes: 1 minute, 2 minutes,
The experiments were performed on a dual-core 3GHz Intel and 5 minutes. Intuitively, as the window size grows, the rewritten
Xeon server with 4Gb of RAM, running Linux 2.4.21. Two prop- query should be more accurate since there are fewer error-inducing
erties were measured: efficiency and accuracy. Since streamingboundaries (recall Section 2). Similarly, the original queries (with
queries continuously monitor their inputs, it does not make sense to sampling) should be more accurate over larger windows, which cor-
measure efficiency in terms of running time. Instead, we recorded respond to larger sample sizes. In either case, the window length
the total CPU time taken to process the one-hour trace and calcu-must be small enough (e.g., up to 5 minutes) in order to allow new
lated the average CPU utilization. In terms of accuracy, we report results (and alarms) to be generated in a timely manner.
the relative error of the result returned by each technique (i.e., the Figure 2 shows the ranges of relative errors (per window) over
number of TCP connections with missifigNs), as compared to  the one-hour packet trace. In all cases, more accurate results are
the original query with joins and no sampling. Technically, eventhe obtained over larger windows, as expected. Moreover, the rewrit-
original query incurs errors (e.g., due to TCP flows lasting longer ten query is more accurate than the 10-percent-sampled original
than 15 seconds), which we ignore since we are only interested inquery, and much more accurate than the 1-percent-sampled origi-

5. EXPERIMENTS



o5 39.1 33.7 303 tally ve_rified its advantages over current DSMS query optimization
strategies.
Integrity constraints for time-dependent data have been studied
in the area of temporal databases. For exanteteporal functional
- dependencielave been studied by Jensstral. [16] and extended
to accommodate granularities of time by Waetgal. [30] and Wi-
1 jsen [31]. The main goal of these approaches was to develop tools
+ for modeling of temporal databases, e.g., the ERVT data model [1]
that supports time-stamping and evolution constraints, 1S-A links,
{ I I and disjointness and covering constraints. However, none of these
I approaches provides constraints expressive enough to allow captur-
— + ing the properties of data streams enabling the rewrites proposed in
1min 2min 5min  1min 2min Smin  1min 2min 5min this paper. The underlying constraint theory is a combination of a
rewritten 10% sampling 1% sampling powerful logic for linear time, S1S [6], with generalized full de-
pendencies, both tuple- and equality-generating [7]. The technique
used to combine these theories is based, in pafaialog, ¢ [8].
Previous work on stream constraints includes the concept of join
referential integrity, which is similar to ol BOOCCURG&ause [4].
However, identifying higher-level entities across several streams,
which enables the rewrites proposed in this paper, was not dis-
¢ cussed. Furthermore, inference of constraints was not considered.
The (Anti-)Join-Count query rewriting rule proposed in this pa-
per rule is fundamentally different from aggregate-join pushdown
rules proposed, e.g., by Paulley&Larson [23], Guetaal. [14],
Srivastavaet al. [25], or DeHaaret al. [11]: all the above use func-
tional dependencies (under constraints with varying expressive-
ness) to identify whether a subquery of a join functionally deter-
mines all grouping attributes. This allows commuting the grouping-
aggregation with the join. In our approach, the join operation is
completely eliminated (replaced with a scalar operation) based on
an inclusion dependency. Note also that the groups in our case are,
in general, not functionally determined by either of the join sub-

20

15

10

Relative error (percent)

Figure 2: Accuracy measurements

nal query, both in absolute terms and in terms of the variance in the
approximation error.

Notably, the error in the rewritten query is roughly an order o
magnitude below the upper bound ©ft described in Section 4.
Here,e = 15 seconds and is 1, 2, or 5 minutes, giving upper
bounds of25, 12.5, and5 percent, respectively. On the other hand,
the results in Figure 2 show that the approximation error of the
rewritten query does not exceéd 1.5, and0.5 percent, respec-
tively. There are two main reasons why the boundary errer/ bf
is a loose upper bound.

First, the upper bound assumes that all TCP connections are
seconds long. That is, ar§¥N packet that arrives withia sec-
onds before the end of a window is assumed to have a matching
FIN packet in the next window, thereby causing a boundary er- .
ror. This is not true in our data set. In fact, we observed that for queries. . . .
most time windows of size between one and 5 minutes, at least two Eff|C|ent.tec‘hn|ques for evaluating joins over streaming data ha\(e
thirds of the TCP connections were one or two seconds long. Fur- begn StUd'.eq in the past [13, 19' 28]' Our solutllons aim at elimi-
thermore, at least 90 percent of connections were at most 5 second atlr_lg the jons altogether. At gigabit speeds, this may be the only
long. Given this distribution of TCP flow lengths, we can tighten 'easible option. o
the error bounds by assuming that two thirds of the connections are Als_o, the proposed t_echnlqug is complementary to the wor_k on
exactly 2 seconds long).9 — %) of the connections are exactly 5 optlm!;athn of streaming queries, baseq, e.g., on rate of delivery
seconds long, and the remaining ten percent are exactly 15 secondgz]' qtlllz_atlon of resources 3, 26].‘ or ql.Ja"ty of service [27]’ as the
long. Hence, all the two-second connections that start in the last appllcatlon of the proposed optimization rules can be' integrated
two minutes before the end of a window have matcHfitigs in the with an appropriate search strategy and a cost function in the query

next window, and so on. Given a window of sizethe proportion ~ OPtimizer.
of connections causing boundary errors is:
(5 x2) +((0.9— §) x 5) + (0.1 x 15) 7. CONCLUSIONS
w In this paper, we developed rewriting techniques that eliminate
Thus, the revised bounds &, 3.3, and1.3 percent for window  joins from streaming aggregation queries in the presence of appro-
sizes ofl, 2, and5 minutes, respectively. priate integrity constraints. We defined a theory in which various

The above numbers are still higher than the observed error constraints may be expressed, presented a suite of rewrite rules, and
bounds. Most of the remaining discrepancies between the predictedshowed the advantages of our solution in a real-world setting.
and observed errors may be explained as follows. Some missing An interesting direction of future work is to analyze errors due to
FINs from a particular time window (that arrive in the next win- ~approximate satisfaction of constraints (e.g., as already mentioned,
dow) are “canceled out” by superfluoBtNs that arrived earlierin ~ some TCP flows last longer than 15 seconds), and their propaga-

this window (and belong to connections from a previous window). tion during query transformation, based on logical inference. We
are also interested in expanding our constraint theory to find other

types of useful rewritings. One example involves counting out-of-
6. RELATED WORK order packets and retransmissions in IP traffic streams. Rather than
The optimization framework presented in this paper generalizes performing an explicit self-join and looking for multiple copies of
those of Kompellaet al.[20] and Wanget al.[29], who propose the same packet, we want to formalize the necessary conditions
to monitor the difference between the numbeiSyNs andFINs and transformation rules for answering these types of queries using
in order to detect denial-of-service attacks. We have formalized aggregation alone, e.g., by countiggpsbetween the sequence
this idea, showed how to integrate it into a DSMS, and experimen- numbers of consecutive packets.
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APPENDIX

A. DECIDABILITY AND COMPLEX-
ITY OF STREAM INTEGRITY CON-
STRAINTS
For a fixed theory of linearly ordered time we define stream con-
straints as follows:

Definition 5 (Constraints) Let R1,..., Rk, S1,..., Si be predi-
cate symbols (not necessarily distinct), v and v’ conjunctions of
atomic equalities, and ¢ and ' formulas in the theory of time. We
define stream integrity constrainte be formulas of the form:

VEVx.R1(t1,%x1) A .o . A Ri(tr, X)) A e A hx

2

fory: U...Uy; € X = Xi1...Xg vectors of data variables,
t = {t1,...,tx}, andt’ = {t1,...,t;} to be time variables. The
subscripts of the ¢ and 1) formulas in the constraints indicate the
sets of allowable free variables in these formulas.

Ht/.d)é,t/ AS1(tL,y1) Ao ASi(t, y1)
!

U

Pt

Given a finite set of constraints X and a constraint C, an implica-
tion problemX = C is a question whether C' is true in all models
of ¥.

The above constraints can be thought oftea®poralvariants of
functional dependencies and inclusion dependencies. Note how-
ever, that the temporal part of the constraints can use arbitrarily
complex formulae in the theory of time—this arrangement makes
this approach much more expressive than virtually any temporal in-
tegrity constraints proposed in the literature so far [5, 9, 16]. We



also allow combining right hand sides of constraints with the same Theorem 9 Let X be a set of constraints and C' a constraint over

antecedent by conjunction; this is mere syntactic convenience. the schema o. Then ¥ |= C'ifand only if AUX% , USAT 4 (2)U
The constraints present in our running example are shown in Fig- {NSAT(C)} is not satisfiable.

ure 3 (we omit the external universal quantifiers). They specify that .

(i-iii)) the virtual attributeid is atruekey of each sub-stream, (iv-v) PROOF. Consider first that  AUX3 ., U SATa (%) U

id is aforeignkey, (vi-vii) ip is a key within 15-second windows, ~ {NSAT(C)} is satisfiable and thus has a model T with a

and (viii-ix) FIN packets arrive within 10 seconds after the corre- domain domr. In T, the propositions E*” define an equivalence

spondingSYN-ACK packet, andbYN-ACK packets arrive within
5 seconds after the correspondBgN packet.

A.1 Correspondence Theorem

First we show how to convert a logical implication problem for
stream constraints to a decision problem in the underlying theory
of time. We need several (technical) definitions to simulate the

relation on Ac. We designate a canonical valuefor each of the
equivalence classes. We say that a substitution 6 is canonicalif it
only uses canonical values in Ac.

Now we construct a structure M as follows:

R;(t,x0) is truein M <
R¥®(t) is true in T for @ canonical and ¢ € domy-.

effects of the data values in the constraints. In particular, for every 1 js easy to verify that M = X, assuming otherwise leads to a

predicate symbaR (¢, x) and every substitutiopa/x] of constants
in A for the variablesx we define a unary predicate symtiit(t);
the collection of these unary predicates represétitsx) in the
result of the transformation.

Definition 6 Let o be a schema and A a finite set of constants. We
define

o(A) = {R*(t) : R(t,x) € o,a € A}
AUX% — {Eyz,a7 Ea,b - ]_Eb,a7 Ea,b A Eb,c _ Ea,c,

Vt.E® — (R*®P(t) — R (1)) :
a,b,c € A, R2*P R3 ¢ o(A)}.

The additional propositionE®® simulate the effects of equality in

the original formulae: whenever constantandb are forced to be

equal in a model of the original constraints, e.g., as a consequenc

of a functional dependency, the propositiBfi® is true in the cor-
responding model on the transformed theory. TheAdéK9 cap-

tures the interactions between fi&® propositions and the remain-
der of the translation. The symbols defined above are used to trans

form constraints in the constraint thedtyas follows:

Definition 7 Let C be a constraint, A a finite set of constants, and
0 is a substitution for variables x with values from A. We define

CO=VERT (1) Ao AR (1) A e A (10)
Ft by o ASTH(EL) AL A STH(E)

— 4 (¥ih)
@

where (1)x6) is the formula v in which each atomic subformula
x; = x; is replaced by a proposition E*i%%i% and RXY, S;g €
o(A) are unary predicates in the theory of time.

Given a theory ¥ for the schema o, we define a set of formulas

SATA(X) ={C0 : C € X, 0 asubstitution
for x with values fromA}.

For an implication problent = C, the consequent’ is trans-

formed into a contrapositive form by Skolemizing all quantifiers

over data variables as follows:

Definition 8 Let C' be a constraint and {z1,...,z} the set of
(universally quantified) data variables in C'. We define Ac to be
the set {au, . . ., ax} of distinct constants and

NSAT(C) = —|(C[04/$1, .. .,ak/xk]).

This way¥ = C is transformed to a corresponding satisfiability

problem in the theory of time.

contradiction with T |= AUX% , USAT 4. (X). However, M [~
C' as otherwise we would have T' |= NSAT(C)).

For the converse, consider a structure M such that M = ¥ and
M (= C. Then, for C' to be falsified, there must be a substitution
[a1/x1,...,ar/zi] that makes the precondition of C' true and the
consequent false in M. Let A = {a1,...,ax} and substitutions
range over A. We construct a structure T' setting

RY(t)istruein T <= M = R(t,x0) is true in M

for 6 a substitution and t € domj;. We also make E** true and
E% q # b, false in T fora,b € A. ThenT }= AUXY , (triv-
ially) and T |= SAT 4. (X) since falsifying C;60 € SAT s, (X)
would also falsify M = C;. T |= NSAT(C) follows from the
construction. []

eAUX‘,}c U SAT 4 () U {NSAT(C)} is a monadic formula in

the theory of time (with one quantifier alternation in addition to
alternations present in the temporal parts of the constraints). Hence,
using [6], we have:

Corollary 10 Let the theory of time be the theory of one successor
function (S1S). Then the logical implication problem is decidable.

PROOF Immediate by observing that the second-order exis-
tential closure of the conjunction of formulas in AUX%_ U
SAT 4, (2) U{NSAT(C)} is a SIS sentence. [

The choice of a very powerful logic to serve as the basis for reason-
ing about time in the proposed stream constraints allows the user
to specify (non first-order) properties of data streams, e.g., peri-
odic events [18], time granularities [5], etc., in addition to the more
common temporal keys and functional dependencies [31].

A.2 Complexity of Reasoning

In general, the constraints imposed on the temporal dimension
can be arbitrary complex S1S formulas, yielding a (tight) non-
elementary complexity bound even for deciding satisfiability of a
single constraint. However, the size of individual constraints is
fixed for the translations of streaming constraints and therefore we
are mainly concerned with thimber of constrainteesulting from
theinstantiationby Skolem constants:

Lemma 11 The size of AUX% , USAT 4, (X) U {NSAT(C)} is
exponential in the (maximal) number of variables in a constraint C'
and polynomial in the number of constraints.

Thus, following the standard construction of a Buichi automaton [6]
for S1S and assumingpnstanisize of the automata for the individ-

ual constraints, we end with an automaton roughly exponential in
the size of the constraint theory. This is no worse than other schema



(Z) SYN(tl,i,CM)/\SYN(tz,i,az) — a1 =as Nt = t2

( Z) SYN-ACK(tl,i, al) N SYN-ACK(tQ,i, ag) — a1 = a2 Nt = t2

(ZZZ) F|N(t1,’i,a1)/\F|N(t2,i,a2)—>a1 =ag ANt1 =12

(iv) SYN(M7 7, a1) A SYN-ACK(tz, i,az) — a1 =az Nte > t1

(’U) SYN-ACK(tl,i, al) A FIN(tQ, i, az) — a1 =az2 Nt2 > 11

( l) SYN(tl, i1, a) A SYN-ACK(tQ, 2, a) N (tQ > tl) N (tQ —t1 < 15) — i1 = 19
(vid SYN-ACK(th’h,a) A F|N(t2,i2,a) AN (t2 > tl) A (tz —t1 < 15) — 11 = 12
('UZZZ) |:|N(231,7:7 a) — HtQ.SYN-ACK(tQ,i, a) A (t1 > tz) A (t1 — 12 < 10)

(w) SYN-ACK(h7 i,a) — EItQ.SYN(t27Z'7 a) AN (tl > t2) AN (tl —t2 < 5)

Figure 3: Constraints present in and across th&SYN, SYN-ACK, and FIN sub-streams.

languages proposed for database systems. Note also that logi-
cal implication for the theory of full dependencies combined with
functional dependencies alone, a non-temporal sub-theory of our
constraint theory, is already EXPTIME-complete [7] and the tem-
poral sub-theory, restricted to universally-quantified Horn clauses
(Datalog s) is PSPACE-complete [8].



