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Abstract

The widespread use of the World Wide Web and related
applications places interesting performance demands on
network servers. Theability to measure theeffect of these
demands isimportant for tuning and optimizing the vari-
ous software components that make up a Web server. To
measure these effects, it is necessary to generate realistic
HTTPclient requests. Unfortunately, accurate generation
of such traffic in a testbed of limited scope is not trivial.
In particular, the commonly used approach is unable to
generate client request-rates that exceed the capacity of
the server being tested even for short periods of time.
This paper examines pitfals that one encounters when
measuring Web server capacity using a synthetic work-
load. We propose and evaluate a new method for Web
traffic generation that can generate bursty traffic, with
peak |oads that exceed the capacity of the server. Finally,
we use the proposed method to measure the performance
of aWeb server.

1 Introduction

The explosive growth in the use of the World Wide Web
has resulted in incressed load on its constituent net-
works and servers, and stresses the protocols that the
Web isbased on. Improving the performance of the Web
has been the subject of much recent research, address-
ing various aspects of the problem such as better Web
caching [5, 6, 7, 23, 31], HTTP protocol enhancements
[4, 20, 25, 18], better HTTP servers and proxies[2, 33, 7]
and server OS implementations[16, 17, 10, 24].

To date most work on measuring Web software perfor-
mance has concentrated on accurately characterizing Web
server workloads in terms of request file types, transfer
sizes, locality of reference in URLSs requested and other
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related statistics [3, 5, 6, 8, 9, 12]. Some researchers
havetried to eval uate the performance of Web servers and
proxiesusing real workloadsdirectly [13, 15]. However,
this approach suffers from the experimental difficulties
involved in non-intrusive measurement of a live system
and theinherent irreproducibility of live workloads.

Recently, there has been some effort towards Web
server evauation through generation of synthetic HTTP
client traffic, based on invariants observed in real Web
traffic[26, 28, 29, 30, 1]. Unfortunately, there are pitfalls
that arisein generating heavy and realistic Web traffic us-
ing alimited number of client machines. These problems
can lead to significant deviation of benchmarking condi-
tionsfrom redity and fail to predict the performance of a
given Web server.

InaWeb server eval uation testbed consisting of asmall
number of client machines, itisdifficult to simul ate many
independent clients. Typically, aload generating scheme
isused that equates client load with the number of client
processes in the test system. Adding client processes is
thought to increase the total client request rate. Unfortu-
nately, some peculiarities of the TCP protocol limit the
traffic generating ability of such anaive scheme. Because
of this, generating request rates that exceed the server’s
capacity isnontrivia, leaving the effect of request bursts
on server performance unevaluated. In addition, a naive
scheme generates client traffic that haslittle resemblance
in its tempora characteristics to real-world Web traffic.
Moreover, thereare fundamental differences between the
delay and loss characteristics of WANs and the LANS
used in testbeds. Both of these factors may cause certain
important aspects of Web server performance to remain
unevaluated. Finally, care must be taken to ensure that
limited resources in the smulated client systems do not
distort the server performance results.

In this paper, we examine these issues and their effect
on the process of Web server evaluation. We propose
a new methodology for HTTP request generation that
complements the work on Web workload modeling. Our
work focuses on those aspects of the request generation



method that areimportant for providing a scalable means
of generating realistic HTTP requests, including peak
loads that exceed the capacity of the server. We expect
that this request generation methodol ogy, in conjunction
with a representative HTTP request data set like the one
used in the SPECWeb benchmark [26] and a representa-
tivetemporal characterization of HTTP traffic, will result
in a benchmark that can more accurately predict actual
Web server performance.

Therest of thispaper isorganized asfollows. Section 2
givesabrief overview of thedynamicsof atypical HTTP
server running on a Unix based TCP/IP network sub-
system. Section 3 identifies problems that arise when
trying to measure the performance of such a system.
In Section 4 we describe our methodology. Section 5
gives a quantitative evaluation of our methodology, and
presents measurements of a Web server using the pro-
posed method. Finally, Section 6 covers related work
and Section 7 offers some conclusions.

2 Dynamicsof an HTTP server

In this section, we give a brief overview of the working
of atypical HTTP server on a machine with a Unix-
based TCP/IP implementation. The description provides
background for the discussion in the following sections.
For simplicity, wefocusour discussiononaBSD [14, 32]
based network subsystem. The working of many other
implementations of TCP/IP, such as those found in Unix
System V and Windows NT, issimilar.

IntheHTTP protocol, for each URL fetched, abrowser
establishes a new TCP connection to the appropriate
server, sends a request on this connection and then reads
the server’s response!. To display atypical Web page, a
browser may need to initiate several HTTP transactions
to fetch the various components (HTML text, images) of
the page.

Figure 1 shows the sequence of events in the connec-
tion establishment phase of an HTTP transaction. When
starting, a Web server process listens for connection re-
guestson a socket bound to awell known port—typically
port 80. When a connection establishment request (TCP
SYN packet) from a client is received on this socket
(Figure 1, position 1), the server TCP responds with a
SYN-ACK TCP packet, creates a socket for the new, in-
complete connection, and places it in the listen socket’s
SYN-RCVD queue. Later, whentheclient respondswith
an ACK packet to the server’'s SYN-ACK packet (posi-
tion 2), the server TCP removes the socket created above
from the SYN-RCVD queue and places it in the listen
socket’s queue of connections awaiting acceptance (ac-

IHTTP 1.1 supports persistent connections, but most browsers and
serverstoday do not use HTTP 1.1.
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Figure 1: HTTP Connection Establishment Timeline

cept queue). Each time the WWW server process ex-
ecutes the accept() system cal (position 3), the first
socket in the accept queue of thelisten socket isremoved
and returned. After accepting a connection, the WWW
server—either directly or indirectly by passing this con-
nection to ahel per process—readsthe HT TP request from
the client, sends back an appropriate response, and closes
the connection.

In most Unix-based TCP/IP implementations, the ker-
nel variable somaxconn limits the maximum backiog
on a listen socket. This backlog is an upper bound on
the sum of the lengths of the SYN-RCVD and accept
gueues. Inthe context of the discussion above, the server
TCP drops incoming SYN packets (Figure 1, position
1) whenever this sum exceeds a value of 1.5 times the
backlog?. When the client TCP misses the SYN-ACK
packet, it goes into an exponential backoff-paced SYN
retransmission mode until it either receives a SYN-ACK,
or its connection establishment timer expires®.

The average length of the SYN-RCVD queue depends
on theaverage round-tripdel ay between theserver and its
clients, and the connection request rate. Thisisbecausea
socket stays onthisqueuefor aperiod of timeequa tothe
roundtripdelay. Long round-tripdelaysand high request
ratesincreasethelength of thisqueue. Theaccept queue's

?In the System V Release 4 flavors of Unix (e.g. Solaris) this sum
islimited by 1 x backlog rather than 1.5 x backlog.

34.4BSD’s TCP retransmits at 6 seconds and 30 seconds after the
first SYN is sent before finally giving up at 75 seconds. Other TCP
implementationsbehave similarly.



average length depends on how fast the HTTP server
process cals accept(), (i.e, the rate at which it serves
requests,) and the request rate. If a server isoperating at
itsmaximum capacity, it cannot call accept() fast enough
to keep up with the connection request rate and the queue
grows.

Each socket’s protocol state is maintained in a data
structure called a Protocol Control Block (PCB). TCP
maintains a table of the active PCBs in the system. A
PCB iscreated when asocket is created, either as aresult
of asystem call, or as aresult of anew connection being
established. A TCP connection is closed either actively
by one of the peers executing a close() system call, or
passively as aresult of an incoming FIN control packet.
In the latter case, the PCB isdeall ocated when the appli-
cation subsequently performs a close() on the associated
socket. Intheformer case, aFIN packet issent to the peer
and after the peer's FIN/JACK arrives and is ACKed, the
PCB is kept around for an interval equal to the so-called
TIME-WAIT period of the implementation®. The pur-
pose of thisTIME-WAIT stateisto be able to retransmit
the closing process's ACK to the peer’'s FIN if the origi-
nal ACK getslost, and to alow the detection of delayed,
duplicate TCP segments from this connection.

A well-known problem exists with many traditiona
implementationsof TCP/IPthat limitsthethroughput of a
Web server. Many BSD based systemshave small default
and maximum values for somaxconn. Sincethisthresh-
old can be reached when the accept queue and/or the
SYN-RCVD queuefills, alow value can limit throughput
by refusing connection requests needlessly. Asdiscussed
above, the SYN-RCV D queue can grow because of long
round-trip delays between server and clients, and high
request rates. If the limit is too low, an incoming con-
nection may be dropped even though the Web server may
have sufficient resources to process the request. Evenin
the case of along accept queue, it is usualy preferable
to accept a connection, unless the queue already con-
tains enough work to keep the server busy for at least the
client TCP'sinitial retransmissioninterval (6 secondsfor
4.4BSD). To address this problem, some vendors have
increased the maximum vaue of somaxconn and ship
their systems with large maximum values (e.g. Digita
Unix 32767, Solaris 1000). 1n Section 3, we will see how
thisfact interacts with WWW request generation.

4ThisTIME-WAIT period should be set equal to twicetheMaximum
Segment Lifetime (MSL) of a packet on the Internet (RFC 793[21]
specifiesthe MSL as 2 minutes, but many implementations use a much
shorter value.)

3 Problemsin Generating Synthetic
HTTP requests

This section identifies problemsthat arise when trying to
measure the performance of a\Web server, using atestbed
consisting of a limited number of client machines. For
reasonsof cost and ease of control, onewouldliketouse a
small number of client machines to simulate alarge Web
client population. We first describe a straightforward,
commonly used scheme for generating Web traffic, and
identify problemsthat arise.

Inthesimplemethod, aset of N Web client processes®
execute on P client machines. Usualy, the client ma-
chines and the server share a LAN. Each client process
repeatedly establishesaHTTP connection, sendsaHTTP
request, receives the response, waits for a certain time
(think time), and then repeats the cycle. The sequence of
URLSs requested comes from a database designed to re-
flect redlistic URL request distributions observed on the
Web. Think times are chosen such that the average URL
request rate equals a specified number of requests per
second. N istypicaly chosen to be as large as possible
given P, so asto allow ahigh maximum request rate. To
reduce cost and for ease of control of the experiment, P
must be kept low. All the popular Web benchmarking
efforts that we know of use a load generation scheme
similar to this[26, 28, 29, 30].

Severa problems arise when trying to use the sm-
ple scheme described above to generate realistic HTTP
requests. We describe these problems in detail in the
following subsections.

3.1 Inability to Generate Excess Load

IntheWorld WideWeb, HTTPrequestsaregenerated by a
huge number of clients, where each client hasathinktime
distribution with large mean and variance. Furthermore,
thethink timeof clientsisnot independent; factorssuch as
human user’s deep/wake patterns, and the publication of
Web content at schedul ed times causes high correl ation of
client HTTP requests. Asaresult, HTTP request traffic
arriving at a server is bursty with the burstiness being
observable at several scaes of observation [8], and with
peak rates exceeding the average rate by factors of 8 to
10 [15, 27]. Furthermore, pesk request rates can easily
exceed the capacity of the server.

By contrast, in the simple request generation method,
a smal number of clients have independent think time
distributionswith small mean and variance. Asaresult,
the generated traffic has little burstiness. The simple
method generates a new request only after a previous

5n this discussionwe use the terms client processesto denoteeither
client processesor client threads, asthisdistinction makesno difference
to our method.



request is completed. This, combined with the fact that
only a limited number of clients can be supported in a
small testbed, implies that the clients stay essentialy in
lockstep with the server. That is, the rate of generated
requests never exceeds the capacity of the server.
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Figure 2: Request Rate versus no. of Clients

Consider a Web server that is subjected to HTTP re-
guests from an increasing number of clientsin atestbed
using the smple method. For simplicity, assume that the
clients use a constant think time of zero seconds, i.e,
they issue a new request immediately after the previous
request is completed. For small document retrievals, a
small number of clients (3-5 for our test system) are suf-
ficient to drive the server at full capacity. If additional
clients are added to the system, the only effect is that
the accept queue at the server will grow in size, thereby
adding queuing delay between the instant when a client
sees a connection as established, and the time at which
the server accepts the connection and handlestherequest.
This queuing delay reduces the rate at which an individ-
ual client issues requests. Since each client waits for a
pending transaction to finish before initiating a new re-
guest, the net connection request rate of all the clients
remains equa to the throughput of the server.

Aswe add still more clients, the server’s accept queue
eventudly fills. At that point, the server TCP starts to
drop connection establishment requests that arrive while
the sum of the SYN-RCVD and accept queues is at its
limit. When this happens, the clients whose connection
requests are dropped go into TCP's exponentia backoff
and generate further requests a a very low rate. (For
4.4BSD based systems thisis 3 requests in 75 seconds.)
Thebehavior isdepictedin Figure2. The server saturates
at point A, and then the request rate remains equal to the
throughput of the server until the accept queue fills up

(point B). Thereafter therateincreases asinthesolid line
at 0.04 requests/second per added client.

To generate a significant rate of requests beyond the
capacity of the server, one would have to employ a huge
number of client processes. Suppose that for a certain
size of requested file, the capacity of a server is 100
connections/sec, and wewant to generaterequestsat 1100
requests/sec. One would need on the order of 15000
client processes ((1100—100)/(3/75)) beyond anumber
equa to the maximum size of the listen socket’s accept
gueue to achieve thisrequest rate. Recall from Section 2
that many vendors now configure their systems with a
large value of somaxconn to avoid dropping incoming
TCP connections needlesdy. Thus, with somaxconn =
32767, weneed 64151 processes (1.5 x 32767+ 15000) to
generate 1100 requests/sec. Efficiently supporting such
large numbers of client processes on a small number of
client machines is not feasible.

A real Web server, on the other hand, can easily be
overloaded by the huge (practically infinite) client pop-
ulation existing on the Internet. As mentioned above, it
isnot at all unusua for a server to receive bursts of re-
guests at rates that exceed the average rate by factors of
810 10. The effect of such burstsisto temporarily over-
load the server. It is important to evaluate Web server
performance under overload. For instance, it is a well
known fact that many Unix and non-Unix based network
subsystems suffer from poor overload behavior [11, 19].
Under heavy network load these interrupt-driven systems
can enter astate called receiver-livelock[ 22]. Inthisstate,
the system spends all its resources processing incoming
network packets (in thiscase TCP SY N packets), only to
discard them later because there is no CPU time left to
service the receiving application programs (in this case
the Web server).

Synthetic requests generated using the simple method
cannot reproduce the bursty aspect of red traffic, and
therefore fail to evaluate the behavior of Web servers
under overload.

3.2 Additional Problems

The WAN-based Web has network characteristics that
differ from the LANs on which Web servers are usu-
ally evaluated. Performance aspects of a server that are
dependent on such network characteristics are not eval-
uated. In particular, the smple method does not model
high and variable WAN del ays which are known to cause
long SYN-RCVD queues in the server’s listening socket.
Also, packet losses due to congestion are absent in LAN-
based testbeds. Maltzahn et a. [13] discovered a large
differencein Squid proxy performance fromtheidealized
numbers reported in [7]. A lot of this degradation is at-
tributed to such WAN effects, which tend to keep server



resources such as memory tied up for extended periods
of time.

When generating synthetic HTTP requests from a
small number of client machines, care must be taken
that resource constraintson the client machine do not ac-
cidentally distort the measured server performance. With
an increasing number of ssimulated clients per client ma-
chine, client side CPU and memory contention are likely
to arise. Eventudly, a point is reached where the bottle-
neck in aWeb transaction is no longer the server but the
client. Designers of commercial Web server benchmarks
have & so noticed this pitfall. The WebStone benchmark
[30] explicitly warns about this potential problem, but
gives no systematic method to avoid it.

The primary factor in preventing client bottlenecks
from affecting server performance resultsisto limit the
number of simulated clients per client machine. In ad-
dition, it isimportant to use an efficient implementation
of TCP/IP (in particular, an efficient PCB table[15] im-
plementation) on the client machines, and to avoid 1/0
operations in the simulated clients that could affect the
rate of HTTP transactionsin uncontrolled ways. For ex-
ample, writing logging information to disk can affect the
client behavior in complex and undesirable ways. We
will return to theissue of client bottlenecksin Section 4,
and show how to account for client resource constraints
in setting up atestbed.

4 A Scalable Method for Generating
HTTP Requests

Web Clients
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Figure 3: Testbed Architecture

In this section, we describe the design of a new method
to generate Web traffic. This method addresses the prob-
lems raised in the previous section. It should be noted
that our work does not by itself address the problem of
accurate simulation of Web workloads in terms of the
request file types, transfer sizes and locality of reference
in URLSs requested; instead, we concentrate on mecha
nisms for generating heavy concurrent traffic that has a
temporal behavior similar to that of real Web traffic. Our
work isintended to complement the existing work done
on Web workload characterization [5, 6, 7, 23, 31], and
can easily be used in conjunction withit.

4.1 Basic Architecture

Thebasic architecture of our testbed isshowninFigure 3.
A set of P client machines are connected to the server
machinebeingtested. Each client machinerunsanumber
of S-Client (short for Scalable Client) processes. The
structure of a S-Client, and the number of S-Clients that
run on a single machine are critical to our method and
are described in detail below. If WAN effects are to be
evaluated, the client machines should be connected to
the server through arouter that has sufficient capacity to
carry the maximum traffic anticipated. The purpose of
the router isto ssimulate WAN delays by introducing an
artificial delay in the router’s forwarding mechanism.

4.2 S-Clients

A S-Client consists of apair of processes connected by a
Unix domain socketpair. One processinthe S-Client, the
connection establishment process, isresponsiblefor gen-
erating HTTP requests at a certain rate and with a certain
request distribution. After a connection is established,
the connection establishment process sends aHTTP re-
guest to the server, then it passes on the connection to the
connection handling process, which handles the HTTP
response.

The connection establishment process of a S-Client
works as follows: The process opens D connections to
the server using D socketsin non-blockingmode. These
D connection reguests are spaced out over 7' millisec-
onds. 7" isrequired to be larger than the maximal round-
trip delay between client and server (remember that an
artificial delay may be added at the router).

After the process executes a non-blocking connect()
to initiate a connection, it records the current time in a
variable associated with the used socket. 1n atight loop,
the process checks if for any of its D active sockets, the
connectioniscomplete, or if 7" milliseconds have el apsed
since a connect() was performed on this socket. In the
former case, the process sends a HTTP request on the
newly established connection, hands off this connection



Connection Establishment
Process

Pool of
Pending Connection
Requests

\ > timeo{Jt? \

(restart Ve
connection) 7/ \

AN

\
1
i ‘.
|\ Y
‘\ established? /I
(start new . /

connection) N

Unix Domain Socket

Connection Handling
Process

- < new connection?
7/ N
)
\ . 7
connection data? — b ——*
closed? ~——— data:

NN

Pool of active
connections

Figure4: A Scalable Client

to the other process of the S-Client through the Unix
domain socketpair, closes the socket, and then initiates
another connection to the server. In the latter case, the
process simply closes the socket and initiates another
connection tothe server. Noticethat closingthe socket in
both cases does not generate any TCP packets on the net-
work. In effect, it prematurely aborts TCP's connection
establishment timeout period. The close merely releases
socket resources in the OS.

The connection handling process of a S-Client waits
for 1) datato arrive on any of the active connections, or 2)
for anew connection to arrive on the Unix domain socket
connecting it to the other process. In case of new dataon
an active socket, it reads thisdata; if this completes the
server’'sresponsg, it closes the socket. A new connection
arriving at the Unix domain socket is simply added to the
set of active connections.

The rationale behind the structure of a S-Client is as
follows. Thetwo key ideas areto (1) shorten TCP's con-
nection establishment timeout, and (2) to maintain a con-
stant number of unconnected sockets (simulated clients)
that are trying to establish new connections. Condition
(2) is accomplished by using non-blocking connects and
closing the socket if no connection was established after
T seconds. The fact that the connection establishment

processtriesto establish another connectionimmediately
after a connection was established ensures condition (2).

The purposeof (1) isto alow the generation of request
rates beyond the capacity of the server with areasonable
number of client sockets. Its effect is that each client
socket generates SYN packets at arate of at least 1/7".
Shortening the connection establishment to 500ms by
itself would cause the system’s request rate to follow the
dashed linein Figure 2.

The idea behind (2) is to ensure that the generated
request rate isindependent of the rate at which the server
handles requests. In particular, once the request rate
matches the capacity of the server, the additional queuing
delaysin the server’s accept queue no longer reduce the
request rate of the simulated clients. Once the server's
capacity is reached, adding more sockets (descriptors)
increases therequest rate a 1/7" requests per descriptor,
eliminating the flat portion of the graph in Figure 2.

To increase the maximal request generation rate, we
can either decrease 1" or increase D. As mentioned be-
fore, T" must be larger than the maximal round-trip time
between client and server. Thisisto avoid the case where
the client aborts an incomplete connection in the SY N-
RCVD state at the server, but whose SYN-ACK from the
server (see Figurel) hasnot yet reached theclient. Given



avaueof 7', the maximum value of D isusualy limited
by OS-imposed restrictions on the maximum number of
open descriptorsin a single process. However, depend-
ing on the capacity of the client machine, it is possible
that one S-Client with a large D may saturate the client
machine.

Therefore, as long as the client machine is not satu-
rated, D can beaslarge asthe OS allows. When multiple
S-Clients are needed to generate a given rate, the largest
allowable value of D should be used, as this keeps the
total number of processes low, thus reducing overhead
due to context switches and memory contention between
the various S-Client processes. How to determine the
maximum rate that a single client machine can safely
generate without risking distortion of resultsdueto client
side bottlenecksis the subject of the next section.

43 Reguest Generating Capacity of a
Client Machine

As noted in the previous section, while evaluating a Web
server, it isvery important to operate client machinesin
load regionswherethey are not limiting the observed per-
formance. Our method for finding the maximum number
of S-Clientsthat can be safely run on a single machine—
and thus determine the value of P needed to generate a
certain request rate—isasfollows. Thework that aclient
machine has to do is largely determined by the sum of
the number of sockets D of all the S-Clientsrunning on
that machine. Since we do not want to operate a client
near its capacity, we choosethisvalue asthelargest num-
ber N for which the throughput vs. request rate curve
when using a single client machine is unchanged from
the same curve when using 2 client machines. The cor-
responding number of S-Clientswe need to useisfound
by distributingthese NV descriptorsinto as few processes
as the OS permits. We call the request rate generated by
these NV descriptors the maximum raw request rate of a
client machine.

It is possible that a single process's descriptor limit
(imposed by the OS) is smdler than the average num-
ber of simultaneous active connectionsin the connection
handling process of a S-Client. In this case we have
no option but to use a larger number of S-Clients with
smaller D values to generate the same rate. Dueto in-
creased memory contention and context switching, this
may actualy cause a lower maximum raw request rate
for aclient machine than if the OSlimit on the number of
descriptors per process was higher. Because of this, the
number of machines needed to generate a certain request
rate may be higher in this case.

44 Think Time Distributions

The presented scheme generates HTTP requests with a
trivial think timedistribution, i.e., it uses aconstant think
time chosen to achieve a certain constant request rate. It
is possible to generate more complex request processes
by adding appropriate think periods between the point
where a S-Client detects a connection was established
and when it next attempts to initiate another connection.
In thisway, any request arrival process can be generated
whose peak request rate is lower than or equa to the
maximum raw request rate of the system. In particular,
the system can be parameterized to generate self-similar
traffic [8].

5 Quantitative Evaluation

In this section we present experimental data to quantify
the problems identified in Section 3, and to evaluate the
performance of our proposed method. We measure the
request generation limitations of the naive approach and
evaluate the S-Client based request generation method
proposed in Section 4. We a so measure the performance
of aWeb server using our method.

5.1 Experimental Setup

All experimentswere performedin atestbed consisting of
4 Sun Microsystems SPARCstation 20 model 61 work-
stations (60MHz SuperSPARC+, 36KB L1, 1IMB L2,
SPECint92 98.2) as the client machines. The worksta-
tionsare equipped with 32MB of memory and run SUnOS
4.1.3.UL. Our server isadua processor SPARCStation
20 constructed from 2 erstwhile SPARCStation 20 model
61 machines. This machine has 64MB of memory and
runsSolaris2.5.1. A 155 Mbit/sATM local areanetwork
connects the machines, using FORE Systems SBA-200
network adaptors. For our HTTP server, we used the
NCSA httpd server software, revision 1.5.1. In our ex-
periments we used no artificial delay in the router con-
necting the clients and the server. We have not yet quan-
titatively evaluated the effect of WAN delays on server
performance.

The server’s OS kernel was tuned using Web server
performance enhancing tips advised by Sun. That is, we
increased the total pending connections (accept+SY N-
RCVD queues) limit to 1024 and decreased the TIME-
WAIT period to 3 seconds.

5.2 Reguest generation rate

The purpose of our first experiment is to quantitatively
characterize thelimitations of the simple request genera
tion scheme described in Section 3. Weran an increasing
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Figure 5: Request rate versus number of
clients

number of client processes distributed across 4 client ma-
chines. Each client triesto establish a HTTP connection
to the server, sends a request, receives the response and
then repeatsthe cycle. Each HTTP requestisfor asingle
file of size 1294 bytes. We measured the request rate
(incoming SY Ns/second) at the server.

Inasimilar test we ran 12 S-Clients distributed across
the 4 client machines with an increasing number of de-
scriptors per S-Client and measured the request rate seen
at the server. Each S-Client had the connection establish-
ment timeout period 7" set to 500ms. The same file was
requested as in the case of the smple clients.

Figure5 plotsthetotal connection request rate seen by
the server versus the total number of client processes for
the simple client test. Figure 6 plotsthe same metric for
the S-Client test, but with thetotal number of descriptors
in the S-Clients on the x-axis.

For the reasons discussed earlier, the simple scheme
generates no more than about 130 requests per second
(whichisthe capacity of our server for thisrequest size).
At thispoint, the server can accept connectionsat exactly
the rate at which they are generated. As we add more
clients, thequeuelength at theaccept queueof theserver’'s
listen socket increases and therequest rate remains nearly
congtant at the capacity of the server.

With S-Clients, the request rate increases linearly with
the total number of descriptors being used for establish-
ing connections by the client processes. To highlight the
difference in behavior of the two schemes in thisfigure,
we do not show the full curve for S-Clients. The com-
plete curve shows alinear increase in request rate al the

No. of Descriptors

Figure 6: Request rate versus number of de-
scriptors

way up to 2065 requests per second with our setup of
four client machines. Beyond this point, client capacity
resource limitations set in and the request rate ceases to
increase. More client machines are needed to achieve
higher rates. Thus we see that S-Clients enable the gen-
eration of request loads that greatly exceed the capacity
of the server. The generated load also scales very well
with the number of descriptors being used.

5.3 Overload Behavior of a Web Server

Being able to reliably generate high request rates, we
used the new method to evaluate how atypical commer-
cia Web server behaves under high load. We measured
the HTTP throughput achieved by the server in terms
of transactions per second. The same 1294 byte file as
before was used in thistest.

Figure 7 plots the server throughput versus the tota
connection request rate. As before, the server saturates
at about 130 transactions per second. Aswe increase the
request rate beyond the capacity of the server, the server
throughput declines, initially somewhat slowly, and then
more rapidly reaching about 75 transactions/second at
2065 requests/second. This fall in throughput with in-
creasing request rate is due to the CPU resources spent
on protocol processing for incoming requests(SY N pack-
ets) that are eventually dropped due to the backlog onthe
listen socket (the full accept queue).

The dlope of the throughput drop corresponds to about
325 usec worth of processing time per SYN packet.
While this may seem large, it is consistent with our ob-
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Figure 7: Web server throughput versus request rate

servation of the performance of a server system based
on a 4.4BSD network subsystem retrofitted into SUnOS
4.1.3_U1 on the same hardware.

Thislarge drop in throughput of an overloaded server
highlightsthe importance of evaluating the overload be-
havior of a Web server. Note that it is impossible to
evaluate this aspect of Web server performance with cur-
rent bench marks that are based on the simple scheme for
request generation.

5.4 Throughput under Bursty Conditions

In Section 3, we point out that one of thedrawbacks of the
naivetraffic generation scheme isthelack of burstinessin
therequest traffic. A burst inrequest ratemay temporarily
overload the server beyond its capacity. Since Figure 7
indicates degraded performance under overload, wewere
motivated to investigate the performance of aWeb server
under bursty conditions.

We configured a S-Client with think times values such
that it generates bursty request traffic. We characterize
the bursty traffic by 2 parameters, a) the ratio between
the maximum request rate and the average regquest rate,
and b) the fraction of time for which the request rate
exceeded the average rate. Whenever the request rate
is above the mean, it is equal to the maximum. The
period is 100 seconds. For four different combination of
these parameters we varied the average request rate and
measured the throughput of the server. Figure 8 plotsthe
throughput of the Web server versus the average request
rate. The first parameter in the label of each curve is
the factor @ above, and the second is factor b) above,

expressed as a percentage. For example, (6, 5) refersto
the case where for 5% of the time the request rate is 6
times the average request rate.

As expected, even a small amount of burstiness can
degrade the throughput of a Web server. For the case
with 5% burst ratio and peak rate 6 times the average,
the throughput for average request rates well below the
server’s capacity is degraded by 12-20%. In genera,
high burstiness both in parameter @) and in b) degrades
thethroughput substantially. Thisisto be expected given
thereduced performance of aserver beyond thesaturation
pointin Figure7.

Note that our workload only approximates what one
would see onthereal WWW. The point of thisexperiment
isto show that theuse of S-Clientsenablesthe generation
of request distributionsof complex nature and with high
peak rates. Thisis not possible using a simple scheme
for request generation. Moreover, we have shown that
the effect of such burstiness on server performance is
significant.

6 Redated Work

There is much existing work towards characterizing the
invariants in WWW traffic. Most recently, Arlitt and
Williamson [3] characterized several aspects of Web
server workloads such as request file type distribution,
transfer sizes, locality of reference intherequested URL s
and related statistics. Crovella and Bestavros [8] |ooked
at Sef-Similarity in WWW traffic. The invariants re-
ported by these efforts have been used in evaluating the
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performance of Web servers, and the many methods pro-
posed by researchers to improve WWW performance.

Web server benchmarking efforts have much more re-
cent origins. SGI's WebStone [30] was one of the earli-
est Web server benchmarks and is the de facto industry
standard, athough there have been severa other efforts
[28, 29]. WebStone isvery similar to the simple scheme
that we described in Section 3 and suffers from its limi-
tations. Recently SPEC has released SPECWeb96 [26],
which is a standardized Web server benchmark with a
workload derived from the study of some typical servers
on the Internet. The request generation method of this
benchmark is also similar to that of the simple scheme
and so it too suffers from the same limitations.

In summary, all Web benchmarks that we know of
evaluate Web Servers only by modeling aspects of server
workloadsthat pertain to request file types, transfer sizes
and locality of reference in URLs requested. No bench-
mark weknow of attemptsto accurately model the effects
of request overloads on server performance. Our method
based on S-Clients enables the generation of HTTP re-
quests with burstiness and high rates. It is intended to
complement theworkload characterization effortsto eval -
uate Web servers.

7 Conclusion

This paper examines pitfallsthat arise in the process of
generating synthetic Web server workloads in a testbed
consisting of a small number of client machines. It ex-
poses the limitations of the simple request generation
scheme that underlies state-of-the-art Web server bench-

marks. We propose and evaluate a new strategy that
addresses these problems using a set of specially con-
structed client processes. Initial experience in using this
method to evaluate a typical Web server indicates that
measuring Web server performance under overload and
bursty traffic conditionsgives new and important insights
in Web server performance. Our new methodology en-
ablesthe generation of realistic, bursty HTTP traffic and
thus the evaluation of an important performance aspect
of Web servers.

Sourcecodeand additional technical information about
S-Clientscan be found at http://www.cs.rice.edu/CS/
Systems/Web-measurement/.
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