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Abstract broader classes of errors, but do so at the cost of intro-

Faulty device drivers cause significant damage througilucing a CPU overhead in the order of 100% [4,9, 24].
down time and data loss. The problem can be mitigated AN alternative to fault detection and isolation is an im-
by an improved driver development process that guarproved driver development process that guarantees cor-
antees correctness by construction. We achieve this bfectness by construction. One way to achieve this is
synthesising drivers automatically from formal specifi- to synthesise device drivers automatically from a device
cations of device interfaces, thus reducing the impact ofpecification, thus reducing the impact of human error
human error on driver reliability and potentially cutting on driver reliability and potentially cutting down on de-
down on development costs. velopment costs. We have implemented a tool called Ter-
We present a concrete driver synthesis approach an@ite that does exactly that. Termite combines two formal
tool called Termite. We discuss the methodology, thespecifications: one describing the device’s registers and
technical and practical limitations of driver synthesis, behaviour, and one describing the interface between the
and provide an evaluation of non-trivial drivers for driver and the OS, to synthesise a complete driver imple-
Linux, generated using our tool. We show that the per-mentation in C. With Termite, the problem of writing a
formance of the generated drivers is on par with thecorrect driver is reduced to one of obtaining or develop-
equivalent manually developed drivers. Furthermorejng correct specifications.
we demonstrate that device specifications can be reused Separating device description from OS-related details
across different operating systems by generating a driveis a key aspect of our approach. It allows the people
for FreeBSD from the same specification as used fowith the most appropriate skills and knowledge to de-
Linux. velop specifications: device interface specifications can
be developed by device manufacturers, and OS interface
specifications by the OS developers who have intimate
knowledge of the OS and the driver support it provides.

Faulty device drivers are a major source of operating sys- [N & hand-written device driver, interactions with the
tem failures, causing significant damage through downdevice and with the OS are intermingled, leading to
time and data loss [10, 24]. A number of static [1, 3, 8] drlver_s that are hgrder to write anq harde_r to maintain.
and runtime [9, 12, 15, 16, 24, 28] techniques have beed€Mmite specmcatl.ons each deal with a single concern,
proposed to detect and isolate driver faults. These tecH2d thus can be simpler to understand and debug than a
niques, however, suffer from serious limitations. Exist- full-blown driver.

ing static analysis tools are capable of detecting a lim- Device interface specifications are independent of any
ited subset of errors, such as common OS API rule vioOS, so drivers for different OSes can be synthesised from
lations [1] and certain memory allocation and synchroni-2 single specification developed by a device manufac-
sation errors [8]. Stronger correctness properties, ssich durer, thus avoiding penalizing less popular OSes with
memory safety, race-freedom, and correct use of devic@0or-quality drivers. A further benefit of device and OS
interfaces, are currently beyond the reach of these tool$€paration is that any change in the OS need only be ex-

Runtime isolation architectures are capable of detectingréssed in the OS-interface specification in order to re-
generate all drivers for that OS. This is particularly in-
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partment of Broadband, Communications and the Digital Economy and the Austeresnng for LInUX, which frequently changes its device

tralian Research Council through the ICT Centre of Excellence program. driver interfaces from release to release.

1 Introduction



mailto:leonid.ryzhyk@nicta.com.au

Generating code from formal specifications reduces The rest of this paper is structured as follows. We start
the incidence of programming errors in drivers. Assum-with a high-level overview of the synthesis methodol-
ing that the synthesis tool is correct, synthesised codegy in[Section 2.| Section 3 describes the specification
will be free of many types of programming errors, in- language of Termite, while Section 4 presents a sample
cluding memory management and synchronisation buggjriver specification illustrating how real device and OS
missing return value checks, etc. A bug in a driver caninterfaces are defined in this langudge. Section 5 outlines
occur only as a result of an error in the specification. Theour driver synthesis algorithm, followed by a qualitative
likelihood of errors due to incorrect OS interface specifi-and quantitative evaluation of the Termite approach and
cations is reduced because these specifications are sharbeé resulting drivers in Section 6. Section 7 discusses the
by many drivers and are therefore subject to extensivdimitations of the current Termite implementation. Fi-
testing. Errors in device specifications can be reduceaally, we survey related work in Sectioh 8 and draw con-
by using model checking techniques to establish formaktlusions in Section 9.
correspondence between the actual device behaviour, as
defined in its register-transfer-level description, arel th
Termite specification. However, this capability is not yet
supported in Termite. ) i i i

While the above discussion is concerned with the tech:rermlte generates an |mplgmenta_1t|on of a dr_lver based
nical implications of automatic driver synthesis, the real 02 a forr_‘nal .specf:lflcatlon O: Its d evice and OShlnterfaces.
world success of this approach depends on device manL-Jr—.e device interface Spec |'cat|on. de;cnbest € program-
facturers and OS developers adopting it. ming model of the device, including its software-visible

. states and behaviours. The OS interface specification de-
For device manufacturers, our approach has the po:

; : oo fines services that the driver must provide to the rest of
tential to reduce driver development effort while increas- P

. . : .~ the system, as well as OS services available to the driver.
ing driver quality. Furthermore, once developed, a driver

e . . ' iven th ifications, Termite pr river im-
specification will allow drivers to be synthesised for anyG en these specifications, Termite produces a drive

. X I ion th I li f -
supported OS, thus increasing the OS support for the dé:2 emen_tat|on attrans atfej anyva id sequdence ofOSre
vice, guests into a sequence of device commands.

For OS developers, the quality and reputation of their This is similar to the task accomplished by a driver

oS d d i th litv of its device dri developer when writing the driver by hand. In contrast
 depends greatly on the quality ot Its device drverSy, o iomatic driver synthesis, however, manual develop-
major OS vendors suffer serious financial and imag

q b f faulty dri 101 Dri i €ment relies on informal device and OS documentation
amage because of faulty drivers [10]. Driver quality rather than on formal specifications: The device interface

can be improved by providing and encouraging the useEiescription is found in the device data sheet, whereas

of tools for automatic driver synthesis as part of dnverthe OS interface is documented in the driver developer's

deyelopment toollflts. Since T_ermlte .drlvers can €0 hanual and in the form of comments in the OS source
exist with conventional hand-written drivers, migration gode

to automatically-generated drivers can be implemente In Termite, the device and the OS interfaces are spec-

gradually. ified independently and are comprised of different kinds

gnother concf:err]n _fog(;deevelé)p(Iers ISI that accepta_rgglgf objects: the device interface consists of hardware reg-
and success of their epends largely on compatibiliyo o 50 g interrupt lines, whereas the OS interface is a

ity Wi.th a yvide range qf devices. Since qle_vice interfacecollection of software entrypoints and callbacks. How
specifications are OS independent, providing support foEan Termite establish a mapping between the two inter-
driver synthesis allows the reuse of all existing Termitefaces while keeping them independent?

device interface specifications, leading to potential in-
creases in an operating system’s base of compatible d?fe

Vices. of writing a Linux driver for the RTL8139D Ethernet

In this paper we make the following contributions. .,ntrolier. Linux requires all Ethernet drivers to imple-
First, we present an approach to driver synthesis based Ment thehar d st art xm t entrypoint described in
separate specifications of device and OS interfaces. Sefie Linux driver developer's manual [6]:

ond, we define a formal language for specifying such in-

terfaces. Third, we describe an algorithm based ongame  jnt (xhard.start xnit) (...):

theory to generate drivers from the specifications. Fi- Method that initiates th&ransmission of a

nally, we evaluate the proposed approach based on our packet.

experience synthesising Linux and FreeBSD drivers for

two real devices: a Secure Digital (SD) card host con-In order to implement this function, the driver devel-
troller, and a USB-to-Ethernet adapter. oper consults with the RTL8139D device data sheet [19],

2 Overview of driver synthesis

Our solution is inspired by conventional driver de-
lopment practices. Consider, for example, the task



ample, the Ethernet LAN standard, maintained by the
\ IEEE 802.3 working group [13], describes common be-

Device
specification

haviours of Ethernet controller devices, including packet

transmission and reception, link status detection, speed

autonegotiation, etc. Other I/O protocol standards in-
clude SCSI, USB, AC'97, IEEE 1394, SD, etc.

/ Device driver In Termite, device-class functionality is formalised as
a set of events. The Ethernet controller device class, for
example, includes such events as packet transmission,
completion of autonegotiation, and link status change.

Since device-class specifications must be agreed upon

Figure 1: Driver synthesis with Termite. Solid arrows by all device vendors, we envisage that it can be main-

indicate inputs and outputs of the synthesis tool; dasheg,jned by the appropriate regulatory body as part of the

arrows indicate references from the device and OS SPeGorresponding I/O protocol standard.

ifications to the device-class specification. In practice, many 1/O devices are not 100% standards

compliant. For example, some devices support non-
which describes the transmit operation of the COﬂtrO"erstandard Conﬁguration parameters accessible to app”ca_

as follows: tions viai oct| () or similar mechanisms. If such a

configuration parameter is shared by several devices, it

can be included in the standard device-class specification
as an optional feature that need not be supported by all
implementations. In case this feature is unique to the de-
vice, the device manufacturer has to develop an extended

While the two documents were written independentIyVerSion of the device-class specification describing the
by different authors, both of them refer to the act of given feature. The extension must be strictly incremen-
packet transmission, which is the common behaviour of tal, so that it can be combined with an existing OS inter-
all Ethernet controller devices and is independent of thdace specification that is not aware of the new function.
specific device architecture and OS personality. It allows! he device manufacturer must also develop an extended
the driver developer to relate the two specifications and t&S interface specification in order to enable access to
correctly implement thénar d_st art xmi t function this function in a specific OS.
by setting the appropriate device registers.

To gqurali;e this examplg, both the device and the) 2 Device specifications
OS specifications refer to actions performed by the de-
vice in the external physical world, e.g., transmission ofThe device specification models the software view of the
a network packet, writing a block of data to the disk, or device behaviour. It describes device registers accessi-
drawing a pixel on the screen. The device specificatiorble to the driver and device reactions to writing or read-
uses these actions to describe how the device reacts tog of the registers. A device’s reaction depends on its
various software commands. Likewise, the OS specificurrent register values and state, e.g., whether the device
cation mentions external device actions when describindias been initialised, is busy handling another request, etc
the semantics of OS requests. The device reaction may include actions such as updat-

Together, the set of such external actions characteriséng register values, generating interrupts, and perfogmin
a class of similar devices, such as Ethernet controllerene or more external actions defined in the device-class
or SCSI disks, and is both device and OS-independenspecification.

In Termite, these actions are formalised in a separate A device specification can be constructed in several
device-class specification, which is provided to the synways. First, it can be derived from informal device docu-
thesis tool along with the device and OS specifications. mentation. Hardware vendors often release detailed data

[Figure 1 shows a high-level view of the synthesis pro-sheets, describing the interface and operation of the de-
cess. The following subsections elaborate on each of theice. Such a data sheet is intended to provide sufficient
three specifications involved in driver synthesis. information to enable a third party to develop a driver for
the device.

[Figure 2 shows a specification of the transmit com-
mand of the RTL8139D device derived from its data
An informal description of a device class can usuallysheet (for now, we write the specification in English,
be found in the relevant 1/O protocol standard. For ex-rather than in the formal Termite language, which will be

o

Device-class

specification —> Termite —>

=111 = 1111 ]

N

. 0OS
specification

Setting bit 13 of the TSD register triggers the
transmission of a packet, whose address is con-
tained in the TSAD register and whose size is
given by bits 0-12 of the TSD register.

2.1 Device-class specifications



1. The TSD register is updated by the software. To transmit a network packet:

2. If bit 13 of the TSD register changed from 0 to 1, the 1. Write the packet address to the TSAD register;

device performs a packet transfer. The physical ad- | 2. write the TSD register, storing the packet size in |
dress and size of the packet are determined by TSD 0'to 12 to and setting bit 13 to 1;

and TSAD registers.

its

3. Wait for an interrupt from the controller;
3. The device sets a flag in the interrupt status register to

signal successful completion of the transfer. 4. Read the interrupt status register to make sure that the

transfer was successful;

4. Aninterrupt signal is generated.
ptsi9 9 5. Packet transfer complete.

Figure 2: Specification of the transmit operation of the

RTL8139D controller derived from its data sheet. Figure 3: Specification of the transmit operation of the

RTL8139D controller derived from a reference driver im-
plementation.

|ntr_oduced| Sectllon'3). Here, steps 1, 3, and4represer(1:tomradicts our vision of eventually replacing manual
actions of the device interface, whereas the packet trans; . . : . .
X . : driver development with automatic synthesis. Besides,
fer performed in step 2 is a device-class event. The latter. . . : . .
. similarly to informal documentation, a device driver may
cannot be observed directly by the software, but can bé . . . )
- 4 ) - contain errors, which are carried over to the resulting
controlled indirectly. Specifically, the driver can inita ecification. However, the likelihood of such errors in a

packet transfer by setting bit 13 of the TSD register and’P ' '

: o . . well-tested driver is much lower.
is notified of the transfer completion by an interrupt and : . e

. . The third way to construct a device specification is to
a flag in the status register.

i _ . __derive it from the register-transfer-level (RTL) descrip-
The problem with this approach to obtaining device o of the device written in a hardware description lan-
specifications is that informal device documentation sel-

; ufhuage (HDL). This requires abstracting away most of
dom undergoes adequate quality assurance. As a resujfio internal logic and modelling only interface modules,
it tends to be incomplete and inaccurate. A specifica-

X , oo responsible for interaction with the host CPU. In prin-
tion derived from such a data sheet is likely to reproducecime, such abstraction can be computed automatically,

these defects, in gdd_ition to extra ones introduced in th‘?hus further reducing the effort required to create a de-
process of formalisation. vice driver. At the moment, however, support for auto-

Another approach to the construction of a device specmatic abstraction has not been implemented, therefore it
ification is to distil it from an existing driver implemen-  myst be performed manually.
tation provided by the device vendor or a third party. The = since the RTL description is used as the source for
source code of the driver defines sequences of commanggnerating the actual device circuit, it constitutes an
that must be issued to the driver in order to perform agccurate and complete model of the device operation.
specific operation. A Termite specification of the deviceTherefore, this method of obtaining device specifications
is obtained by separating these device control sequencgsthe preferred one. Furthermore, since the RTL descrip-
from OS-specific details. tion has well-defined formal semantics, one could poten-

shows a specification of the RTL8139D trans-tially use model checking techniques to verify that the
mit operation extracted from the source code of the Linuxresulting Termite specification constitutes a faithful ab-
driver for this device. While this specification is equiv- straction of the device behaviour, thus eliminating errors
alent to the one ih Figure 2, it is substantially different introduced during manual abstraction. We have not im-
in style. The specification obtained from the data sheeplemented support for such model checking yet.
describes how the device reacts to software commands The main limitation of this approach to obtaining de-
in different states, but does not explicitly define the ordervice specifications is that it requires access to the RTL
in which these commands should be issued to achieve description of the device, which is usually part of the de-
particular goal. This order is established automaticallyvice manufacturer’s intellectual property. Therefore th
by the synthesis algorithm. In contrast, the specificatiordevice manufacturer is in the best position to produce de-
derived from the existing driver source code specifies arvice specifications.
explicit command sequence. The Termite synthesis tool,
despnbed in this paper, can handle both types of speC|f|-2-3 OS specifications
cations.

The main drawback of this approach to constructingThe OS interface specification defines OS requests that
device specifications is that it relies on someone to demust be handled by the driver, the ordering in which
velop at least one driver for the device manually and thughese request can occur and how the driver should re-



1. The OS sends hard_start xmit request to thg 2.4 The synthesis process

driver;
The goal of the Termite synthesis algorithm is to generate

a driver implementation that complies with all relevant
interface specifications. Such an implementation must
satisfy the following requirements:

2. Eventually, the device completes the trans-
fer of the packet, passed as an argument| to
hardstart xmt;

3. The driver calls thalev kf r ee_skb_any function
to notify the OS of the packet completion.

1. Safety. The driver must not violate the specified or-
dering of operations. If the driver issues a device
command which raises a device-class event, this
event must be enabled in the OS interface specifica-
tion in the current state, i.e. the driver should only

spond to each type of request. To this end, it defines  perform external actions when allowed by the OS

a state machine, where each transition corresponds to a interface. Likewise, every OS callback performed

driver invocation by the OS, an OS callback made by the by the driver must trigger a transition in the OS in-

driver, or a device-class event. Any of these operations  terface state machine.

is only allowed to happen if it triggers a valid state tran-

Figure 4: A fragment of the Ethernet controller driver
interface specification.

sition in the state machine. 2. Liveness The driver must be able to meet all its
The OS interface state machine describes the seman-  goals: whenever the OS interface state machine is
tics of OS requests in terms of their external effect, in a state where an event or one of a group of events

i.e. in terms of device-class events that must be gen- is required to eventually happen, the driver must
erated in response to the request. Consider, for exam-  guarantee the occurrence of this event within a fi-
ple, the fragment of the interface between the Linux ker- nite number of steps.
nel and an Ethernet driver specified|in Figure 4. This
SpeCiﬁcation states that the driver must reSpond to the This can be formalised as a '[WO_p|ayer game between
hard_start xm t request by completing the transfer the driver and its environment comprised of the device
of the network packet specified in the request. The transand the OS. The players participate in the game by ex-
fer of a packet is a device-class event. The exact mechthanging commands and responses across driver inter-
anism of generating this event is described in the devicgaces. Each player directly controls a subset of inter-
specification; the OS specification simply states that theyctions: the OS controls requests sent to the driver, the
event must occur for thlear d_st art .xm t requestto  driver controls commands sent to the device and OS
be satisfied. callbacks, and the device controls responses to software
The specification in Figure 4 imposes both safety andcommands. Rules of the game define legal sequences
liveness constraints on the driver. Safety ensures that thef interactions between the players and are given by
driver does not violate the prescribed ordering of operthe device and OS interface specifications (safety). The
ations, e.qg., it is only allowed to send a packet after redriver's game objective is to complete any OS request in
ceiving an appropriate request. Liveness forces certaia finite number of steps (liveness).
events to eventually happen, thus guaranteeing forward The Termite synthesis algorithm computes a winning
progress. In this example, after receiving the transmitstrategy on behalf of the driver. A winning strategy must
request, the driver must eventually transfer the packet. guarantee that the driver will achieve its objectives, re-
A typical driver interacts with the OS through sev- gardless of how the device and the OS behave, as long
eral interfaces—one for each service provided or useds their behaviour remains within rules. The formulation
by the driver. In particular, every driver implements at of the problem as a game enables us to employ existing
least one interface, through which the OS accesses thgame-theoretic techniques in computing the driver strat-
device functionality. Most devices are connected to theegy. Details of the Termite synthesis algorithm are pre-
host CPU via an 1/O bus, such as PCI or USB. Driverssented i Section 5.
for such devices use the bus transport service provided The resulting strategy constitutes a state machine,
by the OS to access the device. In addition, the driveiyhere in every state the driver either performs an action,
may use generic OS services, such as timers and mene-g., writes a device register or invokes an OS callback,
ory allocators. or waits for an input from the environment, e.g., a com-
Termite allows each OS interface to be defined indepletion interrupt from the device, or a call from the OS.
pendently, in a separate specification. Multiple interface This state machine is translated into C code, which can
can then be combined in a driver declaration given to Terbe compiled and loaded in the OS kernel just like a con-
mite. ventional, manually developed driver.



Name Syntax Semantics Description

. . . it . .
Termination exit M Successful termination
a

a P Q__E A process that performs action a and then behaves as
’ process P

A process that performs either al or a2 and then be-

Message prefixing

Choice al; PL[] a2 P2 haves as P1 or P2 respectively

Conditional i [ cond] P1[] el se P2 A process that behaves as P1 if cond holds or as P2
otherwise

Sequencing PL >> P2 Start process P2 after P1 terminates

Preemption PL [> P2 Execution of P1 is interrupted when the first action

of P2 occurs

P1&P2 run concurrently, synchronising on actions
al.an, i.e., one of these actions can only occur when
it triggers a state transition in both processes

P1&P2 run concurrently; actions can arbitrarily in-
terleave

Parallel composition P1[|al...an|]P2

Interleaving P1| || P2

Table 1: Termite control structures. Circles denote irdlial states. Squares denote entire state machines, aka
processes. A circle with a dot denotes a final state.

3 The Termite specification language 3.2 Messages, interfaces, and components

This section presents the Termite specification languag the Termite language, all interactions between the
used to develop driver interface specifications that can bériver, the device, and the OS, including reading and
processed by the Termite synthesis tools. An example ofriting device registers, interrupt notifications, OS re-

a driver specification written in this language is presentediuests and callbacks, are modelled as messages. There
in Section 4. are three types of messages: inbound messages sent by

the device or the OS to the driver, outbound messages
31 R . t sent by the driver, and internal messages that model
: equirements device-class events and do not represent any directly ob-

The Termite specification language must be suitable foservable interactions. A message can carry data defined
modelling the behaviour of complex 1/O devices, con-bY its arguments.

taining multiple functional units. Such systems can- Messages are grouped into interfaces. A Termite in-
not be feasibly described by explicitly enumerating its terface corresponds to the informal notion of an interface
states. A high-level language, providing constructs toused in the previous sections. Device and OS vendors
express hierarchical composition of communicating statélefine an interface for every device and for every OS
machines, is required. service used or implemented by the driver. In addition,

The language should also provide flexible data def-device-class events are grouped in a separate interface.
inition and manipulation facilities. Examples of data Data associated with the interface is modelled using
in Termite specifications include device registers, DMA variables, for example, to represent device register val-
buffers, and operating system I/O request descriptors. Ues.

Some existing languages satisfy these requirements. The behaviour associated with the device or OS inter-
In particular, hardware description languages are wellface is modelled as a state machine whose transitions are
suited for describing device behaviour, and are suffi-triggered by occurrences of interface messages or device-
ciently general to model arbitrary state-machine-basedlass events. The latter possibility allows the specifica-
systems. At the moment, however, Termite does notion of relative orderings of device or OS messages and
provide an HDL frontend. The present version only ac-device-class events. When a transition is taken, it may
cepts specifications written in our own domain-specificupdate the values of interface variables.
language, presented below. An interface declaration consists of several sections.

The design of the Termite specification language wasThet ypes section declares data types used by the in-
inspired by the LOTOS process calculus [14] and ourterface. The Termite type system currently supports
earlier work on the Tingu software protocol specification booleans, arbitrarily sized integers, enumerations, and
language [20]. structures. Theressages section declares inbound,



outbound, and internal messages associated with the irspecified by its argument. It can be used to model time-

terface. Thevari abl es section declares variables as- dependent device and OS behaviours.

sociated with the interface. The ansi ti ons section

describes the state machine of the interface.

The top-level entity in the Termite language is the4 Example

component, which describes a device driver to be synthe-

sised by listing its interfaces. It is provided as the mainlIn this section, we illustrate the various concepts intro-

input to the Termite synthesis tool. duced in the previous sections using a complete Termite

specification of a driver for a Secure Digital (SD) host

. controller device. This device was chosen since it is sim-

3.3 Interface state machines ple enough to explain in the limited space available, yet

An interface state machine consists of messages conf€Presents areal device allowing us to show what Termite
bined into processes. A simple process is a sequence §Pecifications for real hardware look like.

messages named after its initial state. For example, the

following process allows.messagfrs andn® to occur 41 Overview

before returning to the initial state.

An SD host controller acts as a bridge between the host

process FOO .
m: n2; FOO CPU and an SD card device connected to the SD bus
endpr oc (Figure 5). The SD bus architecture is host-centric with

_the host controller issuing commands on the bus and the
More complex processes are composed out of simpl&p carg executing the commands and sending responses
ones using sequential and parallel composition operatorg -k to the host controller.
listed in Table 1. _ For this example we have targeted an open-source SD
An individual message occurrence in a process has thﬁost controller implementation published by the Open-

following syntax: Cores project [7]. The device interface specification pre-

<message_nane>[ <guar d>] / <act i on>: ti ned sented here has been manually derived from the register-
_ ) ) ) transfer level Verilog HDL design of the controller.
with optional<guar d>, <acti on>andt i med com- The top-level driver declaration is shown| in Figure 6.

ponents. Hereguar d is a boolean expression over in.- It describes the driver by listing the interface specifica-
terface variables and message arguments, which defingg s that the driver must implement. These include the
conditions under which the transition is enabled. Thegp post controller device class specification, the SD host
action specifies how interface variables are updated.,nygjier driver OS interface specification, and the spec-
when the transition is taken. The med keywordis used  ification of the OpenCores SD host controller device in-

to specify liveness requirements of the interface: Wheng 506 The following subsections consider each of these
the state machine is in a state with one or more e”ableﬁnerfaces in detail.

timed transitions, one of these transitions must eventu-
ally be taken. If the timed transition corresponds to an

outbound or internal message, then it is the respon5|bllmar, in modelling the device and the SD bus behaviour

ity of the driver to generate this message; otherwise, th%ve specify simplified SD command and response for-

otherS|dg Of.the mterface (the device or the.OS) guaraNyats and abstract away the SD error recovery, power
tees that it will deliver the message to the driver.

: . i management, and hot plugging protocols. Likewise, we
The following specification fragment illustrates the yofine'y simplified OS interface, which is loosely based
use of the above syntax: on the analogous interface in Linux, but does not support
bar [ $ar g==m var]/ m var =0 advanced configuration options and multiple-block data
transfers. Furthermore, we assume that the host CPU can

It describes an occurrence of thar message with the  o54 and write device registers directly, so the driver does
ar g argument equal to the value of thevar interface

variable (“$” denotes a message argument in the Termite

In order to keep the example concise, we have chosen
not to model all of the device and OS features. In partic-

language). When the transition is taken, the value of the Local bus SD bus
variable is changed to 0. - SDhost (- (=, SD
The Termite specification language supports two spe- CPU controller card

cial types of transition. Arawai t transition is trig-
gered when its guard expression evaluates to truth. A

ti meout transition is triggered after the amount of time Figure 5: SD host controller device.
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conponent sdhc_opencor es According to this specification, the controller operates
{ by issuing SD commands, consisting of a 6-bit com-
SDHost Cl ass cl ass; . .

SDHost OS os: mand index and a 32-bit argument, on the bus. Upon

SDHost CpenCor es dev; completion of the command, the card sends back a 32-
bit response. Two commands involve an additional data

_ _ transfer stage that follows the response: the block read

Figure 6: The SD host controller driver component spectommand is followed by the transfer of a 512-byte block

}

ification. from the card; the block write command is followed by
the transfer of a 512-byte block to the card. The argu-
i nterface SDHostd ass ment of both commands is the block address in the card
i o memory.
/+SD error conditionss/ The controller also manages several bus configuration
enum sdh_status_t { i i i
SOH SUGCESS = 0, /# success +/ parameters, of which we model just one the bus (_:Iock
SDH_ECRC =1, [/ CRCerror +/ frequency. The frequency can be modified by applying a
},SDH—ET' MEQUT =2 /x timeout </ divisor to the basic clock.
/+SD command attributess/ Figure 7 shows the specification of the SD host con-
struct sdh_cmd_t { . troller device class. It is defined as an interface with only
unsi gned<6> i ndex; /*cnd index*/ . X X
unsi gned<32> arg; /=*argunent «/ internal messages (corresponding to device-class events)
bool data, /'xcommand with data?/ The first two events (lines 19 and 21) are generated when
bool response; / *response expected?*/ . . .
} the device is turned on and ready for use and when it
B e initializeds/ is inactive respectively. The remaining events describe
internal on(); command and data transfers and bus frequency change
{1« Devi ce 'OP?‘(:§ Pvex/ operations outlined above.
I«Successful conpletion of a command stages/ Since the device class only defines the set of events
internal comandOK( H i H
sdh_cmd t command, shared bet_ween the OS ar?d the device spec_lflcatlons and
unsi gned<32> response) does not impose constraints on the ordering of these
/+Command stage faileds/ events, a device-class specification does not define a state
internal commandError ( )
sdh_cnmd_t conmmand, machine.

sdh_status_t status);
/*Successful conpletion of a data stagex/
i nternal bl ockTransfer OK(

paddr _t nem.addr, //host address of the block 43 The OS |nterface SDECIflcatlon
unsi gned<32> card_addr); //card address

/+Data transfer failed«/ The OS interface specification (Figure 8) describes the

i nternal blockTransferError( . P ) .

"~ paddr _t mem addr, service that an SD host controller driver must provide to
unsi gned<32> card_addr, the OS. OS requests are modelled as inbound messages;
sdh_status_t status); .

/+Bus frequency changeds/ driver responses are modelled as outbound messages, as

internal busC ockChange(u32 divisor); defined in lines 17-33.

b The main part of the specification is the interface

state machine, which defines the driver's required re-
Figure 7: The SD host controller device-class specificanctions to requests in terms of device-class events that
tion. must occur before the driver sends a completion notifi-

cation to the OS. This pattern is illustrated, for instance,
not need to use a bus transport service to access the dgrlines 41-43, which specify how the driver must han-
vice. dle apr obe request from the OS. Before replying to

Note that results for synthesising drivers from this request in line 43, the driver must ensure that the

unabridged device specifications are presented il ass. on message in line 42 occurs. This message
Section 6. refers to theon event defined in the device-class specifi-
cation ((Section 4.2). In other words, the precondition for
sending theor obeConpl et e message to the OS is that
the device is successfully initialised. Note that the state
As mentioned in Section 2, a device-class specificationmachine does not describe how this precondition is satis-
must capture common external behaviour of a familyfied. This information is part of the device specification,
of similar devices. For SD host controller devices, theconsidered below.
common behaviour is defined in the SD bus specifica- After completing the initialisation, the interface state
tion [21], maintained by the SD Association. machine executes tHREQUESTS process (line 48). In

4.2 The device-class specification



itinterface SDHost OS

2{

3types:

4 struct sdhc_request_t {

5 unsi gned<32> opcode; /*cnd i ndex*/

6 unsi gned<32> arg; /+cmd ar gunment */

7 bool response; / *response present*/
8 bool data_present; /+data stage presentx/
9 paddr _t bl ock; / xbl ock address*/

0 };

11 struct sdhc_response_t{

12 i Nt <32> cnd_st at us; /+cmd stage statusx/
13 unsi gned<32> response;/ *response from card*/
14 int<32> data_status; /xdata stage statusx*/
15}

16

17 messages:

18 /*Probe and initialise the controllerx/

19 in probe ();

20 out probeConplete (int<32> status);

21

22 [/*Shut down the device and terminate the driverx/
23 in renove ();

24 out renoveConplete ();

25

26 /*lssue a command on the bus, followed by a data
27 transfer stage (if the conmand invol ves one)*/
28 in request (sdhc_request_t request);

29 out request Conpl ete (sdhc_response_t response);
30

31 /*Change the bus clock frequencyx/

32 in setC ock (unsigned<32> divisor);

33 out setCl ockConplete ();

34

ssvari abl es:

36 unsigned<32> mreqDiv;/*requested divisorx/

37 sdhc_request _t mrequest;

38 sdhc_response_t mresponse;

39

stransitions:

41 probe;

42 class.on:tined;

43 probeConpl et e[ $st at us==0] : ti ned;

44  REQUESTS

46 where

4 process REQUESTS

49 /A renove request*/

50 renove;

51 /*The driver nust switch the device off

52 before sending the conpl eti on messagex*/

53 class.of f:tined;

54 renoveConpl et e: ti ned;

55 /+*The interface state machine term natesx*/

56 exit

57

58 /+*A setd ock request=*/

59 set O ock/ m reqDi v=$di vi sor;

60 /+*The driver must change the bus clock divisor
61 to the requested val ue before sending the

62 conpl etion messagex*/

63 cl ass. busd ockChange[ $di vi sor==m reqDi v] : ti ned;

64 set Cl ockConpl ete: ti ned;
65 REQUESTS
66 []

67 /+Comrand wi thout a data transfer stagex/

68 request [ $request . dat a_present ==f al se]

69 / m request =$r equest ;

70 (

71 cl ass. commandCOK

72 [ ($conmand. i ndex==m r equest . opcode) &&

73 ($command. ar g==m r equest . ar g) &&

74 ($command. r esponse==m r equest . r esponse) &&
75 ($command. dat a==f al se) ]

76 /{m_response. cnd_st at us=0;

77 m response. response=$response; }:ti ned;

78 request Conpl et e[ $r esponse==m r esponse] : ti nmed;
79 REQUESTS

80 [1

81 cl ass. commandEr r or

82 /{mresponse. cnd_st at us=$st at us;

83 m response. response=0; }: ti ned;

84 request Conpl et e[ $r esponse==m r esponse] : ti med;
85 REQUESTS

86 )

87 []

88 /*Conmmand 17 (bl ock read request) and command 24
89 (block wite request) are handled simlarly*/
%0 request [ ($request . dat a_present ==t rue) &&

91 (($request.opcode==17) | |

92 ($request . opcode==24))]

93 / m request =$r equest ;

94 (

95 /*Comrand stage conpl etes successful | yx/

9% cl ass. commandCOK

97 [ ($conmand. i ndex==m r equest . opcode) &&

98 ($command. ar g==m r equest . ar g) &&

99 ($command. r esponse==m r equest . r esponse) &&
100 ($command. dat a==t rue) ]

101 /{m.response. cnd_st at us=0;

102 m_response. response=%$r esponse; }: ti nmed;

103 (

104 /+Data transfer stage conpl etes successful | yx/
105 cl ass. bl ockTr ansfer K

106 [ $mem_addr ==m r equest . bl ock]

107 /' mresponse. data_status=0 : tined;

108 request Conpl et e[ $r esponse==m r esponse] : ti ned;
109 REQUESTS

110 [1

111 /+Data transfer failsx/

112 cl ass. bl ockTransferError

113 /' m response. dat a_st at us=$st at us;

114 request Conpl et e[ $r esponse==m r esponse] : ti ned;
115 REQUESTS

116 )

117 [1]

118 /*Comrand stage fails*/

119 cl ass. conmandEr r or

120 /{m response. cnd_st at us=$st at us;

121 m response. response=0;

122 m response. dat a_st at us=0; };

123 request Conpl et e[ $r esponse==m r esponse] : ti med;
124 REQUESTS

125 )

126 endproc

127}

Figure 8: The SD host controller driver OS interface spegiiioe.

its initial state, this process performs a choice between We consider one of the four requests in detail in or-

incoming requests defined in lines 50, 59, 68, and 90 usder to illustrate the use of interface variables and tran-
ing the[ ] operator (lines 57, 66, and 87). This meanssition guards in OS specifications. Line 67 describes a
that the driver must wait for one of these messages fronmequest to issue an SD command without a data transfer

the OS.

stage. The request structure is copied totheequest



: - Register: ARGUMENT (Cmd arg) Size: 32 Access: RW
Registers Command Master| | [ 31:.0] | CMDA Command argument value
ARGUMENT 1 ! g
STaTos > ! Register: COMMAND (Command) Size: 16 Access: RW
R - [15:10] [ CMDI Command index
bost | [T I [9:2] RESERVED | Reserved
fface I Ll [1:0] RTS Response type
£ 00: No response
- Data Master \ é : 01: Response
1 1
BDSTATUS | :EI:: .y ! Register: STATUS (Card status) Size: 16 Access: R
S e L [15:1] | RESERVED| Reserved
S— 0 CICMD Command inhibit
. . Register: RESPONSE (Response)Size: 32 Access: R
Figure 9: The OpenCores SD host controller device ar [31901 [ CRsP ‘( Respponse) from the card
chitecture. Register: RESET (Software reset) Size: 8 Access: RW
[31:0] RESERVED | Reserved
variable. The state machine defines two possible out 0 — SRST L Software reéet
comes of this request: either the device successfully Register: ISR (Normalintr status) Size: 16 Access: RW
completes the command (line 71) or the command comt [1154_1] EIESERVED Eggérc(teed”upt
pletes with an error (line 81). The guard in lines 72-75 0 ' cC Command complete
states that the command transferred on the bus must cag e EISREror] =
respond to the one requested by the OS. In case of su -3619;“9“ RESE(R\r/rger'm:;tatus) - Size: 16 Access: RW
cess, the response received from the SD card is saveo{1 2] CCRC CeRSgLVrfor
OS n ar squest Conpl et & message (ine 78). Ifthe, o CTE____| Command imeaur
command fails, the driver stores the error code in th [F;eg]lster‘: g:}:(lEOR (lecélggllls(;\r/)isi'rze: 8 Access: RW
m.r esponse variable (line 82) and reports the failure Ré Ster- BDSTATUS (Buffor dos
to the OS via a equest Conpl et e message (line 84). sta?us) ' Yize: 16 Access: R
HanQIing of the other requests is explained u§ing COM{[15:8] | FBRX Free RX descriptors
ments in Figure 8. Note that for a command with a datg [7:0] FBTX Free TX descriptors
stage the driver must z_ilso wait for the data transfer {0 Register: DISR (Data intr status) Size: 16 Access: RW
complete before signalling success. [15:2] | RESERVED | Reserved
1 TRE Transmission error
4.4 The device interface specification 0O | TRS Transmission successful
Register: BDRX (RX buf descriptorBize: 32 Access: W
While the OS interface specification determines the [31:0] | BDRX \
structur_e of the driver by defln_lng _requests that _|t_ MUST Register: BDTX (TX buf descriptonSize: 32 Access: W
handle in every state, the device interface specification [31:0] [ BDTX [

reflects the structure and operation of the device hard-
ware.
Figure 9 shows the internal architecture of the de-
vice in question, as defined in its HDL specification and._. . o
Table 2 describes its registers. The device supports t.‘ Elllpsgs are used throughout the specifica-
bus mastering capability and uses DMA to transfer datd'o" t.o.md!cate omission of c0(_:le fragments; the complete
blocks to and from the host memory. It is connected tospecmcatlon consists of 468 lines of code.
an interrupt line, which is used to signal the completion The types section describes the structure of device
of command and data stages to the driver. registers (only the command register is shown) and the
The interface logic of the controller consists of the reg_data structure used to represent block descriptors inside
ister file, the Command Master module responsible fothe device (line 11). The messages section declares
issuing commands without a data stage, the Data Masténessages exchanged between the driver and the device.
module, which handles block transfer commands, the BD hese include register read and write messages (lines 18—
module, which buffers block descriptors before passing?0) and the interrupt message (line 21). The speci-
them to the Data Master, and the Clock Divider modu'e,fier of the message argument in line 19 indicates that the
which controls the SD bus clock. value of this argument is returned by the message.

The Termite specification of the device is shown in Interface variables (lines 23—-30) describe internal de-

Table 2: SD host controller registers.
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1

i nterface SDHost OpenCor es 61 [ $di vi sor==m cl ock_di v_reg. CLKD] ;

2{ 62 CLOCK_DI VI DER

3types: 63 endproc

4 [+ device registers */ 64

5 struct command_reg { 65 process REG STERS

6 unsi gned<2> RTS; 66 read_ar gunment _r eg[ $v==m ar gunent _r eq] ;

7 unsi gned<8> RESERVED; 67 REG STERS

8 unsi gned<6> CMDI ; 68 [1

9 }; 69 write_argunment _reg[ mstatus_reg. Cl CVMD==1]
0 ... 70 /' m argunent _reg=$v;

11 struct block_descr { 71 REGQ STERS

12 unsi gned<32> mem addr; /*nenory address*/ 72

13 unsi gned<32> card_addr; /*card address*/ 73 write_argunment _reg[ mstatus_reg. Cl CMD==0]
14}, 74 /{m_ ar gunent _reg=$v;

15 75 m_new_command=1;

16 NESSages: 76 m dat a_conmand=0;

17 /*register read/wite nessages */ 77 m status_reg. Cl CMD=1; };
18 out wite_comand_reg (comrand_reg V); 78 REG STERS

19 out read_command_reg (out command_reg V); 79 [1

20 Ce 80 P

21 inirq (); 81 endproc

22 82

23vari abl es: 83 process COMWAND MASTER

24 command_reg m conmand_r eg; 84 awai t [ m_new_conmmand==1]

25 ... 85 /{m_command. i ndex=m conmmand_r eg. CMDI ;
26 unsi gned<l> m new_conmand; 86 m_conmand. ar g=m ar gunent _r eg. CVDA;
27 unsi gned<1> m dat a_conmand; 87 m conmand. r esponse=m conmmand_r eg. RTS;
28 sdhost_conmmand_t m command; 88 m_conmand. dat a=m dat a_command;

29 bl ock_descr m tx_descr; 89 m_new_conmand=0; };

30 bl ock_descr mrx_descr; 90 irq : tined;

31 91 read_isr_reg/misr_reg=$v : tined;
32transitions: 92 read_ei sr_reg/ meisr_reg=$v : tined;

33 wite_reset_reg[$v. SRST==1] 93 read_response_reg/ m response_reg=$v : tined;
34 /{m _comand_r eg=0; 94 wite_isr_reg[$v==0] : tined;

35 m status_reg=0; ...}; 95 wite_eisr_reg[$v==0] : tined;

36 wite_reset_reg[$v. SRST==0] ; 9% (

37 class.on; 97 if[misr_reg.CC == 1]

38 SDHOST 98 cl ass. commandOK

39 99 [ ($comand==m command) &&

40 where 100 ($response==m r esponse_r eg. CRSP) ]

41 101 /mstatus_reg. CICMD=0 : tined;

42 process SDHOST 102 COMVAND_MASTER

43 103 [1

44 REG STERS 104 el se

4 || 105 cl ass. commandEr r or

46 ( COMVAND_MASTER | [cl ass. of f]| DATA_MASTER) 106 [ ($comand==m comand) &&

a7 | 107 ($stat us==(m_ ei sr_reg. CCRC ?

48 CLOCK_DI VI DER 108 SDH_CMD_ECRC : SDH_CMD_ETI MEOUT)) ]
49 ) 109 /mstatus_reg. CICVMD=0 : tined;

50 [> 110 COMVAND_MASTER

51 write_reset_reg[$v. SRST == 1] 111 )

52 / {m_conmand_r eg=0; 12 []

53 mstatus_reg=0; ...}; 113 class. of f;

54 write_reset_reg[$v. SRST==0]; 114 exit

55 SDHOST 115 endproc

56 endproc 116

57 117 process DATA MASTER

58 process CLOCK DI VI DER 118 -

59 write_clock_div_reg/mclock_div_reg=$v; 119 endproc

60

cl ass. busd ockChange

Figure 10: The OpenCores SD host controller device spetidita

vice registers and signals that influence the device'sent block descriptors stored inside B@module.

software-observable behavior. TKXX_r eg variables L .

: X The device interface state machine has been manually
model device register content. Timenew.comrmand . ; )
variable models the internal signal that notifies the Com—denved from the register-transfer-level (RTL) design of

the device in the Verilog HDL which is used to synthe-

mand Master about a new command issued through the. .
. . . Size the device hardware. The structure of the state ma-
argument register, while tradat a_conmmand variable

indicates whether the new command will be followed byChlne reflects the device architecture shown in Figure 9

a data transfer stage. THeco nd variable describes and its behaviour models the device’s reactions to soft-

. are commands. The order in which these software com-
the command currently being handled by the Comman . Lo . .
. mands are issued by the driver is determined automati-

Master. Finallymt x_descr andmr x_descr repre-

cally by the synthesis algorithm. In some cases, how-
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ever, the device interface state machine specifies an exesponse register. This is another situation where the
plicit sequence of commands that must be issued to therhite-box assumption is violated, since the exact device
device in a certain state. For example, the state transitate is not known to the software until it reads the val-
tions in lines 33-36 force the driver to reset the deviceues of these registers. Therefore, the device interface
by writing a 1 followed by a 0 to the reset register, beforestate machine specifies a sequence of register reads re-
issuing any other commands. quired to restore the white-box invariant (lines 91-93).

This is necessary due to a limitation of the current Ter-Lines 94-95 acknowledge the interrupt by setting the
mite synthesis algorithm, namely, it requires the valuegnterrupt status registers to zero. Lines 96-111 gener-
of all interface variables to be known in any state. Thisate thecommandOK or conmandEr r or device-class
white-box assumption does not hold in the initial state ofevent, depending on whether the command was success-
the device interface, since at this point the device regisful or not; they also reset the command inhibit flag, indi-
ters may have arbitrary values. The problem is overcomeating that the Command Master is ready to handle an-
by issuing a sequence of commands that bring the desther command.
vice to a known state. In this example, writing 1 to the
software reset register_resets all device registers to thely 5 The driver state machine
known default values (lines 34-35).

Once the reset is complete, the device is ready tofhe Termite synthesis algorithm combines the device
handle commands, as indicated by the device-class and the OS interface specifications and produces a driver
event in line 37. Line 38 invokes th8DHOST pro-  State machine which defines the driver's reactions to
cess (line 42), which describes normal operation ofOS requests and device interrupts. The algorithm for
the device. This process consists of four concur-constructing such a state machine will be presented in
rent subprocesses, corresponding to four device modSection 5./ Figure 11 shows a fragment of the resulting
ules in|Figure 9: REG STERS, COMVAND.VASTER, state machine responsible for handling SD commands
DATA_MASTER, and CLOCK_DI VI DER (lines 43-49). Without a data stage.

These subprocesses communicate via variables, which In the initial state (state 1), the driver waits for
can be read and updated by any process. In additior® request from the OS. If this request satisfies the
COVMAND_MASTER andDATA_MASTER synchronise on guard of the transition from state 1 to state 2
the of f device-class event. This means that the evenf[ $r equest . dat a_pr esent ==f al se] ), then this
can only occur when it is enabled in both processes, i.efransition is taken.

the device becomes inactive when both the Command According to the OS interface specification, either
and the Data Master are inactive. the commandOK or thecomrandEr r or device-class

The preemption operator in line 50 specifies that writ-€vent must occur before the driver can send a comple-
ing 1 to the reset register (line 51) interrupts normal de-ion message to the OS (Figure 8, lines 71 and 81). To
vice operation and resets all registers to their defauit valachieve this goal, the driver state machine performs the
ues. A subsequent writing of 0 to this register (line 54)following sequence of device interactions: it issues the
resumes device operation from the clean state. command specified in the request to the device through

We illustrate how device registers are modelled using® command and argument registers (transitibrs 3
the argument register as an example. Reading the regist@fd3 — 4), walits for an interrupt from the device (tran-
(line 66) returns its current value. The effect of writing to SItion 4 — 5), reads the interrupt status registers and the
this register depends on the state of the command inhibf€SPONSe register (transitiobs 6, 6 — 7, and7 — 8),
flag (theCl CVDfield of the status register). If the flag is and acknowledges the interrupt (transitighs- 9 and
set, meaning that the Command Master is currently busy — 10). If the command completed without an er-
handling a command (line 69), a write to this register up-1o (transition8 — 9), the commandOK device-class
dates the register value (line 73), but does not trigger ang§Vent occurs (transitiohl — 13); otherwise (transition
signals. A write to the argument register when the flagl0 — 12), thecommandEr r or event occurs. In either

is not set (line 73) triggers thenew.conmand signal ~ case, the fields of thewr esponse variable of the OS
(line 75) and sets the command inhibit flag (line 77).  interface are set to reflect the status of the command. Fi-

Themnew.conmand signal wakes up the Command nally, the driver sends a completion message to the OS

Master waiting for this signal in line 84. It uses values (transition13 — 1).

in the COMVAND and ARGUMENT registers to form an

SD command (lines 85-87) and sends it over the bus5 The synthesis algorithm

Upon completion of the command, it raises an interrupt

(line 90). The outcome of the command is reflected inin this section we outline the Termite algorithm, which,
the interrupt status registers §R and El SR) and the given a specification of driver interfaces, generates an
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los.requestComplete(os.m_response)

?0s.request[$request.data_present==false]
/os.m_request=$request;

!dev.write_command_reg(
{.RTS=0s.m_request.response
.RESERVED=0,
.CMDI=0s.m_request.opcode})

product of the multiplier state spaces. The product is
constructed according to the following rules: wheie
ands, are states of the device and the OS interfaces state
machine respectivelyy, andms are interface messages,
e is a device class evenf; andg, are transition guards,
anda; anda, are actions associated with transitions.
Rule 1 states that if a device interface message triggers
a transition from state; to states in the device state
machine (expression above the horizontal line), then a
corresponding transition must be added to the product
state machine (expression below the line). Rule 2 is anal-
ogous for the OS interface message. Rule 3 states that if
a device-class event triggers state transitions in both de-
vice and OS interfaces, then it also triggers a transition in
the product state machine; the guard of the new transition
is the conjunction of the original guards and its action is

the concatenation of the original actions.
The resulting state machine describes all legal driver
class.commandOK H H i H
Vfoam response.cmd. status=0; behaviours. It only contains transitions permitted by the
Idev.write_eisr_reg(0) 0s.m_response.response=_ original interface state machines and hence satisfies the
dev.m_response_reg.CRSP; } . .
safety requirement. It does not, however, guarantee live-
ness. In particular, it may enter a state where some event
is required to happen eventually, but not all execution
traces starting in this state contain this event. A non-

!dev.write_isr_reg(0)

iffdev.m_isr_reg.CC==1]

class.commandError

/{os.m_response.cmd_status=dev.m_eisr_reg.CCRC?  conforming trace either deadlocks after a finite number

SDH_CMD_ECRC : SDH_CMD_ETIMEOUT;
0s.m_response.response=0;}

of transitions or has an infinite loop, which does not in-
clude the required event.

Figure 11: A fragment of the SD host controller driver
state machine generated by Termite. Exclamation mark

denote messages sent by the driver; question marks dg-'z Computing the strategy

note incoming messages from the device or the OS. O§phe second step of the synthesis algorithm restricts the
interface messages are shown in bold font; device interroduct state machine, eliminating such invalid traces
face messages are in normal font; device-class events agg 4 enforcing liveness. To this end, it solves the fol-
in italics. lowing problem in each reachable state of the product
state machine: given a target subset of states, determine
implementation of the driver in C, satisfying safety and the action that the driver should take in the current state
liveness criteria introduced in Section 2.4. in order to reach the target in a finite number of steps,

Conceptually, the algorithm proceeds in three stepsissuming that the device and the OS comply with their
(the actual implementation involves performance optimi-interface specifications. The target set of states is com-
sations, discussed below, that make the algorithm iteraputed based on the goals defined in the OS interface spec-
tive). The first step combines individual driver interface ification usingt i med transitions. Note that the product
specifications into a single specification. The second stegtate machine may have more than one goal in a state,
produces a driver state machine that has both safety anglg., when handling multiple concurrent requests from
liveness properties. The third step translates this statthe OS. To ensure that the resulting driver implementa-
machine into a driver implementation in C. tion correctly handles arbitrary request interleavings, t
target set includes states where all of these goals are sat-
isfied.

This problem can be formalised as a two-player reach-
During the first step, the synthesis algorithm computes ability game problem. A basic algorithm for solving such
state machine that combines constraints imposed by botjames is described by Thomas [25]. Given an origin state
driver interface state machines. This aggregate state mand a set of goal states, the algorithm recursively com-
chine is computed as the product of constituent interfaceutes all states from which the goal can be reached in
state machines, synchronised on device-class events. Tl@e step. This includes states where there exists at least
state space of the product is a subset of the Cartesiamne send transition leading to the goal (i.e., the driver

5.1 Computing an aggregate specification
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can perform an action that will take it to the goal) as well the synthesised code or changing the OS interface to in-
as states where all enabled receive transitions lead to theke the driver atomically. We have implemented the
goal (i.e., any message from the environment takes thkatter approach by providing a thin wrapper that performs
driver to the goal). This results in a reachability graphthe translation between the multi-threaded interface sup-
containing all states and transitions of the product statgorted by the OS and the message-based interface imple-
machine from which there exists a strategy leading to thenented by the driver. Our architecture is similar to the
goal. The algorithm terminates when the origin state isone described in our previous work [20].
added to the graph or when a fix point is reached.

The reachability graph determines the action that thg5
driver must take in every state on its way to the goal. This

action can be either sending of a specific message to thenjs basic algorithm requires some enhancements to
device or the OS or waiting for an incoming message. Ingchieve satisfactory performance when synthesising real
the former case, exaCtly one send transition is selected iarivers_ First, Computing a product of interface state ma-
the corresponding state of the product state machine; thenines can lead to a state explosion, since the size of the
remaining send and receive transitions are eliminated. “E)roduct is approximately equal to the product of the mul-
the latter case the driver must be prepared to handle anyplier sizes. We observe that, while the product state
of the possible inputs; therefore the algorithm eliminatesspace can be enormous, the state space of the computed
all send transitions, but keeps all receive transitions iryriver state machine is always much smaller. We exploit
the state. this fact using a lazy state-space exploration technique.
The state machine constructed using the above profhe synthesis algorithm computes states of the product
cedure satisfies both safety and liveness requirementsn demand, as they are encountered during the strategy
Moreover, it specifies exactly how the driver should be-construction. This way only a small subset of the com-
have in every state, i.e., whether it should send a SpECiﬁ§|ete product state space needs to be explored.
message or wait for a message from the device or the OS. second, it is computationally infeasible to represent
values of variables explicitly during synthesis. For ex-
5.3 Generating code ample, modell_ing all possible values of a single 32-bit
pointer would increase the state space by a factaftf
The last step of the synthesis process is translating thBortunately, in most cases only relations among variables
driver state machine computed in the previous step int@re important, as opposed to their actual values. As an
C. The resulting driver implementation consists of a Cexample, when passing a data pointer to a device, the
structure that describes the state of the driver, a construspecific value of the pointer is less important than the
tor function that creates and initialises an instance af thi fact that it is the same as one obtained earlier from the
structure, and a number of entry points, one for each inOS.
coming interface message. The state structure contains a Therefore, Termite manipulates variables and relations
field that represents the state of the driver state machinamong them symbolically. Internally, the synthesis al-
and an extra field for every variable of the device and thegorithm represents states of the interface state machines
OS interface. and the product state machine in terms of arithmetic con-
The implementation of a driver entrypoint is generatedstraints on state variables. These constraints are derived
as follows. It first checks the values of state variables tdrom transition guards and actions. Such a symbolic state
determine the driver state and identify the state tramsitio describes a set of concrete states, permitting compact
that corresponds to the given incoming message. It therepresentation and efficient manipulation of the state ma-
updates state variables as defined by the transition. I€hine.
the target state of the transition is a send state, the driver Our symbolic engine currently handles constraints of
performs the send operation by invoking the appropriatehe form(v==C) and(v1==v2) (wherev, v1, and
OS entry point. Otherwise, the driver returns from thev?2 are variables, an@ is a constant) and their arbitrary
entry point to wait for the next incoming message. boolean combinations. When Termite encounters a state-
The resulting implementation is single threaded: ev-ment that is not expressible via such constraints, e.g.,
ery operation performed by the driver corresponds to g vl=v2+v3), it assumes that nothing is known about
transition in the state machine and must occur atomithe value ofv1 after execution of the statement. This
cally to preserve the state machine semantics. In mosissumption is conservative: if a winning strategy can be
operating systems, however, drivers must handle invofound under this assumption, this strategy is correct. It
cations from multiple concurrent threads, which violatesmay, however, prevent Termite from finding a strategy
the atomicity assumption. The two models can be recif one exists. For example, if a transition leading to the
onciled by either adding support for synchronisation ingoal has a guard that depends on the value of variable

4 Performance optimisations
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v1, this transition can never be added to the strategy, | | R5C822 | AX88772 |

which may lead to a failure to find a winning strategy. Native Linux driver 1174 1200

In practice, this problem is overcome by structuring Ter- Device interface 653 463

mite specifications to avoid the use of such variables in | OS interface (SD/Ethernet) 378 213

transition guards, which requires extra effort on the part | Bus interface (PCI/USB) 263 96

of the specification developer. This limitation is not in- Synthesised driver 4667 2620

trinsic to the Termite approach and will be addressed in

the future. Table 3: Size in lines of code, excluding comments,

of the R5C822 and AX88772 driver implementations in

. Linux, their Termite specifications, and the synthesised
6 Eva|uatI0n driverS.

In this section we report on our experience in applying ficati based isting dri q
Termite to synthesise drivers for real, non-trivial degice SPEC! Ications based on existing driver code are more

measure the performance of the synthesised drivers, argPhstructive: they define sequences of commands and

evaluate the reusability of Termite device specificationsd€Vvice reactions that must be issued to generate a specific
across different OSes. device-class event (e.g., to complete and SD command or

transfer a network packet).
Table 3 compares the size of Termite specifications to
the manual implementation of equivalent drivers in the

We have used Termite to synthesise two device driverinux kernel tree. Although line counts are not a re-
for Linux: a driver for the Ricoh R5C822 SD host con- liable complexity measure, especially when comparing
troller (a full-featured analogue of the SD host con- code written in different languages, we note that for both
troller described in Section 4) and a driver for the ASIX drivers the device specification, which is the only part
AX88772 100Mb/s USB-to-Ethernet adapter. Thesethat needs to be developed per device, is significantly
drivers occupy the middle range of the driver Comp|exitysmaller than the native Linux driver. The last line of the
spectrum. In particular, they support most features foundable shows that the synthesised drivers are several times
in modern devices, including power management, relarger than the manual implementations. This is one area
quest queueing, and DMA (with the AX88772 driver us- for future improvement.
ing DMA indirectly via the USB host controller). Since  In one case we were unable to completely specify the
the two devices belong to different device classes and adevice in Termite: the AX88772 driver must implement
tach to different buses (PCI and USB), these examplegre- and post-processing of network buffers exchanged
cover a broad spectrum of issues involved in driver synWith the device in order to append and remove an ex-
thesis. tra header that the device expects in each packet. Ter-
Both devices are based on proprietary designs, so walite currently does not provide facilities to specify con-
did not have access to their RTL descriptions. Thestraints on the content of memory buffers. DMA buffers
R5C822 controller implements a standardised SD hosare currently represented using their virtual and physi-
controller architecture whose detailed informal descrip-cal addresses and size, which allows passing unmodified
tion is publicly available [22]. This description provided buffers between the device and the OS, but not perform-
sufficient information to derive a Termite model of the ing any transformations on them. We therefore imple-
controller interface. mented this functionality in C and made it available to
The AX88772 data sheet did not contain sufficient in-the device protocol via two messagesxFi xup and
formation to derive a Termite model of the device from t xFi xup. The total size of these functions is 110 lines
it. In particular, it did not provide a complete descrip- of C code, or less than 10% of the size of the native Linux
tion of device initialisation and configuration. Therefore implementation of this driver.
we used the Linux driver for this device as the primary Synthesis took 2 minutes for the AX88772 driver and
source of information. 2 hours 26 minutes for the R5C822 driver on a 2GHz
As a result, the two specifications are substantiallyAMD Opteron machine with 8GB of RAM. This differ-
different in style. As explained in Section 2.2, specifi- ence is due to the different styles of the two device spec-
cations derived from device documentation tend to befications. The AX88772 specification, derived from an
declarative in nature: they describe how the device reexisting driver, only contains useful execution paths that
sponds to various software commands, but do not enforckead to the occurrence of device-class events. In con-
a particular ordering of these commands, which must bérast, the more declarative R5C822 specification allows a
computed during driver synthesis based on the goals thdarge number of possible command sequences, which the
the driver must achieve in different states. In contrastsynthesis algorithm must explore to find the meaningful

6.1 Synthesising drivers for real devices
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resource allocation, bus power management, and DMA
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= i i —s— 1 140 & . . .
€ ol \\ S Brver . | 120 3 descriptor allocation. Once these interfaces were spec-
S {1100 2 ified (this took approximately 6 person-hours, an effort
S 60 r 18 3 that only needs to be undertaken once for the given OS),
2 0 £ y g
5 40¢ w0 2 a driver for FreeBSD was generated automatically using
22) 20 | 1 20 § the unmodified device specification.
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1 16 256 4096 65536
Packet Size (bytes) 7 Limitations and future work

Figure 12: AX88772 TCP throughput benchmark re-Our experience with Termite has demonstrated the fea-
sults. The ascending line shows achieved throughput; thgibility of driver synthesis for real devices. This section

descending line shows CPU utilisation. summaries limitations of the current implementation and
improvements required to turn it into a practical solution
ones that lead to the goal. capable of generating a broad class of drivers.

The front-end Termite currently relies on the device
6.2 Performance manufacturer or the driver developer to write a formal

specification of the device interface. While offering
We compared the performance of the synthesised driversubstantial advantages over conventional driver develop-
against that of equivalent native Linux drivers. Bench-ment in terms of code structure, size, reuse, and quality
marks described in this section were run on a 2GHz Cenassurance, this approach still requires substantial man-
trino Duo machine. We disabled one of the cores in or-ual effort. This effort can be avoided by automatically
der to allow precise CPU accounting. For the SD busdistilling a Termite model of the device from its RTL de-
controller driver we ran a benchmark that performs a sescription. Implementing support for this is the key area
guence of raw (unbuffered) reads from an SD card conof our ongoing research.

nected to the controller. We measured CPU usage anfihe synthesis algorithm Several limitations of the cur-
achieved bandwidth for different block sizes. In all casesent synthesis algorithm complicate modelling. These in-

th_e throughput and CPU us_age_of the _synthesised drivef|yde the white-box assumption described in Sectioh 4.4,
differed from that of the native Linux driver by less than g the lack of support for complex constraints on vari-

1%. _ _ ~ ables in the symbolic execution engihe (Section 5.4).
The USB-to-Ethernet controller is more interesting |5 addition, Termite currently only allows the ma-

from the performance perspective, as itis capable of gemjpulation of memory buffers via calls to C functions
erating high CPU loads, especially when handling smallsection 6.1). In order to reduce the reliance on manually
transfers. Figure 12 compares throughput and CPU utiliyyritten code, we are working on adding support for the

sation achieved by the synthesised and native drivers ungpecification and synthesis of constraints on the memory
der the Netperf TCESTREAM benchmark. Both drivers pffer layout (fragmentation, alignment, etc.) and con-

showed virtually identical performance even under theyent (headers, paddings, etc.). This way, one will only
heaviest loads induced by a large number of small packnaye to use C to implement more complex data transfor-
ets. mations, such as hashing or encryption.

The;e results are reassuring, as the}/ indicate that au- Termite does not support drivers that require dynamic
tomatically synthesized drivers can achieve performanc@esource allocation. In some cases, resource allocation

comparable to manually developed ones. is performed by the Termite runtime framework. For
example, when a USB device driver sends a request to
6.3 Reusing device specifications the device, the framework allocates a new USB request

structure. Most of the remaining allocation operations
In order to validate the claim that device specificationsperformed by drivers are related to the management of
can be reused across different OSes, we synthesisedMA buffers. Support for these operations will be added
FreeBSD R5C822 driver from the same device specificaas part of the buffer management extension described in
tion that was used to generate the Linux version of thethe previous paragraph.
driver. To this end we developed specifications for the Finally, we are working on further improving the syn-
FreeBSD versions of the SD host control driver interfacethesis algorithm to reduce the synthesis time and sup-
and the PCI bus transport interface. These interfaces difeort more complex devices with larger state spaces. One
fer from their Linux counterparts in a number of aspects,promising approach is to use counterexample-guided ab-
including SD command format, driver initialisation, PCI straction refinement, which allows a reduction of the size
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of the state space to be explored by dynamically identimuch of the research in the area [26]. Since the devices
fying relevant state information. This technique has beernthat we are concerned with are designed to work with
successfully applied in model checking and has also beea time-shared OS, strict real-time guarantees are not re-
shown to work for two-player games [11]. quired.

Code generation The Termite C code generator re- Wang et al. [27] describe a tool for more complex
quires improvement to reduce the size of the generdriver synthesis for embedded devices. This approach
ated code and make it more human-readable. Besideioes not separate OS and device interfaces of the driver,
this, it currently produces single-threaded driver codeorcing the driver designer to specify the complete driver
which requires special run-time support in the OS (Seebehaviour for every device. In addition, data handling is
'Section 5.8). Extending the code generator to synthesis@ased on the assumption that driver functionality can be
drivers that can handle concurrency and synchronisatiofiPlit into non-overlapping control and data parts. While
will reduce the complexity of the infrastructure required this is the case for some simpler drivers, generally speak-
by Termite. ing, the control and data path of a driver are tightly inter-
leaved.

Device description languages such as Devil [17],
NDL [5], and HAIL [23], allow synthesis of low-level

Debugging support Debugging automatically gener-
ated code is notoriously difficult. Fortunately, source-

level debugging is rarely necessary for Termite drivers, : .
99Ing y y hardware accessor functions based on a specification of

Along with the C driver implementation, Termite also device register and memorv lavouts. This work is com-
outputs the state machine of the driver, similar to the one 9 y ay ‘

. : : . plementary to ours. While Termite does not currently
shown ! 1.’ Wh.'Ch can be viewed as the imple support domain-specific data types for describing hard-
mentation of the driver in a high-level language. By ob-

serving the execution of the driver at the state-machin ware register layouts, extending the Termite specifica-

: N . %on language with Devil-style constructs would close
level, one can easily spot situations where either the de- -
i . .~ this gap.
vice or the OS does not behave in the way the driver .
In recent work, Chipounov and Candea [2] have syn-

expects it to and trace these situations back to errors iﬂ1 ised device dri b i ticall .
the interface specifications. Future work on Termite in- esised device drivers by automatically reverse engi-
neering execution traces of an existing driver for a dif-

cludes developing tools for interactive state-machine de: . . . .
bugging ping ferent OS. The ability of this solution to synthesise a

) ) complete driver, functionally equivalent to the original,
The overall approach The Termite approach to driver pas not yet been demonstrated. So far, the focus of

synthesis relies on the distinctive state-machine-likeyis research has been on extracting a device specifica-
structure of device drivers and its relation to the Strietur +jon from an existing driver. The resulting specification

of the 1/O device. Some new devices, such as high-endq|q, in principle, be used as input to our synthesis en-

GPUs and_network processors do not fit into this model ine, which points to an interesting synergy between the
These devices are built around a general-purpose CP, approaches.

often running a separate instance of a general-purpose

OS. They are controlled by uploading programs that exe-

cute on the device’s CPU and communicate with the hos®  Conclusions

CPU via the I/0O bus. Modelling such devices and gener-

ating software for them is beyond the reach of Termite. Device driver synthesis is a promising approach to solv-
ing the driver reliability problem. In this paper we have
demonstrated the feasibility of this approach by describ-

8 Related work ing a driver synthesis methodology and its implementa-

_tion. The ultimate goal of our work is to create a viable

'\r/']OSt prewousf ‘a’org on d;wefr synthesi has b(:en dogec';élternative to current manual driver development prac-
the context of hardware/software co-design for embedyqq |eading to better quality drivers. The key factor in

ded microcontroliers [18]. These devices are different, e\ ing this is to make driver synthesis attractive to de-

than those targeted by Termite as they have a simple ingice yendors by providing easy-to-use and efficient lan-
ternal structure and a small number of input and OUIpubuages and tools for it

signals. Furthermore, the synthesised driver runs with-

out an OS or with only a small RTOS. As such, these ap-

proaches do not tackle most of the issues addressed hel®)  Acknowledgements

including separation of device and OS specifications and

dealing with large state spaces. On the other hand, drivwe would like to thank Franck Cassez, Scott Hahn, John
ing an embedded microcontroller often requires ensurind<eys, and Mona Vij for their insightful feedback on
precise timing behaviour, which has been the focus othe Termite architecture. We would like to thank An-
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