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ABSTRACT

Progres in networking reseach depends crucially on applying
novel analyds toolsto real-worH traces of netwak adivity. This
often corflicts with privacy and security recuirements;mary raw
network tracesinclude information tha should never be reveded to
othes.

Thetradtiond relution of thisdilemmauses trace anorymiza-
tion to remove secretinformaion fromtraces,theoretically leaving
eroudh informationfor resarchpurpogswhile proteding privacy
ard searity. However, trace aronymizationcan have bath tech-
nicd and nontednicd dravbacks.

We propase an altemative to trace-to-trace trandormation that
opeates at a different level of abstraction. Sincethe ultimategaoal
isto transformraw traces into reeeach resuts, we say: cut out the
middle step. We propose a modéd for shipping flexible aralysis
codeto thedata,rathe thanvice versa. Our modé aimsto support
indeperdert, expert, prior review of aralyss code We propce
a system desgn using layeredabdradion to provide both ease of
use, ard ea of verification of privacy and searity propeties. The
systemwoud provide pre-agproved modulesfor commonaralysis
functions We hope our approach could significantly increag the
willingness of trace owners to share thar daa with researches.
We have loosely prototypedthis approad in previoudy published
resaarch.
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1. INTRODUCTION

Progress in networking research depends crucially on apply-
ing novel analyss tools to red-world traces of network actiity.
Without measiremants of the adual behavior of real-word net-
work uses, we risk developing modds tha are either oversim-
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plified, or smply wrong. Implemerors neal real-world measire-

merts to drive dedsions such astheright chdce of routedookup

algaithm and theright amourt of buffer memory. Netwak adiv-
ity traces, made at various layers from padetsto use-apgication
interactions often arethe best sourceof raw measuementdata.

Unfortunately, researches oftendependon others,sud asl SFs,
corporations, and universites to provide traces. A resacherin
orgarization A might need tracestha can only be made at trace-
owner organizaions B, C, andD. This need canconflict with the
privacy and searity requirementsof thetrace-owvner organizaions.
Many raw netwak traces includeinformaion that shoud never be
reveded to othes, includng persond identify information, seaets
sweh ascredit cardnumbers, traffic patterns tha could be andyzed
to determne corporate strategy, cluesto systemvulnerabilties, etc.

Thetradtiond relution of this dilemmauses trace anonymiz-
ation to remove seaet informationfromtraces? Trace arornymiz-
ation trarsforms an input traceinto an output trace, with the aim
of badancingthe informaion nealsof aresearche with the privacy
ard security requrements of thetrace owner.

While tracearonymizationcanoftenresdve the resarchval ue-
vs-seaecy dilemmafor certain pairings of reeach god and in-
formation protection requirements there are many caseswhereno
saisfactory traceoff is possible. For example the researche might
want to know:

o the potentid hit rate of a route-lookup cache while the data-
owning organizaion (swch as an 1SP) doesnot want to reveal
arything aboutthe structureof itsinternd network.

o the distribution of the number of differert PCs that a distinct
persm uses during the courseof a day.

¢ how oftenusersacddentally sendstrings resembbing creditcard
numbes and US Sodal Security numberswithout encrypting
them.

For someof theseexamples to be sure, it is plaugble to corstruct
atrarsformation on the datathat appears to preseve thereseach-
value-vs-sereq tradeoff, but it canbetricky to getthistrangorm-
ationright. For examge, conside aresearche who wantsto know
theoveral distribution of reporsesizes at apuldic Web server, and
atraceowne who wantsto concealthefrequeng of acces to spe-
cific files on the serva. Evenatrace consiging sdely of reporse
lenghs might reved too much onecould crawl the server to dis-
cover (size, filename)bindings. Adding significant randam noise
to the sizesin a tracestill does nat entirely avoid leskage of file-
names[18]. In short, ary given “aronymizing” transformaton can
patentially leak information if the undelying datahas unexpected
propeties

! Although wefollow commonpradice in using thetermanorymiz-
ation, we assumethattheprivacy and seaurity concernswith traces
go beyond smple anaymity.



It is not dways possble to constiuct a traceto-trace trandorm-
ation that fully satisfiesbothresearcher nealsand the secreg/ con-
straints of atrace owner. The usual solutionisto rert to legally
binding agreements combinel with trust-building procedues, so
thatanervoustraceowneris willi ng to shareatracewith acarefully
chosen researche, who promisesnat to reveal seaets and who can
betruged to do sa Agreemerts ard trust-building involve lengthy
negatiations and often thesenegotiationsfail.

We argue thatin such seenaios, trace-totracetrarsformation is
the wrong paradgm becaus it operatesat the wronglevel of ab-
straction. Ratherthan focuson providing seaurity andprivacy a an
intermediate step, we instead focus on the end-to-end problem of
generatingresearchreaults tha presrve security and privagy.

We propose SC2D, a framework for shipping flexible aralysis
code to the data, rather than vice versa Our system desgn uses
layered abgradion to provide both ea® of use and easeof verific-
ation of privacy and seaurity properties. The system would provide
pre-appoved modulesfor conmonandysis functions Sec. 3 de-
saibesthisdedgnin detal. Althoughwe have notimplementedhe
propcsal frameavork, Sec 4 desribeshow we have loosely proto-
typed this approahin conduding previously publishedresach.

Thisis an ambitiouspropasd andwe offer it expectingtha some
ageds might prove too difficult or expendve. An “SC2D-light”
designmight provide many berefitswithoutasmuc complexity.

The use of real-world network traces in reeach is inherently
a sodal ard legal prodem. Our goal is to repect the® sodetal
constrains. We do nat attemptto eiminatethe sccietal corflicts;
our technicd approah is desgnedto suppatt sccial processesthat
minimize these conflicts. We aim to change the terms of the trugt
negoatiation, notto diminateit. Onecanview this as a form of the
“tussle spacededgn” swggestedby Clark et al. [3].

2. RELATED WORK ON TRACE
ANONYMIZ ATION

Many tracebasdresearchstudieshave been pullishedusngan-
onymized traces. The community has developed a broad set of an-
onymizaion techniques aswell asmethoddogiesto evaluatetheir
impad both on reseach feasibility ard on dataprivacy and secu-
ity. For spacereasms we disaussonly a few relevant papes, see
[4, Ch. 8] for afull treatmentof anonymization.

Even the relatively narrow issue of how to aronymize IP ad-
dreseswhile preseving prefix relaionships (a requirement for
research into route-bokup performarce routing perfomance,
etc.) hasproved difficult in pradice. Fan et al. [7] desaibe a
cryptogaphy-based scheme but point out that even their scteme
ispotertially vulneralbe to certain attacls.

Pang et al. [12] provide an overview of tools that have been
designa for trace-to-trace amonymization, and corcludetha “an-
onymizdion ... is abou maragngrisk” They point out numerous
subtle risks in verifying tha traceto-trace anornymizations do not
leak, ard desaibet cpnkpub, agened traceto-traceanorymiza-
tion framevork tod thatsuyppats“a wide rargeof policy dedsions
ard protomls” Much careful work hasgoneinto t cpmkpub to
prevert leakage but Panget al. point out that more work remains.

Fahmy and Tan [6] obsave that“fill -in” systemstha trarsform
well-formed flows into “anonymized” well-formed flows, such as
in [13], might not preervethe non-well-formed flows (e.g., attack
packets)highly relevantto someintrusion-deection andyses.

3. OUR PROPOSEDALTERNATIVE

In the traditional trace anorymizaion model, we startby get-
ting the daa-owning orgarization, such as an|SP or corporatbn,
to collecta raw trace a the appropriatepoint. (This step itsdf is
often fraught with logisticd and soda issues, but we assimethose
aply in any approah.) The trace owne then decides to apdy
anaronymizing trangormation, either in conaultation with a spe-
cific resarcter, or with the intention of makingthe anaymized
trace gererally useful. Findly, thearonymized traceis shippedto
one or more reeachers; this step can introduce logistical prob-
lemsif the trace is large. For examge, oneof us(Arlitt) hasca. 5
TBytes of trace data,whichwould be hardto storeatmany research
sites let donetransnit. Pangand Paxson [13] report capturing50
GBytegday at LBNL.

In our SC2Dmodel, we alsostartwith a raw trace. However, in
SCD, theresearche sendsan andysis progranto thetraceowner.
Thetrace ownerthenrunsthis andysis programwithin acareful ly-
designal framework, andreturns the reaults to the researche. Al-
ternatively, the traceowner might speailatively run a se of stard-
ard andysis programs and publish the resullts, without a specific
resarctersreques.

Of course our approat only worksif theandysis program can
betrustednat to reveal secretsin the reaults. We propose alayered
sdution to this problem:

e A standardized, safe exeaution framework : We can factorout
mostof the codein ary tracearalysisinto a set of standrdfunc-
tions with well-defined behaviors. This framewvork canbe dis-
tributed asOpenSourcesoftware,with cryptographic signatures
to avoid tampering,and can be searity-reviewed by indeperd-
entexperts. Sec 3.1 describesour proposed framevork design
in moredéail.

o Interpreted, source-cock analysismodules: Research-sgcific
andysiswoud be definedat areatively highlevel of abgradion
by analyss modiles, written in a domain-speific interpreted
languageddfined by theframework. Although resacherswould
have to corvince trace ownersthat these modulesdo not reveal
secets in their reailts, the use of a high-level language shoud
simplify therequired codereviews. We asumetha it canalso
be designal to provide the sane kind of sdety and sandboxing
guaanteesasprovided by languages swch as Java.

The aralysismoduleswou d be allowedto export resuts only
via condrainedinterfaces, andraw or intermedate traceswould
never be allowed to leak out. (It might be posdble to apdy
someresllts in the design of multi-level secue systems[10],
alsoknown sametimes as“taint analyds”)

e Independent expert review of framework and of analysis
modules We assume that trace owners would not trug indi-
vidud reeachersto certify the safetyof thar aralysismodues,
andwould nat trustther own ahlitiesto spot problems Insteal,
we asumethatthe communityasa whaoewoud sugporta pro-
cesof independent expertreviews, samewha of acrossbeween
the peer-review process for pulications ard the finarcial-audit
process The samekind of review proces would apply to the
implementation of the underlying framevork. Sec 3.2 further
discisesthereview proes.

We see severd bendfits of our approach:

e Trangparency: In the traditional trace-anorymizaion mocel, it
canbe hardto tel whether an “anonymized” trace still provides
the ability to extrad information that shoud have been secret.
By reducing tracesto corcise reearchresuts before arything
leaves the hands of the trace owner, we can severely limit the
possibility of intentional or accidental breachesof security and
privacy. Researches might still have to justify their need for



specific reaults by explainingin detail wha they mean but since

thisisanormd partof any resarchpuHication, we donotsee it

asaburden.

SCD doesnot eiminatethe trace owner's burden of decid-
ing whether a reeeacher's proposd andysis reveals too mud.
However, SCD turns this into a questionsolely of whethe the
resach resultsrevealtoo much nat whether atrace does

o Flexibility for reseach: Asdiscis®din Sec 1, it canbe diffi-
cult or impossibleto suficiently ananymize atrace without los-
ing informaion thatwoul d erableor improve aresarchproject.
By shippng aralysiscodeto thedata,we believe we canprovide
potentially unlimited resach flexibility. Also, by providing
a sandad framevork with a high-level languagethat supports
traceanalyds, we greatly smplify the process of writing ara-
lysistools (seeSec. 4 for our experien@in thisrepea).

e Noneedtoship largetraces Beauwsetraesarenever shippel,
only reallts, thelogistical issuesof shpping large datasds, es-
peddly aaossfirewalls, smply disgppear

e Thepotential for on-lineanaysis Saneorganizationsprohibit
eveninternd storage of raw traces[12]; SC2Dcan obviate such
storage by performing aralysis as daa is geneated, and then
discarding theraw data.

e Outsourcing of secuit y reviewsto experts: In almostary two-
party negotiation, theeasieg way to establishtrustistoinvolve a
neural, expertthird party. Thisis epedally important whenthe
party with secretsto protect is not expertin secuity issues. We
believe thata crucial asped of our approahis tha it provides a
well-definedway to includeindependent seaurity experts.

Note that we do not propose a mocel in which anunknown os-
tendble “researche” canserd codeto atrace ownerand expect to
receveresllts. We aimto enatlereseachersand trace ownerswho
already have establishe somelevel of trust to increase ther trust
level.

3.1 Framework design

Our approachdependson a stardardframevork system, which
should provide:

e support for various kinds of traces including padet traces
routing-proto®l evert traces, HTTP message traces, NetFlow
traces, etc.

o ahigh-leve interpreted language spedalized for the problemof
netwak trace analyds.

o built-in moddes for conmonly-ugdfundions

e traditional anaymization trarsformatons, as a “firewall”
aganst unremgnizal flawsin aralysismodiules

Sinceour gpproah places the andysis at the trace ownea's site,

this effectively forces usto supporta high degreeof automatbn, to

minimizethelogistical burden. This motivatestwo otherfeaures
whichwould be usefulfor ary trace-bael reeach:

e atracehanding sub-system,to eliminatethe burdenon thetrace
ownerto dealwith idertifying andpreprocessng trace fil es.

e a saiptade experiment-mange subg/stem, to eiminate the
burden on the trace owner of running multiple andyseswith
different parameer values, and to manae reources consumed
during the experiments

We discusseadc of the® paintsin moreddail.

3.1.1 Languagedesgn

The design of the interpreted languageis a key issue in our
approach. We have beenstrongly influenced by our experience
with Bro, asimilar framework desigredfor intrusiondetection sys-
tems [14]. Bro provides a modula scripting language desgned
to support andysis of |P network event streams but can also be

used off-line. Our propogd framework would aso neal to suyp-
port module compostion and re-use and, like Bro, would need
primitivesspedfic to thenetwaking domain. The language shoud
provide safetyand sandboxing propeties,asdoesJava, and shoud
be biasedin favor of readaility to suppat seaurity reviews (see
Sec. 3.2).

Pang and Paxon [13] de<ribe an extensionto Bro for packet
trace anonymization ard trarsformaton. Their systemoffers mary
featurestha would be useful in an andysis language their lan-
guage explicitly syppats anaymization policies. They obseve
thatthe languageshauld make it easy to examineamodude for pri-
vacy leaks

Kohler [9] hasshown how the Click madular router framework
conveniently sugports measuremen apdications. SC2Dcoud bor-
row Click's approach for specifying the connections between ara-
lysismodues, in away thatlimitsthedamage they can do andthus
theeffort required to review them.

3.1.2 Built-in moduledfor commorfunctions

Based on our pastexperience, we bdieve tha a trace aralyss
framevork mug include modues for

o statetica analyes for example, the R language ard erviron-
mentfor staistical computing [15], or somehing like it (such
asNNstat[2]). This shodd support stardardrepresertations for
things like histogramsCDFs,and PDFs, that can becomeinputs
for furtherprocessng.

e aminimd daabase,sut asBerkdeyDB [17], for manaing au-
iliary data,such as paraméers, identity magpings andotherin-
termediate structures.

Otherstandrdfunctionswil | probaly prove useul.

3.1.3 Standirdizedtraceformats

In orderfor SCD to suppat thereuse of andysismodules and
the compodtion of multiple modules written by differentreseach-
ers, it shodd provide standardized trace formats, as well aslib-
raries of methalsto manipuate them. This standardization shoud
alsoreduce the cogritiveload on experts reviewing the modules for
secreq/ isaues

Since SC2D is intended to syppat trace aralysis a multiple
levels,it will require multiple standard formats(e.g.,padket traces,
routing-protocol evert traces, HTTP messae traces etc.) The
trace formats shauld cover not only the per-evert record formats,
but also per-trace meta-déa such aslocation andtime where the
trace was gatheed, configuration informaion such asthe filters
thatwereemployed during trace gathering, and statisticd inform-
ationsuch asthe numbe of padkets, numter of known errors, etc.
While someof the statitical information coud be reconstructedby
readng the whole trace it might befar more efficient to have this
available for quickingpedion during laterandysis.

Becais trace-cdledion techmlogiesvary widely, and shoud
be outsidethe swpe of the framework per se we will alo needa
cdlection of trace corverter plug-ins, to trandate from othertrace
formas to those used by SC2D. The framavork should sandbox
the® plug-ins sothatthey canrot lesk information via covert chan-
nds, ard thus do not themsdvesneal to be certified.

3.1.4 “Firewall’ transbrmaions

We usually prefer“security in depth” over designsthat place all
of the searity burden on one, possibly buggy, comporent. This
suwggests that the framework should support a set of traditional
trace-totraceanaymization trarsformetions, to be applied before
(or perhaps after) other secreg/-pre®rving techiques. As with
othe SC2D software,these would be certified and sigred by ex-



pert reviewers.

Trangormations would be sdected based on the speific goals
of a research projed, but beaus they would nat bear the entire
burden of preseving privagy and security, they need not be as
dramnianas thosein a tradtiond trace-anaymizationapproac.
They could still improve the corfidencelevel of trace ownerswho
donotfully trug either theexpert review proces or that the frame-
work'simplemenation is bug-free.

3.1.5 Trace handing sub-gstem

Much of the effort involvedin doing tracebasdresearchis the
maragenentof large amouns of trace data. Typical experiments
often involve multiple input traces, uppea-level traces syntheszed
by trandormationtools, other intermediateroessing stes, qual-
ity cortrol, etc. It isone thingfor reseachersto dothistedousand
error-prone work themséves; it would be hard to corvince trace-
owne's to do this work manudly asa cornsequence of the SCD
approach. Therefore, the framevork mustmale trace handling as
simpleard labor-free aspossble.

A trace-handing sub-sysem (THSS) should suppart:

e Theuse and merging of multipl e traces: Quiteoften asinde
andysiswill requiremultiple inputtraces For examge, it might
be ne@ssaryto captureinput ard outputpackets, or padketsfrom
different 1SPs, at differert monitors, or it might be necesay
to breaka long trace into multiple serial sub-tracesin orde to
avoid file-size limits (we ercounteredboth issues in previous
work [1]). The THSS shauld be abe to mege suwch multiple
tracesinto a unified stream.

In othercases it might be necesay to cgpturetracesat mul-
tiple sites(e.g., to measure wide-areanetwaking effects), thus
getting multiple views of the sameeverts. The THSSshould be
ableto reconcile suchtraces into a unified stream (see[16] for a
discusdon of thisappoach.

e Traceto-trace anonymization modules
Sec 3.1.4.

e Tracequality cleanup: Real traces are full of bogus events.
This is true especially for high-level traces synthesized from
padket-level traces whichmaysuffer from missingor re-ordered
padets, or smply from unexpeded behavior. Tracescan also
suffer from end effects since a trace might start or endin the
midde of a connection. The THSSshoud provide mechanisms
for detecting, courting, anddeletingbogus events. (We do not
saythisis eag/, and successul ddetion of bogus everts runsthe
risk of biasingthe subsequert resuts.)

e Timegamp corr ection: Tracesmade at multiple Stesmay suf-
fer from clock skew, which can interfere with timing aralysis
or cau® mis-orderingof everts. The THSS should provide
mechanismsfor detecting clodk skews and correding event
timedamps.

e Sicing: Sametimestheanalydsonly apgdiesto aparticulardice
of atrace. The THSSshauld support slicing by time period, hog
or network 1Ds, proto®l, evert type etc.

e Meta-data tracking: The THSS should track tracemeta-déa
as decribed in Sec. 3.1.3, and provide viewing and searching
facilities for thismeta-data.

as desribed in

3.1.6 Experiment manayer sub-sysm

Mostresearch projedsinvol ve conduding multiple experiments.
For examge, ore might want to smulate several caching al-
gorithms, each with several paameter choices, againg several
traces As with trace handling, the SC2D approad risks shifting
this burdento the traceowner. In our experience mary errois can
cre@ into this phase of areseach project, so automaion is esen-

tial.

The trace handling framevork should include a scriptableex-
perimernt marage (EM) tha canstagemultiple experiments, prop-
erly keepngtrad of which resuts camefrom which experiments.
The EM should be able to exploit parallel reources where pos-
sible,without violating daa dependenciesand without overloading
theresaurcesprovided by the trace owner. The EM shauld recover
auomatically from experimentsaborted due to failuresor reource
constraints.

The EM must also enforcethe distinction beween“results’ that
areOK torelease to rewarclers,ard all othea data,which must be
treatedasprivate.

3.2 Expert reviewproces

Our approadh critically depends on the suacesgul useof anin-
deperdert expertreview processto certify the secuity andprivacy
propeties bothof theframavork ard of thearalysismodules. This
is bothatechicd problemand a sccial problem.

Thetednicd isswesinclude:

e Careful language design: The design of the interpreted
andysis-modte language will affect how eay it isto deerm-
ineif moduleshave security bugs.

o Veifiability of the framework implementation: Mogt of the
coce will bein theframavork implemertation, not the aralyss
modules, and this framevork will be responsble for erforcing
the assumptions undelying the aralysis-modile review. The
framevork code mug thereforebe astrangarent as possible.

o Review of composed analyses Regach resultswill be pro-
duced by the compostion of a se of andysis modules and so
a security review will have to review the global betavior of the
entire set, nat justthe individual pieces.

It mightbeusdul to suppart proof-carrying code(PCC) med-
anismg[11] or taint analyds, asaway for researches to make
formalassertionsaboutwhat anertire analyss doesnot do. For
examge, PCCcanprove tha a module doesnot acces dataex-
cept as spedfied in its interfaceddfinition. Taint aralysis can
prove tha the output of a module does not depend on privacy-
sersitive input data.

e Signing mechanisms Once the framavork and andysis mod-
ules have been reviewed they should be cryptographcally
signel, with tracealle authertication, so tha trace owne's can
be surethey are getting properly-reviewed code.

e Automatic leakage detection: Either the expert reviewers or
the trace owner might wish to augmern thereview proceess with
heuistic-basdtedniques suchasdesribed by Pangetal. [12],
to checkfor privacy le&ks (e.g., cheding for patternstypicd of
creditcardor social-seaurity numbers).

Thesodal issuesinclude:

e Choice of experts: We will nead to find seaurity expertswith
appropriate skills and trugworthiness

e Funding model: Security expertsmight not be willing to work
uncer a zero-funds mode akin to the peer review mechanism,
sincethey might not be benefitting froma symmetical exchange
of work. Thenetwaking researchcommurity coud ask funding
agenciesto sporsor the review process, but this issue could be
the achilles heel of theentire approach

o Detection of cheaing: Even the most honeg review process
coud besubverted. We might needsamesort of awditing process
(bath techmical and humanbased) to look for attempts to spy
via ogengbly “research-ony” aralysismodules Audit syppat
might alo increase the confidence of trace owners.

Ideally, we might hope for formd proofs of the privacy and
sealrity propertiesof anandysis, but we doubtthiswill befeas-



ible soon, espezially becatseit might behardto formally specify

the precise propertes. We suggest a “many eyebdls” approach

is at leag supeior to currert alternatives.

e Pre-publication confidentiality: Thereview process forcesre-
seachersto reveal thar hypothegsand techiques long before
theresarchisready to publish. As with the peerreview process
for papes, the expert review process might require a pledye of
corfidertiality to researcheswho submit modues for review.

e Liability: If anaralysismodue reviewed ard clearedby “ex-
perts’ turns outto have a privagy bug, can theseexperts be sued?
If so, would anyone be willing to serve as an expert? If not,
would daa ownerstrug the proces® It might be thatthe com-
munity would indeed trug a “beg effort” expert-review model,
asthisismoresearity cheding thanalmaostal commecia soft-
wareundegoes today.

Wenatetha USlaw requires I ngitutional Review Boards(IRBs)
to do prior review of the use of human subjedsin federally-funded
research[5]. It would not be a big stretch to seethe expert review
of trace andysis modules as andogousto these IRBs, since the
problemsof data privacy in traces interset with other aspeds of
the use of humansas research subjects. Ourcommurity might learn
samethingfromthe experience of IRBs.

4. EXPERIENCEWITH A PROTOTYPE

In previous work [1], we reported trace-based experimerts to
validate approadesto predictthe latercy of short TCP trangers.
For that project, each resacher wasthe “ownea” of a trace that
could nat be shareddirectly. In theory, we could have usel tra-
ditional anorymization, but we knew of no pre-&isting tool that
preerval dl the daa we nealed, induding TCP-level RTT meas-
uremets, HTTP-level datatrarsfer timing and byte counts (one
TCP conredion cancary many HTTP messiges),and HTTP re-
questtypesand status codes

Out of necesdty ratherthan dedgn, we developed a simplistic
SC2D approad to this project. We usel a Bro saipt to cornvert
raw padket traces to HTTP-level traceswith the neesay fields
(thisfundionality mightbea useful “stardardmodule”), then used
a combindion of R and awk saipts to geneaate research reaults,
all held togethe with shdl saipts. Only the resuts left the trace
owne's site,sowe did no actud trace armonymization.

Thehigh-level congrudsin Bro meantthatour Bro saiptswere
relatively simple (800 linesfor the primary script; see http://bro-
ids.om/bro-contrib/ngwork-analyssakm-imd@5/ for our soft-
ware).

Our experience suferedfrom our ad hoc approat to maraging
the workflow, which involved multiple steps and no trading tools.
The experiment scripts had to be paameterized for each site,and
we sametimes got confused about which experimentshadto bere-
run after a script or paraméer change We aso hadsame troulle
maragingCPUresources for long-runring experiments,aswell as
in maragingdisk space. The THSSandexperimert manager pro-
poedin Secs.3.1.5and3.1.6 were mativated by these problems

While this projectsaved as motivation for SCD, it wasnat a
true prototype. Our project involvedthree people who have known
eah otherfor over a decade, ard both sidesof the “reseacher vs.
trace-ovna™” negatiationswere, in fad, resaarches. Therefore, we
did noactualcodereview; wesmply eectedtotrusteach other and
we shared an informal understanidhg of whatthereaults (statitical
summariesandgraphg reveded. (Notethatwe trusedeach other's
code, but werenot allowed to trust ead otherwith dired acess to
theraw daa; thes aretwo differert kinds of trust.)

5. POTENTIAL DRAWBACKS

In this sedion, we briefly disauss same patential drawvbacks of
our approah. Spacepreventsafull treatment,nor do we currently
have solutionsfor all of them. We note that mostof these while
challengingtechnicd or soda prodems,are merely hard to solve,
while thetraceoff betweentraceanalymization ard datautility can
beimpassbleto sdvein same caes

Debugging the analyds sdftware will probally be much harder,
asbugs can arise tha might not be reveded during testingon the
develope's own daa. Ead revision of an analyds modue would
presimably have to be resubmittedfor expert review before being
testedaga nst privatedaa, sincea“simplebugfix” couldintroduce
novel vulnerabilities. However, techrologiessuch as PCCor taint
aralysismight some¢imesalow automatic proafs tha minor bug-
fixesdo not change the seaurity and privacy propeties of a mod-
ule; certainly, one could exped thes techniquesto meke re—review
easier

Dehugging of trace armalysesofteninvolvessolving puzzes: the
resuts are unexpectedin somestrangeway. We often solve such
puzzles by exploring the undelying datain minute detail; this
would bealot more challengingusng SCD, unlesthedaaowner
is anadive paticipart.

Longevity of daa could be lessasaured. With trace aronym-
ization, reeachers(or sometimescommunity archtiveg can had
the tracesaslong as necessay for purpo®s such as reoducing
or verifying resuts. With SCD, dataowners might have lessin-
centive than researches to keep large daa setsaround, or to meke
suficient backups. Ontheotherhand, the potentialto run SCD in
an online modemears that dataownerswith policies againg ary
storage of raw traces might <till beableto cogperatewith reseach-
ers.

Oneshalld alo nat assimethat replication of aresarchresult
regurestheuseof thesametrace In fact, giventhatary particular
traceislikely to beatypcal in same agects,the generality of trace-
based researchresaultsought to beprovedusingmutipletracesfrom
differert sites.

Serendipity is less likely, sinceanalyseswill be chosnin sa-
vice of specificresearchgoalsrather than rardomexploration. The
gaal of SC2Disto avoid revealing moreinformation thannecesay
to med the statedreseach goals,soin same sense the approachis
inherently anti-serendipitous.

Analysis across multiple sites could be much harder using
SCD. Such amalyses often involve tracking whether the same
event or dataappearsat multiple sites, which could be in direct con-
flict with data-avner privacy policies (especially for mutudly dis-
truging siteg. Pehapszero-knavledge proof techmiques [8] coud
be applied,although theseare likely to be expersive.

Covert channels are probaly impaossble to eiminateentirely.
SCD, throughbothtechrical meaxsard theexpertreview proess,
might beableto at least quantify thebandwidthof thechanndsthat
remain.

Incentivesfor dataowners to participate arenot clear. SCD
shifts several burdens from researches to daa owners, including
trace sorage and compuationd reources. We nate, however, that
mary data owne's have been willing to suppat trace-based re-
sarch eithe through altruismor beausethey exped theresearch
resutsto berefit themin thelong run.

Theownersof apopulardatase might haveto deal with multiple
resarcterscompetingfor amalysisreourcesjust beforeadealline.
In onesense, thisrepresents a suceess (asit impliesthe high value
of thedata),but it could also be aheadache. The THSSmightneed
to suppatt resaurce-resevation medarisms, which would aso be
useful if the dataowner is providing the aralysisresaircesfrom a



pod of sydemsthatcana so have higherpriority uses.

6. SUMMARY

SC2D could crede new opportunities for trace ownersand re-
sarches to work togethe. The desgn has many patential limita-
tions and risks, which would take arpthersix pagesto describe We
hope that our proposal leads atleast,to a productive discusgon.
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