Synchronization 1

Concurrency

e On multiprocessors, several threads can execute simaliaheone on each
processor.

e On uniprocessors, only one thread executes at a time. Howm@ause of
preemption and timesharing, threads appear to run comtlyre

Concurrency and synchronization are important even onronip
Cessors.
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Synchronization 2

Thread Synchronization

e Concurrent threads can interact with each other in a vaoietyays:
— Threads share access (though the operating system) tonsgsteces.
— Threads in the same process share access to program varratheir
process’s address space.

e A common synchronization problem is to enforoatual exclusion, which
means making sure that only one thread at a time uses a shgest, @.g., a
variable or a device.

e The part of a program in which the shared object is accesseliex] a
critical section.
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Synchronization 3

Critical Section Example (Part 1)

int listoremovefront(list *lp) {
| Nt num
| i st _el enent =*el enent:

assert (!is_enmpty(lp));

el ement = | p->first;

num = | p->first->item

I1f (lp->first == Ip->last) {
| p->first = | p->last = NULL;

} else {

| p->first = el enent->next;
! .
| p->num.in_|ist--;
free el enent;
return num

Thel i st _renove_f r ont function is a critical section. It may
not work properly if two threads call it at the same time on the
samd | st . (Why?)
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Synchronization 4

Critical Section Example (Part 2)

void |ist _append(list *=lp, int newitenm {
|1 st _elenment *elenent = malloc (list_elenent));
el enent->tem = new.tem
assert(!is_inlist(lp, newitem);
if (isenpty(lp)) {
| p->first = elenent; |p->last = el enent;
} else {
| p- >l ast->next = elenent; |p->last = el enent;

}

| p- >numi n_| | st ++;

Thel i st _append function is part of the same critical section as
| 1 st _renove_front. It may not work properly if two threads
call it at the same time, or if a thread calls it while anothas h
calledl | st _renove_f r ont
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Synchronization 5

Peterson’s Mutual Exclusion Algorithm

boolean flag[2]; /* shared, initially false */

I nt turn; [* shared =*/
flag[i] = true; /* 1n one process, =0 and j=1 =/
turn = j; /[* 1n the other, =1 and j7=0 =/

while (flag[j] && turn ==j) { } [/* busy wait x/
critical section /[~ e.qg., call to list_renove_front =/

flag[i] = fal se;

Ensures mutual exclusion and avoids starvation, but wanksfor
two processes. (Why?)
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Synchronization 6

Mutual Exclusion Using Special Instructions

e Software solutions to the critical section problem (e.gtelfson’s algorithm)
assume only atomic load and atomic store.

e Simpler algorithms are possible if more comp&tgmic operations are
supported by the hardware. For example:
Test and Set: set the value of a variable, and return the old value
Swap: swap the values of two variables

e On uniprocessors, mutual exclusion can also be achievedsblplahg

Interrupts during the critical section. (Normally, useogirams cannot do this,
but the kernel can.)
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Synchronization 7

Mutual Exclusion with Test and Set

bool ean lock; /=* shared, initially false */
whil e (Test AndSet (& ock,true)) { } /+* busy wait =*/
critical section /+x e.qg., call to list_renovefront =/

| ock = fal se:

Works for any number of threads, but starvation is a possibil
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Synchronization 8

Semaphores

e A semaphore is a synchronization primitive that can be usaolive the
critical section problem, and many other synchronizatiabfems too

e A semaphore is an object that has an integer value, and thpbdas two
operations:

P: if the semaphore value is greater tiamlecrement the value. Otherwise,
wait until the value is greater thanand then decrement it.

V. increment the value of the semaphore

e Two kinds of semaphores:
counting semaphores:can take on any non-negative value

binary semaphores: take on only the valuesand1. (V on a binary
semaphore with valug has no effect.)

By definition, theP andV operations of a semaphore atemic.
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Synchronization 9

Mutual Exclusion Using a Binary Semaphore

struct semaphore *s;
s = semcreate("MySeml", 1); /* initial value is 1 */

P(s);

critical section /+ e.qg., call to list_renovefront =/

V(s);
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Synchronization 10

Producer/Consumer Using a Counting Semaphore

struct semaphore *s;
s = semcreate("MySenk", 0); /+ initial value is 0 */
ltembuffer[infinite]; /* huge buffer, initially enpty =/

Pr oducer’ s Pseudo- code:
add i1temto buffer
V(s);

Consuner’ s Pseudo- code:
P(s);
renove Item from buffer

If mutual exclusion is required for adding and removing isshom
the buffer, this can be provided using a second semaphoosv{H
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Synchronization 11

Producer/Consumer with a Bounded Buffer

struct semaphore xfull;
struct semaphore xenpty;

full = semcreate("Full Sent', 0); [* 1nit value = 0 */
enpty = semcreate("EmptySent', N); /* init value = N */
Item buffer[N; [+ buffer of capacity N =*/

Pr oducer’ s Pseudo- code:
P(enpty);
add 1temto buffer
V(full);

Consuner’s Pseudo- code:
P(full);
renove item from buffer
V(enmpty);
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Synchronization 12

Implementing Semaphores

void P(s) {
start critical section
while (s == 0) { [/* busy wait =/
end critical section
start critical section

}
s =s - 1;
end critical section
}
void V(s) {
start critical section
s = s + 1;
end critical section
}

Any mutual exclusion technique can be used to protect thiealri
sections. However, starvation is possible with this imgdamtion.
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Synchronization 13

Implementing Semaphores in the Kernel

e Semaphores can be implemented at user level, e.g., as @ansef-level
thread library.
e Semaphores can also be implemented by the kernel:
— for its own use, for synchronizing threads in the kernel
— for use by application programs, if a semaphore systemraltface is
provided
e As an optimization, semaphores can be integrated with tieathscheduler
(easy to do for semaphores implemented in the kernel):
— threads can be made to block, rather than busy wait, I thgeration

— theV operation can make blocked threads ready
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Synchronization 14

0S/161 Semaphores: kern/include/synch.h

struct semaphore {
char *nane;:
vol atile int count:

>

struct semaphore *semcreate(const char =*nane,
Int initial _count);

void P(struct semaphore =*);

void V(struct semaphore *);

void semdestroy(struct semaphore *);
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Synchronization 15

0S/161 Semaphores: P() kern/thread/synch.c

voi d
P(struct semaphore *sen)
U

I nt spl;

assert(sem!= NULL);

[ *
* May not block in an interrupt handler.
* For robustness, always check, even if we can actually
* conplete the P wthout Dbl ocking.
* |
assert (i1 n_i nterrupt==0);

spl = spl high();

whi l e (sem >count==0) {
t hread_sl eep(sem;

}

assert (sem >count >0) ;

sem >count - - ;

spl x(spl);
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Synchronization 16

0OS/161 Semaphores: V() kern/thread/synch.c

voi d
V(struct semaphore *sem
{
| nt spl;
assert(sem ! = NULL);
spl = spl high();
sem >count ++;
assert (sem >count >0);
t hr ead_wakeup(sen) ;

spl x(spl);
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Synchronization 17

Locks

struct lock xnylock = | ock_create("LockName");

| ock_aqui r e( nyl ock) ;
critical section /* e.g., call to list_renovefront =x/
| ock_r el ease( nyl ock) ;

e alock is similar to a binary semaphore with initial value qekcept locks
ensure that only the acquiring thread can release the lock)
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Synchronization 18

Reader/Writer Locks

e Reader/Writer (or a shared) locks can be acquired in eitheyaal (shared) or
write (exclusive) mode

e In OS/161 reader/writer locks might look like this:

struct rwl ock rrwl ock = rw.l ock_create("RWock");

rw ock_aquire(rw ock, READ MODE) ;
can only read shared resources
[+ access |Is shared by readers =x/
rw ock_rel ease(rw ock) ;

r'w ock_aquire(rw ock, WRI TE _MODE) ;
can read and wite shared resources
/| access Is exclusive to only one witer =/
r'w ock_rel ease(rw ock);
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Synchronization 19

Monitors

e a monitor is a programming language construct that suppgrshronized
access to data

e a monitor is essentially an object for which
— object state is accessible only through the object’s method

— only one method may be active at a time

e If two threads attempt to execute methods at the same tineeywdbe
blocked until the other finishes

e Inside a monitor, so callecbndition variables can be declared and used
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Synchronization 20

Condition Variable

e a condition variable is an object that support two operation
wait: causes the calling thread to block, and to release the nronito
signal: if threads are blocked on the signaled condition varial@da timblock
one of them, otherwise do nothing

e athread that has been unblockeddmnal is outside of the monitor and it
must wait to re-enter the monitor before proceeding.

e In particular, it must wait for the thread that signalled it

This describes Mesa-type monitors. There are other typesoon
itors, notably Hoare monitors, with different semanticsviai t
andsi gnal .

e some implementations (e.g., 0S/161) suppdntaadcastoperation. If
threads are blocked on the signaled condition variable tindfock all of
them, otherwise do nothing.
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Synchronization 21

Bounded Buffer Using a Monitor

Itembuffer[N; /* buffer wth capacity N */
Int count; /* initially 0 */
cv *notfull, *notenpty; [/* Condition variables =/

Produce(itenm) {
while (count == N) {
wait (notfull);
h
add itemto buffer
count = count + 1;

si gnal (not enpty);

Pr oduce is implicitly executed atomically, because it is a monitor
method.
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Synchronization 22

Bounded Buffer Using a Monitor (cont'd)

Consune(item {
while (count == 0) {
wai t (notenpty);
h
renove 1temfrom buffer
count = count - 1;
signal (notfull);

Consune is implicitly executed atomically, because it is a mon-
itor method. Notice thawhi | e, rather than f, is used in both
Pr oduce andConsune. This is important. (Why?)
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Synchronization 23

Simulating Monitors with Semaphores and Condition Variables

e Use a single binary semaphore (or OS/161 “lock”) to provideual
exclusion.

e Each method must start by acquiring the mutex semaphoranastrelease
it on all return paths.

e Signal only while holding the mutex semaphore.
e Re-check the wait condition after each wait.

e Return only (the values of) variables that are local to théhwa
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Producer Implemented with Locks and Condition Variables (Example)

Item buffer[N; /* buffer wwth capacity N */
Int count = 0O; /* nust tnitially be 0 */
| ock mut ex; [+ for mutual exclusion */

cv *notfull,*notenpty;

notfull = cv_create("NotFull");
notenpty = cv_create("Not Enpty");

Produce(item {
| ock_acqui r e( mut ex) ;
while (count == N) {
cvwait(notfull, nutex);
}

add 1temto buffer

count = count + 1;

cv_si gnal (notenpty, mnutex);
| ock_r el ease( mut ex) ;

}
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Synchronization 25

Deadlocks

e A simple example. Suppose a machine 6&8IB of memory. The following
seqguence of events occurs.

1. Process starts, usinggOMB of memory.
2. Process3 starts, also using0MB of memory.

3. Processi requests an addition&8MB of memory. The kernel blocks
processA’s thread, since there is ondyMB of available memory.

4. Procesd3 requests an additionaMB of memory. The kernel blocks
processB’s thread, since there is not enough memory available.

These two processes atleadlocked - neither process can make
progress. Waiting will not resolve the deadlock. The preessare
permanently stuck.
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Synchronization 26

Resource Allocation Graph (Example)

R1 R2
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Is there a deadlock in this system?
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Resource Allocation Graph (Another Example)
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Is there a deadlock in this system?
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Synchronization 28

Deadlock Prevention

No Hold and Wait: prevent a process from requesting resources if it currently
has resources allocated to it. A process may hold seve@inmess, but to do
so it must make a single request for all of them.

Preemption: take resources away from a process and give them to another
(usually not possible). Process is restarted when it caniacgll the
resources it needs.

Resource Ordering: Order (e.g., number) the resource types, and require that
each process acquire resources in increasing resourceriyge That is, a
process may make no requests for resources of type lessitiegnal to:
once the process has requested resources of type
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Synchronization 29

Deadlock Detection and Recovery

e main idea: the system maintains the resource allocatigrhgrad tests it to
determine whether there is a deadlock. If there is, the Bystest recover
from the deadlock situation.

e deadlock recovery is usually accomplished by terminatimg @ more of the
processes involved in the deadlock

e When to test for deadlocks? Can test on every blocked resoaquest, or can
simply test periodically. Deadlocks persist, so perioditedtion will not
“miss” them.

Deadlock detection and deadlock recovery are both costhys T
approach makes sense only if deadlocks are expected torkee inf
guent.
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Synchronization 30

Detecting Deadlock in a Resource Allocation Graph

e System State Notation:
— R;: request vector for proced3
— A;: current allocation vector for proce$s

— U: unallocated (available) resource vector

e Additional Algorithm Notation:
— T': scratch resource vector

— f;: algorithm is finished with process;? (boolean)
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Detecting Deadlock (cont’d)

[+ initialilzation */
T = U
fi is false if A, > 0, else true
/[ can each process finish? x/
while 3 (= fi A (R < T)) {
T = T + A;;
fi = true
}
[+ 1f not, there Is a deadl ock =*/
1f 44 ( = f; ) then report deadl ock
el se report no deadl ock
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Synchronization 32

Deadlock Detection, Positive Example

Ry = (0,1,0,0,0)
R> = (0,0,0,0,1)
e R;=(0,1,0,0,0)
A; = (1,0,0,0,0)
Ay = (0,2,0,0,0)
A; = (0,1,1,0,1)
e U=(0,0,1,1,0)

The deadlock detection algorithm will terminate with ==
fo == f3 =="fal se, so this system is deadlocked.
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Deadlock Detection, Negative Example

0,1,0,0,0

1,0,0,0,0

= (
(

o = (0,0,0,0,0
(
=(0,2,1,0,0
=

)
)
)
1,0,0,1,0)
)
0,1,1,0,1)
e U =(0,0,0,0,0)

This system is not in deadlock. Itis possible that the preegsvill
run to completion in the orders, P, Ps.

CS350 Operating Systems Fall 2007



