NachOS 1

What is NachOS?

workstation simulator: the simulated workstation includes a MIPS processor,
main memory, and a collection of devices including a timesk (@), a network
Interface, and input and output consoles.

operating system: the NachOS operating system manages the simulated
workstation, and implements a set of system calls for ussgrams

user programs: NachOS user programs run on the simulated machine, and use
services provided by the NachOS operating system
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The NachOS Machine Simulator

( N

mmu/tb  registers main memory e registers include the program
l counter and stack pointer

e main memory consists of
NunfhysPages frames, each

< < _ _
of sizePageSi ze
Machine _
e some devices (e.g., hetwork, sec-
N ) ond disk) are not shown
[ | e Simulator uses ether the
_. O TLB or the pageTabl e and
_ consoles | | GG pageTabl eSi ze  registers,
System/161 but not both.

CS350 Operating Systems Fall 2007



NachOS

Some Components of The NachOS Kernel

currentThread— not all OS components are
' shown
Thread Thread Thread
| | | each NachOS process has an en-
3 S S try in ProcTabl e, a thread,
< o o and an address space
S S S
AddrSpace| | AddrSpace [ | AddrSpac address spaces are implemented
by Addr Space objects, which
iInclude a page table
fileSystem - : :
o f rameMap tracks which main
- %EJ memory frames are in use
h © . .
proctable E NachOS has two file system im-
plementations
CS350
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How does NachOS differ from a “real” OS?

e The NachOS operating system rueside the simulated workstation, noh
It. This means that the operating system and user programsh{wunon the
simulated workstation) do not share system resources.

e The NachOS operating system controls simulated devicesdghra set of
abstract device interfaces. Instead of executing spe€ahistructions or

writing codes into device control registers, the operasiygtem calls methods
like Di sk: : ReadRequest .
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Review: MIPS Register Usage

RO, $0 =
R2, $2 =
R4, $4 =
R5, $5 =
R6, $6 =
R7, $7 =
R29, $29 =
R30, $30 =
R31, $31 =
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System Calls

e to perform a system call, a user program executes a Mz al |
Instruction, as usual.

e to simulate thesyscal | instruction, the simulatorsachi ne: : Run
method (indirectly) calls the kernelexcept i onHandl er function.
(user prog/ exception. cc)

e Excepti onHandl er performs any kernel operations that are needed to
Implement the system call.

e WhenExcept i onHandl| er returns, control goes back the

Machi ne: : Run and the user program simulation picks up from where it left
off, just as in real life.

The call toExcept i onHandl er is the switch from user mode
to system mode. The return frofexcepti onHandl er to

Machi ne: : Run is the switch from system mode back to user
mode.
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How a System Call Works (example C program)

[+ call.c
* Show how a function/syscall i1s nade.
* [

#i ncl ude "syscall . h"
| nt

mai n()

{

Wite("Hello Wrld\n", 12, 1);
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How a System Call Works (compiled program - part 1)

file 1 "call.c"
.rdata
.align 2
$LCO:
.ascii "Hello Wrl d\n\000"
.t ext
.align 2
.globl main
.ent main
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How a System Call Works (compiled program - part 2)

mai n:
frame $fp, 24, $31
.mask 0xc0000000, -4
. fmask 0x00000000, O
subu $sp, $sp, 24
sw  $31, 20( $sp)
sw $fp, 16(3$sp)
move $f p, $sp
jal __ _main
la $4, $LCO
i $5, 0x0000000c
i $6, 0x00000001
jal  Wite
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How a System Call Works (compiled program - part 3)

$L1:
.set noreorder
nove $sp, $fp
lw  $31, 20( $sp)
lw  $fp, 16($sp)
j  $31
addu $sp, $sp, 24
.set reorder
.end nain
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How a System Call Works (call stub from start.s)
.globl Wite
. ent Wite
Wite:
addi u $2, $0, SC Wite
syscal |
] $31
.end Wite
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[+ system cal |

#def |
#def |
#def |
#def |
#def |
#def |
#def |
#def |
#def |
#def |
#def |

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

Some System Call Codes (from start.s)

SC Hal t
SC Exit
SC Exec
SC Join
SC Create
SC _Open
SC Read
SC Wite
SC d ose
SC For k
SC Yield

codes =/

© 00 NO Ol & W DN P+ O

=
o
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How a System Call Works (NachOS exception handler)

voi d Excepti onHandl er (Excepti onType whi ch)
{

I nt type = kernel ->machi ne- >ReadRegi ster(2);

ker nel - >current Thr ead- >SaveUser St at e() ;
ker nel - >current Thr ead- >space- >SaveSt at e() ;

swi tch(whi ch) {
case Syscal | Excepti on:
swtch(type) {

case SC Wite:
vaddr = kernel - >machi ne- >ReadRegi ster(4);
| en = kernel ->machi ne- >ReadRegi ster(5);

filel D = kernel ->machi ne- >ReadRegi ster(6);
retval = WiteHandl er(filel D, vaddr, |en);
br eak:
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Exceptions and Interrupts

Exceptions: Exceptions are handled in the same way as system calls. #ra us
program instruction causes an exception, the simuldac i ne: : Run)
callsExcept i onHandl er so that it can be handled by the kernel

Interrupts:

e The simulator keeps track of the simulation time at whicho®interrupts
are supposed to occur.

e After simulating each user instruction, the simulator ambes simulation
time and determines whether interrupts are pending frondamices.

e If so, the simulatorNhchi ne: : Run) calls the kernel’'s handler for that
Interrupt before executing the next instruction.

e When the kernel’'s handler returns, the simulation consrescuting
Instructions.

The kernel has a handler function for each type of interrtpte(,
disk, console input, console output, network).
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Summary of Machine/Kernel Interactions in NachOS

currentThread— l - -
tlo registers mainMemory
Thread
o =
Qo
= -
()
S < <
o
AddrSpace
Bl pageTable (pointer)
Run I pageTableSize
fileSystem o exception Machine
. S return p .
=
%’ @
5 =
procTable = e L @
consoles disk
' ProcessStartup and main!
ExceptionHandler -
’;iii:::iii::ii:: interrupt return
‘interrupt handlers =
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NachOS Thread Facilities

Threads: new threads can be created, and threads can be destroy@&ddyac
thread executes a kernel procedure that is specified whehrtesd is created.
(t hreads/t hread. *)

Scheduling: a round-robin ready queue for threatifif eads/ schedul er . *)

Synchronization: semaphores, locks, and condition variables. These are
Integrated with the scheduler: blocked threads are kepifdffe ready queue,
unblocked threads are placed back onto the ready queue.

(t hr eads/ synch. *)

CS350 Operating Systems Fall 2007



NachOS 17

Context Switches in NachOS

e The user context of a thread can be saved inltmeead object.

e The thread’s user context includes the values in the registehe simulated
machine, including the program counter and the stack pointe

e When switching from one thread to another, the kernel:
— saves the old thread’s user context
— restores the new thread’s user context

e \When the new thread returns to user mode, its own user cantexthe
simulated machine’s registers.
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NachOS Thread Scheduling

Thread::Yield

Scheduler::Run

Thread::Fork
Thread::Sleej

Scheduler::ReadyToRu Y

blocked
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Birth of a NachOS Process

e the creator does:
1. update the process table

2. create and initialize an address space (allocate physammory, set up
page table, load user program and data into allocated space)

3. create a new thread and put it on the ready queue. The neadtbxecutes
the kernel functiorPr ocessSt art up.

e thePr ocessSt art up function does:

1. Initialize the registers of the simulated machine (padpet pointer,
program counter, stack pointer, and general registers)

2. CallMachi ne: : Run. This call never returns.

Machi ne: : Run starts simulation of the user prograithis cor-
respondsto an exception return in areal system. The thread is now
simulating the execution of user program code. That is |t isser
mode.
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Starting Up a User Program (__start)

[+ I n Nachos all

* WMth start. s,
* [

.globl _ start

. ent __start
__Start:

] al mai n

nove $4, $0

j al Exi t

.end _ start

user prograns are |inked

It begins at virtual

address 0O
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NachOS Workstation Devices

e like many real devices, the NachOS workstation’s simulaidces are
asynchronous, which means that they use interrupts to notify the kerrnet &h
requested operation has been completed, or that a new iopasapossible.
For example:

— the input console (keyboard) generates an interrupt eahdinew input
character is available

— the output console (display) can only output one charatt@tiane. It
generates an interrupt when it is ready to accept anotheactea for
output.

— the disk accepts one read/write request at a time. It gerseaat interrupt
when the request has been completed.
e the kernel implementsynchronous interfaces to each of these devices
— Implemented using the synchronization primitives

— synchronous interfaces are much easier for the rest of timek® use
than the asynchronous interfaces. Use them!
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Example: Synchronous Input Console

e SynchConsol el nput : : Get Char () returns one character from the
console, and causes the calling threatltzk (until a character is available) if
there are no available input characters.

e Implementation uses a single semaphore:

— SynchConsol el nput : : Get Char () does a&() before attempting
to read a character from the input console.

— Input console interrupt handler doe¥@)
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Address Spaces

e OneAddr Space object per NachOS process.

e Addr Space maintains the process page table, and provides methods for
reading and writing data from virtual addresses.

e NachOS page table entry:

cl ass Transl ationEntry {
publ i c:
I nt virtual Page; // page nunber
| nt physi cal Page; // frame nunber

bool valid; [/ 1s this entry valid?
bool readOnly; /] 1s page read-only?

bool use; /[l used by replacenent alg
bool dirty; /'l used by replacenent alg
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Address Space Layout

virtual addresses

0 > max

Code Read-Only Uninitialized
Data Data

Initialized Stack
Data

e Size of each segment except stack is specified in NOFF file

e Code, read-only data and initialized data segments aralinéd from the
NOFF file. Remaining segments are initially zero-filled.

e Segments are page aligned.
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C Code for Segments Example

#define N (5)

unsi gned int X
Int y = Oxbb;
const int blah = Oxff;
Int data[ N ;

Oxdeadbeef :

struct info {
| Nt X;
I nt vy,
}s
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C Code for Segments Example (cont’d)
mai n()
.
Int I
Int | = Oxaa;
I nt k;
const Int | = Oxee;

}

char *str = "Hello Wrld\n";:

for (1=0; I<N i++) {
data[i] = 1;
}

CS350
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Coff2noff Output for Segments

Loadi ng 4 sections:

".text" filepos 52 (0x34) MeNpPos 0 ( 0x0)
size 736 (0x2e0)

“.rdata" filepos 788 (0x314) menpos 768 (0x300)
size 32 (0x20)

".data" filepos 820 (0x334) menpos 896 (0x380)

size 16 (0x10)

filepos -1 (Oxffffffff) menpos 1024 (0x400)
size 20 (0x14)

<not in file>

. bss
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Some Output from objdump

Contents of section .rdata:

0300 ff 000000 48656c¢c6¢c 6f 20576f 726c640a
....Hello World.

0310 00000000 00000000 00000000 00000000

Contents of section .data:

0380 ef beadde bb0O00000 00000000 00000000
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The NachOS Stub File System

e NachOS has two file system implementations.

— The real file system has very limited functionality. Filee atored on the
workstation’s simulated disk.

— The “stub” file system stores files outside of the simulatedhree, in the
file system of the machine on which NachQOS is running. Magic!

e Until Asst 3, the “stub” file system is used. This is why a filattis created by
a NachOS user program appears on the machine on which Nash&ing.
This is also why NachOS user programs can be stored in file®sin h
machine, and not on the simulated workstation.

e The “stub” file system may seem unrealistic, however, a dskivorkstation
with network boot uses a similar mechanism.
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#def i ne
#def i ne
#def i ne
#def i ne

The NachOS File System: disk.h

Sector Si ze 128 // bytes
Sect orsPer Track 32
Nunmilr acks 64 // per disk

NunSect ors (SectorsPerTrack * Numlracks)
/[l 32 » 64 = 2048

Disk Size = 2048 sectors * 128 bytes = 256 KB

CS350
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The NachOS File System: filesys.h

#defi ne FreeMapSect or 0
#define D rectorySector 1

#defi ne FreeMapFi |l eSize (NunSectors / BitslnByte)
[l 2048 | 8 = 256

#define NunDirEntries 10

#define DrectoryFil eSi ze
(sizeof (DirectoryEntry) = NunDirEntries)
[/ 20 = 10 = 200 (1.5625 sectors)
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The NachOS File System: filesys.h (cont’d)

class Fil eSystem{

privat e:
[/ Bit map of free di sk bl ocks,
/|l represented as a file
QpenFi | ex freeMapFil e;

/] "Root" directory -- list of
/[l file nanmes, represented as a file
QpenFi l ex directoryFil e;

FreeMap file has 2048 entries and occupies 2 sectors (256)byte
plus one sector for its header. Directory file has 10 entvndmsch
requires 200 bytes (2 sectors), plus one sector for its meade
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The NachOS File System: filehdr.h

#def i ne NunDirect
((SectorSize - 2 » sizeof(int))
/| sizeof(int))

#defi ne MaxFil eSi ze
(NunDi rect * SectorSize)

cl ass Fi |l eHeader {

private:
| nt nunByt es;
| nt nunBect or s; /| data sectors
| nt dataSectors[NumDirect]; // sector nunbers
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The NachOS File System: filehdr.h (cont'd)

e Fi | eHeader fits in one sector = 128 bytes
e first two fields qunByt es andnunfect or s) use 8 bytes
e 120 bytes are left for block pointers

e each block pointer requires 4 bytes, so

128 —2%4
=

30

NumDirect =

e maximum file size is:

MaxFileS1ze = NumDirect * SectorSize = 30 *x 128 = 3840
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The NachOS File System: directory.h

#defi ne Fi |l eNaneMaxLen 9
[l for sinplicity, we assune
/[l file nanmes are <= 9 characters | ong

class DirectoryEntry {
publ i c:
bool i nUse;
| nt sector;
char name[ Fi | eNaneMaxLen + 1];
[/ Text nanme for file, with +1 for
[/ the trailing '\O

4 bytes fon nUse, 4 bytes forsect or, 10 bytes fomane.
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File System Command Line Example

nobey 1% nachos -f
Machi ne hal ti ng!

Ticks: total 14010, idle 14000, system 10, user O
Disk /O reads 3, wites 6

Console I/O reads 0, wites O

Paging: faults O

Network 1/ O packets received 0, sent O
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File System Command Line Example (part 2)

nobey 2% nachos -D
Bit map fil e header:

Fi | eHeader contents. File size: 256. Fil e bl ocks:

2 3

File contents:
\O\O\O\?2\O\O\O\O\O\O\O\O\O\O\Oo\Vo\Oo\N0o\oVoVoN0\0oV0oNo
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\Oo\VOo\VOo\N0o\NoVoVNo\N0\0V0oNo
\O\O\O\O\O\O\O\O\O\O\O\O\Oo\Oo\o\Vo\Vo\N0o\oNoVo\N0\0V0oNo
\O\O\O\O\O\O\O\O\O\O\O\O\O\Oo\o\Vo\No\N0o\oNoVo\N0\0Vv0oNo
\O\O\O\O\O\O\O\O\O\O\O\O\Oo\Oo\o\vo\No\No\oNoVoN0o\0V0oNo
\O\O\O\O\O\O\O\O\O\O\O\O\Oo\Oo\o\Vo\No\N0o\oNoVoN0\0V0oNo
\O\O\O\O\O\O\O\O\O\O\O\O\O\Oo\o\Vo\No\No\oVoVoN0\0V0oNo
\O\O\O\O\O\O\O\O\O\O\O\O\O\Oo\o\vo\No\No\oNoVoN0\0V0No
\O\O\O\O\O\O\O\O\O\O\O\Oo\Oo\Oo\o\vo\No\No\oNoVoN0\0oVv0oNo
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\VOo\NOo\NO\NOV oV o\N0o\0V0oNo
\O\O\O\0\O
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File System Command Line Example (part 3)

Directory file header:

Fi | eHeader contents. File size: 200. File bl ocks:
4 5

File contents:
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\Oo\o\Oo\vOo\o\oVovoNoNovovo
\O\O\O\O\O\O\O\O\O\ O\ O\O\O\O\Oo\o\Oo\Oo\o\No\ovoNoNoVovo
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\Oo\o\Oo\Oo\o\oVovovo\ovovo
\O\O\O\O\O\O\O\O\O\O\ O\ O\O\O\Oo\o\Oo\Oo\o\o\ovoNoVNovoNo
\O\O\O\O\O\O\O\O\O\ O\ O\O\O\O\Oo\o\Oo\Oo\o\oVovovoNovovo
\O\O\O\O\O\O\O\O\O\ O\ O\O\O\O\Oo\o\Oo\Oo\o\oVovovoNovovo
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\Oo\o\o\vOo\o\oVovovovovovo
\O\O\O\O\O\O\O\O\O\O\O\O\O\0O\0\0\VO0NO

Bitnap set:

o, 1, 2, 3, 4, 5,

Directory contents:

Machi ne hal ti ng!

CS350 Operating Systems Fall 2007



NachOS 39

File System Command Line Example (part 4)

nobey 3% cat > Filel

Hel |l o

nobey 4% cat > File2

Worl d

nobey 5% nachos -cp Filel Filel
Machi ne hal ti ng!

nobey 6% nachos -cp File2 File2
Machi ne hal ti ng!
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File System Command Line Example (part 5)

nobey 7% nachos -D

Bit map fil e header:

Fi | eHeader contents. File size: 256. File blocks:
2 3

File contents:
\O\O\3\ff\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\NO\OVNONO
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\Oo\No\NoVN0oVN0oN O
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\NO\NOoNOo\NoVN0oVN0oN O
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\OVO\ONOo\oNoVNoVoVN0oNO
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\OVOVONOo\oNoVNoVoN0oNO
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\OVOVNONOo\oNoVNoVoN0oNO
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\OVO\NONOo\oNoVNoVoVN0oNO
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\OVO\ONOo\oNoVNoVoVN0oNO
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\OVO\ONOo\oNoVNoVoN0oNO
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\OVO\NOVNONO0NO0ND
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File System Command Line Example (part 6)

Directory file header:

Fi | eHeader contents. File size: 200. File blocks:
4 5

File contents:

\1\O\O\O\O\O\ O\ 6Fi eI\ O\ O\ O\ O\ O\ O\ O\ 1\ O\ O\ O\ O\ 0\ O\ 8
File2\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\NOVO0NO
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\OVNOVNOo\No\oVN0oV0oN O
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\OVO\N OV o\o\oVNoV0oN O
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\OVOVNOVNo\No\NoVN0oV0oN O
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\OVON OV Oo\No\NoVNoV0oN O
\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\Oo\NOo\0oV0oN O
\O\O\O\O\O\O\O\O\O\O\Oo\Oo\OoVOoNOoNoVN0oN0No

Bitnap set:

o, 1, 2, 3, 4, 5, 6, 7, 8, 9,
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File System Command Line Example (part 7)

Directory contents:

Nane: Filel, Sector:
Fi | eHeader contents.

-
File contents:
Hel | o\ a

Nane: File2, Sector:
Fi | eHeader contents.

9
File contents:
Wor | d\ a

Machi ne hal ti ng!

6
File size: 6. Fil e bl ocks:

8
File size: 6. Fil e bl ocks:
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