
 

Health Information Management 2005 ISSN 1322-4913 Vol 34 No 1 Page 13 

Reviewed articles

Patient safety is an important issue in the healthcare 
industry. Electronic health records (EHRs) form an in-
tegral part of the healthcare system and it is impera-
tive that EHRs are safe. EHRs have a variety of 
functionalities which include storage of health informa-
tion and data, results management, order entry and 
management, decision support, electronic communica-
tion and connectivity, patient support, administrative 
processes and reporting and population management 
(Institute of Medicine 2003). Clearly, impaired integ-
rity of EHRs could have undesirable outcomes in any 
of these areas. There is evidence that breaches of se-
curity have an impact on patient health care. Issues of 
confidentiality and abuse of data cause many health-
care providers to oppose the coordination of medical 
databases despite their potential benefits (Gaithers-
burg 2000). Without question, therefore, information 
security of EHRs is an important issue. This paper, 
which addresses the question ‘Are current information 
security technologies adequate for EHRs?’, is an initial 
exploration of the current state of information security 
of EHRs. The research question can be regarded as 
being in three parts: (i) What is information security in 
the context of EHRs? (ii) Why is information security 
important for EHRs? and (iii) What are the current 
technologies available and applied to information secu-
rity of EHRs? 

As in any information system, security of EHRs is of 
crucial concern. Confidentiality, integrity and availabil-
ity are attributes of information security (Anderson 
1999). Confidentiality is a form of informational pri-
vacy characteristic of certain relationships, such as the 
physician-patient relationship. Personal information 
obtained in the course of that relationship should not 
be revealed to others unless the patient is made 
aware of this intention and consents to disclosure 
(Gostin et al. 1993). Integrity of EHRs is important, as 
any changes or inaccuracy in data can have an impact 
on the healthcare process. Health information needs to 
be readily available to the authorised person at the 
time when it is required.  

Security of EHR systems can be implemented by 
the physical security of the system, providing access 
only to authorised users, through the implementation 
of firewall and encryption technologies. Sensitive 
health information such as HIV status, obstetrics his-
tory and mental health history could become more 
easily accessible as health records become fully auto-
mated. If sensitive health information is accessible by 
others, this would clearly represent a breach of the 
patient’s privacy. Healthcare providers and other 

stakeholders have a duty to maintain the confidential-
ity of data and systems, and need to deter access by 
unauthorised users.   

Advancement of technology increases user accessi-
bility and privacy protections involve the use of spe-
cific technologies. Protection of patient records can be 
achieved by implementing security policies to control 
access, appropriate authorisation before releasing the 
health data and by providing additional security meas-
ures to more sensitive data (Chilton et al. 1999). 
Healthcare providers and users of health information 
need to abide by the law of privacy to ensure patients’ 
confidentiality; there is legislation to protect health 
information privacy in many countries. In the United 
States of America, the Health Insurance Portability 
and Accountability Act (HIPAA) emphasises privacy of 
health information, and all healthcare organisations 
and providers are obliged to follow the privacy and 
security regulations of HIPAA. In Canada, the Personal 
Information Protection and Electronic Document Act 
(PIPEDA) protects personal health information against 
use by commercial enterprises across provincial and 
national boundaries. The Privacy Act applies to the 
public sector and the Statistics Act applies to identifi-
able health information (Health and the Information 
Highway Division 2004). 

In Australia, the Privacy Act 1988 (Cwlth) estab-
lished a privacy regime that covered health informa-
tion in the private sector. the Health Records (Privacy 
and Access) Act 1997 (ACT) was based on twelve pri-
vacy principles that have been tailored to suit the 
health environment. In Victoria, the Health Records 
Act 2001 (Vic) came into effect from 1 March 2002 
(Health Information Privacy Office 2002). In NSW, the 
Health Records and Information Privacy Act 2002 
came into effect from 1 September 2004. 

Consent 
Consent plays an important role in maintaining pa-
tients’ privacy. Informed consent implies that a patient 
is fully informed of the implications of their medical 
status, and gives voluntary agreement to divulge or 
permit access to or the collection of their health infor-
mation. Many organisations with access to health in-
formation have not obtained the individual’s consent 
for disclosing personal information (Gaithersburg 
2000).  Effective notification and truly informed con-
sent requires that individuals know and understand 
the contents of the record. It is unethical to use im-
plied consent when the patient is not fully aware of 
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information disclosure. Health data should not be 
processed in the absence of explicit consent unless 
they are needed for medical purposes or undertaken 
by a professional who in the circumstances owes a 
duty of confidentiality. According to the Health Re-
cords and Information Privacy Act 2002 (NSW), health 
information must not be disclosed to anyone other 
than for its primary purpose. However, healthcare 
providers do need to disclose confidential information 
where a failure to do so would constitute a threat to 
public or private interests; for example, reporting 
communicable diseases to the appropriate health or-
ganisation. This measure ensures the safety of the 
public and it is important to disclose information in 
these instances. 

Coiera and Clarke (2004) identified the following 
consent models: General Consent with Specific Denials 
and General Denial with Specific Consent. General De-
nial with the Specific Consent ensures maximum pri-
vacy as the patient’s consent is required for any single 
access to records. This model may not be suitable for 
integration into EHRs as it could impede the workflow 
of healthcare providers, particularly in emergency 
situations. System administrators may be able to 
override the consent mechanisms. However, if consent 
is treated as a legal document and healthcare provid-
ers access the record without permission, there can be 
serious consequences and there should be legislation 
in place for such a situation. There can also be nega-
tive consequences if the patient’s condition is not 
known as a result of access denial. There could also be 
a risk to healthcare providers if, for example, a pa-
tient’s violent behaviour is not known due to the con-
sent mechanism; there is a balance between the 
denial and access of consent mechanisms. Consent is 
important for consumer trust and respect for patient 
autonomy. A consent mechanism that gives the pa-
tient control over their records should not undermine 
the healthcare delivery process (Win, Croll & Cooper 
2003). There should be an overriding mechanism for 
monitoring or reporting in the interests of public 
health. Although the focus of healthcare has changed 
from healthcare providers’ paternalistic approach to a 
more consumer consent-oriented approach (Eysen-
bach 2000), implementing consent should not have a 
negative impact on the healthcare and treatment.  

The case of KJ vs Nepean Cancer Care Centre 
(Connolly 2004) highlighted the importance of the pa-
tient’s consent for the EHR system. As EHRs have 
been targeted to be implemented in Australia with the 
development of HealthConnect trials and the National 
E-Health Transition Authority, this case reminds us of 
the importance of obtaining patients’ consent and the 
level of access to records. 

Incidents of security breaches 
The following are examples of incidents of security 
breaches related to EHRs: 

• University of Michigan Medical Center patient re-
cords were left exposed to the public on the Inter-
net because the centre thought that they were on a 
server protected with a password (Carter 2000).   

• A Florida state public health worker brought home 
a computer disk with the names of 4000 HIV posi-

tive patients and sent the names to two Florida 
newspapers (Stein 1997; Jurgens 2001). 

• A hacker infiltrated the University of Washington 
Medical Center’s computer system and stole at 
least 5000 cardiology and rehabilitation medicine 
patients’ records (Lemos 2000; Songini & Dash 
2000; Chin 2001). 

• A hacker pointed out the vulnerabilities of the sys-
tem because he had penetrated an unidentified 
medical centre in New York and another in Holland 
(Lemos 2000; Chin 2001). 

• Kaiser Permanente accidentally sent the private 
correspondence of over 850 of its members to ap-
proximately 19 people in August 2000 (Fried & 
Pittman 2001). 

• University of Minnesota researchers mistakenly 
revealed the names of deceased kidney donors to 
the recipients in a survey that they sent out (Sulli-
van 2002). 

If a patient’s information is disclosed accidentally or 
unintentionally, it may constitute an infringement of 
privacy, and cause embarrassment, ruin or damage to 
the individual’s career, dismissal from work, loss of 
health insurance worthiness and financial loss (Wae-
gemann 2000). 

Information security and medical research 
The Health Records and Information Privacy Act 2002 
(NSW) states on p. 59 that ‘The organization that 
holds health information must not use the information 
for a purpose other than the purpose for which it was 
collected unless the use of health information for the 
secondary purpose is reasonably necessary for re-
search, or the compilation or analysis of statistics in 
the public interest.’  

There is a concern by some researchers that re-
quirements for the patient’s consent and anonymity 
will undermine their research (Evans & Ramay 2001; 
Roberts & Wilson 2001; Cox 2001).  Production of 
substandard or flawed research is less ethical than the 
use of anonymous data by professional researchers 
(Roberts & Wilson 2001).  Effective monitoring of vac-
cine safety, outbreak responses, and control of infec-
tious diseases can be undermined if patient privacy 
has overridden the surveillance (Evans & Ramay 
2001). In certain cases, universal inclusion of data is 
not possible as a result of lack of patient consent. For 
example, a cancer registry in Germany failed to 
achieve its mission as informed consent is required 
according to the law (Dudeck 2001).  Data gathered 
from the multicentre acute renal disease registry was 
of limited use because only 52 percent of subjects pro-
vided informed consent (Ingelfinger & Drazen 2004). 
There can therefore be a conflict of interest between 
privacy and data accuracy, which can threaten patient 
safety. 

Information security and technology 
The most common authentication mechanisms seen in 
current EHRs are an ‘identifier’ together with a ‘pass-
word’ (Allaert et al. 2004). Implementation of a fire-
wall to prevent external access to data can be seen in 
most healthcare organisations. As EHRs would be inte-
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Table 1. Access models (Kluge 2004) 

 Healthcare professionals 
actively engaged in  
patient care 

Research, planning 
and related  
purposes 

Tracking and 
monitoring 

Comments 

Automatic authorized 
access model 

Yes Yes Yes Flag any other access 

Modified automatic 
access model 

Yes 
(identified data) 

Yes 
(de-identified data) 

Yes 
 

Data in two streams 
(identified and  
deidentified) 

Explicit consent 
model 

Yes  
(with patient consent) 

Yes 
(with patient consent) 

Yes Patients need to under-
stand the consequences 

Two stage model 
 

(automatic + explicit consent model) + expansion of the modified automatic consent model – 
permissible to non-healthcare professional with explicit consent 

grated between healthcare organisations, access levels 
become important for the system. Access control 
mechanisms can be applied for health information con-
fidentiality. Implementing role-based access control 
mechanisms can maintain the confidentiality of the 
patient’s health information according to the patient’s 
consent. Each healthcare provider might have multiple 
roles and there may be a different range of services 
for different purposes for each role. Each role can in-
clude a location limit and access and time limitations 
(Parnell & Fearon 2002). Role-based access control is 
in place in most healthcare organisations (Barrows & 
Clayton 1996; Parnell and Fearon 2002). Audit trails 
become an important tool for data security as some of 
the security breaches have resulted from misuse of 
access privileges by authorised persons (Barrows & 
Clayton 1996). Nevertheless, it was noted that audit 
trails often can exceed the size of the original file by 
several orders of magnitude (Bilykh et. al 2003) and 
their use may not be pragmatic.  

There are different security mechanisms imple-
mented in EHRs to enhance information confidential-
ity. One example of security mechanism 
implementation is in the Alberta computer record sys-
tems where users need to punch in a unique identifica-
tion number along with an electronic tag with a 
constantly changing digital number (Cotter 2003).  

Biometrics identification is an alternative mecha-
nism for authentication and identity verification. Reti-
nal pattern analysis, voice pattern identification, hand 
characteristics and automated fingerprint analysis 
based on pattern recognition are some of the biomet-
rics methods applicable for authentication (American 
Society for Testing and Materials n.d.).   

Implementing an RFID chip is an another identifica-
tion and authorisation mechanism for securing health 
information. However, inserting these under the skin 
is an invasive procedure. Beta testing of these devices 
have been started in the United States of America and 
about 40 people were involved in the initial testing 
(Schuerenberg 2005). 

In Australia, the Australian Department of Health 
and Ageing has initiated research to implement a na-
tional approach to consent technology. The legal and 
technical implementation requirements (Clarke 2002) 
and design principles (Coiera & Clarke 2004) were 
identified as a result of this research. Digital signa-

tures, PKI and Kerberos technologies were used for 
the different e-consent mechanisms in these projects. 

Other projects use security agents to maximize the 
data security. Gritzalis & Lambrinoudakis have pro-
posed a security architecture for interconnecting 
health information systems through security agents. 
The system ensures confidentiality through data ex-
changed, content integrity and access control, single 
sign-on authentication services, role based access 
control and auditing (Gritzalis & Lambrinoudakis 
2004).  

Most users of EHRs believe that password checking 
included in the system will ensure system security of 
EHRs. However, password checking alone to ensure 
access restriction does not secure adequate security 
for EHRs. Programs with common password protection 
use sub-routines that check against a hash-code of the 
password. Debuggers and disassemblers can reverse-
engineer the binary program code to the human read-
able form and execute program instructions. This can 
search the sub-routine that decides acceptance or re-
jection of the password (Horst 2001). Thus, in addition 
to the password, there should be some mechanisms to 
enhance information security. 

Symmetric cryptographic algorithms can be applied 
to protect the confidentiality of data during data trans-
mission and storage. These algorithms can also be 
reversed so using asymmetric algorithm will allow 
strong authentication of all people accessing the data-
base (Quantin, Allaert & Dusserre 2000). 

Different projects and different organisations have 
implemented different security technologies for infor-
mation security; however if consent has not been 
granted, they have not addressed the data for medical 
research purposes. This problem remains to be solved.  

Different access models for EHRs have been pro-
posed to address this. Kluge has proposed four differ-
ent access models which are described in the Table. 
These models address use, storage, communication 
and manipulation of health data (Kluge 2004). 

Confidentiality of medical research data can be ob-
tained through anonymity and de-identification in 
various health service research projects. (Ohno-
Machado, Silveria & Vinterbo 2004). However, there 
are concerns about privacy of health information be-
cause de-identified data does not guarantee confiden-
tiality; the anonymity in research databases can be 
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reversed through the ‘disambiguation’ process (Drei-
seitl, Vinterbo & Ohno-Machado 2002).  ‘Ambiguating’ 
data tables in combination with cell suppression, col-
umn suppression and encryption will ensure data con-
fidentiality (Dreiseitl, Vinterbo & Ohno-Machado 
2002).  

Australian surveys on information security  
Schattner and Pleteshner (2004) have documented 
Australia’s survey on data security in ‘The GPCG com-
puter security project: final report’. It was noted here 
that an Adelaide Central and Eastern Division of Gen-
eral Practice informatics survey found that most elec-
tronic communication was sent in unsecured form 
(Schiller 2003). A survey from the ACT Division of 
General Practice which surveyed 45 practices in the 
ACT region found that most practices have Internet 
connection; however, 69 percent of those did not 
have a firewall. Fifty-one percent of practices indi-
cated that illegal access to patient clinical records 
could be possible as passwords for access to their 
medical software were inadequate or non-existent 
(Rose 2003). It can be seen therefore that informa-
tion security measures for some health information 
systems are still inadequate. 

Discussion 
EHRs contain sensitive patient information which can 
have an impact on the patient’s health and even their 
life. EHRs involve different health information man-
agement activities for different purposes and infor-
mation security is important for all these 
functionalities. There are continuing discussions and 
developments in the area of consent mechanisms to 
ensure information security of patients. As discussed 
earlier in this paper, requirements of consent for use 
of health information should not impede medical re-
search and disease surveillance. Consequently, there 
needs to be a mechanism to address this efficiently 
to maintain patient privacy and fulfil the require-
ments of research and the epidemiology. Multiple 
broadcast encryption schemes incorporated into EHRs 
could be one of the solutions to this problem (Susilo 
& Win in press). However, this scheme is based on 
the unique identification of users of EHRs (patients, 
healthcare providers, medical researchers and so on) 
and this will need to be addressed first. Different au-
thorisation mechanisms incorporating cryptographic 
techniques could possibly enhance the information 
security of EHRs. Information security of EHRs should 
be studied extensively to ensure patient safety 
through providing secure EHRs to healthcare provid-
ers, consumers, primary and secondary users of 
EHRs.  

Breach of information security can stem from 
breach of confidentiality by authorised users, and 
abuse of their access privileges. Therefore, ethical and 
legal responsibilities of users should also be consid-
ered for the information security of EHRs. This study 
focuses on the technological aspect of information se-
curity in EHRs and does not cover the legislations, 
standards and policies for enhancing information secu-
rity of EHRs.  

Conclusion  
In conclusion, this paper has addressed the research 
question, ‘Are current information security technolo-
gies adequate for EHRs?’ and it can be seen that im-
plementing information security should address both 
private and public interests to achieve maximum us-
age of EHRs. Current information security technologies 
are as yet inadequate and there is still room for im-
provement for the security of EHRs. 
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Glossary 
Information security is a collection of policies, pro-
cedures and safeguards that help maintain the integ-
rity and availability of information systems and 
controls access to their contents (Rindfleisch 1997).  
Integrity is the prevention of unauthorised modifica-
tion of information. It is important to maintain infor-
mation integrity as any changes in data can have an 
impact on healthcare.   
Availability is the prevention of unauthorised with-
holding of information.   
Confidentiality is the prevention of unauthorised dis-
closure of information.   
Implied consent is where agreement may reasonably 
be inferred from the action or inaction of the individual 
and there is good reason to believe that the patient 
has knowledge relevant to this agreement.  
Express consent is the consent given explicitly, ei-
ther orally or in writing.  Express consent is equivocal 
and does not require any influence on the part of pro-
vider seeking consent. 
General consent with specific denials refers to an 
instance in which a patient attaches specific exclusion 
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conditions to the general approval of access to the 
record for future accesses (Coiera and Clarke 2004).  
General denial with specific consent refers to an 
instance in which a patient issues a blanket block on 
all future accesses, but allows the inclusion of future 
use under specified conditions (Coiera and Clarke 
2004).   
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