
Grading on a Curve: How Rust can Facilitate New
Contributors while Decreasing Vulnerabilities

SecDev ’23

Justin Tracey Ian Goldberg

University of Waterloo

October 19, 2023

Justin Tracey | Grading on a Curve 1



What role does software serve?
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https://www.npr.org/2023/09/21/1200898062/
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. . . in speaking to maintainers privately, I learned that
these [new contributor] initiatives frequently cause them
to seize with anxiety, because such initiatives often at-
tract low-quality contributions. This creates more work for
maintainers—all contributions, after all, must be reviewed
before they are accepted. Maintainers frequently lack in-
frastructure to bring these contributors into a “contributor
community”. . .

—Nadia Asparouhova1

1née Eghbal, Working in Public
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Step 1: Identify vulnerabilities
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Step 2: Identify VCCs

Option 1: SZZ

Option 2: Artisanal Hand-Crafted VCC Identifications
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C++ Projects Rust Projects
samples

(commits)
positives
(VCCs)

samples
(commits)

positives
(VCCs)

MP4 parser 776 17 910 0
Unicode enc. 337 1 879 0
CSS styling 3152 9 5764 5
Rendering 6177 19 7011 7

Hyphenation 164 2 50 0
MacOS audio 134 1 841 2

Total 10740 49 15455 14
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Step 3: Derive a learning curve

T = T1j
−ℓ
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Conclusions

▶ We can use learning curves to measure
experience vs. vulnerability rates

▶ Security of going from memory-unsafe to memory-safe:
outsize benefit for newbies makes it good for maintainers

▶ Rust seems to attract a larger base of new contributors

crysp.org/software
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