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Section 1: The Staff List
1.1 Overview
The staff list displays employees from both Computing Faculties. The employees are listed alphabetically by first name, and grouped according to their faculty (MFCF/CSCF).  Within the faculty, the employees are further subdivided into Temporary or Regular Staff. Temporary employees are those who have a predetermined work term end date.  Typically, Temporary Staff will consist of solely co-op students. Regular employees are those who do not have a predetermined end date. Special Access Users are staff who have access to the User Management application; they are displayed in the Regular Staff section marked with asterisks: (*).
1.2 Accessing Updates
All updates can be accessed from the Staff List.
To add staff, select the “+Add New User” link located below the page heading. For more information, see the section on “Adding New Staff Members.”
To edit staff, select the name of the staff member you wish to edit. See the section on “Editing Staff Members” for more information.
To delete staff, select the name of the staff member you wish to delete. From the edit user page, select  the “Delete” button located at the bottom of the form. For more information, see the section on “Deleting Staff Members.”  
Section 2: Adding Staff Members
2.1 How to Add New Members
From the staff list, click on “+ Add New User”, found below the page  heading.
In the text field directly adjacent to  “WatIAM userid”,  insert the 8 character WatIAM userid of the employee you wish to add and select Search Username.
Provided there are no errors, the Name and Associated Faculty fields corresponding to the searched user will immediately populate, and the Add User button will unghost. (If errors occurred, see section on Error Messages below.)
After ensuring you have filled out all required fields, select the Add User button at the bottom of the form. If no errors occurred, the page will redirect to Staff List and a message reading “[Name] was successfully added” will appear beneath the page heading. 
NOTE You may not edit a user’s WatIAM or Associated Faculty. If you have mistakenly entered an incorrect WatIAM, select the “Refresh” button to restart your search. 
NOTE All non-ghosted fields must be populated. The selection below provides information on required fields.
2.2 Information on Required Fields
WatIAM userid: 8 character username consisting of only alphanumeric characters. (Synonymous with Nexus id)
Name: The employee’s given name, in full. This field may be edited to reflect a more accurate name. Note, however, that the name must only contain alphabetic characters.
Associated Faculty: Faculty the employee is currently associated with, if applicable. For student 
employees (e.g. co-ops) this field will likely need to be updated, as it will not read MFCF or CSCF.
Update Faculty to: The Computing Faculty the new employee will be working for.
Employee Type: The employee’s position at the faculty; the selection may limit or extend the employee’s privileges (see below).
i. Temporary employee: The appropriate selection for employees with a predetermined work term end date. The aforementioned date must be entered in the Expiration Date field.
ii. Regular: The selection appropriate to employees with no predetermined expiration date,          and who do not require admin privileges.
iii. Special Access Users: This selection is rarely appropriate and must only be granted to users who require access to the ST User Management application.
Expiration Date: This field will only unghost when “Temporary” user is selected (however, note that this is the default setting). Other users do not require an expiration date, ergo the field will remain ghosted. The date must contain only numeric characters separated by dashes in the following format: YYYY-MM-DD.
2.3 Errors Associated with Adding Users
2.3.1 Search Errors
	The Search Error Message:
	Why it happened:

	“Please submit a username”
	“Search Username” was selected while the WatIAM userid field was empty. Populate the field with the username of the employee you wish to add.

	“The username exceeds 8 characters”
	The inputted username exceeds the maximum number of characters appropriate for a WatIAM userid.

	“No matches to your query”
	The inputted username was searched and no matches were found in the UW directory. Ensure that the username is spelled and formatted correctly.

	“A username with the username [entered username] already exists”
	An identical username was found in one of the MFCF/CSCF databases. Follow the link attached to the username if you wish to edit the existing user, or restart your search

	“No information relating to inputted username found in database”
	The username was searched and successfully matched, but no information on Name and Associated Faculty could be found to populate the fields.


2.3.2 Validation Errors
This group of error messages is displayed in response to invalid or potentially malicious characters entered in the WatIAM userid, Name, or Expiration Date field. Ensure that the input only contains the character types specified in the error message.
2.3.3. Required Fields Errors
This error message is displayed when required fields are left unpopulated. Ensure that all non-ghosted fields are nonempty, and that the correct Employee Type was selected; temporary employees require an expiration date.
Section 3: Editing Staff Members
3.1 How to Edit a Staff Member
From the Staff List, select the user you wish to edit. Employees in the Staff List are sorted by faculty, and sub-sorted by employee type (Temporary or Regular). 
Only unghosted fields may be updated, and all unghosted fields must be populated. Ergo, an employee’s WatIAM userid cannot be updated. To update a WatIAM userid, you must first delete then re-add the employee whom you wish to update. 
To update an employee’s name, delete the current text populating the “Name” field. In the newly emptied text field, enter the employee’s updated name. Ensure that the name only contains alphabetic characters.
If an employee transferred  between the two Computing Faculties, update the faculty by left clicking on the circle adjacent to the appropriate faculty.
To update an employee’s type, select an appropriate type from the drop down menu.  See below for more information on Employee Types. 
NOTE  If an employee is being updated from Regular or Special Access to Temporary the expiration date,  the end of the employee’s work term, field must be populated in the following format: YYYY-MM-DD
To update a user’s expiration date, delete the current date in the text box and enter the updated date in a similar format (YYYY-MM-DD). Ensure that the entry only contains numbers and dashes.
Once all updates have been made, click the “Submit Edit” button. Provided no errors, the page will redirect to the Staff List and a message reading “[user’s name] was successfully updated” will appear under the page heading. If errors occurred, see the section on Error Messages below.
3.2 Information on Employee Types
	Employee type
	What it means

	Temporary
	The appropriate selection for employees with a predetermined work term end date. The aforementioned date must be entered in the Expiration Date field


	Regular
	The selection appropriate to employees with no predetermined expiration date, and who do not require admin privileges


	Special Acess
	 This selection is rarely appropriate and must only be granted to users who require access to the ST User Management application. 



3.3 Errors Associated with Editing Users
3.3.1. Validation Errors
This group of error messages is displayed in response to invalid or potentially malicious characters entered in the  Name or Expiration Date field. Ensure that the input only contains the character types specified in the error message.
3.3.2 Required Field Errors
This error message is displayed when required fields are left unpopulated. Ensure that all non-ghosted fields are nonempty, and that the correct Employee Type was selected; temporary employees require an expiration date.
Section 4: Deleting Staff Members
4.1 How to Delete a Staff Member
From the Staff List, select the name of the employee you wish to delete.
From the edit user page, select the “Delete [name]” button located at the bottom of the form. 
Beneath the page heading, the employee’s current information will be displayed.  This information cannot be edited from the Delete page. If you wish to edit, go “Back” to the edit user page.
4.1.1 Deleting Temporary Users
If the employee’s current position is “Temporary”, the text in the comment box will default to “[employee] reached expiration date of [expiration date]”. If this reason accurately reflects the reason for deletion, select “Submit Delete”, located directly beneath the comment box.
4.1.2 Deleting Regular or Special Access Staff
If the employee’s current position is “Regular” or “Special Access User”, the text in the comment box will default to “[employee] deleted because...”. To successfully delete the employee, you must complete the reason for deletion; failing to do so will result in an error message.
4.2 Errors Associated with Deleting Users
4.2.1 Format Errors
	The Error Message:
	Why it happened:

	“The comment box may not be left empty”
	The default text in the comment box was deleted but not replaced. Ensure that there is text in the comment box.

	“The reason for deletion must be a minimum of 50 characters”
	Most likely the employee being deleted is not temporary and the default text in the comment box was left unchanged. Ergo, a valid “reason” was not entered. 

	“The reason for deletion cannot exceed 500 characters”
	The inputted text in the comment box exceeds the maximum amount of characters. Attempt to shorten the text in the comment box (full sentences not required!).


4.2.2 Validation Error
This error message occurs in response to potentially malicious changes to the URL. The page will redirect to display the following error message “ERROR WatIAM userid changed to invalid value”.  Ensure that the text following  “ownerId=” in the URL contains only alphanumeric characters. 
Section 5: Tracking Updates
5.1 Overview of Log Files
Any changes made will be recorded in the log file. To access the log file: from the Staff list, select “Go to Log Files” located under the page heading.
5.2 Information Recorded in Log File
The log file contains at least the information below,  regardless of the type of update:
Time: The exact date and time the update occurred (DD/MM/YYYY: H:M:S) 
Logged in: The WatIAM userid of the Special Access User who performed the update
(Edited/Added/Deleted): Name:  The type of update that occurred, and the employee affected by the update
When an employee is edited, the following additional information will be recorded: 
Fields affected: The fields (e.g. name, faculty, expiration date) which were updated 
When an employee is deleted, the following additional information will be recorded:
Comment: This will display the “Reason for Deletion” inputted by the user performing the delete. 
