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ABSTRACT

The monitorins of a computer system involves the detection of
electrical signals within a computer and the use of these signals
for meking perforuance measurements or for detecting specific evonts.
Monitoring must now be applied to computer networks, as well as to
single computé} systems. The purpose of this thesis is to discuss
the monitoring of computer systems and networks, and then to present
a computer network monitor.

The discussion first considers those people and organizations who
would be interested in monitoring a computer and then considers why
they would want to monitor.

The many computer events which can be monitored are presented
in several formats, but the main presentation utilizes a subclassifi-
cation of the parameters into two parts—;those for the computer and

-those for the workload. Once these parameters are listed, a formal
definition of a monitor event is given.

The means of accomplishing monitoring at present consists of
a discussion of three types of monitors, a description of some of
the monitors which already exist and a detailed description of the
limits and characteristics of each type of monitor.

Chapters II, III, V, and VI are based primarily on documentation
of and experience with, the monitoring of computer systems. Even
though the monitoring of computer networks is considered throughout,
it is still necessary to consider those monitor problems which are
specific to computer networks. Once this is summarized, a unique

monitor is described and & technique for the monitor's evaluation is

presented.
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INTRODUCTION

1.1 PURPUSE

Computer development has progressed to a stage whereby
the operation of a total computer system is extremely dif-
ficult to understand. Besldes single computers with thelr
peripherals and operating systems, there now exlst networks
of computers (at least two computers connected together) and
computer networks (a network of computers or several ter-
minals connected to at least one computer).

The monitoring of a computer system involves the detec-
tlon of electrical signals within a computer and the use of
these slignals for making performance measurements or for
detectling speciflc events. Monitoring must now be appliied
to computer networks, as well as to single computer systems.
Thus the purpose of this thesls is to discuss the problems
of monitoring computer systems and networks, and then to
present a computer network monitor.

This dlscusslon flirst considers those people and or-
ganlzations who would be Interested In monltoring a computer

and then considers why they would want to monltor.



The many computer events for monltoring can be
presented in several formats, but our maln prescntation
utilizes a subclassification of the parameters Into two
parts--those for the computer and those for the workload.
Once these parameters are listed, a formal definition of a
monitor event Is glven.

In order to understand how the above monitoring Is
belng accomplished, we present a discussion on the three
types of monitors, a description of some of the monitors
which already exist and a detalled description of the limlits
and characteristics of each of these types of monitors.

This discusslon 1s based primarily on documentation of,
and éxperlence with, the monitoring of computer systems.
Even though the monlitoring of computer networks Is con-
sldered throughout, It is stlll necessary to consider those
monitor problems which are specific to computer networks.
Once this 1Is summarized, a new monitor Is described and a

technique for the monitor's evaluation is presented.

1.2 CGRGAIIZATICH

The followlng chapters are organized to study and com-
ment on the present monltor tools and techniques as applied
to both computer systems and networks, and then to describe
a proposed monltor system capable of monitoring computer

networks. Thus the chapters and thelr content are:



A. Introduction;

B. WYWho monltors and why do they monitor?

C. What would we llike to monitor?

D. How can we formally represent that which we wish to
monlitor?

E. What tools and techniques have been avallable for
monltoring? |

F. What are the characteristics and 1limltations of
these tools?

G. A summary of the monltor concepts which apply to
the monitoring of computer networks, a description of a
new network monitor, and a technlque for performing its

prellmlnary evaluation.



MOMITORING AND MANAGEMENT

2.1 INTRODUCTION

Systems must be managed. There are three basic charac-
teristlics of any system:

A. Each system Is part of a stlll larger system;

B . Each system has a specific purpose to which all its

parts are designed to contrlibute, and

C. Each system Is complex In the sense that a change

in one variable will cause changes In others (KOONG680).

The complexity of these three characteristics Implles that
every system must be controlled and 1Its processes
coordinated. Thus, the control and coordination of systems

are the two basic tasks of management.

By the above characterlstics, management itself is a
system or a systematlc process, applied by both humans or
computers. Management Is '"the effective coordination and
ugillization of avallable human and non-human resources to
achlieve the objectives of the organizatlion" (PIGO690). The
objectlives may be to maximize proflt, to Improve efficiency,
to expand the scope of services, to do research, to Improve
the quallty of a product or service, or to attract more con-
sumers. Generally the objective for any managerlial system

can be stated as the desire to perform two functlons:



A. To provide a product or service cost-effectlively,
and
B. To charge for the consumer's use of the product or
service.
Thus management involves the coordination of planning objec-
tives, policles, programs, and procedures; of organlzing a
structure of roles with intent to achieve the system's
goals; of supplylng resources; of directing the subsystems;
and of controlling the system process through the measure-
- ment of performance, the correction of negative deviations

and the assurance of the accomplishment of goals.

Management (whether human or computer) involves the ex-

ecution of a simple cycle:

!

/
OBSERVE

COMPARE

= DECIDE

DIAGNOSE

V

DECIDE

%

TAKE ACTION

A

(CORRECT, RECOVER OR BYPASS)




Thlis cycle 1Is a basic thought process very common to any
system evaluation, whereby a continual observation of the
system behaviour s performed. Managers use the observed
performance anﬁ malfunction Indicators to help them under-

stand the system better and to detect any trouble.

Managers compare the observed behaviour with an ex-
pected behavliour pattern or system standard. Both the ex-
pected behaviour pattern and the system standard are based
on a model of the system or on redundant information which
s contained either within the system or within the system's
environment.

Next managers must declde If a discrepancy exlsts
between the real and the expected behaviour. If no
discrepancy occurs, the manager can contlnue his observation
of the system on a gross level; otherwise, a dlagnosis of
the cause must be performed on areas relevant to the problem
and at a level detailed enough to locate the fault without

Incurring undue cost.

The next decision Is to determine what action is to be
taken. When the cause of the problem has been dlagnosed,
management can elther correct or bypass the cause of the
problem, recover the system, or modify the system to Improve
the performance. However, the expected behaviour may also
be Incorrect or Incomplete, such that the model, from which

the expecteod behaviour is taken, may have to be modified.



In most cases we assume that the model Is corrcct Iin order
to prevent the system (The system in this case, consists of
both the object (*) and the monitor systems.) from be Ing

unstable.

The manager's 1last function (consumer charging) In-
volves only three steps: the observation and the recording
of the resources consumed and the computation of a charge as
a functlon of these quantitles.

A1 conflgurations of computing hardware or software
are systems and thus must be managed in a manner similar to
the general systems discussed above. Therefore, since the
computer is a system requliring manangement, and management
Is a systematic process whlch can be described as the occur-
rence of the two basic functions discussed above, the nature
of these two functléns indicates that management has four
reasons for monitoring the performance of a computer system

or network:
A. To observe performance;
B. To detect malfunctlons;
C. To diagnose speclific problems, and
D. To provlde accountling.
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(*) The object system 1Is the system which Is belng
monltored.
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Monitoring 1Is performed In many ways, depending on the
complexlty of the system of Interest. For a simple minicom-
puter, whlch the wuser controls, an experlenced user can
simply watch éhe indlcator llghts for unusual behaviour (eg-
the tell-tale flicker of an Infinite loop), then halt the
process and step through Instructions one at a time to
locate where the program is executing and what the cause of
the loop may be. Speclal tools and techniques must be
provided to ald the human belng In monitoring more complex
systems, such as multiprogrammed computer systems and com-
puter networks., Monltoring of network activity can fre-
quently by very difficult, Some of the characteristics
which cause problems are the number of subsystems of the
network, the topology of the network, and the network mes-
sage control. One of the tasks which Is made difficult is
time synchronization between monitor events. These problems

wlill be dliscussed In Sectlon 7.1.

Thus, when considering the complexity of computer
systems and networks, speclal tools and techniques are

necessary to ald managing and understanding systems.



2.2 ORGANIZATICOHS AND MOMITORING

The flirst functlon of management (providing a product
or service) Implies that both the product and the means of
production must be dependable. The requlirement which any
organization has for a dependable computer system or com~
puter network is determined by the degree to which the
quality and avallability of thelr product or service is sen-
sitive to the dependabillty and performance of their com-
puter system or network. In short, what is the cost of an
inefficlent or unrellable computer? 1Is it enough to justify
the cost of an automated monlizoring system that helps
management and systems experts find (inefficiencies and

detect malfunctions?

Some organlizatlons, such as military or communications
organlzatlions, find that dependability Is essential in order
to supply their service, so they must afford such automated
monltoring systems. The work of other organizations is so
independent of thelr computers that they can afford to walt
for computer services which are slow because of inefficlen-
cles or malfunctions. The latter organizations do not need
an elaborate monitoring system. Organizations between these
two extremes will use such systems only when they become
cost effectlive as compared with the cost of manual detectlion

and recovery from fallure, or of degraded performance.



But many organlzatlions would prefer to have a
monitoring system which was sufficlently flexible to handle
requirements ranglng from routine observation of performance
to sophlsticated on-1line dlagnosis. A monitoring system
must also be dependable so that Its users can have con-

fidence In Its results.

2.3 PEOPLE AMD) MONITORING

In general, everyone uses monlitors of varylng
sophlistication. Some people require only their flve senses
for observing, while others supplement their natural sensors
(eg. eyes) with speclial tools, such as microscopes or
binoculars. Let us glve some thought to who will be In-

terested in monitorling computers:

A. Managers who have computer responsibilities will
want a monltor system that Is easy to use and does not
requlre that they possess detailed knowledge of hard-~
ware, software_ and statistics, 1In order to learn if

thelr system Is behaving well or not.

B. Systems maintenance people (both engineers and
programmers) want a monitor to give them access to
detal led aspects of the object system. They also want
a tool which is easy to use, so that they are not con-
stantly flghtlng the tool to get results. Moreover,

thecy need a tool by which they can gain an under-
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are:

standing of the nature of the parameters that charac-

terize abnormal and normal behaviour of the system.

C. Desligners are obvious users of monitors for com-
puters. As the new system or network progresses and Is
in its trial runs, a flexible, multli-purpose moni tor
would be extremely useful to help debug both hardware

and softwarec modules.

D. Researchers want a monitor system to be flexible
enough to permlt measurement of the simplest event or a
complex loglcal or sequenclal comblination of events
which they deem to be of Interest. These results will

be used In projects 1ike model validation.

CONCLUSIONS

The conclusions reached during the above discussion

A. Speclal tools and techniques are needed to aid in

managing and understanding systems;

B. Organlzations would prefer that one system could
accomplish all the goals, rather than to require a wide
range of speclallzed tools. Thus, there 1s a need for
a flexlible system to handle a range of experiments from
rout 1ne observation of performance for managers to a

s ophlsticated dlagnostlc tool for systems experts.

~11- -



c. The monitor should be cost-effectlve when compared
with the cost of not having it and of falllng to
provide the service or product within a reasonable time

and at a reasonable level of quality.

D. The monitor system should be easy to learn to use

as well as easy to use,.

-12- -



WHAT SHOULD A MONITOR DO?

3.1 INTRODUCTION

During the design of a computer monitor, it is
important to have a set of specific, well defined aims. At
this point, we wish to discuss what the users of monitoring
systems may have for thelr aims. There are three levels
which thls discussion must occupy. The questions of concern

to us are:

A. What are the overall goals of a monitor's wusers?

For instance, do they wish to improve performance?

B. What are the objectlves as they try to achieve
their goal? For instance, In order to improve
performance, are they seeking to dlscover what and

where system bottlenecks are?

c. What are the events to be monltored, so that each
objective Is achieved? For Instance, to determine
whether the dlsk Is a bottleneck, are they seeking to
measure disk and seek time?
By asking and answering these questlons, we will be able to
obtaln a comprehensive 1ist of the events which should be

detectable by a monlitor.



3.2 MWHAT GEMERA! GOALS DO USERS HAVE?

The managers, system personnel and resecarchers
mentloned In Chapter Il have general goals In mind such as
Increasing throughput, reduclng response time, or hypotheslis
tes;lng, as they observe a computer system, To achtleve

these goals, the user should be able:

A. To obtain enough informatlion about the system and
Its parts:
1, To permlt an understanding of its performance;
2. To provide data for simulation and modelling:;
3. To determine [If tuning of the hardware or
software 1s necded, and
b, To determine what the characteristic

parameters are.

B. To measure the characteristic parameters of a
system: |
1. To determine 1If a dependency exists between
these parameters, and
2. To provide data for use in a comparison of
systems, and of a real system to an exlsting

standard or model.



C. To obtalin enough Informatlion about the workload:
1. To provide data for modelling, simulation,
benghmarking, and other system analysis programs;
2. To determine If the users are making efficlient
use of their resources or if they need consulta-
tion, and

3, To determine the parameters of the workload.

D. To measure the characteristic parameters of a
workload:
1. To determine {if a dependency exists between
these parameters, and
2. To provide data for the accounting of consumed

resources per uscr.

E. To measure the attributes of special events(An
attribute of an event Is defined as a quality of the

event which can be detected and used for measurement);

F. To detect  speclfic events such as malfunctlions,

rare occurrences, and overload conditlons, and

G. To obtaln enough information about the system to do

adequate dlagnoslis of a malfunctlon.



3.3 WHAT OSJECTIVES ARE ATTACKED?

As we pursuc knowledge of a computer system, wec must of
course analyse the system with respect to all factors. An
approprliate way to analyse a system Is to dlscuss it in sec-
tions. For example, an industrial system consists of two
loglically separate sectlons. The Industry ftself is the
section which utillizes the resources to produce the final
product. The second is the consumer's demands on Industry-=
What do the people want from the Iindustry? In our case, the
industry corresponds with the computer system and the
consumer's demands with the workload (reference FERR727).
The followling discussion s organized according to this

division; the computer system, then the workload.

3.3.1 COMPUTER SYSTEM'S PARAMETERS

The study of operatlonal computer systems can be
discussed 1In three parts. First to be considered Is the
utllization or actlivity of all the resources. The second Is
throughput, the measure of power of the system and its
resources —-how much work does it process per unit of time?
The last concerns how well the user (or a task) 1s serviced
when any request for actlon is presented to the system, for
which the performance standard 1s response time. These

terms are dlscussed In the following sections.



3.3.1.1 RESOURCE UTILITY (*)

We are concerned only with the broad definition of a
resource as .belng anything which a process can request or
awalt, be it a physical device, a software program or a
signal. This general definition Is used In SHAW72C, but for
a complete definition of resource types, see HOLT711 or
HOLT726. This broad terminology is appropriate here since
we wish to discuss the activity of any resource and the

amount of management required for each.

The knowledge of the distribution function of the
utllization of a resource can help managers coordinate their
system In order to [Increase concurrency. That 1is, to
accomplish concurrency, a manager must keep as many
resources as possible busy dolng useful vwork. This can be

accomplished by:

A. Balancing the number of active compute bound and

1/0 bound tasks, and

(*) Resource utllity Is defined as the frequency of access
and the quantity of usage for each resource.
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B. Balancing the requests for a resource by:
1. DlIstributing the over-active datasets across
the vast majority of the disks or drums and not
overloading one or two storage units with all the
active files, and
2. Distributing the devices on the controllers
such that one controller 1is not a bottleneck.

(Simllarly for controllers on channels.)

The observation of resource utility also helps to determine
what "size'" (including speed, word size, amount of storage,
etc.) of processors or storage devices would be needed by an
installation. It can also help the system's operators to
decrease the access time of datasets (reference DYER72B,
DYER734) by storing the active files of the random access
devices close together to decrease the seek time, and by
uslng the access frequency of a dataset to determine what
type of storage (classified by speed) would be appropriate.
Besides using the monitoring of resource utility for
observation of performance, it is used by the accounting

routines for charging the users.



3.3.1.2

THROUGHPUT

Throughput 1is the prevalent indicator of computer
system and network efficiency, and 1is the comparison
standard for one computer to another, or to a previously
defined standard or model. Throughput is broadly defined as
a measure of the amount of work performed per unit time. It
can be approximated by the number of processes reaching
completion or leaving the system per unit of time. For a

detalled definition see reference STIM690.

Throughput appears to be an appropriate way of
measur ing computing efficiency, but the broad definition
glven above and even the definltions by Stimler (in
reference STIM690) have permitted Its use In too many
unrelated areas--jobs per hour or day, messages per minute,
service calls per second, bits per second, etc. Thus it is
a general term to which several particular definitions can
be appliled for a specific purpose, but the standard for
efficiency should be a parameter which characterizes the

system.,



Dr.K.Kolence In hls latest plea (reference KOLE732) for
structurce within and communications between those groups of
people who are concerned with computer system measurecment,
discussed the neced for a basic measurement unit for software
unlts (*), He stated that "In our field we must admit that,
except for Intultive feeling, we have no reason to believe
any of our measures are deeply characteristic of the
properties of software units. It Is this unfortunate state
of affairs which must be rectified by the development of
valid theory, as it already has in the world of physical

reality.' (Page 71 of reference KOLE732)

Naturally we concur with him, but we are concerned with
more: the development of a measurement system which
includes subsystems of both hardware and software--the whole
computer system, not just a theory for software. Consider
the mechanical wunit of power--ergs per second and foot-
pounds per minute--or the electrical unit of power--joules
per second. These are units of power expressed as units of
mechancial or electrical energy used per unit of time. A
simlilar baslc standard is required for computer energy used
per unlt of time. What Is the unlt of computer energy? Is
It bits processed per second or perhaps Binary Units of Work

(reference ROZW732)7
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(*) Dr. K.Kolence deflines a 'software unit' to be an
arbltrari 1y large or small grouping of code.
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Since computers began, there have been scveral attempts
at defining gross computer measurcment standards. Computers
were compared first by raw speed--memory, clock, arithmetic
and I/0--then by raw speed and word size; followed by
listings of instructions sets, then the Adam's chart, which
contained all the characteristics of the computers marketed
or announced at the time of publication. The next attempt
Involved numerical standards--the Glibson Mix (JOHNT7OC,
ARBU661), and the Knight Figure of Merit (SMIT685). The
main fallings of these measurement standards were that the
performance could not be predicted from the presented data,
that no single system could be fully described and that they
did not reflect the effects of multi-programming or multi-

processing.

As computer systems progressed and were no longer
single user systems, a need arose for a softwarc manager--
the operating system--and a need developed to measure the
effects of the operating system on computer performance.
Special programs (reference CAMP732) were developed to
accomplish this. Thc three main classes of these speclal
programs were the Nucleus or Kernel programs(JOHNT7OC,
LUCA719), the Synthetlc programs (LUCA719) and Benchmarks
(JOHNTOC) .



Benchmarking 1Is the only one of the above standards
st111 widely applied. This entalls a selection of programs
from a computer system's workload to provide a standard
workload. Each job Is run on a stand alone basis and then
in the multi-programming or multi-processing environment.
The throughput and turnaround (#*) are measured as the
benchmarks are run and the results for each separate test
can be used to discuss multi-programming or multi-processing

as compared to a single user system. This Is the best

existing technique for a comparison of systems, but we must
accept that the chosen programs are represeﬁtatlve of the
workload and that turnaround and throughput are adequate
indicators of efficiency. Thus Benchmarks and the present
definition of throughput provide a highly controlled test
and are sufflcient standards for some managers, but not

enough detall is provided for designers and researchers.
3.3.1.3 RESPONSE

Response is a measure of how fast a request for service
Is performed. L.Kleinrock (reference KLEI001) uses the
general definitlon of response or turnaround to be the total
time a customer spends In the system. The start time and
stop time of the perlod are flexlble and depend on what
Information the experimenter wishes to Include 1in his.

measurement., The most commonly used period (used In
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() Turnaround Is the time that a job or message Is In the
system., It is used as an Indicator of the system response.

- ..22.. - -



reference STIM690 and severail others) Is the time between
entcring of the last character of a request for service and
recelving of the flirst character of the reply. However, the
basic parts of the response period are entering,
'transmitting and processing the request, then transmitting

and recelving the response.

Kleinrock thinks that a measurement of the response
time should provide both the first and second moments of the
distribution, but he acknowledges that the average may
suffice 1in some cases, Since serving involves walting in
queues and wait time can dominate the actual service,
queuelng theory 1is widely applied In this area, especially
by Kleinrock (references KLEI001l, and KLEI718 for computer
systems; references KLEI6BO and KLEI729 for computer
networks) and by S.Stimler (reference STIM690) (*=%).

Stimler wuses queuelng theory to demonstrate a relation
between throughput and response for several different sltua-
tions of both computer systems and computer networks.
Similarly Klelnrock has been studyling many models for both
systems and networks. Reference KLE1729 gives a good
summary of work on the ARPA network with respect to models,
actual measurement, queuelng technliques applied, routing
algorlthms and gcneral response consideratlions. One
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(x+) S.Stimler wuses results from P.lM.Morse, Qucues,
Inventorles and Malntenance, John Wiley and Sons, Inc., New
York, 1968, while L. Kieinrock shows the development of the
majorlity of hils results,
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F. System software utilized;

G. Dlstribution of Instruction usage;

H. Size, number and type of 1/0 initiated by the
user's program;

J. Stze, number and type of 1/0 Initlated by the
system, as the system processes the user's program, and

. Quantity of main memory requested and used.

To perform a monitor experiment on the workload, the

experimenter Is well advised to consider the following

questions-=

What resources are requested?
What resources are needed?
When are they requested?

When are they used?

How long are they used?

When are they released?

How are the resources used?

By answerling the above questions for every job step or
message, the experimenter is certaln to obtain at least the
data deslired--if not too much. The workload is, of course,
a functlon of time. Because each user or even group of
users can never be expected to follow a rigorous pattern
when computing, we must consider a certain group of jobs
which they apply to the system. these jobs can be classed

according to thelr general characteristics, such as the
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pattern of their resource requests.

Several mecasuremcent groups have classiflied workload
grossly under scientiflc, mathematical, and text manipula-
tion. AUERBACH Information Incorporated Is at present using
General File Processing, Sorting, four subcategoriecs under
Métrix inversion and seven subcategories under General
Mathemat lcal Processling. Each group was created by
consldering some average measures of workload

characterlistics.

However, even the AUERBACH classification is only an
ald for finding and applying a test workload to a computer
system oOF network. Even in the AUERBACH reports, we can
read warnings about the validity of their workload
classification and thelr benchmark results. To attack the
problem of testling a system with a standard workload, there

are three different kinds of workloads whlch could be

applled:

A. An artificlially generated, standard load permits
reproduction of the test. This gives an excellent
comparlson for the before and after tests, when system

modiflcations are belng made;

B. A real load provides no abllity to reproduce the
test, but It Is a test of reallty--an experliment using

a workload whlch the actual users supplied. Comparison



is possible, but difficult mathematical techniques 1llke
clustering and regression analysls are needed to

extract meaningful results.

C. A comblnation of both the real and the artificially
generated load permit some degree of the reproduction
of a previous workload, and of reality. This is a
workload which represents the actual load better than

the artiflicial load being used alone.

Thus, an experimenter should be able to understand,
design, Implement and apply the above three kinds of
workload or at Jleast be aware of t he degree of
reproducability and reallity, and of the difficulties and

validity of result comparison for the above types of

workload.



This concludes the general discussion of objects which
monitor systems should be able to observe. For complcte-
ness, a list of specific items Is given in Table #3.1. The
format of the 1lst parallels the above discussion, but
another technique for 1lsting these lftems is to group them
according to which measurement is made on each item. A list
In this format 1is given In Appendix "A". The categories

used are time, frequency, count, length, and space and time,



CHARACTERISTIC PARAMETERS

1 _COMPUTER SYSTEM PARAMETERS

UTYLIZATION OF RESOQURCES

A, Frequency of

1.

Speciflc software activity. This 1Includes

system software, utilities, and a part or whole of

the operating systems of nodes or hosts.

2. Processor actlvity;
3., Line or link activity;
4. Channel or controller activity;
5. Auxlliary or main storage device actlvity;
6. Data set activity:;
7. Data set structure activity;
8. Processor states, and
g, Instruction execution.
B. Quantity of auxlliary or maln storage space

requested or used.

C. Quantity of data moved to or from specific devices.
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THROUGHPUT

A. Time required to transmit/handle a message/packet
through a net, node or other specific resource;

B. MNumber of messages, packets or jobs handled by a
node, net or host;

C. Number of bits transmitted or received by a 1link,
line, node, net or host;

D. Raw speed of a resource, and

E. Time between dispatch of packets, messages or jobs.

RESPONSE

A. Time to set-up or dlsconnect a logical or physical
path through a net or node, and

B. Time requlired to respond to a call for service.
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A. User response time (or think time);

B. Time between arrivals of packets, messages or jobs;
C. Frequency and types of requests for service;

D. Reference pattern of software;

E. Size of pacbet, message or job in characters, lines

G. Quantitlies and types of storage requested and used.

11 MWORKLOAD DPARAMETERS

or cards;

F. Real time on the system, and
111 MISCELLANEQOUS ITEMS

A. Time for the object system to detect, correct or
recover from trouble with data transmission; lines,
nodes, hosts or specific devices out of service;
software errors, and link problems.

B. Time for the object system to detect saturation of
lines, links, nodes, hosts or other devices.

C. Number of packets, messages or jobs within the
system and the number of jobs active.

D. Slze of a queue.

E. Logical or sequentlal combinations of the above
events,
Fo The Identlficatlion and status of messages, packets
or jobs.
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MONITOR EVENTS

4.1 THE _DEFIMITION OF MONITOR EVENTS

The occurrences which elther stimulate or require
monitoring can be discussed individually, or as classes of
occurrences. The occurrences and the actlions stimulated by
the occurrences can be described simply by creating a

structured definlition of these occurrences.

While creatling the definition, the aims were to be able

to obtain:

A. A simple, clear definition which would be easy to

use and understand;

B. A loglcally structured definition which would
contain information on the relationship between events

and the structure of each event;

c. A structured approach indicating what a monlitor
should do when the event occurs. This would facilitate
the implementation ‘Qf the seven basic monitoring
actlons~-reg!sterlngmgge tIme of occurrence, timing the
duration, counting the occurrences, reading and
recording some value, and initlating recovery, correc-

tion or diagnosls of a system.

D. A basls for a gencralized measurcment language.



E. Some Insight Into the structurc of a Hardware-

Software Monltor System.

F. A todl permitting easy dlscussion and presentations

of all the monltor events.

G. A definition applicable to all the types of
monitors( the monltors are defined in Chapter V). Note
that each type of monitor can only observe a subset of
all the events defined and each type may consider the
events for elther measurement Information or to

stimulate other action or both.

The technique used to define the monitor event is a
language grammar represented In BNF (*). The grammar is
dlsp]byed in Tables #4.1 and #4.2 and is described below.
The description of the grammar is presented In three levels
(Basic, Intermediate, and Final). Each level of the defini-
tion represents a specific function. The exlistence of these

levels clarifles the.relatlonships between the productions.
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(*) Naur,P.(ed.); "Revised Report on the Algorithmic
Language Algol 60'; Comm. ACM, Vol.G6, No.1l, pp.1l-17.
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[ABLE #h.1

ALPHABET OF THE EVENT GRAMMAR

TERMINALS

s -The basic digltal signal.

d -An input standard, provided by the experlimenter
used in comparisons.

. -Boo]ean binary operator of intersgction

+ -Boolean binary operator of union.

J

-Boolean unary operator of complementation.

~Compar ison operators; indicating the

< -respective performance of a comparison

> -of one value for being equal, below, and
: -above a standard, or within a range.
), ~Dellimiters.

NONTERMINALS

<N>
<ABOVE>
<BELOW>
<EQUAL>
<EVENT>
<HITHIND
{GCCURRENCE>
{BOTULEAN_TERM>
<BOOLEAN_ELEMENT>
{BOGLLCAH_COMBINATION>
{SECQUENTIAL_COMBINATICONS

and



TABLE #h.2

PRODUCTICNS OF THE EVENT GRAHMMAR

{GUAL> ::= <KEVENT>
<EVENT> :: ( <SEQUENTIAL_COMBINATION> )
= ( {SCEQUENTIAL_COMBINATION> )
( <DOCLEAN_CUMBINATION> )
= ( <BOCLEAN_COMBINATION> )
{ABOVE>
= <ABOVE>
{BELCW>
™ KBELOWS
{EQUAL>
~ <EQUALS
HITHIND
= KWITHIND
CJCCURRENCE>

- CSEQUENTIAL_COMBINATIONY> ::= <EVENT> , <EVENT>
. | <SEQUENTIAL_COMBINATION> , <EVENT>

(BOGLEAN_COMBINATIONY> ::= <BOOLEAN_ELEMENT> + {BOOLEAN_TERM>

| <BOOLEAN_TERM> . <EVENT>
{BOOLEAN_ELEMENT> ::= <BOCLEAN_TERM>

| <BOOLEAN_ELEMENT> + <BOOLEAN_TERM>

¢BOOLEAN_TERM> ::= <EVENT>

| <BOOLEAN_TERM> . <EVENT>
CABOVE> ::= <H> > d
CBELOWY> ::= <N> < d
CEQUAL> ::= <N> = d
CMITHIND ::= <N> : d,d
<N> :1:= COCCURRENCE> <UCCURRENCE>

| <N> <OCCURRENCE>

{OCCURRENCE> ::= s
I T s



4.1.1 THE BASIC LEVEL

This first level provides the baslc information or
stimuli to be used in the combinations or compar isons of the

next level.

S s the terminal symbol representing a single binary
signal. This signal is cither transient (travelling on
a transmisslon line) or statfonary (tn a known loca-
tion, whether fixed or variable). Monitors either

detect 's' or use 's' as an Interrupt stimulus.

"¢OCCURREN CE>" -is the non-terminal representing the

state of 's', either high or low.

{OCCURRENCE> ::= s

I -

S

LA -1s the non-termlnal representing the concatena=
tion of the non-terminal <OCCURRENCE> into a string
with a length of at least two, independent of how the

string Is transmitted or stored.

<N> ::= <OCCURRCHCE> <OCCURRENCE>
| <N> <OCCURRENCE>



4.1.2

repre

This

The ¢

CQUAL

ABOVE

BELOW

WITHI

THE INTCRMEDIATE LEVEL

This 1level represents the use of the basic level to
sent further operations which provide a binary output.

entails both comparisons and combinations.
omparisons are:

Is <N> equal to 'd'?
CEQUAL> ::= <N> = d
Is <N> above 'd'?
CABOVEY>  ::= <KN> > d
Is <N> below 'd'?
<BELOW> ::= <KN> < d

H Is <N> with the two 'd's'?

CCHITHIND  ::= <N> @ d,d

The 1

ogical combination Is defined to provide a boolean
combination of at least two events, using the two basic
binary operators of boolean algebra, and giving
priority to' Iﬁtefsectlon over union. At this point,
the boolean expression has no length 1imlt, and it

represents only a sum of products expression.

{BOOLEAN_COMBINATION> ::= <BOOLEAN_ELEMENT> + <BOOLEAN_TERM>

| <BOOLEAN_TERM> . <EVENT>
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(BOOLEAN_ELEMENT>  ::= (BOOLEAN_TERM>
| <BOOLEAN_CELEMENT> + <DOCLEAN_TERMD

{BOOLCAN_TCRM> ::= <EVENT>
| <BOOLEAN_TERM> ., <EVENT>

The sequential combination is defined to detect a sequence
with a length of at least two. The minimum of two for
both types of combinations is practical since a length

of one Is not a comblnatlion.

{SEQUENTIAL_COMBINATION> ::= <EVENT> , <EVENT>
| <SEQUENTIAL_COMBINATION> , <EVENT>

4.1.3 JTHE FINAL LEVECL

‘Now the event can be defined from the previous produc-
tlons, as being the state of each of the above. That is,
either the True or False state of an occurrence, a

comparison or the boolean or sequential combinations.

<EVENT> ::=,k (SEQUENTIAL_COMBINATION> )
| ™ ( <SEQUENTIAL_CGCHMBINATION> )
| ( <BOOLEAN_COUMBINATION> )
| ™ ( <BOOLEAN_COMBINATION> ) ;
| <ABOVE>
| = <ABOVE> ;
| <BELGW>
| ™ <BELOW> ;
| <EQUAL>
| ™ <EQUAL> ;
| <HITHIND
| 7 <KWITHIN> ;
| <OCCURRENCE>



4.2 PROPERTIES OF THE GRAMMAR

Using results developed In (%) "Formal Languages and

Their Relation to Automata'" and the program developed by

W.R.Lalonde (%*), several propertles of the grammar can be

derived. These properties are:

A, Context-free;

B. Self-embedding;

c. Non-1inear;

D. Not sequential, and

E. LR(1) (x*x) grammar (as proven by using the program
' "LALR' devecloped by W.R.Lalonde).
Since the grammar Is LR(1), the grammar is also LR(K) and

unambiguous, and generates a deterministic language.

-—--—.-.-—————.‘-———--—--———u-—--w-—-——-———--—4-——-—----———--———

(#*) J.E.Hopcroft and J.D.Ullman, Addison-Wesley Publishing
Co., Toronto, 1968

(x*) The program used Is documented In W.R.Lalonde; "An
Efficient LALR Parser Generator'"; University of Toronto,
Masters Thesis, Technical Report CSRG-2, February, 1971.

(xxx) LR(1) means a grammar which 1is 1left to right
parsable, with one symbol look ahead.
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4.3 OBSERVATIONUS

Several intuitive observations can be obtained from the
grammar. * The grammar implies that a monitoring system needs

certaln functional units:

A. To obtalin the state of ecach 's';

B. To make each of the comparisons for some strring of

a given length;

C. To permit the experimenter to input the standard
'd' and its mask, since it 1is assumed that the
comparators would be of a fixed length and the desired
information may be a substring of the detected string

(eg. the op code within an instruction.)
D. To calculate a boolean function;

E. To follow a secquential pattern;

F. To complement the signals, and

G. To control the passing of the Information from

functional unit to functional unit.



ﬁThe technlques avallable to accomplish the functions
1lsted above, excluding #C, are of three types--elther
performed by the hardware monitor sectlon (of a hardware-
software monltor system), by the monitor's software or by
the object system's software. To minimize interference by
the monitor with the object system, It |is benefictal to
avoid the 1last, but the decislon between the hardware and
software sections of the monitors, depends on factors 1like
cost, resolution needed, frequency and ease of use, and ease
of implementation. For #C, there Is a choice, dependent on
how the comparators are implemented, between having the
exper imenter use his control program or use some manual

switches on the hardware monitor section.



4.4 APPLICATION

Using the above definition, it 1Is now possible to
dliscuss the ltems for monitoring as events.. Thus Table #4.3
is presented and it contalns a list of common items for
monitoring, listed as events with the types and attributes

of each event.

Conslder a hypothetical computer having two channels, a
wait 1light, and an instruction address of four bits. Place
a probe on the wait light (label it "WAIT"), one on each
channel (label them "CH1" and "CH2') and one on each of the
four address bits (1abel them "S1",6"S2", g3t and  ''su").
The state when the processor and both channels are busy and
when the instructlion address Is within two 1limits, say dl
and d2, can be represented by the boolean function:

[:“ WAIT . CH1 . CH2 . g]where B represents the state
when the address is between dl and d2. The derivation tree
of the terminal string representing this event is shown in

Figure #4.0.



FIGURE #4.0

SAMPLE DERIVATION TREE

CEVENT>

I

( <BCOMB> )

{BTERM> . <EVENT>

— T

CBTERM> + <EVENT> <WITHIND

<{BTERM> . CEVENT> <OCCUR> <N> : d, d
[\\\\\\~\
{EVENT> {GCCUR> s <MD {QCCUR>
N\
<OCCUR> .S {N> <OCCUR> s
A PN
) ~ s <MD {OCCUR> s

N

{OCCUR> <OCCUR> s

The terminal string would be:
(" s . s .5 .6s8sss :d, d)

After replacing cach terminal with its appropriate label,

the string would be:

( ™ WAIT . CH1 . CH2 . S1 $S2 S3 S4 : dl , d2 )



It should be noted that when wusing the grammar to
define an event, the definition depends on the technlques
avallable to detect the event., Thus the implementation will
be both object system and monitor dependent. Consider - thé
LDAQ instruction of the Honeywell 6000 (*). Neglect the
operands for the instruction; then the combination of events

which indicates the execution of the instruction Is (**):
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(*) Honeywell 6000 Processor Manual, Vol.2; SPEC Chart,
Drawlng #43D2227C8, Sheet #2.

(*+*) The symbols represent the sensing (¢) or strobing ($)
of specific registers or logic components. The two
reglsters, RMU/ZJ and RML/ZJ, contain the two pieces of
information which are to be loaded into the accumulator
("A") and the quotlent ("Q") registers, respectlively. This
secquence of electrical cvents Is specific to the LDAN
Instruction and represents the scquence of events which
moves the contents of register RMU/ZJ to A and of reglister
RML/ZJ to Q.
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A, ¢RMU/ZJ  and  ¢RML/ZJ

B. ¢2J/1H

C.  S$RAS
D. ¢RAS/ZL
E. $A and 3Q

The derivation tree of the terminal string representing the
event, Is shown in Figure #4.1.

However, if the execution of this instruction s
frequently monitored then some extra hardwired logic could
be added to the H6000, to make this event available at a
test pin. This procedure of providing test pins for a
limited number of selected events is followed by Honeywell
and a manual which lists the test pins, 1is available. If
detection of the execution of the LDAQ Instruction was
reduced to observing one pin, then the derivation tree would
be simply:

<EVENT>

|
{OCCURREMNCE>

S



L.5 FURTHER WORK

These events all have attributes which require special
action. to be performed by the monitor. Attcmpts will be
made to enlarge the grammar such that it lIncludes the ac-
tions which the monitor should take. The addition of a
level to include a monitor's control functions is being
considered, and finally the grammar will Include features
common to Fortran or Algol, such that the language becomes
capable of permitting mathematical analyslis, flow control,
monitor set-up and monitor control,. For example, produc-
tions will be added such that "s'" and "<EVENT>" will
generate identifiers. This will permit the user to name his
probe points and his events, as well as providing a tool
which the system can use to maintain a library of defini-

tions for commonly used events.



FIGURE #h.1l

DFhIVATIGN TRECE

FOR THE
EXECUTIGH OF THE H6000 LDAQ INSTRUCTIGH

<EVENT>

( <SEQUE> )

T

{SEQUE> <EVENT>
////Wr\\\\\ //ﬁk::\\\\‘
<SEQUE> , <EVENT> {BCOMB>
<SEdGE://T\\:E;ENT> <UCCUR> {BTERM> ., <EVENT>
VA RN \ \
CEVENT> , <EVENT> <OCCUR> s <EVENT> <{GCCUR>

| |

( <BCOMB> ) <OCCUR> <OCCUR> s

A |

{BTERM> . <EVENT> s s

wn

CEVENT> {OCCUR>

|

{OCCUR> S

w

The terminal string would be:
((s .s), s,s,s ,(s . s))
If each '"s'" were replaced by Its respective probe

label, the string would be:

(( ¢RMU/ZJ . ¢RML/ZJ ), ¢ZJ/ZH , $RAS , ¢RAS/IL ,( $A . 3Q ))
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TABLE #4.3
EVENTS FOR MONITORING

1. Error Occurs

I TYPE
A. Data transmission error;
B. Peripheral device out of service;
C. Host out of service;
D. Node out of service;
E. Line out of servlice;
F. Link problem;
G. Software error in node or host, and
H. Miscellaneous(eg. transient).

II ATTRIBUTES
A. Time of Uccurrence;
B. Count;
C. Duration;
D. Notification.

2, Error Is Detected by object system
I TYPE--same as (1).
11 ATTRIBUTES
A. Time of Occurrence;
B. Count.
3, Recovery or Correctlive Action Commences
I TYPE~--same as (1).
I1 ATTRIBUTES
A. Time of Occurrence;
B. Duratlon;
€. Count.

4., Saturation of a Network Resource

I TYPE
A, Line;
B. Link;
C. Hode;
D. Host;

E. Storage (Auxillary or Main).

11 ATTRIBUTES
A. Time of Occurrence;
B. Count;
C. Duratlon;
D. Record a Value;
E. HNotiflcatlon.
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5. Request for a Software Resource

I TYPE
A. Accountling;
B. Message Assembly and Disassembly;
C. Service request;
D. System modules;
E. File System;
F., Primitives,or Semaphores, and
G. Link

I1 ATTRIEUTES

A. Time of Occurrence;
B. Count;
C. Record a Value;

6. Allocation of a Software Resource
1 TYPE-~-same as (5)

11 ATTRIBUTES
A. Time of Occurrence;
B. Duration;

7. Rejection of Request for a Software
1 TYPE-~same as (5)

1II ATTRIBUTES
A. Time of Occurrence;
B. Count;

8. Use of a Software Resource
I TYPE--same as (5)

11 ATTRIBUTES
A. Time of Occurrence;
B. Duration;
C. Count;

9. Request for a Hardware Resource

I TYPE
A. Processor;
B. Peripheral;
C. Line, and
D. Memory.

11 ATTRIBUTES
A. Time of Occurrence;
B. Count;
C. Record a Value;
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10.

11.

12,

13.

1L,

15.

Allocatlon of a Hardware Resource
1 TYPE--same as (9)

11 ATTRIBUTES
A. ‘Time of Occurrence;
B. Duration;

Rejection of a Request for a Hardware
I TYPE--same as (9).

11 ATTRIBUTES
A. Time of Occurrence;
B. Count;

Use of a Hardware Resource
1 TYPE~-~same as (9).

11 ATTRIBUTES
A. Time of COccurrence;
B. Duratlon;
C. Count;
D. Record a Value;

Request for Storage

1 TYPE
A. Main
B. Auxiliary.

11 ATTRIBUTES
A. Time of Occurrence;
B. Count;

Allocation of Storage
I TYPE~-same as (13).
11 ATTRIBUTES
A. Time of Occurrence:;

B. Duration;
C. Record a Value;

Resoutce.

Rejectlon of a Request for Storage Allocation

1 TYPE--same as (13).
11 ATTRICUTES

A. Time of Occurrence;
B. Count;

IS = I



16. Use of Storage
1 TYPE--same as (13)

I1 ATTRIBUTES
A. .Time of Occurrence;
B. Count;
C. Duration;
D. Record a Value;

17. Processor State

1 TYPE
A. Supervisor;
B. User, and
C. Nucleus.

11 ATTRIBUTES
A. Time of Occurrence;
B. Count;
C. Duration;

18. Instruction Execution
I TYPE--many.
11 ATTRIBUTES

A. Count;
B. Duration;

19. Boolean Combination of the Above.
20. Sequential Comblination of the Above.
21. Process Initlatlion

I TYPE
A. Job, and
B. Message.

11 ATTRIBUTES
A. Time of Occurrence;
B. Count;
C. Duration;
D. Record a Value;

-52-



TOOLS AND TECHNIOQUES OF MONITORING

5.1 INTRODUCTIGH

Once experimenters know why and what they wish to
observe, they need tools to make the observations. With the
tools, they need an instruction manual or some techniques
for uslng the tool and for evaluating the results. People
who monlitor computers have had many tools built to help
them. For obvious reasons, most hardware monitors to date
have been bullt to observe the performance of IBM computers,
and only a few monitors have been built to observe the
behaviour of equipment from other manufacturers. Many of
these monltors were desligned and built by IBM, in fact. The
inventors of monitor systems cannot be blamed for favouring
such a large company, for this insures a large market and It
is very difficult to construct computer monitoring tools
which apply to a large number of different types of
hardware. The number of conflguratlons, the types of tools,
the resources needed for monitoring and the design
complex ity of monitoring systems are just a few
characteristlics of computer monitoring tools and techniques
which are discussed below. In thls chapter, the types of
monitors are deflined and examples are presented, while in
Chapter VI the characteristics and 1limltations of the

varlous typces are analysed.



5.2 HARDMARE NMOMITORS

Hardware monltors are the class of monitoring tools
which use strictly a hardware system or a computer system
which 1s completely separate from the object system. There
are a great many characteristics of these tools, but one of
them--the intelligence--provides a basic dlvision for
classif fcatlon purposes. The level of Intelligence of a
monlitor is dependent on the level of self-control which the
monitor has. The first hardware monitors were unintelligent
devices being controlled manually by human intervention or
at most by timed interrupts or overflow signals. Soon the
need was recognized for a monitor which could control
itself, react to electrical stimuli and make decisions on a
dynamic level, soO hardware monitors were designed with
patch-board programmable logic, and recently with the

capability of being run under minicomputer control.

Table #5.1 Is a summary of all the hardware monttors
about which information has been published in English. They
are listed by the date of deslgn, if known, or by the date
of the earllest documentation. All the available documenta-
tion which either describes a monitor or the use of a
monitor In an experiment is 1listed for the appropriate
monltor. Also 1llsted 1s a summary of each monitor's
characteristlcs. Slnce the ultimate hardware monitor should

be able to observe computcer networks, an attempt has becn



made to determine how much effort would be required to
modify the documented monltors to make them useful for
monitoring computer networks. Jur estlmate Is given with
each monlto;.

The estimation follows a hierarchical pattern. There
are four groups, and each group needs specific changes plus
all the changes for the groups listed before it. The first
group is denoted as needing "TRIVIAL" (%) modifications.
These modificatlions Involve software changes, which include
the writing of software monitors for execution within the
object system, the possible writing of an improved operating
system for the monltor and the writing of data reduction
routines. This group also needs a technique for
synchronlizing the clock at each network node. The second
group 1s denoted as requiring the "MINOR" addition of some
real time response capabilities, such as programmable logic.
»It also requires the modifications described under the
WTRIVIAL" class. ''MAJOR" modifications required by the
third class includes the modlficatlons described above, the
addition of intelligence such as a controlling processor,
and at least one of: better storage, improved resolution,
comparators, and a clock. The last group requires

"COMPLETE" redeslign.

(%) lHlote that the keyword for cach class only denotes the
work requlired with respect to the other groups, but In no
manner does It Indicate the actual amount of work required.

- -55~ -
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5.3 SOFTWARE MONITORS

Softwarc Monitors are programs designed to exccute and
utilize the ‘resources available on the object computer.
There are three general classes of software monitors:
account ing routines; malfunction detection, diagnostic, and

recovery routines; and performance monitors.

Accounting routines perform the simple task of
recording what a consumer uses soO that he can be charged for
{t. Some accountling routines only charge for elapsed time,
while others perform a more detalled analysis permitting
charging by processor time, by lines printed or per access
to a data base(eg. Account PAK of Systems Dimensions Ltd.,

Ottawa, Canada).

The software monltors concerned wlith malfunctions,
control the detection of faults and errors, and initiate any
of the correction, recovery or diagnostic routines which may
be needed. These monitors normally do not perform any
measurement monitoring, but they may count the number of
occurrences of each error or fault, or do some accounting,
as does No.l ESS (reference DOWNG50). Note that aberrations
of performance Indicators(eg. poor turnaround) can also

indicate malfunctions.



Per formance monftors are designed to collect
performance data simllar to that collected by the accounting
routines, but more kinds of data are of interest. For
example, performance monltors may measure the number of
times a software unit or instruction 1s executed while
accounting routlines usually are not concerned with such

data.

It would be a difficult task to create a chart, similar
to Table #5.1, for software monitors slince the number of
accounting routines Is quite targe, but few are documented.
However a description of twelve monitors 1s provided In
volume eight of reference AUER736. This description
includes for each routine, Its cost, the output provided,
the object systems on which 1t will execute, a basic
description of operation and a brief 1ist of data ltems
collected. An example of the use or implementation of each
of the three types follows, but for other discussions on
software monltors see references (ARDE70A, BARB708, CANN729,
coopP700, COOP729, DENNG690, DEUT710, HERM64LO, HERME72,

KEEF680, KOLE690, PINK6SO, SCHEG6L, SCHW720 and SEDG70B).



5.3.1 ACCOUNTING

Accounting systems are the most common software
monitors avél]able. The main dlfference between these and
other software monitors !sl the set of data which they
measure. Accounting systems restrict thelr data to items
concerning resource usage by a consumer. The attributes of

the monitored event are:

A. The access frequency(ie. accesses per unit time) of

each resource used;

B. The ldentifier data of a programmer ID or project
number;

C. The quantity of the computer system resource used;
and

D. The 1Initliation and termination times of the

resource used.

Considering that the accounting systems measure a
subset of the data gathered by the main class of software
monitors, the produced statistlcs can actually be very
complete. Some of the specific statistics derivable are the
start and stop time of each job step; the core requested,
and the core used; processor time used; the quantity of 1/0
performed in units of the number of cards read or punched,
llnes printed, and the number of datasets accessed on disk,
tape, drum or cell; the number of 1/0 calls per dataset;

processor walt time; the number of Jjobs or job steps



processed; elapsed time per job step; job step cost; and
varlous comblnations of the above data, such as process time
per elapsed time or histograms of core requests and

accesses, as well as averages of the above.

From the above data, much can be learned, but the
analysis s horrendous. In references WATS715 and LEHM735,
experiments are discussed which use only accounting routines
to provide the data for measurement and evaluation of their
computer systems. In WATS715 the only modification required
was the saving of all the accounting data on magnetic tape
for later reduction. The extra items determinable from the
data were processor idle time or down time, number of jobs
in memory, quantity of memory allocated and occupied,
processor activity, the average number of Jjobs on the
computer at any time and finally their revenue, response
time and throughput. The analysis task was described
thoroughly and confirmed one of the major disadvantages of
software monitors~-the analysis used regression techniques
and cluster analysis as well as data selection packages and
statlstical packages, and required four to six man months
for the total analysis. This quantlity of analysis and data
massaging could be expected to be smaller 1f a hardware

monltor had been used.



Some of the conclusions which can be drawn from
reference WATS715 and which concern accounting systems in
general are that accountling systems are useful for:

A. Measuring the effect of system modifications on

system performance;

B. Providing intricate statistics on the workload of

an experiment;

C. Formulating or revising charging schemes;

D. Providing the installation's management wlith a

report on computer utility and workload

characterlistics:

E. Providing measurements and descriptions of

workloads processed by the system in the design of

typlcal job streams (ie. input for benchmark, simula-
tion and modelling studles), and

F. Showing the trends of past usage and performance.

5.3.2 _ MALFUHCTION . DETECTION

software monltors can perform malfunction detection,
diagnosis, correction and recovery. They are normally used
alone, but speclial hardware devices are commonly used to aid
the malfunctlion detectlion. The speclal hardware detects the
state of varlous modules such as the '"Host ready' and 'Node
ready' flags of the ARPA network, or does simple state
calculations such as parlty checks on 2 transmission line.

The software monltor samples the stotus of these hardwarec



unlts, and the other hardware unlts, such as processors or
peripherals, and compares the status to known standards. If
the status indlicates trouble, the software monltor
performing the check will initiate some predetermined ac-
tion. The actlon chosen depends of course on the system

under conslideration,

There are two good examples of software monlitor systems
for malfunction control in use at present. One is part of
the network control built into the ARPA network and the
other 1s NO.1 ESS, which 1s used by the Bell System to
switch telephone calls in many areas of the United States
and a few areas of Canada (x). Monitoring for malfunctlons
of the ARPA network entalls two simple functions. First Is
parity checking on transmission ]inés. The second 1Is a
watch-dog timer which times out If not reset by the normal
packet handling rout Ines and passes control to a routine In
protected memory which assumes a software error, attempts to
reload a new copy of the node's operating system and 1f
successful, restarts the proper routine. The ARPA network
s a good example of software monltoring for performance

purposes and 1s discussed In more detall later.

..............---.——--—-u—u—--—».~»~—.—.———..._¢.-—.<...—n—--._..-......._.n--...n—.-.‘.....—.-.-....-...-..
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NO.1 FESS, however, {s an claborate system designed not
only to service or handle the telcphone calls made, but also
to maintaln an efflcient working configuration of the
hardware which it controls. As a functlonal unit servicing
the public, NG.1 ESS controls or performs the detection of a
service request, the interpretatlon of the digits dialed,
the alerting of the called customer, the establishing of a
talking connectlion, the detecting and performing of a
disconnection and the accounting for the call, if required.
As well as the call processing and accountling, it performs
traffic measurements, and accepts data from a control
Teletype., which permits changes to the classes of service

and the directory numbers assigned to the lines.

However, the point of interest 1Is the malfunction
control of the NO.1 ESS Maintenance Plan. The principal

features of the maintenance plan include:

A. The conservative clrcuit designs and long-1ife

components which are used to obtain reliable units.

B. The redundant units which are used to pronde
service In the presence of fallures and during routine
preventlve malntenance. A1l the hardware equipment 1s
duplicated, Including the central processor. One part
s consldered active and lts duplicate is on standby
status. while on standby, 1f operatlonal, 1t Is

functloning In parallel with its actlve dupllicate and

.- -6l . -



provides another level of status checking: otherwisc It

is labclled linactlve and s awalting dlagnosis or

repalr.
C. The rapld detectlion of faults or errors by
contlnuous hardware and software checks. This s

necessary tc permit restoration of service and to pre-
vent lIncorrect Informatlion from propagating into other
unlts of the system. The checks are provided in many
ways. For example, the buffer store and  buffer
controllers have parity checks during transmission,
status reports from each unlt, match checks (similar to
techniques described above) at the buffer control, and
an "all-seems-well" response from each unit to the
buf fer controls. Besides the many checks, the detec-
tion system Is designed for speed by having hardware
clircultry perform the long time, continuous functions
and the functions easily Implemented in hardware, such
as continuous trouble detection, automatic retrials,
administration of coarse program priority, switching of
'dupllcate unlts and accessing hardware status flags
(probes or hardwired Interfaces), while sof tware

performs the rest.

D. The recovery procedures by fault recognition
programs vwhlch are designed to preserve message

informatlon while testing and conflguring the system

-65-~ -



around faulty units. The Maintenance Plan works with
three 1levels of programs, of which the recovery
programs are the first level and have priority over the

other two.

E. The error analysis programs which are wused to
distingulish between occaslonal errors and marginal or
intermittent faults. Every time a fault or error
occurs, a count for the specific occurrence is
incremented. This provides data on the frequency of
occurrence of specific troubles and pinpoints specific

areas for further maintenance or even replacement.

Fo The diagnostic programs are automatically
interleaved with message processing programs to isolate
faults to replaceable, plug-in, circult packages. Once
the detection circuitry has established with some
certainty that trouble exlsts, control of the system is
transferred, to programs that analyze the problem,
determine an.operatlonal configuratlion and control the
switching to establish the new configurations. This
analysis 1s loglcally complex, but occurs infrequently,
and the low overhead permits a software solutlon. The
diagnostlic routines which perform the tests and

interpret the results, constlitute the second level of

the malntecnance programs.
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G. The In-service checks provide rapid detection of
faults and marginal troubles. Exerclse programs work
the infrequently used systems and run periodic line
tests. These exercise programs are the third level of
the maintenance plan and execute only when the system.

workload Is very small.

In summary, the system follows a chain of events 1like
this: first the monitor scans status indicators at rates
from 100 to 10 cps. or irregularly when needed; secondly the
interrupt caused by a mismatch gives control to a recovery
routine; thirdly control goes to a detectlon routine which
does at least one of: repeat the failed operation, incre-
ment the error count, report the trouble to operational
programs via software queues or Interrupt the normal
processing with a haintenance interrupt. Depending on the
results of the recovery routine, diagnostic routines may of
may not be queued to execute, The flow of control <can be
found In more detall on page 2016 of reference DOWNG650.

Another reference for NO.1 ESS Maintenance plan Is AITC707.



5.3.3 ARPA HETWORK MEASUREMENT SYSTEM

The following is quoted from the abstract of reference
COLE71A and is an excellent summary of the involvement of
the ARPA network with software monitors.

“"The ARPA (Advanced Research Projects Agency)
computer network involves the interconnection of
about twenty (as of 1971)"--forty as of August
1972--"different research computers across the
country by means of a store--and forward message
swltching net....Since there has been little prior
experience which directly relates to the design of
such a network, an extensive mecasurement and
evaluation capability was included in the message

switching computers (the Interface Message
Processors or llP3). UCLA was designated to be
the Network Measurement Centre with the

responsiblity of defining the measurements that
were necessary for the support of the analytic and
simulation model activities, and to determine the
performance of the network by the use of these
measurcment facilities. The primary concern of
this report, has been with the development of such
a measurement capability and the utilization of
this capability to create (and iteratively
improve) analytic models of the netvork behaviour
as well as the true system parameters.

The measurement facllities which were designed
into the network included: accumulated data such
as histograms and totals; snap shot data relating
to queuc lengths and routing information; and
traces of message flow through the network. Any
of these measurement routines can be sclectively
enabled at one or more of the network IMPS to
avold an excesslve data collection and artifact
problem. In addition to the selective control
over the measurements, artifact was further
reduced by the careful selection of the variables
to be measured, and by the development of
measurement technliques such as the use of non-
uniform (logarithmic) scale hlstograms for data
which was expected to have an exponential-like
distribution."



The above reference also includes reasonable discus-
sfons on experimental technique, output format of results,
the effect of measurements on network performance. Using
malnly thls reference, but with ald from other references
(BOLT711, BOLT71A, BOLT71C, MCQU72C, HEAR705, KLEIG6LO,
KLE1725, KLEIOOL, KLEI729) the four measurement routines--
Accumulated Statistics Snap Shots, Traces, Arrival Time
pata, Ten Second Summary--and the Status Reports are

descr ibed here.

A1l of the measurement tools are implemented In
software, are remotely controlied from a Host on the network
(usually UCLA, which {s Network Measurement Centre (NMC)),
are actlviated by elther a hardware clock, a packet dcpar-
ture, or 23 packet arrival, and are activated only at
specific nodes; thus, the experimenter must specify which

measurement routines are to be active at which nodes.

The Accumulated Statlistics program takes data over 12.8
second Intervals and sends the data to the NMC. The
specific data collected are the 1lengths of messages and
packets on Host-to-Imp, Imp-to-Host and Imp-to~Imp lines,
plus the numbers of ACKs, RFNMS, Input errors, retransmis~
slons and total words sent. The reduced data output at the
NMC Includes hlstograms of message size status, round trip
statlstlcs, message totals, channel activity and the packet

slze statistics. This routlne runs only if speclfled for a



specific node, takes 10 to 20% of the node capacity

(McqQu72C) and generates a noticeable amount of communica=

tions traffic.

The Snap Shot Statlstics routine (one per node) runs
cont inuously, but only sends messages to a specific Host on
requeste. The routlne 1Is activated by a timer Interrupt
every half second to take summaries of the internal queue
lengths and routing Information. The queues measured are
the Task, Output, Sent and Reasscmbly queues(see ARPA
references COLE71A, HEAR703, McQuU72C). This information
provides an Instantaneous picture of the node status and Is
used to update the node's own routing table or s combined
with snap shot data from other nodes to give an overall pic-
ture of the network's state. However, there is no attempt
to synchronize the snap shots, and thus the combined data is

only approximate for any time instant.

The next two tools are the Arrival Tlme Data and the
Ten Second Summary. The Arrival Time Data is collected by
saving the time of arrival of a packet from any source ARPA
experimenters use only the flrst sixty arrivals within each
1.6 second measurement interval. The Ten Second Summary
records only the number of processed packets of each type,
number of retransmissions per output ltne, and the quantity

of local Host trafflc.



The purpose of the lést measurement routline--the
Traclng package--is to permit extensive tracing and timling
of a packet's flow through the network. When a node is
actlvated to record tracing data and to send the data to a
speclific Host, and when a packet arrives with its special
trace blt set on, the node records the arrival time, the
departure time, which queues the packet Is put on, time on
each queue, reception time of the écknowledgemcnt message,
the output channel and the header of the packet. This
routine Is quite useful for gaining insight Into the
“workings of the ARPA routing algorithms and the effects of

the load on the routing.

The Status Reports are not directly concerned with the
network measurement, but are implemented to make the Network
Control Center (NCC) at Bolt, Beranek and Newman Inc. (BBN)
aware of the status of the lines, Nodes and Hosts on the
network. The periodicity of the status messages being sent
to the NCC depends on whether a significant change has
occurred at the specific node in question. I1f the status Is
unchanged, then the ten word binary status packet is sent
every fourteen minutes, otherwise, with a change, the report
is sent at 52 second intervals. BBN keeps a 1ight panel
reflecting IMP, Host and Line status on sight, and records a
written copy of the status message which 1is wused to

influence maintenance and repalr needs.



There 1is a sccond status message which is sent by a
Node to another Node If it elther detects a Node or Host
status chance or If It Is warncd by a message from a host of
a future status change. This Inter-Imp communication
permlts speclial control of messages destined for an Inactive
Node or Host. This permits a Node to discard packets
enroute to downed IlMPs or Hosts; to reject the receipt of
messages from a Host, when the mossages are destined for an
inoperative Host or NODE; and to permit messages to enter

the network when the status has returned to normal.

Thus, it is obvious that the implementers of the ARPA
network have a conslderable amount of monitoring software
within their network, and they can obtain an impressive
amount of data. The disappointing features are the time
resolution--message delay must be measured as round trip
time wlth a resolution of 0.1 ms. and the arrival times are
restricted to a resolution of 0.1 second--and the artifact
generated by the monitoring routines. A great deal of
effort has gone into reducing the artifact, but it also
involves reduction of the quantity and types of data
measured. It would be a difflcult task to monitor message
delay and its dependancy on other factors such as the load,
time of day, and message length, when the system 1is near

saturatlion or only lightly loaded!



5. _HARDYARE-SOFTWARE MONITOR SYSTEMS

A  Hardware-software monitor system 1{s a tool which
should be déveloped to overcome some of the shortcomings
(explained in Chapter VI) of using either a hardware or
scftware monltor alone. Such a tool should also Include
many of the advantages of the two, but gains made by this
unlon should become clear in the discussion of monitor

characterlistics and limits. However, there are some design

guldelines (HOLT714) which should be stated:

A, The monltor system must produce accurate,
slgnificant measurements which provide system and
applicatlons programmers with an objective basis for

improving system throughput.

B. Measurements must be output in such a manner as to

be both legible and Interpretable.

¢c. The monitor system must be able to.monltor any Jjob
In the computer, at the request of the monitor
operator. The monitor system must supply performance
data about the object system and user program to the
operator,>as requested, wlthout requiring any modifica-

tlons to the program to be measured.



D, The monltor system's design must allow for easy
ins tallation by pcople not necessarily skilled in the
use of the monitor, but of course knowing the object

sys tem.

E. Data collectlon must be thorough, but minimized to
reduce any monitoring effects and any unnecessary data

reduction or analysis.

F. Monltor inftiated data transfers should be

minimized, especially within the object system.
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CHARACTERISTICS AND LIMITATIONS OF MOMITORING TOOLS

6,1 INTRODUCTION

———e PR T LN JA

The following discussion should help to clarify the
advantages and dlsadvantages of the three types of monitors,
as well as elaborate on the differences and the similarities
of the different monitor systems. Where possible, the
discussion will elaborate accofding to the subclassifica-
tions presented In Chapter V, but primarily only the basic

three categories are involved.

Softwarc monitors are the least expensive. Accounting
rout lnes are purchasable at prices from §2,000 to $5,000
and performance monitor packages range between $3,000 and
$25,000(CARL718). Software packages are cheap enough to be
purchased by most installations, but they may also be
leased. The majority of Installations will find that most
hardware monitors are too expensive to be purchased. Some
1971 purchase prices for hardware monitors, as listed In

reference HART71B and CARL718 are:

'poLBY! $8-9,000

VEVENT MONITOR! $8,000

TcPA! $6-15,000

'DYHAPROBE' 7900 $27,000

tsumi! $35,000 & up. :
'cpM oITY $35,000 & up.

TXRAY! $66,800

These purchase prices can be compared with a hardware
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monitor, equipped with a magnetic tape, rented from IBM at

$18,000.00 per week(CARL718). Examlnation of Table #5.1

shows that the power of the above hardware monitors varles
with thelir costs.

6.3 CONTROL AND INTELLIGENCE

Since software monitors are programs, they are as
intelligent as their designers, but they have restricted
means of galning control. Software monitors are either part
of the event being monitored (coded within a software event
and the monltor.code is executed as part of the -event) or
they are evcht driven, which means they gain control after
interrupts such as a timer Interrupt, (%) hardware inter-

rupt, or softwarc call.

Similarly, hardware monitors use interrupts, but
primarily for timing purposes--usually not to be able to ob-
taln data. Hardware monitors which have some internal con-
trol, use clock pulses for master controls such as time to
record, turn-on, turn-off, change experiment set-up, etc.
The resolutlon necessary for this is certalnly dependent on
the cxperiment and the monitor's storage capacity and
countcr magnitude. Resolution Is dlscussed later under Data

Collectlon In Section 6.9.

e e T I I R o it adi e st alad

(*) The use of a timer permits software monitors to sample
an event's status.,
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Bes ldes timing pulscs, the means of controlling hard-
ware monltors are varied. 'SUM' Is manuolly opcrated. The
state of 'A Countlng Monitor' s changed manually or by
diglital slgn.als° 'ADAM' Is loaded with a program from the
object system and then opcrates independently. 'GDM' has
its own special operational mode for the writing of control
programs, Wwhlle those monitors controlled by minitcomputers
usually permit use of a terminal device for program creation

_and monlitor control.

Hardware monlitors may have software, software con-
trolled hardware or manually operated logic units. Logic is

‘discussed in depth iIn Section 6.9.3.

6.4 FLEXIBILITY

Flexiblllty involves both the éase of modification of
the monitor and 1ts ability to measure various object
systems. Software monitors are very poor in this area.
They are normally- designed for a specific release of an
operating systen and a specific hardware configuration,
making them '"one-system'" monitors. Some companles, such as
Boole and Babbage or Comress have written monitors for many
conflgurations, but the emphasis has been on IBM Installa-
tlons.

Dependable modlfication of software monitors is as dif-

flcult or as casy as the modification of any software, but



again the configuration which it measures strongly affects
the monlitor's design. Thus software monltor modification
requires complete knowledge of the object system and the
monitor system before changes can be designed, implemented
and debugged. Hopefully, the original designer of the
monitor is present (which is almost never) or else the
monitor system was left in a well-documented form and was
written Tn a language that Is easy to use.

In general though, the control sof tware of a software
monitor, If written In a high level language, can be tran-
sported from machine to machine. If the machines are not
indentical then the modifications may only involve rewriting

the data gathering routines.

The modification of an hardware monitor Is an elec~
tronic problem and the degree of complexity varies from
monitor to monltor. Some, like the 'DYNAPRUBE' (CANN729)
line, are very modular, while others like 'SAMI' (WARN708)
are huge, awkward, and possess outdated electronic compo-
nents. The majority of hardware monitors, like 'SAMI' are
single units, which require an electrical expert to perform
rewlring tasks when modification Is needed, while
Dynaprobe's monltors can be plugged together to form a
varicty of monitor confligurations. HNote, however, that any

monltor may require some rewlring sooner or later during its



Most hardwore monitors, though, do have the advantage
of adaptal)illty‘to rany computers. The replacement of  the
hardwired interface by the sensor-probe in 1966 grecatly
alded thls. Once appropriate signal condltioning have been
chosen, all that need be done is to test the object system
with the monitor hooked on and operating, then execute an

experiment to valldate the data obtained from the probes.

However, after reading references BURK732 and FULL732,
and after studying the monitors 'GDM' and 'ADAM', it appears
that some designers consider the creation of a monitor
speciflcally designed for a given object computer, to be a
worthwhile concept. This is only reasonable, if the func~-
tion of the monitor is simple and the cost of the monitor Is

almost negligible when compared with the cost of the com-

puter.

6.5 SELECTIVITY

Data selectivity 1is an Important feature. It is a
major problem with software monitors and not minor for hard-
ware monitors. Changing the data collected by a software
monitor normally entalls modiflicatlion of the monitor, and
the obvious thing would be to make the software monitor
modular, such that cach module collects a certain sét of
data. Then the experimenter can indicate to the supervisory
monitor which sct of modules to actlvate when measurement Is

nceded, and add more modules If the set of collected data es
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to be c¢nlarged, Recall from Chapter V that the ARPA
softwarc monlitor conslists of four secctions In each node and

that each secctlon per node and each node could be activated

Individually.

However, it appears that few monltors were designed In
this way, thus modification of data collection becomes con-
cerned with how data is obtalned from the operating system.
.Table driven operating systems permit easy tracing of the
active software units and thus are the easiest for
ronitoring, but when the need for software hooks within the
operating system arlses, due to the difficulty of modifying
and debugging operating systems, it becomes a very com-

plicated procedure.

The wuse of probes grants some advantage to the hard-
ware monitor. Moving a probe from point to point is rather
‘easy, if a skilled technician is available. Probes can now
automatically adjust (within limlits) to thelir clectrical en-
vironment (DYNA733) and decrease the need for the ex-
perimenter to display his rececived pulses on an oscil-
loscope. The choice of measurement points is discussed

under Data Valldatlon (Section 6.8).



Since this is not the only means of selectivity and

since probe set-up can be a problem, It would be nice to

have all the needed probe points hooked onto probes. The
experimenter could then be selective after he had received
the information, but before he had done very much analysis

and any storage. A prime example of a hardware-software
monl tor designed for selectlvity is 'SHNUPER', Phase II. The
first data selection occurs in a module designed to pass the
object system's state only when a certain event(s) occurs,
This data is buffered, then a primary event table is used to
determine if this data Is of interest and what to do with It
1f it is. Thus 'SNUPER', would use two stages of selection

before data storage, counting or timing.

6.6 FACILITY

The ecase of use of a monitor concerns:
1. The amount of experience which an exper?menter
needs with the object system;
2. The complexlty of operation of the monitor;
3. The number of systems personnel needed;
L, The experimental set-up, and
5. The data analysis required,
Data analysis Is discussed below (Sectlion 6.10), so that

only the first four items are discussed here.
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A softwarc monltor, once debugged, Is relatively easy
to use; It Involves the execution of a program which elther
does the .monltorlng or controls the monitor programs which
already eglst. The most complicated example would be for
the casc In which the object computer's operating system ex-
ecutes as a job under control of the monitor system. This
would probably require a system shut-down, bootstrap of the
monitor system, and then restarting the operating systcem as

a task on the monlitor.

The use of hardware monitors is different though, and
the gain of adaptability corresponds to a loss of facility,
for the probes must be connected at the initial set-up and
perhaps even reconnected during an experiment. This re-
quires knowledge of the probe points and a system engineer
would be very useful, even if he were nervous about the ex-
tra electrical connections. Thus, there may be a cost for
cach experimental set-up. However, if enough probes were

.avallable, only the initlal probe connection would be re-

qulred.

Hardware monitors usually require a considerable amount
of learning time. HMonitor manufacturcrs have been willing
to provide courses {(usually about three weeks In duration)
and continuous consultation. However, G. Carlson of Brigham
Young Unlversity mentlions that only one operator per Instal-

lation Is normally sufficient for full operation, However,



a high tevel language like the use of an extended Cobol for
YADAIM Y (HUGHT731), probe polnt listings and manuals help con-

siderably.

6.7 ORJECT SYSTEM-MOHIYOR INTERACTION

There are several degrees of object system-monitor in-
teraction, but software monitors are normally the worst
degraders of the object system's performance. This is
natural, since the software monitors execute solely within
the object system and utilize only the object system's
resources, such as core, drums, disks, tapes and the proces-
sor. The monitor overhead averages 1-5%(CARL718), but has
been observed to be as high as 45%. The interference Is of
course dependent on the monitor's rate of Samp]ing, amoun t
of data gathering at each interval, reduction of data oc-

curring per sample, and storage of raw data.

Hardware monltors have generally been designed not to
interfere with the object system, however, systems like
'TS/SPAR', 'CPM', and 'A Counting Monitor' were designed to
receive digital control signals. These signals naturally
can orlginate from the object system and thus the ex-
perimenter can utilize the object system's timer and

language facllities to control hls experiment.



A unlque  example 1w desceribed In reterence MILLET717
whereby, with some rewlring of a CDC 6400, the contents of a
particular register could be changed and used to feed con-
trol inforaation to a 'CPM II1'. A reverse situation can
also occur with 'TS/SPAR' and 'A Counting Monitor'., These
monitors look like terminals to the object system and can
send digital signals to the object system, causing it to

perform some predesignated tasks.

The degree of interference for 'SLUR', 'DSP-1', and the
'Instrumentation of C.mmp' also involves the object system's
storage facillitles. These three monitors collect their
" data and periodically transfer data blocks to the object
system. The object system can either ec¢xamine and perform
some reduction or just store the data. This technique of
sending data back to the object system may cause some
degradation of the object system, but it has the excellent
advontage of permitting the object system to accomplish some
recal-time system tuning as a result .of the measured data.

Proper prograimming within the object system can utilize this

feedback and accowplish substantial gains in performance.

Naturally we have for hardware-software monitor systems

a combination of the Interactions previously discussed--the

object system and the monitor system both exchange informa-
tion. Thus there exlists a level of communicaticns protocol

between the monitor and the object system. This may entail,
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as for 'GDM' and 'DSP-1', software within the object system
to collect the data and Initlate the data transfer. 'GDM!
Is attached to the GIOC (%) of MULTICS such that the GIOC
thinks that It 1s just writing to a terminal. When the
'GDM' desires data, it interrupts the GIOC which accesses
the non-transient system data base modules (They claim that
about 80% of MULTICS, that Is of measurement Interest, |Is
non-transient) (GROC690) the GIOC feeds a data block to
'GDM' which selects and reduces the data, This is actually
a good technlque, for it provides a maximum sampling rate of

20 per second, with at most a 0.1% degradation of the GIOC,

and little effect on MULTICS.

Similarly, the hardware monitors 'ADAM' and 'SLUR!
receive data from thelr object systems, but this data is In
the form of programs to be executed by the monltor. This
permits the user to wrlite the experiment utilizing the ob-
ject system's resources, then to transfer his program to the

monitor, causing no Interference with the object system

while the experiment is in progress,

The monitor's effects upon the object system's Internal
operatlons have been discussed, but the object system also
has personnel who are affected by a monitor's presence. In
general, any of the maln frame salesmen who are present
could be made nervous when any measurement tools, with which
« GIOC Is the General 1/0 Controller of the MULTICS System.
- -85~ -



they arce not accustomed, are used. However, we are morce
concerned about the effect on the system programmers, system
englncers, opecrators and the users. System engincers do not-
worry about softvare monltors, but many have appearced ner-
vous about the probes of hardware monitors. In a discussion
with Honeywell e¢ngineers, working at the University of
Water1oo, we discovered that they were strictly against any
attachment of hardware probes to anything but the special
test pins already provided, and these test pins only permit
access to a few of the events listed in Chapter IV, meaning
that speclal wiring would have to be done to make the
missing events accessible at a test pin. However, T.E. Bell
of Rand writes (BELL726) that he sees no need for all the
hysterla. He attached poorly designed probes to an IBH 1800
and only experienced minor hardware crashes, but ncver any

permanent hardware damage.

Next the experimenter must consider the effect which
monitoring may have on the object system's operators and
programmers. The experimenter must reallze that he is also
dealing with humans, that the‘monitor may crash the object
system, and that his conclusions may result in some sugges-
tions to improve the efficiency of the work of the operators
and programmers. The experlimenter may have to apply some
psychology when deallng with these people, but this Is

beyond the scope of this thesis.



6.8 DATA VALIDATION

Data validatlion implles for software monitors the
verification of the software ‘'hooks'" and for hardware
moni tors the verlflication of the probe locctions. Since
software menitors are normally tools for one confliguration
and are modified very little, verification of the "hooks"
nced only occur once, until a new version of the object
system Is released. However, many hardware monitors have
fewer than 50 probes and some relocation of probes Is re-
quired for many experiments. only when using those hardware
monltors fortunate enough to have a probe for every point of
Interest, would only a single probe validation experiment be

possible.

The '"HARDWARE MONITOR', ‘CHANNEL AMALYZER', 'PROGRAM
MONITOR', 'POEM', 'PEC' and the 'EXECUTION PLOTTER', the
first documented hardware monitors, had hardwired interfaces
to thelr object systems and thus were not very adaptable and
normally needed very little data validation. When 'SAMI',
the first monitor to use probes, was built, new problems
arose; such as the locating of probe points for each expcri-
ment or the electrical compatiblliity between a probe and any
probe point.

A hardware monitor presently in the Implementation
stape at the University of Guelph, Ontario, Canada, has 120

probes for connectlion to an IBM 370/155. This number was
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chosen to minimlze any need for probe relocation. (#) The

'"TESDATA' models 1185 and 1200 provide up to 1lh4 probes.

Howevér, since most computer centres can only afford to
rent hardware monitors, the number of set-ups genecrates a
need for a standard probe validation experiment, the use of
a real-time display would greatly facilitate thls procedure,
and also be wuseful for refreshing confidence by giving
periodic data presentation during the long experiments., At
any rate, there does exist the need to be able to read and
analyze input data on a real-time basis, in order to conduct

an easy, short experiment for probe validatlon.

6.3 DATA COLLECTIOH

The techniques used by monitors for data gathering can

be discussed under the five subheadings of:

A. Resolution;
B. Input Sénsitivity;
C. Accumulators, Comparators and Logic;
D. Continuity of Data Collectlon, and
E. Typc of Data Collected.
() (Private  commanication from Aibver. meseniin I

Development,University of Guelph)
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6.9.1 RESCLUTIOHN

As computer hardware becomes faster, the required
resolution of a monitor system is being forced higher. The
"PROGRAIM  MONITGR' needed only a resolution of one mil-
lisecond while modern monitors range from 30ns. ('CHMSM') to
171 ns. ('DYHAPROBE' 7700). This problem is mainly relevant
to monitors wusing hardware, since the alm of software
monitors Is to provide a gross overview of information on
the overall system activity for long periods of time and
software monitors do not perform precisc timing measure-
ments. HNevertheless, the resolution of software monitors

can be measured. The factors which effect the resolution
are the speed of the object system, the resolution of the

object system's clock, the sampling rate, and the processor

time consumed by the monitor system.

Thus, as the object systems operate at higher speeds,
the monitoring problem increases. At present, it appears
that an overall resolution of 20ns Is necessary to just
reglster events from a high speed computer, but a monitor
must normally perform several actions for each event:; im-
plylng that the monitor must run fast enough to finish its
reactions, before the next event occurs. This timing
problem limits the number of actions whlich a monltor can
perform, and for the events of very high frequency (over 20

Mhz.) and short duration (under 30 ns.), the monitor s



restricted to using Indlrect techniques, such as saving the
required actlon, perhaps data analysis or a cry for help,
until later, when the monitor is not so busy.

The abéve discussion was concerned with the spced of an
entlire monitor system. In Sections 6.9.2 and 6.9.3 we will
discuss the speed of some of the parts of a monitor, such as

the probes or the accumulators and comparators.

6.9.2 INPUT SENSITIVITY

Input sensitivity 1is related only to those hardware
monitors using probes. With all their monitors, Tesdata
markets probes having a sensitivity of twenty nanoseconds,
and 'DYHAPROBE's' probes have a thirty nanoseccond sen-
sitivity. These sensitivities arc necessary for the

monitoring of today's fastest computers.

With the probes designed to sense the data at such fast
rates, the monitors are required to process the data almost
as fast; thus input buffering of the probes Is used for
'SLUR' (one reglster), the 'UNIVAC IMSTRUMENTATION' (four
reglisters) and 'SNUPER' (specially designed buffer). This
permlts the monitors to have some time lag before data Is
lost, but timing is still a major problem with monitors. It
Is difficult, 1If not Impossible, for a monitor to detect and
take actlon on all events occuring within the object system.

Theorem—--1n order to take action on all events, the monitor
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must be 'n' timcs as fast as the object system., What about

monltoring the monltor system?

6.9.3 ACCUMULATORS, COMPARATORS AND LOGIC

Again, this category appllies to only hardware monitors.
(The characterlistics involving accumulators and comparators
for software monitors are dependent on the object system.
The logic for software monitors 1Is restricted to only
software.) Accumulators are used for both timing and
counting of events, The description of a monitor's ac-
cumulators involves the magnitude, the resolution and the
nunber of counters available. The specifics of these three
items orec dependent on the individual monitor, but to be
able to perform a worthwhile cxperiment on any computer
system, a monitor would require at least four 16 bit ac~
cumulators with 50ns resolution. Simitarly, a few com-
parators of 36 bit magnitude would be a requirement. Com~
parators are a vital entity for computers designed like

'SHUPER', which uses comparators for data selection before

it accesses its 8K words of accumulators.

Actually most monitors use logic units and patchboards
for data seclectivity and data reduction. The facility of
the set-up of the comparators and logic unit is an important
area. Some systems utilize manual plugboards, and thus are

not as fTlexible as those having firmware or hardware logic



units or software programmable logic., 'SLUR' accomplishes
data transferring, timing and accounting, all on a

progremmable level. 'ADAM' can be rearranged for a new cx-
periment with only a 0.02% degradation of the object system

and is therefore very flexlible. Of course, the cost of the

gain in flexibillty is an increase in price.

6.9.4 CONTINUITY OF DATA COLLECTIGH

There are two modes of operation which describe the
collection of data with respect to the object system's
operation: scrial and parallel. Serial involves stopping
the object system, gathering the data, starting the object
system and recycling through the procedure, whereas parallel
monitors gather data without interruption of the object

system.

The interleaving of data collection and object system
operation Is a trait common to all software monitors since
they are forced to be either sampling or event driven
monitors. The advantage ls that the software monitor can
complete the data gathering before the object system changes
state. This is also possible with those hardware monitors
which can lInterrupt the object system and cause a pause in
the program execution while the interrupt 1Is serviced--the
servicing of the Interrupt Is assumed to be uninteresting

data.



The actlon of software monitors Interleaving with the
progiams  which they measure degrodes the systam, The
sampling rate must be wisely chosen, for the degradation duce
to varying the sampling rate has been observed to vary from
5% to &45%. This rate Is dependent on timer interrupts
though and if no clock Is available, then the dependency s
with other hardware interrupts and this certainly does not
yield any continuity to the results. Thus, software monitor
data collectlion can be solely dependent on events occurring
within the object system, whereas hardware monitors can col-
lect data contlinuously or use the object system's events as
flags to stimulate a variety of actlons such as record data,
send a malfunction error to the operator, change some part
of the experiment set-up, or to stop or start monitoring.
The parallel collection capabilities of hardware monitors
also permits the recording of simultaneous events, which s
impossible using software techniques. A well~designed
hardware-software rmonitor system would be able to exploit
the advantages of both serial and parallel data collection,

providing complete, continuous data, when desired.
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6.9.5 TYPE OF DATA COLLECTED

The monlitor events were discussed previously as a group
which shguld be accessible to the monitor system, but
software monitors and hardware monitors when working in-
dependently of each other, can only obtain subsets of the
events described in Chapter 1V. The differences in the two
sets of measurement data become obvious when specific items

like hardware activity and data structures are monitored.

Hardware activity is easily detected by hardware
monitors, but software monitors can only use the object
system's Instructlon set and thus are limited to the date
which is stored in either program~addressable device
registers or system software. The software monitor's advan-
tages are that it can easily access system data bases, fol-
low programs in core and read queue lengths, whercas hard-
ware monitors cannot normally directly access storage
devices. (The'object system would have to be designed to
permit at least two processors to access storage, and then a

processor of the monitor system could access the data.)

Since both basic types of monitors can only obtain sub-
sets of the required data, for complete experiments &

hardware-software monitoring system Is a necessary entity.



6.10 DATA REDUCTION

Data reduction is an important arca of conceirn, The
sooner data Is reduced, the easier it is to handle, prcsen}
and store, yet cnough data must be kept avallable to ensurc
a certain degree of completeness for any later analysis. In
the carly stages, monitors collected data and stored It for
further analysis. To minimize overhead, software monitors
have a trade-off between the amount of data reduction done
at collection time and the data storage required (both in
terms of main memory réquired and the frequency of data

transfers).

The 'PROGRAM MONITOR' is a good example of the lack of
initial data reduction. This monitor detected software
loops as Its initial selection method and then recorded spe-
clal loop information for each loop. The data was put on
magnétic tape for later reduction. The speed of the object
system--an IBM 7090--and the size of the magnetic tape
Arestricted the experiment length to flve and one-half
minutes, but the ensuing software analysis used from two to
seven and one-half hours of the IBM 7090 CPU tlme for reduc-
tion. This example should certainly strengthen the claim of

a need for careful data reduction within the monltor!



6.11 DATA (UTPUT

The, type of output Is dependent on the purposc of the
monitor. Various output devices have been used; meters;
cards, printers, tapes, disks, drums, CRTs, and core.
System operators have the choice of obtaining real-timc
feedback from monitors 1like the 'DOLBY' which displays
device utllity as a percentage on meters or the 'GDM' which
has its own "Display Description Language', (DDL) to aid the

operator in data selecting and display formatting on a CRT.

The special output needed for data validation during
the initial stages of monitoring was discussed above, but
another criterion for special output features will become
evident as operating systems, which are capable of dynamic
tuning, are written. This need is already acknowledged
though, with respect to computer networks, for routing al-
gorithms need periodic feedback on the network status In

order to malntain uniform flow and minimize transmission

delays.



6.12  CONGILUDING REMARKS

After studying the cexisting monitors it Is obvious that
the design Is dependent on the final purpose of the monitor,
The 'pyLBY', IBA 'PROGRAM MONITOR' and 'EXECUTION PLOTTER'
(The 'EXECUTION PLOTTER' displayed instruction address ver-
sus time on a CRT) are three examples of simple purpose
hardware monitors; whereas the discussions in referecnces
(BURK732, FULL732, BORD714, RUEC690, GROCGS0 and SALTGSA)
cover gencral utility monitors designed for wunique com-
puters. A surmmary of the above characteristics and 1imita-

tions is contained in Table #6.1.

The following design guidelines are provided as & basis
and are not meant to be applied to the design of all monitor
.systems; The design guidelines obtainable from the above
discussion, prescented In no specific order are to:

1. Minimize the cost without compromising the other

deslgn goals;

2. Provide an adequate level of intellligence and

programmable control to relieve the user of any

unnecessary tasks;

3. Be adaptable to as many computer systems and

nctworks as practical;

L. Require minimum modification when not compatible

with an object system;

5. DBe easy to use;



6. Interfere minimally with the object system, con-
sidering both performance and integrity;
7. Require minimal modification to the object system,
if any at all;
8. Permlt feedback to the object system when required;
9. Educate systemS personnel and users in the benefits
provided by and in the security of their work from the
prescence of the monitor;
10. Be reliable, and
11. Provide
a. Adequate feedback to systemS personnel and
users;
b. A sufficient means of data validation;
¢. Various degrees of accuracy, such that the
unit of measurement fits what is measured;
d. Adequate data selectivity;
e. Enough of data continulity;
f. F]e;ibi]ity in the data reduction and anlysis,
and
g. An appropriate set of output devices, per-
mitting the display of legible, interpretable

results.
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network of monitors; whether software, hardware or both.

The characteristics and limits of these "new types'" of
monitors cecrtainly are the same as those listed In Chapter
VI, but new problems arise. Conslider a hardware-software
monitor at each node of a network. Each one of these
monitors must be capable of having lIts activities controlled
énd coordinated by a computer external to the network. The
advantages of centralization (economy, easier control, and
coordination) imply there should exist the capability to
control all the monitors from a single computer, but the
topology of some networks, with some nodes scparated by
distances as large as thousands of miles, causes communica-
tions problems which do not occur when measuring a single
computer system.

Thus, for a network monitor system, we have a few
design guidelines to add to the list in Section 6.12:

“A. The monitor must span the network.

B. The activities of each monitor at a node nmust be

capable of b?ing coordinated from a central control,.

C. Often data for several nodes of a network nust be

analyzed as a whole in order to gain the required in-

sight, In these cases, the measurement data must be
transmitted to a central analysis centre. Thus the
monitor system should be capable of transferring data
between - Its own subsystems (loglcal and physical

separation of the monitor's communications system from
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that of the network is preferred).

D. To achicve dependability, the monltor system could

be designed such that there is more than onc computer

which can provide centralized control and analysis.

It Is with the above consideratlons that a network of
hardware-software monitors is belng constructed. A descrip-
flon of this network monitor and some proposed experiments
for lts calibration and preliminary evaluatlion are prescnted

below in Sectlons 7.2 and 7.3.

7.2 MONIMNET: A Network Activity Monitor

7.2.,1 INTRCDUCTION

A computer system for network actlvity monitoring--
MONINET-~has been designed, partially implemented, testod
and developed in an attempt to meet our requirements for a
hardware-software monitor system. Moninet is designed to be
capable of performing both performance mcasurement and main-
tenan8e functions for a network of computers (as vwell as for
a single computer system). Ve have tried to achieve many of

the advantages listed in Table #6.1 as possible.

MONINET 1Is belng designed modularly and with as little
Iinter-module dependence as s possible. The baslic compo-

nents of the system are:
A. A Remote Computzr=controlled Hardware Monitor
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(RCHMY;

B. A control centre using a minlcomputer and a

softwgre control system;

C. A set of software modules to perform special func-
tions such as data reduction and analysis, or network
traffic gencration;

D. A Mcasurement Control Language, and

E. Mcasurement software in each computer monitored.

A network of computers typically consists of at least
two computers linked together. The typical components of a
network are:

A. The Host, a computer which performs as little of

the network's communications control functions es

posslible;

B, The MHNode, a computer directly involved in the

network's data switching control;

c. The Terminal, a communlications interface between

the network and man, and

D. The Transmission lines, the information carrlers.
If we restrict the monlttoring to the network, MONINET's con-
figuration will appear as in Figure #7.1, with one RCHM per
node and the control centre at the Network Mecasurement
Centre (NMC). The measurement software (MS) within cach
node will be minimlized and be under the control of Its

respective RCiid.  The MS Is, of coursce, object system depen-
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dent,

1.2.2 THE RELOTE (

QUPUTER-CONTROLLE

L L LM v e A TIUR L UK

The design of an RCHM Is also modular and constructed
such that the RCHM at each node can be of a different con-
flguration from that of the RCils at other nodes. The onty
compulsory parts are the communications and control equip-
ment: a MONIBUS, a MONIBUS-to~communications~1ine interface
and controller, a MONIBUS-to-Unibus interface (We are cur-
rently wusing a PDP-11 as a control centre, since its bus
structure casily permits the desired modular construction),
an interrupt generator and some programmable switch
matrices. The remainder of the RCHM will have one or morc

of each of the following specially~designed componcnts:
A. Event Detectors

1. Masked-word range comparator;
2. Character Detector;
3. Combinational Logic Unit, and

b. Sequential Loglc Unit.
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B. Time Measuring Components

1. Time-Stamp Unit;

21 Time and Event Counter;

3. Network Clock(including a way of synchronlizing
to a standard time source, such as CHU or WWV),
and

4., Interval Timer.

C. Data Recorders

a. Time and Event Counter;

b. Flip Flop Bank;

c. Event Memory;

d. Histogram Generator, and

e. Moment Generator (Yielding the first four mo-

ments of a distribution).

Figure #7.2 illustrates the Interconnection and control
of these components to form the RCHM and a description of
each component following the order given above, is presented

belowv.

7.2.2.1 COMWNICATIONS AHD COMTROL EQUIPHMENT

The RCHM architecture is bus-oriented., The monltor bus
(MONIBUS) permits the flow of both control Information and
data between monitor components. The MONIBUS is connected

to the control computer's Unlbus (since a PDP-11 is used at

-- -108~ -



present) via a speclal interface or via a telecommunications
line and the interface. This architecture permits the con-
trol comp-ter to addrcss the RCHM compornents directly, but
at present, the address restri-ts the number of RCHMs per
control computer to four. Thus, to monitor an object system
neceding over four RCHMs, we introduce the Regional HNetwork
Heasurement Centre (RNMC) and Figure #7.1 is modificd and

displayed as Figure #7.3.

The Interrupt Generator

has several input 1lines to permit
both fixed interrupts for control such as overflow or
timing, and selectable linterrupts for the experimenter's
use. Sclective generation of interrupts Is particularly

useful for malfunction monitoring.

The Switch Matrix

‘permits connections (input to output) one
to one, and one to many, but not many to one. The switch
matrix receives input from the probes connected to the ob-
ject system and from most of the RCHM's components., The
switch matrix is controlled from the controlling computer

via commands sent on the monibus.

1.2.2.2 EVEHT DETECTORS

The Masked Vlord Range Comparator

is designed to test if a bit
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string, regarded as a binary value, falls within two limits.
Each comparator tests strings of length sixteen, but four
can be combined to test a Gh-bit string. There are flve
output lines to Indicate whether the bit string 1Is above,
below or within the range, or if it is on the upper or lower
boundary of the range. Four of these comparators can be

combined to provide a set of ranges for some purposes, such

as the histogram generator. The comparators are also

software controlled.

The Character’Detcctor Unit

receives eight bit characters in
a scrial pattern and tests to see if the input is one of
sixtecen deslred patterns. Each detector will have sixtcen
subunits whfch receive’a parallel pattern, mask it and com-
pare it. There will be thirty-two outputs, one for the

result of each comparison and its complement.

The Combinational Logic Unit

receives eight input 1lines as
selected using the switch matrix. The unit is designed to
test If the Input represents a specific event as defined in
Chapter IV. This event is defined by a Boolean function
glven to the controlling computer, which reduces the func-
tional representation to a Karnaugh Map and feeds the map to

the Combinational Logic Unit for use.
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The Scquential Logic Unit

determines If a scquence of events
represented dn Its Input lines Is following a specific pat-
tern, The pattern Is defined by a regular expression which
was given to the controlling computer, manipulated and
passed to a sequential unit. The current design has eight
inputs, eight outputs and thirty-two states, but, of course,

the units could be bullt of nearly any size,

7.2.2.3 TIME MEASURING COMPOHENTS

The Time Stamp Unit

receives an event stimulus, which causes
it to record an identifier for the stimulus, the time of day
and 16 sclected indicators of the state of the object system
when the event occurred. Currently, up to four different
events can be permitted as stimuli and the resolution for

the time Is in multiples of 200 nanoscconds.

The Time and Event Counter

receives a single input, counts
the number of times It goes high and how long it stays high.
The magnitude of each register is 32 bits. The timing

resolution is 0.1 us. and the maximum count rate ls 10 Mhz.
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The Network Clock
willl be used to synchronize the monitor ex-
periments from RCHM to RCHM, This clock will supply the

time of day. The synchronization currently possible s

within 100ns.

The Interval Timer

is a 100 nanoscecond pulse generator. It
generates one pulse every 'n' x 100 nanoseconds, where 'n'!
is specified by the controlling computer. It is used to in-
dicate to the monitor when to sample the system, should
sampling rather than event driven monitoring be desirable

for a particular application.

7.2.2.4 DATA RECORDERS

The Flip Flop Bank
consists of a set of individual flip
flops, cach having two inputs, a set and a reset, and two

outputs, the current state and its complement.

The Event Memory

is the storage provided to record data
within each RCHHM until the controlling computer can recelve

It.
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The Histogram Generator

consists of three parts: the mask,
the comparison and the counting., The Input data, currently
16-bits wide, lg masked, cempared with several interval
values, and then the appropriate counter {(determined by the
interval that corresponded with the input) Is incremented.
The mask and the Interval boundaries are supplied by the
control computer. A control 1line has been included to
define when the histogram generator should accept data. The
resulting histogram can have arbitrary scales on the

absicissa and ordinate.

This concludes the discussion on the RCHM., The discus~
sion is not as detalled as it could be, since only a limited
number of the components are constructed and even though the
designs are complete, the model being constructed 1Is a
prototype, restricted to an overall resolution of 100
nanosecond, and some vrevisions are being made as the
implementation occurs. For more detall, sce "PERFORMANCE
MEASUREMENT IH COMPUTER NETWORKS", D.E.Morgan, University of
Waterloo, Computer Communications HNetwork Group Annual

Report, October 1973,
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Programs have been writen to set-up, test the set-up,
control, and exercisc the constructed components of an RCHM.
A complete description of the software is expected to be
published by W.Colvin as a Master's Thesis from the Univer-

sity of Waterloo, in 1974.

In parallel with the writing of the individual control
programs for the RCHM components, the Fortran compiler on
_ the PDP-11 has been given more features. Subroutines and
primitives have been added to permit the writing of control
programs which permit either the same experiment to be con-
ducted on several RCHMs or a different experiment to be con-
ducted simultaneously on each RCHM, &and a prescanner Wwas
added to permit the placing of regular and logical expres-
sions and special assignment statements within the wuser's

program.

7.2.4 L1OAD GENERATOR

A load generator has been written which accesses a
given data base containing typical messages and sends these
messages through the network. It simulates the action of
sixtecen terminals, 1Is Implemented and Is working, but more
features are being added. The intention 1{is to bulld a
library of 1load generator programs which are as object

system Independent and as general as possible.
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7.2.5% DATA REDUCTICH AND HMANIPULATION

Software 1is requlired to provide the data reduction and
manipulation. The functions to be performed will be the
reduction of any data from the software monitor sections,
the time stamp and the time and event counters, and the
manipulation of all data into legible formats. At present,
the experimenter has the use of a teletype, a printer, and a
CRT, but no- data manipulation routines have been written.
The aims are to provide standard programs which will perform
both reduction and manipulation according to the parameters
specified by the experimenter(as well as having default

routines if the parameters are not specified.)
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FIGURE #7.4

FYPIRLIVET CONELOURATION-~SECTION 7.3, 3. 3. (PARAGRAPH AL 10
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FIGURE #7.5
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7.3 EVALUATICH AND CALIRRATION CF MON

1.32.1

INTRODUCTION

MONINET is to be used as a measurement tool and thus
requires evaluation and calibration. To accomplish calibra-
tion, the accuracy of MONINET must be tested and thus
MONINET must be driven with controlled stimuli, which have
dimensions with absolute uncertainties (*) at least as small
as those desired for MONINEYT. These stimuli must traversc
each component'of MGNINET, to discover how each component
affects the accuracy of the data recording components. This

will involve the repetition of many standard experiments.

For evaluation, MOGHINET should be epplied to functional
eqdipment, a computer system which Is executing programs of
known characteristics. This standardization is expected to
be less rellable, since the times quoted for instruction
speeds by many manufacturers have poor accuracy. The object
system to be used for these initlal experiments 1is a
PDP-11/20 a2nd the quoted times are accurate only to within
20%,
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(#) The uncertainty of a measured value is the outer limits
of confidence, within which we are "almost certain' (perhaps
99% certaln) that the measurement lies, There are two
general methods of expressing  an uncertainty. The first
(absolute uncertainty) is expressed with the uncertainty
having the same units as the measured value, whereas the
sccond techniaue (Relative uncertainty)  expresses  tha
uncertointy as a iraction or percentage of  the measured
valuc.
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Thus, the purposc of this chapter is to present a tech-
nlque to calibrate and evaluate the current version of the

monitor.

7.3.2 CQUIPMENT

Only some of the equlpment avallable at this writing
will be discussed, since the concepts can easily be expanded
to Include other monitor components as they are constructed
and attached. Thus the equipment discussed is a patch panel
(PP), a switch matrix (SM), two combinational logic units
(CLU1,CLU2), two flip flops (FF1,FF2) and two time and event

counter units (TEC1,TEC2).

7.3.3 CALIBRATION

7.3.3.1 PURPOSE

A. To discover the accuracy of the two time and event
counters.
B. To test if any of the existing components affect

the counters.
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L.

1.

3.

3.3.2 APPARATUS

A. TEC!l and TEC2.

B. Patch Pancl

C. Pulse generator with varlable pulse duration and a
varlable frequency.

D. A digital counter accurate to 0.0lus. (A power of
ten more accurate than the counters of MONINET) and a
magnitude of at 1least ten decimal digits, since
MONINET's counters have 32 binary digits.

E. A timer which will permit a signal to pass for
preset lengths of time (We require a 2% accuracy).

F. One oscilloscope capable of disp]aying pulses which
range from 1.0ns to one second in duration.

3.3 METHOD

A. 1. Set up equipment as shown In Figure #7.4,
2., Discover Interference from noise,

a. Without generating any pulses from the
pulse generator, put the digital counter, TECI,
and TEC2 in their read mode.

b. Set timer for six hours and start timer
(assuming that starting the timer permits sig-
nals to flow on the Input lines to the diglital
counter and each TEC.

c. When the timer stops, record the values on
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the digital counter and cach TEC. These values
will be the noise level.
3. a. Set the pulse generator to a frequency of
100 Khz.
b. Set pulse size to 5.0us. and check with the
oscilloscope.
c. Set timer for 100 seconds (%) and start the
experiment.
d. When the timer stops, read the values In
the three counters.
4. Repeat step #3 with a 1.0us. pulse size and an
experiment time of 500 seconds.
5. Repeat step #3 with 0.lus. pulse size and an
experiment time of 5,000 seconds (83.0 min.).
6. Repecat step #3 with a 1.0 Mh. pulse frequency,
0.9us pulse duration and 55.0 second experiment
time.
7. Repecat step #6 with a 0.2us. pulse and 250
second experiment time.
7.3. Repeat step #6 with a 0.lus. pulse and 500
sccond experiment time.
9. Repeat step #3 with a 10 Mhz. pulse frequency
and experiment 1length of 50 seconds. The pulse
duratlon must be under 0.1lus. Since MOMNINET
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(*) Times are chosen to obtain a maximum count on cach TCC,
without causing overflow of the counters. Sce Calculations
for overflow times.
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samples at this rate, the technique Is to discover
how small a pulse MOMINET will detect(expected to
be between 10 and 20 ns.)

10; Set ecquipment up as In Figure #7.5,

11, Repeat steps 3 to 9 for this experiment set=-
up, usling for the black box the switch matrix, then
repcat for each CLU as the black box, and then
repeat for the black box being the CLUl into the

switch matrix and then for CLU2 into the switch

matrix. (=x)

1.3.3. CALCULATIQONS

1. The register size of each TEC is 32 bits, implying
that a maximum count of 530,092,696 is available(we use
530+10%*6, assuming that three decimal digit accuracy
is avallable throughout the.experiment).

2. MONINET's sample rate is 10 Mhz with a relative
uncertainty of 0.05%,

3. If counting continuously, the time to overflow the
counters (TO) *is (5.30%10%+8) / (10%%7) which 1Is 53.0
seconds.,

L. For the experiments, the experiment duration is

calculated as the Pulse Size times the Pulse Frequency
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(*) For testing each CLUn varlous boolean functions should

be tested and all eight input lines should be Individually

tested at the critical level of 10 Mhz. For example, usc

th ¢ function A+B+C+D+E+F+G+H and repeat #9 for the clock
pulse on cach of the eight input lines, or use the function

AB.CDUELF.G.H with seven high lines and one  input line

from the experiment clock.
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(PS*PF).

- 5. Therefore, the max i mum experiment time is

TO/(PS*PF). Sce Table #7.1.

For insurance and simplicity the experiment times were

chosen slightly below the maximum experiment times These

times, and the expected readings are also given In Table

#7.1.
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TABLE #7.1

EXPERIMENTAL TIMINGS AND APPRUNXIMATIONS

PULSE PULSE PSxF MAXIMUM EXPERIMENT EXPEC%ED
FREQUENCY SIZE TIME DURATIOM COUNT
Mhz us. seconds seconds (10+=G)
0.100 5.00 0.500 106 100 500

1.00 1.00 106 100 500

0.100 6.0100 5,300 5,000 500

1.00 0.900 0.900 58 55.0 ;95
0.20 0.20 265 250 500

0.10 0.10 530 500 500

10.0 <0.100 <1,00 53,0 50.0 500
1.3.3:.5 ERROR AHAI

The relative uncertainty for

the expected

count

cl

sum of the relative uncertainties for the setting of the ex-
periment timec(reading the clock), the pulse frequency, the

pulse duration, and

the sample time. This is because the
expected time Is calculated from the following equation:
EC = ( ET = PF = PS ) / SR

The relative uncertainty for SR is 0.05%, so that the
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critlical uncertalnties are only the other three.

1.3.h EVALUATION

7.3.4.,1 PURPOSE
To use MOMINET in a few baslc experiments in order to

judge its effectiveness on a PDP-11/20.

1.3.4.2 APPARATUS
A, A patch panel, switch matrix, twd CLUs, two TECs,
and two flip flops.
B. A  board containing signal conditioning components
for elght probes which will be attached to a PDP-11/20,
wlll contain the following probes: ANY_IHNSTR, EXEC,
EMT, BINTR, RTI, BR, ANY_BR, VERIFIED_BR.
The meaning of ecach of these Is:
ANY_INSTR -The signal is high when the '11/20
does a fetch cycle from ISR 0, which represents the
fetching of an instruction for execution. The
rising edge of the pulse Is used to define the in-
structlion start time.
EXEC ~The signal Is high for the execution
of the operation specified for the instruction. The
falling edge of the pulse determines the instruction
stop time.
EMT -Indlicates the occurrence of a trap to

an crwulating routine,
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BINTR -Indicates the occurrence of arecturn
from an Interrupt or trap routine.

RTI -indicates the occurrence of a return
from an Interrupt or trap routline.

BR ~indicates the occurrence of an uncon-
ditional branch instruction,

ANY__BR -indicates the occurrence of a branch
Instruction, whether branch occurs or not.

VERIFIED _BR =-indicates the occurrence of a branch.

C. Digltal Counter

A. The equipment should be assembled as in Figure
#7.6. The wiring on the patch panel should be of a
distinct colour code, such that the patch panel may . be
used for supplementary connections for each sub-
experiment wlithout interfering with the original con-
flgurétion°

B, We wil) wrile a general Fortran program which per-
mits interactive control of the experiments and can
contaln subroutines to do the set-up for each of the

experiment sections to follow, Softwarévil] have to
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be used to control the time of the experiment,

C. Validate the probes on the BR, AMNY_DBR, dnd

VERIFIED_BR.
1. Connect BR to TECI and ANY_ER to TEC2.
2. Load a program of N "BR .+1" instructions into
the object system.
3. Initialize and start MONINET.
h. Let the object system run through the program.
5. Check that TEC1 and TEC2 are both equal to N
and stop MONINET.
6. Load a program consisting of all branch in-
structions (exluding the EBR, tkere will be sixteen
branch instruction.) with operands to branch to
next lInstruction (so that whether or not the
system branches or simply falls through, the next
branch instruction will be executed. Let the last
Instruction be a HALT,
7. Initialize and start MONINET.
8. Let the program on the object system execute.
9. Check that TEC1=0 and TEC2=16.
10. Connect the VERIFIED_BR to TEC1 and ANY_BR to
TEC2. '
11, Use the same program as 1Is In the object
system, but add an instructlion to the start(namely

a TST (Switch Register)),

12. Sct the Switch Register on the object system
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to zcro,
13, Inltialize and start MONINET,
14. Execute the loop on the object system.

15. Check the TEC1=8 and TEC2=16,

D. Measure the average instruction time of a PDP-11/20
for three different instructlon types.
1. Arrange equipment as In Figure #7.7.
2. Load program #1 of Table #7.2 Into the object
system,
3. Initialize and stért MONINET.
L. Use the single instruction mode on the object
system to execute one instruction at a time for
one pass through the loop, and obtain the time for
onc loop's duration. |
5. Clear and prepare the digital counter for
reading.
6. Initlalize and start MONINET.
7. Start,  loop In the object system and let it ex-
ecute for approximately six minutes. (=)
8. Read the digital counter and TEC1&2.
9. Repeat steps #2 through to #8 for programs #2

and #3 of Table #7.2,

(*) Due to the software control of the duration of the ex-
periment, It will be much harder to estimate values for cach
TEC. '
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EXPERIMENTAL PROGRAMS

#1 82 #3
EMT  (TO X) JSR  R5,A NGP
BR  .-2 BR .-k NOP
X TRAP (TO Y) A JSR R5,B NOP
RTI RTS NOP
Y 10T (TO 2) B JSR RS5,C 10P
RTI RTS NOP
(##) Z ATRAP (TO A) C JSR RS,D NOP
RTI RTS HOP
A RTI D RTS NOP
NOP
BR .-10

S S B OR SN L D R4 R 0 NS SN SN A G0 R 0RO SR G L S Gk 08 S e e o e s m b B T4 e W e v S S0 wm e e v e BN S e G 84 S @ e v me .

(#+) This Is a trap with no mnemonic and it will designated
as a 'ATRAP'.
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E. Mcasure the time within a routine which handles EMT
traps.
1. Set up the cquipment as In Figure #7.8,
2, load a program of knbwn duration into the ob-
ject system and set the object system ready to ex-
ecute an EMT to the program, but waliting in the
Halt mode. Program returns after execcution to a
HALT instruction.
3. Activate MONINET to read.
L. Start the object system.
5. Vhen the object system halts read each TEC and

halt MONINET. Repeat once for verification.
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F. Measurc the time withln a routine which handles bus
Interrupts.
L Arrance the equipment as In Figure #7.9.
2. Load a prosram of known duration Into the ob-
ject system and set the objecct system into a
simple loop.
3, Inltialize and start MONINET.
4., Cause a bus interrupt to occur,

5. When the object system goes back into the
loop, halt MOMIMEY and recad each TEC.

6. Repeat once for verification.
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2.3.5.8 CAICULATIGHS

1. For Mcthod C,sce Table #7.3 for the instruction times
and Table #7.4 for the estimated results based instruction‘
times quoted with a 20% relative uncertainty. The experi-
ment time Is assumed to have 5% error for 360 seconds. The

“average Instruction time is not estimated since 1t would

have a relative uncertainty of 50%.

SOME PDP-11/20 INSTRUCTION TIMES
INSTRUCTICH TIME INSTRUCTION TIME
EMT 9.3 BR 2.6
TRAP 9.3 JSR ol
10T 9.3 RTS 3.5
ATRAP 9.3 NOP 1.5

RT1I L.8

-- ~136- --



FOF CRNURT G RO I U AR U (N ) O |

FisUxe 7.9

N 1.
ANY INSTR _ 1815 SH3_|.T1 TEC 1
CXEC —| .Sk S L—-~n-~~_—-»
EMT 1513
BINTR S12 SH? T2 TEC 2
RTI )
BR
ANY_BR FE2 .
VERIFIER_DR R
FE1 o
J
cLU2 '
- g
Fl Sh )
12 |s3
L2 |s2 1
{
L1 |s1 g'
L1 |so
SH3 | T1
SM2 | T2 . | SM
sl | 16
$HO N
"PATCH  PANEL
315
—{SWITCH MATRIX2 |5
§
1 {=
O le
Q
CLU 1
0
)
A CLU 2
&4
Q“‘rrl
~ (— e . .

FE2




ESTIMATED RESULTS

PROGRAM LOOP TIME EXPECTED EXPECTED
NUMBER ut us, COUNT INSTRUCTION
(10%%6) COUNT
' (10+#+6)
1 56.0+11.8 6.10+1.52 54.9+13.,7
2 34.2+6.80 10.5%2.6 84 .5+23.6
3 17.6+3.52 20.4+5.1 224456

Z.3.4.5 COMMENT

A. The 1Initial test in Method '"C", to determine the
loop time measured by MONIMNET will provide much more ac-
curate results for Table #7.4h. It Is expected that this
uncertalnty and the time uncertainty tdgether would provide
a relative uncertainty under 6%,

B. Note that the figures gliven are calculated on In—.
struction time and neglect the time4between each instruc-
tion. This assumption will tend to cause the actual values
for the loop count and instruction count to be less than
predicted and the Instruction time to be less than the ex-
periment time,

C. The loop count is expected to be beneficial, due to

the uncertainties involved.
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It Is hoped these cexperiments (+*) will prove that
MONINET [n Its present status 1Is an accurate measurcment
tool and thaf It is useful for monitoring processor states
on a PDP-11/20.

It should be noted that as more components (eg. a hard-
ware clock with a time-out feature, a larger SM, more
counters, an ability to -access and reduce object system
data) arec constructed MONINET will be able to perform the

previous task easler and with better accuracy.

I.4 CONCLUSIONS

MONINET is a device which can be wused to monitor a
network of computers, a single computer system, or a
telephone switching office. UWith some minor modifications,
MONINET could also be wused as the heart of a computer

network dliagnostic system.

(+)  Sone of the experiments proposcd above vore completed
between the writing of this thesis and its publication. The
results are In Appendix B.
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SUMMARY, COHCLUSIONS and FURTHER WORK

8.1 SUMHARY

Consideration was given to the people interested in’
monitoring and to why they would want to monitor a system of
computers. Ve conclude that pecople, who are responsible for
a computer system, should do some rescarch and discover if
they can find a flexible monitoring system which can easily
be used on their system by their own personnel and be cost-
effective when compared to the costs incurred if their own
system was inefficicent or unreliable.

The next topic discussed was what ltems should be
detectable by a monitor, when It is appllied to the measure-
ment of the workload and computer system paratmeters. A
formal defintion of these items, which can be expanded into
a measremnicnt control language, was presented and explained.
The intercsting conclusion here, is that with this defini-
tion of an event, the procedure is to only detect the event,
then perform at 1least one of the seven basic monitor ac-
tions., (See Sectlon 4.1)

To perform the detection of these events, a tool is
necessary. Three basic types of such monitoring tools have
becen created over the years (softwarce, hardwarc and a com-
binatlon of both). The thesis includes a comparison of
types of monitoring tools. Besides the ten baslc charac-

terlctics and Yimitations prescnted, there is still a noed
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for the simple, single purpose, Inexpensive monitors, but
there is also an Incrcasing requirement for a monltor system
which is multi-purpose, In that it can accomplish many tasks
for a varitety of computer systems or networks.

The multi-purpose, flexible network monitor, MONINET,
which has been designed with these considerations {in mind,
was then presented. MONIMNET appears capable of monitoring
many different configurations of computer systems, and this
is only a prototype.

Thus,-we have covered the people, the tools, the tech=-
niques and some of the pfoblems of monitoring computer

systems and networks.

8.2 FURTHER WORK

In the area of reascarch, beslides the maintainance of
an updated bibliography on pcrformance measurements, we plan
to contact at least one person who has elther designed,
built or used cach of the monitors which we know exist,
This would be .beneficlal, since it could complete Table
£5.1; could permit another column on this table which
presented the costs of the monitors; could provide enough
facts about existing software monitors to permit us to build
a chart for the physical characteristics of the present
software monitors; and could finally 1lead to further
research In the area.

With respect to MONINET, the work planned entalls the
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completion of general analysls routines, a measurement con-
trol languagce and the operating system; as well as further
implementatlon of some of the modules of the RCHM, Also
nceded for' éach objecct system which vie wish to monitor, will

be load generators and a library of probe points.
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A.

APPLHDIX UAY

MQHlJl!LJ!iLBlﬁﬁ'EJJSELLElEiLJZL"AIJJLLEQIfﬁ

TIME OHLY
1. To set up a logical or physical path through
a node or network.
2. To disconnect a logical or physical path through
~a node or network.
3, To detect, correct, Or recover from trouble within
the network, for the following troubles:
a. Data transmission error;
b. Line out of service;
c. HNode out of service;
d. Storage device out of service;
e. Software crror in a>node;
f. Host out of service, and
g. Link problems.
L. To detcct or take appropriate action for network
overload duc to saturation of a line, node, storage,
or a Host.
5. To disassemble or reassemble a message into/from
a sct packets.
6. For a program to execute.

7. Percentage of CPU-1/0 overlap.

I < 2O
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CAPPEHDIX A"

FREQUENCY
1. For tfansmi&ihg a message or packet through a net,
node or specific component.
2. For service calls.
3. Of time intcrvals between arrivals of service calls.
L., Of time intervals between departurecs of service
calls.
S. Utilization of software and hardware resources
for nodes and hosts.
a. Software activity by module or groups of
modules.
b. CPU activity.
c. Line or link activity.
d. Channels, controllers or auxilliary storage
devices,
e. Main storage devices.
f. Data set activity.
g. File structure activity.
6. In each processor state.
7. 0f user response time }ntervals.

8. Uf task switching.



APPTUDIX "AY
C. COUNT ONLY
1. For sctting up logical or physical paths via
nodes or networks.
2. For disconnecting logical or physical paths via
nodes or.networks.
3. The number of packets, messages, OrF jobs handled
by a net, node or host.
bs The number of bits traensmitted or received by a

line, link, node, host or network.,

5. The number of recuests for-service. .C

6. The number of changes of state of a processor.
7. The number of times an instruction is executed,
8. Raw speed of a component;nhardware or software.
9. Number of active jobs.

-

10. MNumber of messages, packers, jobs in a system.

D. SPACE AND TIME

1. Reference patterns of software.

2. Auxilllary storage space used in a system, net

or node.

3. Main Storage space used or requested in a system,

network or node.
4. 1/0 organization and selection by channel,

controller, device and device componecnts.

~157~-



APPENDIX "AY

MAGNITUDE
A, Of a sclected queuc or queues.
2. Of messages, packets, or jobs in various

units of size.
3. Gf a data set for storage in cither main or

auxilliary.

LOGICAL AND SEQUENTIAL COMBINATIONS OF THE ABOVE.

-] 58



ADPPENDIX wR®
DEM 1

18- 19 January 1974

EXPERIZIVNT 1

I. Puxposes:

A. To obtain average instruction time on PDP-11/20

for various types of instructions.

B. To determine whether the monitor is working

properly.

IX. Proccdure

A, Outline of Proccdure

1., Locate signals which define start and end of

each instruction.

2. Define and construct probes to detect these
signals and condition them to match TTL logic levels of the

monitor.

~159~-



3. Decide which monitor components are

necessary.

4., Decide what instruction mixes should be

measured,

§. Writc the monitor control program and the

data analysis progranm,.

6. Perform the experiment with each of the

instruction mixes.

B. Signal Logation

Figure B.1 depicts the sequences of states involved
in the exccution of an instruction on the PDP-11/20.
On many instructions, the start of the Fetch signal
(see PDP-11 Processor Manual) indicates the start of
an instruction, while the end of the Yexecute" signal
(see PDP-11 Processor Manual) indicates the end -of
execution (sce Figure B.2). Using oscilloscope and
Processor Manual we set out to determine when this
was not the case, i.e., under what circumstances do
we not get an execute pulse to terminate execution of

an instruction? (see Figure B.3)

w160
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The following test prograil confirmed our suspicion that a
conditional branch with an unsatisfied condition would not

have an exccute pulse.

LOOP TST SWR
BXQ LOOP
BR LOOP

Placing oscillescope probe no. 1 on the WFETCHY signal and
no. 2 on the YEXELCUTE® signal yielded the pattorn shown in
Figure R.4 when SHWR=0, and the pattern shown in Figure B.5

when SWRiHEO.

In ordcyr to get axound this problem, the circuit shown in
Figure B.G6 wvas sct up and the output was placed on the
oscilloscope. The xresult is shown in Figure B.7. The

spikes are too fast for us tc monitor reliably.

~162.
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FIGURE R.5
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o WE s bt BB
o By YA

The next approach was to set a f£lip-flop wviwen the
instruction fetch started and yeset it when the exccute
pulue ended or when the Yservice! state wan entered,
meanwhile counting the number of instruction fetcbes and
measuring the time the flip-flop was set. These signals
werce found, and signal conditioaning probes were constructed
appropiately (see Figure B.8 for the signals currently
available frowm the processor for this and other

experiments)

FIGURE B.3

1. Fetch and ISRO

2. Execute

3. . Scrvice and ISRS

4, Branch (ccnditional)

5. Branch (non-conditional)
6. pus Interrupt

7, Branch Instruction

8. EMT,.

<1606
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D Monitor Control Yoogram

Figure D.1 is a listing of the simple program used to

control the monitor tor this cxperiment,

.

E Instruction Mixes Heasured

T NOP Performed 18 Januuxy 1974 by

HALT Goodspeed and Jederman.

HALT

3. 5 NOP!s

HALT

u, 10 Norts

weLr

Wo dailscoverod with thio irstruction mix on 19 Januayry 1974
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FIGURE N, 1
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MONITR-L

UNIT=]

CaALL DInu.d

CaLl o0l \r( Y, U, O \’ O, U, 0,0’ \.), O,U, v, 0,0, O)
CALL iiaofai{a)

Cal.ls IA. Lu;x.&( 1 )

UnIT=1

Ll:=At13

CALL CuiiCTI(15,0,15,3,4,2,0,1)

5 WRILI(G.100)

100 FOreAT(Y ', v, /)
RSAD(’.]]O Cuidn D, UNET

110 FORMAT(:2 )
Ix‘(C\«“x \D,.‘_z. ul ")GO 10 20
CALL 1¥ HALT(1,2)
CA.L'L Gtz (.\)
li.HI’l.A(\) 1!1\)) '(J),l

140 FOAT(Y EHD= 05
GO G0 &5

20  IF(CCianD, NE, 'G0') GO
Calls Grilitigoliazt)

CaLl wveo(l, 2)

YVRIVE (o 12 J) Sy “r’?),swaawgl)

H R
x Mo

HEY N
1X,06)

b

[
==
O
W
O

120 FoRMAT(Y ', TLTarDE 06, 18,05

GO 12 %
30 IW(cc*ﬂuD,NE,'RE') 30 20 40

CALL t\‘zul‘v(i‘ u.: . -u.\rl)

u;.\J.rILJ\\),l_)O) UA (1) ml‘.‘bkg) \/lhl!fl(‘l) +JV¢A|I(2)
130 FORHAL(] ','11' ,06,1.% , 05, IR ,06,1.0,05)

GO 10 5
40  IF(ClanD, Ha, "CL'T)GO TO 50
CaLL BIITV(3,0,1,1)

GO 70 5

50  IF(CUIAND, NE, 'ki') 0 10 5
STy
END
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FIGURE E.1

3

STARY ¢ MOV v 10..R0

NOD
NGP

. NOP
NOP
1ROP
NOP2
RODP
NOP
NOP
NOP
DEC RO
BGT LCOP
HALT

« END START
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JOT

rTY

RTT

JSR

RTS

RTS

. END

K5,X

START

START

FIGURE 5.2

FIGURE E.3
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13T RESULT

10

.:'{)11

HALY

NOP

NOP

HALT

RO

NOP

KOP

HoP

NOP

HALT

STAKT

9

roqgquired 2.8 microseconds, a8 conparcd with

3.1 microscconds with the $20% guoted by DEC,

requirved 4.1 microseconds comparca with 4.4 us.

quotaed by DEC.

Required 8.4 us. comparecd with 8.4 us.

estimated by DEC.

required 15.1 us. compared with 15.0 us. qu

quoted by DEC.

NOP yun for 30.1 seconds yielded ZU,14 sec
NOPs for fetches of 14,654,700 instrvctions

BR START and 30.05 seconéds to execute these

for

and

instruction. Only 1,601,987 instruction

terminations were noted.

The average instruction time was 1.7

us., and the ratio of fctches to

) ]2



Figure E.2

Figure E.3

calculated.

execrtes was oxactly 11, as it should

b,

The same avorwge instyuction tine and
ratio were obtained whon the

exporiment was run again.
The average instruction time for this
experximent was measurced as 3.75 us.

vs 3.67 calculacved from DEC's data,

Average measured was 5.93 us. vs. 6.5

All of these resulsts are well within DICY's erxrox

tolerance of 20%,

=17 3



	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

