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Abstract

Deep models, while being extremely versatile and accurate, are vulnerable to adver-
sarial attacks: slight perturbations that are imperceptible to humans can completely
flip the prediction of deep models. Many attack and defense mechanisms have
been proposed, although a satisfying solution still largely remains elusive. In this
work, we give strong evidence that during training, deep models maximize the
minimum margin in order to achieve high accuracy, but at the same time decrease
the average margin hence hurting robustness. Our empirical results highlight an
intrinsic trade-off between accuracy and robustness for current deep model training.
We also show that such trade-off can be broken by robust training methods.

1 Introduction

The seminal work of Szegedy et al. [1] demonstrated surprisingly that it is possible to craft very
minimal changes to an input image that (a) is clearly not perceivable by humans but (b) can com-
pletely flip the predictions of state-of-the-art deep models. Such detrimental perturbations are called
adversarial examples and have raised serious concerns on the safety of deep models.

A sequence of works have proposed new attack algorithms to generate adversarial examples [e.g.[2H4]],
as well as defensive techniques [e.g. SH7] to train more robust models. In addition, a line of research
focusing on provable certification of (non)robustness has emerged, providing proof of non-existence
of adversarial examples in a neighbourhood. For example, one can use the Lipschitz constant of
the network to provide a lower bound on the adversarial perturbation [e.g. |8H11]. More recently,
certification methods base on mixed integer programming (MIP) [12} [13]] have been proposed
to provide more accurate lower bound. However, due to NP-hardness of MIP, one need convex
relaxations [14H17] in order to scale the certification method to larger models.

In this paper, we reveal a surprising trade-off between minimum and average margin in standard deep
model training. In particular, the recent result of [18] implies that on a linearly separable dataset a
linear classifier converges to the SVM solution, under mild conditions on the loss function. Since
SVM explicitly maximizes the minimum margin, any linear classifier would eventually achieve the
same. However, our experiments reveal that the average margin is greatly reduced during training. In
other words, models maximize the minimum margin at the expense of reducing the average margin
hence becoming more susceptible to adversarial attacks. This surprising phenomenon was also
confirmed on linearly nonseparable datasets and a variety of nonlinear classifiers.

2 Background and Notations
We consider the multi-category classification problem. Denote a set of n training instances as

{(xs,yi) € X x [c] : i = 1,...,n}, where the feature domain X C R? and [c] := {1,...,c} with
¢ > 2 the number of categories. A classifier f : X — R¢, predicting ¢ of a test sample x, corresponds
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to a set partition Fy, ..., F. of the domain X such that UyFy = X and forall k # [, F, NF; = (). We
define the distance from a pointx € X toaset F C & as:

d(x,F) ;= inf{||x — z|| : z € F}. (D

Thus, d(x, bd F;) is the distance to the decision boundary , corresponding to the minimum pertur-
bation to flip the prediction. We define the individual margin of (x,y) w.r.t. the classifier {F} as:

m(x,y) := m(x,y; {Fr}) := sign(g(x),y) - d(x,bd Fy),
where sign(g,y) = 1if § = y and sign(g, y) = —1 otherwise. Namely, when predicting correctly,
the margin is the distance to the decision boundary, measuring the minimum perturbation to change
the prediction; when predicting wrongly, it is the negation of distance to the decision boundary,
measuring the distance to correct the prediction. With the above notations, we define

e minimum margin: min; <;<, m(x;, y;)
e average margin: + >°" | m(x;,y;)

In the next section, we will reveal an intrinsic trade-off between these two notions.

3 Minimum vs. Average Margin: A Case Study

In statistical learning theory, it is well-known that we can bound the generalization error of a classifier
using empirical margins [[19]. In particular, the support vector machines (SVM) explicitly maximize
the minimum margin. In adversarial learning, however, we argue that average margin is more
indicative of the robustness of a classifier.

Our main observations in this section are: (a) current machine learning models, especially when they
become deep and powerful, implicitly maximize the minimum margin to achieve high accuracy; (b)
there appears to be an inherent trade-off between minimum margin and average margin. In particular,
by maximizing the minimum margin the model also (unconsciously) minimizes the average margin,
hence becomes susceptible to adversarial attacks. Note that we do not claim minimum margin always
contradicts average margin. It does not, as can be easily shown through carefully constructed toy
datasets (e.g. a highly symmetric dataset). Our empirical observation is that there does appear to be
some tension between the two notions of margin on real datasets.

To begin with, we first demonstrate that minimum margin is maximized during standard training.
In fact, this can be formally established through the implicit bias of optimization algorithms, such
as gradient descent which is ubiquitously used in training deep models. Recall that on a (linearly)
separable dataset, (hard-margin) linear SVM explicitly maximizes the minimum margin. The
following result, due to Soudry et al. [[18], confirms the same for most models currently used in
machine learning, including logistic regression.

Theorem 1 (Soudry et al. [18). Consider binary classification. For almost all linearly separable
datasets and any smooth decreasing loss with an exponential tail, gradient descent with small constant
step size and any starting point W converges to the (unique) solution W of hard-margin SVM:
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Thus, Theorem|[I]implies in particular that if we optimize logistic regression by gradient descent on
a linearly separable dataset, then we implicitly maximize the minimum margin, just as in SVM. In
addition to linear classifiers considered in Theorem 1| the implicit maximizing minimum margin
effect for deep neural networks has also been discovered [20, [21]].

El

Next, we ask the natural question: How does average margin change during training? To answer
this question, we train a binary logistic regression (LR) using gradient descent on MNIST [22] to
classify 0’s and 1’s. Note that the subset of MNIST consisting only of 0’s and 1’s is indeed linearly
separable, as LR achieves zero training error (see Figure [3]in appendix). All conditions of Theorem T]
are thus satisfied, and we expect LR to maximize minimum margin. Indeed, Figures [Ia] and [Tb]
confirms that the minimum margin continues to increase during training until approaches that of
SVM. Meanwhile, the average margin decreases drastically after a few epochs at the very beginning,
and then keeps decreasing. To gain further insight, we plot the margin histograms at different training
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epochs in Figure|lc| It is clear that the distribution of margins shifts towards the left during training
and eventually approaches that of SVM. In other words, during training the majority of data are
pushed towards the decision boundary, leading LR to become more and more vulnerable.

We summarize the finding from this toy example. Among all zero-risk classifiers, standard training
has bias towards the max-minimum-margin classifier. Unfortunately, the classifier with the largest
minimum margin does not have large average margin, hence suffering adversarial vulnerability.
Thus, to make models robust, one has to break the margin trade-off, by introducing bias towards
average margin. Notice that several robust training methods based on margin maximization have
been proposed [23, [24], which should be understood as average margin instead of minimum margin.

4 Experiments

In this section, we provide further extensive evidence to minimum-average margin trade-off discussed
in §3] by investigating the following six models on MNIST [22] and CIFAR10 [25]:

o MNIST-LR/CIFAR-LR: Multiclass logistic regression.
o MNIST-MLP/CIFAR-MLP: Shallow neural networks with one hidden layer.
o MNIST-CNN/CIFAR-CNN: Deep convolutional neural networks.

4.1 Approximating Distance

In general, exactly computing the distance to the decision boundary of deep models is intractable.
Instead, we use the following Lipschitz lower bound as an approximation:

Theorem 2 (Hein and Andriushchenko[8). Suppose f : R? — R€ is a multiclass classifier (with
argmax prediction rule). Then, for any r > 0:

x

d(x, bd Fy) Zmin{ggw,r}, 3)

where LE is the local Lipschitz constant of f3(x) — fx(x) over the ball B(x,).

The lower bound (3)) is tight when f is linear, and for more general nonlinear f, it is reasonably close
to the true distance, as shown empirically in [9]]. Here, our estimation for the Lipschitz constant Lf( is
simply the maximum norm of the gradient (difference) of many random samples in the ball B(x, ),
as we found this simple strategy is reasonably accurate and efficient. Throughout the experiments,
we set 7 = 5 and the sampling size equal to 1024 x 50. We find that doubling the sample size do not
change the estimation results much. All experiments can be run on a single GPU.

4.2 Margin Trade-off for Nonlinear Models

We plot the margins on both training and test sets in Figures 2a] to It is clear that similar
phenomenon as those in §3|can be observed: the minimum margin continues increasing while the
average margin keeps decreasing. This again highlights an intrinsic trade-off between minimum
margin and average margin.

To investigate how the margin distribution changes during training, we plot margin histograms (see
Figures [5a] to[5f]in appendix). As training proceeds, we observe again the distribution of margins
shifts towards left, meaning that the majority of data points are pushed closer to the boundary. To
some extent, this provides compelling explanation of the non-robustness of deep models: although
achieving high accuracy by maximizing the minimum margin, the average margin, which is a better
indicator of robustness, is at serious jeopardy.
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Figure 2: Top: Average and minimum margin trade-off on CIFAR. Bottom: Average margin of
regularized and standard training.

4.3 Explicit Optimization of Margin

Since standard training will bias towards the max-minimum-margin classifier, we propose a regularizer
to explicitly promote average margin, hence break the margin trade-off. For deep neural networks,
even computing the margin is already NP-hard [[L1], let alone optimizing it. However, the margin in the
feature space provides a lower bound of the margin in the input space. Let f be a deep neural network
with L layers, f(x) = W -o(Wp_1-0(---o(W; -x))), where o is the activation function. Let ®(x)
be the output of the second last fully connected layer, then || ®(x;) — ®(x2)|| < Lip(®P) ||x1 — x2|,
where Lip(®) is the Lipschitz constant of the feature transformation map ®. In particular, it suggests
a natural way to maximize input space margin: we control the Lipschitz constant of f and maximize
the feature space margin simultaneously. Our regularized objective is

> ¢ (i f(xi) = A min(wyi—Wk)be(Xi)} +6 ) W, — 1|2, )
i—1 k#y; 0 1<I<L

where the first term is the standard training loss (such as cross-entropy), the third term is the orthogonal
constraint for controlling the Lipschitz constant of the network, and the second term is the average
margin penalty in the feature space. Notice that 7 is a truncation parameter. Namely, we only
maximize the average margin up to 7, to avoid outliers dominating the average margin.

We retrain the models in §4.2]using our average margin regularizer. We find that models trained by
(@) have much larger average margin than models trained by standard training (see Figures [2d]to21).
In addition, we evaluate the models under projected gradient descent attack (PGD) [[7]], and observe
that our regularizer has higher robust accuracy, compared to standard training, which indicates our
regularizer can break the margin trade-off and increase the robustness. Notice that our regularizer is
different from the Lipschitz constant regularization method (LCR) [26], as we are maximizing the
margin explicitly. From Table[T} we can see that our regularizer has both higher average margin as
well as higher robust accuracy, especially for large e.

5 Conclusion

In this work, we discovered the intrinsic Table 1: Comparison between different training methods.
trade-off between minimum and average Std: standard training LCR: Lipschitz constant regulariza-
margin, which appears across different tion AMR: average margin regularizer Column 4: clean
models and datasets. We gave strong accuracy Column 5-8: robust accuracy under [, PGD at-
empirical evidence that deep models tack The last column: average margin

maximize the minimum margin during Models Method Clean ¢ =05 ¢—10 c¢=15 =20 AvgMargin

s : . S 9824 8926 4923 1578 506 0.80
training to achieve high accuracy, but at MLP LCR 9599 O9L12 8062 60.56  34.07 1.36
the expense of decreasing the average MINIST AMR 9601 9118 8101 6293 3844 141

N . S 99014 9595 9048 8872  87.52 Lol
margin significantly, hence becoming ONN  LCR 9929 9721 8783 5830 2696 134
more susceptible to adversarial attacks. AMR 9925 9790 97.60 9751 9733 140

. Models Method Clean e=0.1 e=0.2 €e=03 e=04 AvgMargin
In the future, we plan to theoretically an- S 5404 3977 2667 1677 995 0.17
s : : MLP  LCR 5009 4623 4165 37.09  32.62 0.45
alyze the t.ralmng dynamics to provide CIFAR AMR 5036 4628 4281  39.06  35.67 0.54
further insights to the phenomenon. Sd 7877 5432 3981 3714 3627 009
CNN LCR 80.54 70.84 58.72 44.82 32.54 0.26
AMR 78.12 69.59 59.84 49.02 38.65 0.31
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A Detailed Experiment Setting

Model Architectures:

e MNIST-LR and CIFAR-LR: Multiclass logistic regression.

e MINIST-MLP and CIFAR-MLP: Neural networks with one hidden layer. The hidden layer
has 1024 neurons and ReLU activation.

o MNIST-CNN and MNIST-CNN: Two AlexNet-like convolutional neural networks with a
slight difference. They are exactly the same as the models used by Weng et al. [9]], Carlini
and Wagner [4].

Margin Estimation: For linear logistic regression, we perform estimation in every epoch; for
nonlinear classifiers, we only perform estimation in epochs 1, 10, 20, 30, 40, 50, 80, 120, 160 and
200. We perform more estimations at the beginning, as margins may change drastically in initial
stages. The estimation is performed on a subset of size 500, which is randomly chosen from the
original training and test sets.

Standard Training: We use SGD (learning rate 0.01) with momentum (0.9) and nestorv to train
all six models. Batch size is set to 128. Linear models (LR) are trained for 1000 epochs. Nonlinear
models (MLP, CNN) are trained for 200 epochs. No data augmentation is used.

Lipschitz Constant Regularizer: We follow the method proposed by Cisse et al. [26]. We set
B = 1072 as suggested in [26].

Average Margin Regularizer: We set A = 0.1 and 3 = 103 for all models. While different 7’s
are used for different models. 7 is tuned such that it is on the same order as the Lipschitz constant
of the model. MNIST-LR and MNIST-MLP use 7 = 5. MNIST-CNN use 7 = 10. CIFAR-LR use
7 = 5. CIFAR-MLP and CIFAR-CNN use 7 = 10. The idea is using larger 7 for deeper models.

Attack Method: We use projected gradient descent (PGD) attack to evaluate the robust accuracy. We
set step size 0.01 and number of iterations 1000. Increasing the number of iterations does not change
the robust accuracy much, thus 1000 iterations is sufficient to generate strong adversarial examples.



B Training Curves

Training curves of the binary logistic regression in Section [3|are shown in Figure 3] Training curves
of models in Section[d]are shown in Figure ]
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Figure 3: Training curves of logistic regression classifying 0 and 1 on MNIST. For the ease of
illustration, x-axis is in log scale. Left: Training loss w.r.t. epochs. Middle: Training error w.r.t.
epochs. Right: Test error w.r.t. epochs.
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C Margin Histograms of CIFAR Models

Margin histograms on training set and test set for CIFAR models are shown in Figures [5a]to [51]
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Epoch =1 Epoch=10 Epoch=20  Epoch=30  Epoch=40 Epoch =1 Epoch=10  Epoch=20  Epoch=30  Epoch =40
o w w w w 120 120 10 10 10
00 100 100 100 100 >
[9) 10 100- 100- 100- 100
5 8 8 8 8 8 5 ® » » » »
36 60 60 6 60 Jw & ® ® ©
T w « « © T o © © o
I.t 20 20 2 20 20 u_L 0 0 2 2 2

0 o o 3 0 o o o [ 0
00 05 10 15 00 05 10 15 00 05 10 15 00 05 10 15 00 05 10 15 00 05 10 15 00 05 10 15 00 05 10 15 00 05 10 15 00 05 10 15

" Epoch = 50 " Epoch = 80 " Epoch =120 " Epoch = 160 " Epoch = 200 Epoch =50  Epoch=80  Epoch =120 Epoch =160 Epoch =200

g
g

D00 100 100 100 100 >
Q0 Qw w w w w
5 80 80 80 80- 8- UCJ ® o @ @ P
36 60 60 60 60 Jw & ® ® &
Tw 0 «© © © T © © © o
o o
[ 20 20 2 20 w o 2 2 0 0
0 0- 0- 0- 0- 0- 0- 0 0 0
00 05 10 15 00 05 10 15 00 05 10 15 00 05 10 15 00 05 10 15 00 05 10 15 00 05 10 15 00 05 10 15 00 05 10 15 00 05 10 15
Margin Margin Margin Margin Margin Margin Margin Margin Margin Margin

(e) Margin histogram of CIFAR-CNN on training set  (f) Margin histogram of CIFAR-CNN on test set
Figure 5: Margin histograms for CIFAR models



D Margin Curves of MNIST Models

Minimum and average margin trade-off for MNIST models is shown in Figure[6]
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Figure 6: Average margin and minimum margin during training of 3 MNIST models. In the top
left figure, we shift the curve of average margin on training set by a small constant 0.001, to avoid
overlapping of two curves. This is only for illustration purpose.
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E Margin Histograms of MNIST Models

We plot margin histograms for MNIST models in Figures 72| to[71]
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(a) Margin histogram for MNIST-LR on training set
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(e) Margin histogram for MNIST-CNN on training set
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Figure 7: Margin histograms for MNIST models
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