1-intro.fm1/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

CS 856 Internet Transpor t Performance

Introduction

Martin Karsten

School of Computer Science, University of Waterloo mkarsten@uwaterloo.ca

1-intro.fm2/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

Contents

Introduction

Problem Domains • network contr ol • packet sc heduling • cong estion contr ol • advanced comm unication patterns: mobility , multicast, etc. • network architecture • implementation aspects

Resear ch Conceptions and Cour se Pr ojects

1-intro.fm3/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

Communication Netw orks

Transpor t infrastructure f or intangib le goods: Inf ormation

Digital Communication Netw ork • information represented as bits • and a ggregations thereof

Infrastructure • devices, cab les, antennas, laser , ...

Services & Applications ⇒ Layering • e.g. ISDN 64 kbit/s channel → ser vice

• call setup & speech encoding/decoding→ application (telephone) • analog fax over resulting audio channel→ application • "telephone application"→ service

Purpose of Comm unication Netw orks • general vs. special

1-intro.fm4/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

The "Internet"

Internet (IP-based) T echnology • protocol suite: IP , DHCP, TCP, UDP, OSPF, BGP, HTTP, etc. • specifications, software , hardware, policies

Network Domain • collection of hosts and links • common netw ork technology

Administrative Domain • common administrative authority • coherent polic y

Public Internet • collection of netw ork/administrative domains • connected thr ough least common denominator → IP • loosely coherent global policies

• usage of BGP routing vs. local configuration of BGP routing

1-intro.fm5/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

Internet Pr otocol Suite - Recap

ISO Open Systems Inter connection (OSI) Ref erence Model

Internet Model • layer 1-4 & application layer • expanding?

Physical Layer

Data Link Layer

Network Layer

Transpor t Layer

Session La yer

Presentation La yer

Application Layer

1 2 3 4 5 6 7 Layer N+1

Layer N

Layer N+1

Layer N layer N+1 protocol

layer N protocol layer N service layer N+1 service

1-intro.fm6/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

Internet Pr otocol Suite - Recap

Communication La yers between Pr ocesses

Internetworking vs. Br oadcast Netw orks • limited scalability of br oadcast netw orks → LAN or MAN

Data Link Instance: Har dware/Device • modern netw ork devices: some TCP/IP end system functionality

Transpor t & Network Instance: Software • modern r outers: netw ork instance (par tially) = special har dware

Data Link Instance

Network Instance

Tramspor t Instance

Data Link Instance

Network Instance

Data Link Instance

Network Instance

Data Link Instance

Network Instance

Tramspor t Instance

Application

Process

Application Process

1-intro.fm7/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

Internet - Today and Tomorrow

Current Ser vices • remote resour ce access: printing, file ser ver, remote login, etc. • information distrib ution: web, file transf er, etc. • communication: email, ne ws, chat, voice, video

Reliability and Performance - Pub lic Internet • often good enough to ver y good, b ut: would you trust y our life on it? • limited regulation and no minim um guarantees • private IP networks → different stor y

Vision • uniform integrated/la yered infrastructure

• cost reduction: economies of scale • diverse applications • reliable ser vices and predictab le performance • uniform pub lic communication ser vice?

1-intro.fm8/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

IETF - Standardization & Resear ch

Relevant Interfaces • between modules • between de vices • between netw orks

Internet Engineering T ask For ce • standar dization of pr otocols "on the wire" • operates b y "consensus" rather than f ormal voting

• group of individuals rather than organizations • no formal membership→ open meetings and debate • "running code" principle → existing inter -operab le systems required

IETF↔ Resear ch Community • (decreasing) o verlap • (increasing) influence of vendor s • experimental documents (Internet Drafts, RFCs)

Note: Standar dization → Technology AND Marketing !

1-intro.fm9/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

Topics - Network Control

Routing • estab lish connectivity between end systems

• does at least one path e xist? • if multiple, which one to take? • symmetric vs. asymmetric r outing?

Routing Mechanisms • information gathering: global vs. local vs. centraliz ed • path estab lishment: implicit vs. e xplicit

A

B ?

1-intro.fm10/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

Topics - Network Control

Connectivity & Multiplexing - Taxonomy • circuit s witching → no multiplexing

• establishment of closed physical end-to-end path

• old telephone networks → electrical circuit • fiber-optics networks (WDM)→ optical circuit • time division m ultiplexing → sync hronous m ultiplexing

• time slot↔ fixed-size basic information unit (X bits per cell) • synchronous transmission, path identification through slot number • explicit path setup required

• modern/current telephone networks (Sonet/SDH) • virtual circuit → async hronous m ultiplexing with explicit path setup • fixed- or variable-sized information unit • asynchronous transmission, path identification through label/identifier • label/identifier information exchanged during path setup

• ATM (asynchronous transfer mode) • datagram → async hronous m ultiplexing without e xplicit path setup • fixed- or variable-sized information unit • asynchronous transmission, path identificationthroughend system address • compact addressing required • independent routing function required

• Internet

1-intro.fm11/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

Topics - Network Control

Routing & Aggregation • global scope: millions of end systems → routing state? • aggregation necessar y

• simple aggregation: e.g. class A,B,C subnets in IPv4 routing • with and without e xplicit path setup

Internet Routing • intra-domain → efficienc y (performance and load contr ol)

• link-state routing provides global information • requires increased communication and computation • inter-domain → policy and economics

• distance-/path-vector routing→ route advertising • local optimization vs. global consistency?

Inter-Domain Internet Routing • old problem: flexibility → classless inter -domain routing (CIDR)

• requires more complicated lookup function (longest-prefix matching) • new problem: exponential gr owth of routing state

• multi-homing: multiple advertisements for each network

1-intro.fm12/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

Topics - Network Control

Network Signalling • estab lish connectivity

• set up virtual circuit • find mobile end system • open firewall • etc.

• negotiate traffic and ser vice contract

• QoS signalling: interface vs. distributed algorithm • overhead of netw ork signalling?

Application-level Signalling • e.g. initiate voice call • private netw orks: integrate application & netw ork signalling

Failure Handling • node link - overload and/or failure • detect pr oblematic condition and rer oute traffic • information gathering → execute necessar y chang es

1-intro.fm13/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

Topics - P acket Scheduling

Contention

Input Queueing - P otential Bottlenec ks • classification & r outing lookup • access to bac kplane • switching capacity of bac kplane

Output Queueing - P otential Bottlenec ks • link capacity • link access (br oadcast medium)

In Reality: Both

1-intro.fm14/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

Topics - P acket Scheduling

Asynchronous Multiple xing: (Unregulated) Arrival at Multiple Input Ports • buffering → delay • buffer overflow → drop

Diverse Requirements • throughput • delay • loss

Packet Scheduling • which packet to transmit ne xt? • buffer mana gement • granularity of discrimination → application flo w vs. traffic c lass • relative vs. absolute ser vice guarantees • path setup ↔ traffic regulation & state setup

Fairness • definition of fair resour ce sharing?

1-intro.fm15/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

Topics - Cong estion Contr ol

Datagram Network and Aggregated Routing • no explicit path setup • no pro-active resour ce allocation • transient cong estion will happen

Congestion Contr ol • original goal: regulate fast sender b y slower receiver • network cong estion: regulate collection of sender s by network • contain cong estion as fast as possib le • approximate available capacity (fair share)

Effects • implicit network contr ol through feedbac k loop • stab le resour ce allocation → same eff ect as traditional netw ork contr ol?

Challenges • large band width/delay product and reaction dela y • high utilization vs. careful appr oximation of fair share of capacity

1-intro.fm16/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

Topics - Mobility & Multicast

Advanced Comm unication P atterns • group comm unication • (m)anycast comm unication • end system mobility • middle-box functionality (e .g. firewalls)

⇒ Not well handled b y connectionless data gram ser vice • e.g. mobility: information about current netw ork access point needed • e.g. multicast: inf ormation about current gr oup member ship needed

Existing Internet Pr oposals • consider ad vanced comm unication patterns as e xception • state-based ad ditions to IP (end system based → overlay networks) • dual-stac k, specializ ed solutions • no chang es to underl ying IP operation

What if these "e xceptions" become the norm?

1-intro.fm17/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

Topics - Network Architecture

Current Internet Ar chitecture • unicast data comm unication

• human-to-human communication? • real-time communication? • group communication?

• earth-based, fix ed, wired workstations

• variety of devices? • variety of access and transit links? • device mobility?

• basic ser vices

• extremely high reliability requirements? • extremely security requirements?

Case for Integrated Infrastructure • high efficienc y needed • engineering f or the common case • common case → moving target?

1-intro.fm18/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

Implementation of Netw ork and Transpor t Functionality

Goals: High Efficienc y, Low Complexity, High Flexibility, High Robustness • often conflicting goals

Conceptual Le vels • data plane - e verything directl y involved in moving pac kets • control plane - configuration of data plane: r outing, signalling, etc.

Implementation Le vels • software

• user-level processes • kernel-level modules • hardware

• various programming models

System Types • end system: w orkstations, ser vers, thin c lients, etc. • router: location in netw ork ↔ expected traffic • higher-level gateway: firewall, VoIP call ser ver, etc.

1-intro.fm19/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

Assessment of Conceptions

Scope • node , network domain, or global Internet? • special vs. g eneral purpose • isolated vs. univer sal function • anticipated application & traffic mix • scalability

Performance vs. Contr ol • average performance vs. w orst-case perf ormance

• 90% argument vs. 99.99% argument • explicit contr ol & configuration • robustness & reliability → handling of failures • economics & v alue-chain • security implications

1-intro.fm20/20 May 5, 2004 Martin Karsten - CS 856, Spring 2004

Course Pr ojects

Goals • thoroughly under stand pr oblem domain • demonstrate under standing b y project results and paper

• design sensible mechanisms • meaningful performance investigations • sketch path to "perfect" solution • or: demonstrate that you have explored a large variety of alternatives • practical e xperience in sim ulation and/or implementation and testing • do more than just literature resear ch • unusual ideas are pref erred (but hard to produce)

Course Pr oject • 1-3 students per pr oject → project sizing m ust be appr opriate • pick from list or pr opose y our own!

Project Proposal • one pa ge about pr oblem and pr oposed w ork • required infrastructure • discuss with instructor bef ore submitting pr oposal